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Croeunslii cepep Huawei
PyxoBozcTBo nosbzoBarenst iBMC (ot V250 no V259) O oKyMeHTe

O mokymeHTe

IeneBast ayauropmsa

B manHOM NOKyMEHTE TIPHBEICHO OonrcaHue 6a30BOTO MPOTPAMMHOTO 00€CTIeUeHHS
WHTEJUICKTYyaJIbHOTO KOHTpOJUIepa ynpaBJieHus MaTepuHckoi maroi (iIBMC, intelligent
Baseboard Management Controller). JlokyMeHT BKJIFOYaeT CIIEAYIOLICE:

®  Oynaknuu u Bo3mMokHOCTH iIBMC

®  Be6-untepdeiic monpzosarens (WebUI) iBMC

®  Uurepdetic komanauoi crpoku (CLI, Command Line Interface) iBMC

®  KomaHpl, Hcmonb3yeMbie Ha iBMC

JlaHHBIA JOKYMEHT peaHa3HaueH as cepsepoB RH1288 V3, RH2288 V3, RH2288H V3,

RH1288A V2, RH2288A V2, 5288 V3, RH5885 V3, RH5885H V3, RH8100 V3, 1288H V5,
2288H V5, 2488 V5 u 8100 V5.

JlaHHBIN JOKYMEHT NpeJHa3HaueH Ui CJIeAyIOIIeH ayTuTOpUH:

®  lImxeHepoB 110 YCTAaHOBKE CEPBEPOB

®  [lmxeHepoB Mo TeX00CTyKUBaHUIO CEPBEPOB

L lnpumeyanmE

e B 1aHHOM JOKYMEHTE NPHMBEAEHO OMHMCAHUE KOMaHJI, HCIIOJIb3YEeMBIX TOJIBKO U1 pa3BepPThIBAHUS U
00CITy>)KMBaHIS CEpBEPOB NMPOU3BOCTBA KoMIaHny Huawei. OH He BKIIIOYaeT B ce0sl KOMaH/IBL,
UCHOJIB3YEMBbIE TIPU W3TOTOBIIEHUH, COOPKE U 3aBOJICKOM KOHTPOJIE 1 PEMOHTE.

e JlaHHBIN TOKYMEHT HE COIEP KUT KOMaHbl, CBSI3aHHbIE C TEXHMYECKOU peanu3aient uin
JIOKaNM3anueil HencnpaBHo cTeil. HempaBuibHOE MCTIONIb30BaHUE TAaHHBIX KOMaH/ MOKET NPUBECTH
K HEHCIIPABHOCTSIM YCTPOMCTBA MITH K MPEPHIBAHUIO OOCITYKHBaHHs. [[J1s1 MOTydeHHUsI CIIPaBOYHON
uH(popMAIMHK 110 TaHHBIM KOMaH/aM, 00paTHTeCh B CIIy)KO0y TeXMmonaepxku kommanuu Huawei.

I[aHHLIfI JAOKYMCHT MPEAHA3HAYCH I JIUL, 3aHUMAIOIINXCA YCTaHOBKOﬁ, YHpaBJICHUEM U
YCTPAaHECHUEM HEMIOJIaJOK CEPBEPOB. HpennonaraeTc;I, YTO BbI 06Jlaz[aeTe JIOCTAaTOYHO M
KBaJ'IH(l)HKaHPIefI, MOXXETE BBIIIOJIHATH O6CJ'Iy>KI/IBaHI/IC CEPBEPOB U ONIPEACTIATH
NOTCHUHAJBHBIC OMTAaCHOCTHU B IPOAYKTAaX C OIMMACHBIMU SHEPIr€TUYCCKUMHU YPOBHIMMU.

JIvict perMcrpanmm M3MeHEeHUM

OOHOBNEHNSI TOKYMEHTA BBITOTHIIOTCS B MOPAAKE HAKOIIEHHU. TakuM 00pa3oM, mocie Ui
BBIITYCK JOKYMEHTa COIEPIKHUT Bce OOHOBJICHHUS, CACTAHHbBIC B MPEIBIIYIIUX BBITYCKaX.
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Oo6HoBeHms B BIycke 06 (13.11.2017)

OOHOBIIEHO OMHCAaHHE CIIOCOO0B YCTAaHOBKH YE€PHOTIO SIIHNKa U peKOMeH,Z[aHI/Iﬁ 10 €TI0
HCIIOJIB30BAHHUIO.

O6HoBeHns B BhIIycke 05 (12.10.2017)

Oo6noBneHO onncanue koHpuUrypamuu LDAP.

O6HoBneHms B BoIycke 04 (30.09.2017)

OOHOBIIEHO ONKCAaHUE PUBUICTHUH.

O6HoBeHms B BhIycke 03 (12.09.2017)

OOHOBIIEH CIMCOK coBMecTUMOCTH iBMC.

Oo6HoBeHms B BhITycke 02 (25.07.2017)

Bropoii oduinanbHbIA BBITYCK.

Oo6HoBeHns B BoIycke 01 (30.06.2017)

[1epBEIit 0pHUIMATBHEIA BBITYCK.
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OOmas nadopmansa

Bepcust iBMC X.XX Taxke ynomunaercs B fokymeHTe kak VXXX. Hanpumep, Bepcus 2.01
Takke ynomuHaeTcs kak V201.

VY3Hats HOMep Bepcur iIBMC MOXXHO CIie Iy oM 00pa3oMm:

® [Ipumeuanus k Bepcun iBMC

a. Ilepeiinure Ha BeO-caliT TEXHMUYECKOH ITOIAEPKKH CEPBEPOB
Huaweihttp://support.huawei.com/enterprise/en/index.html.

6. Beibepure Support > I'T > Server u BeiOepuTe MOJEIH CEpBEpa.
B. Haxwmure Downloads u BeiGepute Bepcuio cepsepa.

r. B o6nactu Release Documentation GyzaeT yka3zaH CIIMCOK MIPUMEUYAHUN K BEPCUU
iBMC.

B na3Bannm mokymeHTa Oynet ykasaH Homep Bepcu iBMC.

[E] Release Documentation

File Name Download

[«

Huawei Server iBMC SNMP V201 API Description 01

BIOS V178 Release Notes 01 &

[«

iBM{V253 |Release Notes 01

[«

Driver Version Mapping V107

[«

HUAWEI Rack Server Upgrade Guide (iBMC) 02

®  Be6-untepdeiic monpzoBarens (WebUI) iBMC
Boiigute B BeG-unTepdeiic iIBMC u nepeiinure B mento Information.
IMapamerp iBMC Firmware Version u3 o6nactu Basic Info —sto Homep Bepcun iBMC.

Summary [ANe)
Basic Info

Product Name (Alias): Product Serial Number:

O Critical Alarms 0 Power Status ®

IP Address: iBMC Firmware Version:

192.168.24.25 [2.50]u4282) Major Alarms Health Indicator

BIOS Firmware Version: GUID: S

16 (U47) 31627F3A-1DD2-11B2-02F6-0018C0AB4137 Minor Alarms UID Indicator Status
Max Web Sessions: Online Users:

4 6 (Web: 4; CLI: 2; Redfish: 0)

®  Uurepdeiic komananoii ctpoku (CLI) iBMC
B CLI iBMC BoimosiauTe komanay ipmcget -d version.
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Ha OKPAaHC MOSABUTCA CJICIYIOICC:

Active iBMC Version: (U4282)2.50
Active iBMC Build: 002
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2 IIporpamMmHoOe obecrieuenne iBMC

O maHHO I71aBe

B nanHOoM paszene npuseneHo onucanue [10 iBMC.

2.1 ®ynknun iBMC

B nannoMm paszene npuseneHo onucanue [10 iBMC.

2.2 KoHCTpYKIUSI CUCTEMBI

2.3 Vipagienue 06€30MacHOCTBIO

2.1 ®yskonm iBMC

B nannom paszene npuseneHo onucanue [10 iBMC.

iBMC — 510 nHTeIUIeKTyalbHAsI CHCTEMA YIIPABJICHHsI, CO3MaHHas kommnanueii Huawei,
KOTOpas MO3BOJIIET IMCTAHLMOHHO YIPaBIATh CEPBEPAMHU.

iBMC cootsetctyeT crangapty IPMI (Intelligent Platform Management Interface) u
noxnepskusaet npotokor SNMP (Simple Network Management Protocol). Cuctema
MPEIOCTABIISICT Pa3InUHble (DYHKIINH, TAKKE KaK IIepeHanpaBicHue ¢ moMompio KVM,
HepeHanpapieHUe ¢ MOMOLIbIO TEKCTOBOM KOHCOIH, ylaleHHas BUPTyallbHas Cpejia,
MOHHMTOPHHT U YIPaBJIE€HHE allapaTHbIMU CPEICTBAMU.

iBMC umeer cienyromue GyHKIMOHATbHBIE 0COOCHHOCTH:

Pasznuunble nHTEpEHCH YIIpaBIeHHs Uil CUCTEMHONW WHTETpallui

iBMC npenocrasisier IPMI, uatepdeiic komanmaou ctpoku (CLI), uaTepderic
yIpaBJeHus eHTpoM 00paboTku nanHbx (DCMI), uatepdeiics Redfish, mporokon
3amuiieHHon nepenaun runeprekcra (HTTPS) u SNMP.

OOHapyKeHUe U yCTpaHeHHEe HEUCTIPaBHOCTEH

iBMC peanusyeT oOHapykeHHE HEHCIIPaBHOCTEH U yNpaBieHUe aBapUiHBIMU

cUTHaaMu, o0ecrednBas CTa0MIbHYI0 OecriepeOoitHyt0 paboTy CHUCTEMBI B PEXKUME
24/7.

Bupryansnasiii KVM-nepexirouarens U BUpTyaibHas cpena

iBMC npenocrasisier BupTyaibHblii KVM-nepekitodaresb 1 BUPTYaIbHYIO CPEY, YTO
yIpoLIaeT JUCTAaHIIMOHHOE O0CITy>KUBaHHE.
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®  Be6-untepdeiic monpzoBarens (WebUI)

iBMC npenocrasisieT BeO-unTepdeiic monp30Bareis g HACTPOUKH U 3ampoca
uHpopMaluu 00 yCTpoKcCTBaXx.

L4 CKpI/IHH.IOTBI CUCTCMHBIX OTKAa30B 1 BOCIIPOU3BCACHUC BUJCO

iBMC mno3BosisieT co3/iaBath CKPHHIIOTHI M BUJICO B CIIydae OTKa3a CUCTEMBI.
CKpUHIIOTHI ¥ BUJICO TIOMOTAIOT ONPECIIUTh TPUUUHY COOSI CHCTEMBI.

L4 MrHoBeHHBIE CHUMKH OKpaHa 1 BUACO

iBMC nmeeT GpyHKINIO cO31aHIS MTHOBEHHBIX CHUMKOB DKpaHa | 3aIlFICH BHIIEO, YTO
YIIPOIIAET PEryisipHOe NPODIIAKTHIECKOE 00CTyKIBaHHe, COOp HHYOPMAINH U AyAUT.

® T[lomaepxxka DNS u LDAP

iBMC noanepxuaet cucteMmy nqoMeHHbIX uMeH (DNS) u npotokon LDAP (Lightweight
Directory Application Protocol) mist peanuszanuu yrnpapieHUs JOMEHAMHA U CITY>KOBI
KAaTaJIOTOB.

®  PesepBHpPOBaHHE B PEIKUME aKTHBHBIN/PE3CPBHBIH

iBMC paboTaeT B pesxuMe akTHBHOM/PE3epBHOM i1 00€ecredeHus] Hale)KHOCTH
cuctemsl. B cirydae c6os aktuBHOi iIBMC, pesepBHast iBMC HeMeaneHHO TepeHUMaeT
Ha ceOsT CepBUCHL.

®  lHTeimnexTyalsHOE YIpaBlICHHE MUTAHUEM

B iBMC ucnonb3yeT MEXaHU3M OTpaHUYCHHS SHEPTOMOTPEONCHUS Il TTOBBILICHHS
IJIOTHOCTH CEPBEPOB M JUHAMUYECKOE SHEProcOepexeHne sl CHIKSHUS
ornepalnoHHbIX pacxonos (OPEX).

®  MonuTtopuHr komnonenToB Ha JKK-mucnnee

KK-nmucrutedt HanpsMyto noxyvaeT HHPOpMaIuio o KoMnoHeHTax oT iBMC.
[Tonb3oBarenu ucnonp3ytot JXKK-aucmen yis MOHUTOPHUHTA CTaTyca KOMIIOHEHTOB,
MPOCMOTpa aBaPUUHBIX CUTHAJIOB U YyCTAaHOBKH MapameTpoB cet iBMC.

Knuenr (mokanensii [1K), ucnons3yemslit uis noctyna k iBMC paboTtaeT moj ynpaBicHHEM
cnenyronmx Bepcuit OC, 6paysepa u cpeanl Java (JRE), npencrasnennsix B Taom. 3-65.

2.2 KoHCTpyKIIMsI CMCTEMBI

B iBMC ucnonbsyetcst Mukpocxema Huawei Hil 710, koTopast onTuMH3UpoBaHa 15t
ynpaBiieHus: Ha ypoBHe TuiaT. Mukpocxema Hil 710 coctout u3 ognosinepuoro LIIT A9,
KOTOPBIN paboTaet ¢ MakcuManbHOU yactoroir 800 MI1, omHOKpHCTATEHOTO
MukpokoMmmeiotepa 8051 u comporneccopa ¢ yactorort 200 MI'm. [{st moydeHus U nepenadn
naketoB MCTP, mukpocxema Hil 710 nomaepkuBaet ynaieHHy o koHcoinb KVM, IPMI u
PCle. Ona npenocrasiser JiokanbHble mopTel VGA, GE n RMII, a Taxke mupokuii BEIOOP
MIOPTOB YIIPABJIEHUS IJIaTON U NepudepuitHbIX NOPTOB.

Ha Puc. 2-1 nokazana apxutekTypa cuctemsl iBMC.
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Puc. 2-1 ApxuTeKTypa CHCTEMBI
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Monyns KVM BeINONHSAET JUCTAHUIUOHHOE YIIPaBICHUE KJIABUATypol U Mblibio. Korma
moayas KVM nomnydaer BuaeonanHble U3 cucteMbl X86 1o nopty VGA, OH CKUMaeT 3TU
JIAHHBIE U OTIIPABISIET UX yaaieHHoMy kimeHTy KVM no cetn. Korma mogynms KVM
[0JIy4yaeT JaHHbIE ¢ KJIaBUATypbl U MBIIIHU OT yAajeHHoro kiueHta KVM, oH nepenaet
JaHHbIE B cUCTeMy X86 ¢ OMOIIBI0 cMoenupoBaHHOM USB-ki1aBUaTypbl U MBIIIH.

iBMC nony4aet paboune gaHHBIE CUCTEMBI OT CUCTeMBI X86 yepes unrepdeiic PCle u
MPeOoCTaBIsAeT UHTEPEC st SKCTIOPTa PabOUYHNX TaHHBIX CUCTEMBL

iBMC B3auMmoneiicTByeT ¢ cuctemMoit x86 uepes nokanbHelii natepdeiic [IK (LPC) mns
peanuszanuu ynpasieHus [PMIL

iBMC npenocrasnsier uatepdeiicel GE, uepes KoTopbie 0CYIIECTBISCTCS yIAJICHHOES
yIpaBieHue 1o cetu ¢ ucnoaszoBanueM IPMI u HTTPS.

11 MOHUTOPUHTA TeMITepaTyphl U HanpsbkeHUs cepBepa iBMC ncnonb3yeT AaT4uKy.
OH TaKKe BBIOJHIAET HHTEJUIEKTYyalIbHOE yIPaBIeHUE MOIYISAMH BEHTUIATOPOB U
onoxamu nutanus (PSU) cepsepa.

iBMC nomnepuBaeT TEXHOJIOTHIO BHETIOJIOCHOTO HHTEepdelica ceTeBOro KOHTpoIepa
(NC-SI — network controller sideband interface) u ¢yuximo VLAN, koTopsie
obecnieunBatoT 60siee THOKYIO OPTraHU3aINIO CETH.

Honxrouenne iIBMC k XKK-aucmuiero BBITONHASTCS Yyepe3 MociIe10BaTeIbHbII MopT
TTL. ITone3oBaTtenu ucnoas3yroT KK-aucruiel it MOHUTOPUHTA CTaTyCca KOMIIOHEHTOB,
MIPOCMOTpPA aBapUIMHBIX CUTHAJIOB, 3allpoca U HACTPOMKH NaHHBIX ceTeBoro nopra iBMC.

2.3 YapasiieHne 0€30acCHOCTBIO

Bo3MO>XXHOCTHM cvicTeMbI 0€30I1acHOCTH

iBMC npenocTaBisieT cieayoniue BO3MOKHOCTH

W3Bosstus Mex 1y IIOCKOCTBIO YITPABICHUS M TNIOCKOCTBIO YCITYT

CepBep, Kak MpaBUJIO, UIMEET JIBE CETEBbIX INIOCKOCTH: INIOCKOCTD YIIPaBICHUS U
IUTOCKOCTE yeayT.  iBMC TonbKo ynpaBisieT 6€30IacHOCTBIO Ha II0CKOCTH
yIpaBieHus. be3onacHoOCTb MI0CKOCTEN YCIIYT U YIPaBIeHHS [OJIEPKUBAIOT APYTHe
CepBEepHblE KOMIIOHEHTHI WIIM KITMEHTCKUE PELICHHUS.

Buenonocuoit uarepdeiic cereBoro kourpomwtepa (NC-SI— Network Controller
Sideband Interface) mozBomnster iBMC 1 IIIOCKOCTH yCIyT UCTIONB30BATh OIHY CETEBYIO
untepdeiicayto miary (NIC — network interface card). [TockonbKy MIOCKOCTH
YIPABJICHUS U yCIYT UCTIOIB3YIOT ORUH (PU3HUeCKUii CETEBOH MOPT, OHU JIOTHYECKU
nzonupoBanbl VLAN 1 ABISIIOTCS HEBUAMMBIMU JPYT JUISL IpyTa.
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B WebUI iBMC Bribepute Configuration > Network st HacTpoliku coBMECTHO
HCTIONIB3YEMOTO CETEBOTO MOPTA M M30JISIMU MEXTy INIOCKOCTBIO YIIPABICHUS U
wiockocThio yenyr. [lonpoOHas nHdopmarus npuseneHa B paznene 3.7.5 CeTb.

®  3ammra NPOTOKOJIOB U MOPTOB OT aTak

iBMC npefocTaBisieT MUHIMAJIbHO HEOOXOAUMBIE CEPBHUCHBIE CETEBbIE MOPTHL. 110
YMOJYaHHUIO HEHYKHBIE CEPBUCHI OTKJIIOUCHBI, IOPTHI CETEBBIX CITYKO IS OTIIAIKH
OTKJIIOUEHBI BO BPEMsl HOpMaJIbHON pabOThI CEpBEPa, a CETEBbIE MOPTHI IS
He0e30MacHBIX MPOTOKOIOB OTKIIFOYEHBL.

Kak npaBuito cepBepbl MOJIEPKUBAIOT Pa3IMYHbIE CEPBHUCHI, BKIIIOYAsl BeO-CEPBUCHI,
SSH, nucranimonnoe ynpasienue, areHT SNMP u RMCP/RMCP+. TIporokon
yaanennoro ynpasnenus (RMCP — Remote Management Control Protocol) He siBnsieTcs
HAJIC)KHBIM U OH TI0 YMOTYaHUIO OTKIIIOYeH. J{JIs1 i3MeHEeHUsI KOH(DUTYpaIiy TOpTa U
nporokoua Beibepute Configuration > Services 8 WebUI iBMC. Ioxpo6Has
uHpopMauus npuBeeHa B pazaene 3.7.6 Ctpanuua Services.

L4 OFpaHI/I‘-ICHI/IH Ha BXOJ B 3aBUCUMOCTHU OT CLICHAPUA

iBMC orpannumBaet BeO-10CTyII K HHTEp(EiCy yIpaBIeHUs CEPBEPOM B 3aBHCUMOCTH
ot BpeMeHH, mectononoxenus (IP- unu MAC-aapeca) u ponu.

st mop30Bareneit u3 6eIoro Crrucka MOXKET OBITh HACTPOSHO MAKCHUMYM TpPH MIPaBHIIa
Bxoza. [IpaBuiia BXoza UCIIONB3YIOTCS IS JIOKAJBHBIX TTOJIH30BATENEH U MOJIb30BaTEIICH
LDAP, ogaako oHM HE JEHCTBYIOT JUTsl aKKayHTa afMUHHCTparopa 6ezonacHocTh. [Ipu
coOnrofeHnH JIF000T0 U3 TPeX MPaBUIIL, ITOJIH30BATEM MOTYT BBIOJHUTEL BX0o Ha iBMC.
Kaxxgoe mpaBmiio Bxoaa BKIIOYAET TPH YCIOBHS: [UTMTEIIBHOCTh BXO/a, CETMEHT
IP-agpecoB ncrounnka n cermeHT MAC-anpecoB uctounuka. [IpaBuna Bxoma
BBITTOJTHSIFOTCSI TOJILKO TIPH COOIONICHUH BCEX TpeX yciaoBuil. [Ipu ncTtedeHnn cpoka
JCHCTBUS aKKayHTa Oy/JIeT BBITOJHECH MPHHYUTEIBHBIA BBIXOJ 3apETUCTPUPOBAHHBIX
MOJIE30BaTEICH U3 CUCTEMEL.

L lnpumeuanue

INons3oarens ¢ ID 1 sBisercs 3ape3epBUPOBAHHBIM MOJIB30BATENEM, KOTOPBIi ONpeeIIeH B
cnerpdukanusx [IPMI. JlanHbIi onk30BaTesb He 001a1aeT HUKAaKKMMH NPaBaMH U €My He paspelieH
Bxoz B iBMC.

Jnst Hactpoiiku mpaBui Bxoza Beioepute Configuration > Local Users 8 WebUI iBMC.
[MoapoGuast nHpopManus npuBecHa B pazzaeie 3.7.1 JIokanbHbIE MOJIb30BATEIH.

®  be30macHOCTh aKKayHTa MOJIb30BaTeNIs

HpI/I HaC’I‘pOﬁKe nmapaMeTpoOB 0e30macHOCTH AKKayHTa IMOJIb30BaTeIsd HCO6XO,Z[I/IMO
YUUTBIBATDb MMPABUJIO CJIIOKHOCTHU IIApOJIsi, CPOK JIeUCTBUS napoJisd, KOJIn4eCTBO
OIrpaHUYCHHBIX K IIPUMEHEHUIO TPEABITYIITNX naponeﬁ 1 MaKCHMaJIbHOC KOJIMYCCTBO
HEYOAYHBIX ITONBITOK BXOAa B CUCTEMY 10 6J'IOKI/Ip0BKI/I AKKayHTa.

Cpoxk aeiicTBus napoJis (B AHIX) IPUMEHSETCS KO BCEM JIOKAJIbHBIM T0Ib30BATEIISIM.
[Tonb3oBareb MOXKET BBITOIHUTH BX0 B iIBMC TOJIbKO B TCUCHHUE JJAHHOTO CPOKa
neiictBus. [Ipy MCTeYeHNH CpoKa JEHCTBHS MapoJis MoJIb30BaTess, 1ocTyn K iBMC mis
HEero OyAIeT 3aKpPbIT, OJIHAKO TOJB30BaTelh, CPOK JICUCTBHUS MAPOJIs KOTOPOTO UCTEKACT B
JIAHHBIA MOMEHT BPEMEHH, U KOTOPBIN BBITOJHUI BXOJl, MOXKET MPOJIOKUTE PaboTaTh ¢
iBMC.

3HaueHUe CPOKa JACUCTBUS Mapoiisi MOXKET OBITh YCTAHOBJICHO B Auana3one ot 0 no 365.
0 o3HayaeT, 4YTO MapOJb HE UMEET Cpoka NeicTBUsA. CpoK ASHCTBHS MapoJIs
MOJTL30BATEIISI HAUMHAETCS € JAaThl ero co3nanus. Cpok JIeHCTBHS BKIIOUACT KOJINYECTBO
JTHEH, Korja cepBep He padortai, u OyneT H3MEHEH NPU M3MEHEHUH CUCTEMHOIO BPEMEHH
iBMC. Ilpu uzmenenuu cuctemMHoro spemenn iBMC, iBMC BoimonHseT
ABTOMAaTH4YeCKOEC OOHOBIICHHE BPEMEHH, C KOTOPOTO HAYMHAETCS CPOK JICHCTBUS Mapois
Ka)XJI0TO Tob30Baress. Ecimu cpok neiicTBus mapois uctekaet B reuenue 10 qHeit wim
menbire, To iBMC BeiBomuT Ha 3kpaH coobmenue «Password will expire after xx days.
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Please change the password immediately!>mnpu Bxoxe mons3osarens B WebUI iBMC.
[Tocne ucteueHus cpoka AeUCTBHS Maposs nojp3oBarels iBMC 3anuceiBaeT 310
coOBITHE B XKypHal 0€30IIaCHOCTH.

st u3MeHEeHUs] HACTPOEK 0E30IMaCHOCTH AKKAyHTA MOJIb30BATElIsl BEIOEpUTE
Configuration > Security 8 WebUI iBMC. ITogpoGras uHdopMAaIys IpUBEICHA B
pasnene 3.7.4 Dkpan Security.

iBMC npenocraBisieT ciieyonne BO3MOKHOCTH, CBSI3aHHBIC C MaPOJISIMH:
- IMapoas agMuHuCTpaTOpa 0E30MIACHOCTH HE UMEET CPOKa JICHCTBUSI.

- Iapoas agmunuctparopa iBMC moxxao uzmenuts B BIOS. Tlo ymondanuto
nonb3oBatens ¢ ID 2 B BIOS siBnsietcst agmunuctparopom iBMC.

®  VmpasneHue cepTHUKaTAMH
iBMC noanepxusaet ynpasineHue ceptuduxaramu SSL u LDAP.

B WebUI iBMC agmuHECTpaTopbl MOTYT OOHOBIATH SSL-cepTrdrKaThl, TOTIA KaK
IpYTHe MOIb30BATEIIH MOTYT TOJIBKO ITPOCMATPHBATh 0a30ByI0 HH(POPMAIIHIO
ceprudukara. B neisax obecredeHus 6€30MacHOCTH, HCXOAHBIN CePTUPHKAT U KIFOUN
PEKOMEHIYETCSl CBOCBPEMEHHO 3aMEHUTh HACTPOCHHBIM CEPTH(OUKATOM U Mapoit
OTKPBITOTO M 3aKPBITOTO KIIFOYEH.

Inst ympasnenus cepruduxarom SSL Beibepute Configuration > SSL Certificate B
WebUI iBMC. TTonpo6Hast nadopmanus npuseaena B pasaeie 3.7.9 Cepruduxar SSL.

iBMC noanepxuBaet umnopt cepruduxara LD AP, koTopblii mpeaHa3HaueH Jist
Oe3omacHol U HaAexkHOU nepenayn nanHbix LDAP. Jlns nmmnopra ceptudukara LDAP
BeiOepure Configuration > LDAP 8 WebUI iBMC. Ioxpo6Has nHbOpMaIus
npuBeqicHa B paszaene 3.7.2 LDAP.

®  VmpaBieHHE XKypHAJIOM OIepanuit

iBMC 3amuceiBaeT Bce onepanuu 6e3 3amnpoca, BeinoiaHeHHble Ha iIBMC. XKypHamst
OIepalyii AEJSITCS Ha KYpPHAIIBI CHCTEMHBIX IPOLECCOB Linux ¥ »XypHabI
MOJIb30BATENILCKHUX MPOLIECCOB. B Ka)K10M KypHalie MOIb30BaTeIbCKUX MPOIECCOB
COZICPIKHUTCS BpeMs1 BHIIIOJIHEHHS OIIepaluy, HHTep(eiic, Ha KOTOPOM BEHITOJIHSIACH
omneparnst, [P-anpec HCTOYHMKA, UM ITOTH30BATEIIS M OTIEPALIHSL.

Korna pa3smep xxypnana onepanuil nocturaer 200 Kb cuctema aBroMaTudecku co3acT
pe3epBHyto konuro. CucTeMa NoIep )KUBAaET XPaHEHNE TOIBKO OIHOM Konuu Qaiina
XKypHana onepanuid. [Ipy co3nanum Bropoii Konuw (aiiia xKypHaa ornepanuii, 6onee
paHHAA Bepcus OyIeT ynaieHa.

s mpocMoTpa, SKCIOpTa JaHHBIX U YIPaBICHHS )KYyPHAJIOM OIEepalHil BRIOEPHTE
System > Operation Logs 8 WebUI iBMC. TToapo6Hast uadopmarusi mpuBeeHa B
pazznene 3.8.1 Crpanunua Operation Logs.

®  3ammdpoBaHHAs Iepenava

iBMC no3BosisieT BKIFOUUTH Oe30macHoCTh TpancnoptHoro ypoHs (TLS — Transport
Layer Security) [/1st IpOCTOro MPOTOKOJA 3IEKTPOHHOM outhl (SMTP — Simple Mail
Transfer Protocol) B niensix obecrieueHust 0€30MacHOCTH NepeiaBaeMbIX JaHHBIX. UYTOObI
BrmounTh TLS miist SMTP Beibepure Alarm&SEL > Alarm Settings na WebUI iBMC.
[onpoOuHas undopmanus npuseneHa B paszaene 3.4.3 Hactpoiika aBapuifHbIX CUTHAJIOB.

iBMC no3BossieT akTHBUpOBaTh GyHKIuIo mudpoanus nanaeix KVM, kotopas
BBITNIOJTHSACT MN(POBAaHUC JaHHBIX, TIEpelaBACMBIX Ha M U3 YAAJICHHONW BUPTYaIbHOM
KoHcomH . [ys BruttoueHnst pyHKuny mudposanns gaHHEeX KVM Beibepure Remote
Console va WebUI iBMC. [Toapo6Huas uHbOpMaIius IpruBeIcHa B pas3aeiie

3.9.1 VYnanennas BUpTyalibHasi KOHCOJb Java.
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PyKoB0OJCTBO 110 NpMMeHEHWIO

st kouurypupoBanus qaHHbsix Ha IBMC ncnonb3yeTcs 4acTHas CETh.
He nomyckaercs mogkimtouats iBMC k cetn HTEpHET.
OTKIJIFOUNTE HEHYXKHBIE H He0E30MaCHBIC MPOTOKOJIBI U TIOPTHL

[Tepronuuecky BBIIONHANTE MPOBEPKY KYPHAJIOB 0€30MaCHOCTH.

Vcxoaupie mapaMeTpbl

Wwms nosib3oBatens u napois iBMC

[To ymomuaHHIO YCTaHOBICHO UMSI MOJIb30BaTesIs o0t 11t cepBepoB V3 u
Administrator ms cepBepoB V5, a HCXOAHBIN MapoJib yKa3aH Ha TaOIHYKE C
MapKUPOBKOI NMPOAYKTa.

B mesix 6€30macHOCTH 1MOCIIe IEPBOrO BXOAa PEKOMEHTYETCSI H3MEHUTh HCXOTHBIN
Mapojb ¥ NePUOINYECKN MEHSITh apoJib B JajibHeimeM. HoBbIi maposb qomkeH
COOTBETCTOBATh BCEM TPEOOBAHUIM U OBITH JOCTATOYHO CIIOKHBIM.

s m3MeHeHus maposist mosib3oBarens Beibepure Configuration > Local Users B
WebUI iBMC. Iloapo6Has uadopMarus npuseaeHa B paszaene 3.7.1 JlokanbHbie
MTOTH30BATEITH.

ITaposis U-Boot

IMo ymomuanuio 1yst cepsepoB V3 ycranosieH mapoib U-Boot Huawei12#$, a mis
cepeepoB V5 maposias AAMin@9000. B rensx 6¢30MacHOCTH Mapoiib, YCTAHOBICHHBIH
0 YMOJTYaHHIO, HEOOXOIMMO U3MECHUTH. J{JIs1 I3MEHEHUsSI AapOoJisl HEOOXOAUMO CBSI3aThCS
CO CITyK00#i TexmomIep K koMmnanuu Huawei.

Bepcun SNMP u nmena cooOmiecTs

ITo ymonuanuro SNMPv3 BkitoueH, a SNMPv] u SNMPv2c¢ oTkiIto4eHbl, 10CKOIbKY
OHU TPEJICTABIISIOT yrpo3y O0e3onacHocTu. [Ipu ucnonszoBannu SNMPvl, SNMPv2c u
YCIIyTH MpEPhIBAHUHN, U3MEHUTE TIEPBOHAYAIbHBIE UMEHA COOOIIECTB U NIEPUOANYE CKH
OOHOBJISITE UMEHA COOOIIECTB, YTOOBI 00€CHEUNTh OE30IIaCHOCTh CUCTEMBI. HOBEBIE
HWMEHa COOOIIEeCTB JIOJDKHBI COOTBETCTBOBATH BCEM TPEOOBAHUSIM U OBITh JIOCTATOYHO
CJIO)KHBIMU.

B Ta6n. 2-1 npuenenst umeHa coodmects SNMP no ymonuanuro uist cepsepoB V3 u
V5.

Tao:1. 2-1 mena coobmects SNMP

VIms coobirecTBa 3HadeHMe MO YMOJIYaHMIO | 3Ha4deHNe 110 yMOJT9YaHWMIO
111 cepBepoB V3 11 cepBepoB V5

Wms coobiecTBa roAdmin12#$ roAdministrator@9000

SNMP Tosbko U1

YTEHUS

Nms coobiecTBa rwAdminl2#$ rwAdministrator@9000

SNMP

YTCHUA—-3aIIuCH

Wwmst coobrectsa TrapAdminl2#$ TrapAdminl2#$

TpephIBaHUN
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s m3meHenus: umen coodrects Beibepure Configuration > System B WebUI iBMC.
[MonpoGHas nHbopMatus npuseneHa B paszaene 3.7.7 Crpanuna System.

HpOTOKOJ’IBI 1 CEPBUCHI OTKJIFOYEHBI 10 YMOJIYaHUIO

RMCP oTki1r04eHBI 10 YMOJIYAHUIO, [IOCKOJIBKY OHH CO3JAI0T YIpo3y 0e3011acHOCTH
M3-3a Hanu4us JeeKToB B UX MexaHu3Max OeszomnacHoctu. Coltogaiite 0CTOPOXKHOCTh
MIPH UCTIOJIb30BAHUU JIAHHBIX CEPBHCOB.

Js1 BKITIOUSHHMST UITH OTKITIOYCHUS cepBrCcoB Beioepute Configuration > Services B
WebUI iBMC. ITonpoOnas nndopmManus npuBejaeHa B pasnene 3.7.6 Ctpanuna Services.

[[Iupposanne u ayTreHTU(HUKAIISL

[To ymomganuio st anroputMma ayreHTHduKkammm SNMPV3 ycranoBieHo 3HaUeHNE
SHA, a mans anroputMa tmmdposanus SNMPv3 — AES. Bel MokeTe HCITONTB30BaTh U
npyrue anroputMbl SNMPV3; ogHako, Mpu HCIIONB30BaHUN HEOE30IACHBIX aJTOPHUTMOB,
takux kak SHA1, MD5 unu DES, He00X0nuMO 03HAKOMHUTECS C MMOTEHITHAILHBIMA
puckamu 6e3onacHocT. st uamenenus anroputMoB SNMPV3 BeiGepute
Configuration > System B WebUI iBMC. Ilonpo6nas undopmarus npuseacHa B
pasmene 3.7.7 Crpanuna System.

B nemsix 6esonacuoctu Gyukimst TLS mis SMTP BriroueHa no ymondanuto. Jis
BKJIFOUEHHSI MIIM OTKJIIOUCHHS HaHHO#M (yHKinu Beioepute Alarm&SEL > Alarm
Settings 8 WebUI iBMC. ITonpo6Has unbopMarys npuseaeHa B pasaeie 3.4.3
HacTtpolika aBapuiiHbIX CUTHAJIOB.

Oyuxmms mmdpposanust TaHHEX KVM oTkiroueHa 1mo ymordaHuo. Brirounte nanHyio
(yHKuuIo a8 obecneyeHns 6e30MacHOCTH nepeaaBaeMbix JaHHbIX KVM. [lns
BKJIFOUCHHSI WIIM OTKIJIIOUCHUs AaHHO# (yHkimn Beioepute Remote Console 8 WebUI
iBMC. Iloapobnas napopmanus npuseaeHa B pasnene 3.9.1 Vnanennas BupryanbHas
KOHCOJIb Java.

st obecrieuennn 6€30MaCHOCTH Tepejauu dJIEKTPOHHBIX COOOIICHHIA, TPU TIEPBOM
HCIIOJIb30BAHHUHU AJIEKTPOHHOM MOYTHI HEOOXOAMMO BKIIOUHThH (DYHKIIHUIO
ayTeHTUUKAIUH moyib3oBaresied SMTP. [Iist BKITIOUCHUS WM OTKITFOYCHHS TAHHOM
¢byuximu Beidoepute Alarm&SEL > Alarm Settings 8 WebUI iBMC. IToapo6Gras
uHpopmanus npuBecHa B pazaene 3.4.3 Hactpolika aBapuitHbIX CUTHAJIOB.
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Beb-muTepderic mosb3oBaresst (WebUI)
iBMC

O maHHO I71aBe

B manHOM pasnerne mpuBeacHO onrcanne BeO-uHTepdeiica moms3oBarens (WebUI) iBMC.
3.1 Bxox B WebUI iBMC

3.2 Hauano paGoTsl

3.3 Undopmarnms

3.4 ABapuiiHbIe CUTHAJIBI U COOBITUSI CHCTEMBI

3.5 Jluarnoctuka

3.6 Ilutanue

3.7 Kondurypanus

3.8 Cucrema

3.9 VnaneHHas KOHCOJIb

3.10 YcrpaHeHue HEUCIIPAaBHOCTEH ylaleHHOW BUPTYalbHON KOHCOIU

3.11 Coop uHpopMaIuu B OAHO HAXKATUE

3.1 Bxoxg B WebUI iBMC

B nannom pasznene juist onucanus nopsiaka Bxona B WebUI iBMC ucnionb3yercst Opaysep
Internet Explorer 11.

L InPUMEYAHME

e OnHoBpementno B WebUI iBMC MoryTt paGoTars MakCHMyM YETHIPE MOJIb30BATEIIS.

e Jlo yMoT4aHUIO BpeMs OXKHIAHMS coCTaBisteT 5 MuHyT. Ecii HU oftHa U3 oneparuii He Oymer
BoinosiHeHa B WebUI B TeueHne 5 MUHYT, TO Oy/IET BBIIIOJHEH aBTOMAaTHIECKUI BBIXO]T MOJIb30BATEIs
u3 WebUL.
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IITar 1

IITar 2

IITar 3
IITar 4

IITar 5

e [lpu BBOJE MOJIB30BaTENIEM HEMPABUILHOTO MApOJis MO CIEOBATENIBHO B TEIEHUE 5 pa3 MOAPsL,
cucTeMa 3a0JI0KMPYET aKKayHT I0JIb30Barelist. AKKayHT I0JIb30Baresst OyJeT aBTOMaTHiecKy
Pa30IOKHPOBaH 10 UCTEYCHHH IISITH MUHYT. AIMUHUCTPATOP CUCTEMbI MOKET TAKKe
Pa30JI0KUPOBATh AKKAYHT HOJIb30BATEINS C IOMOLIBIO HHTEpdelica KOMaHTHON CTPOKH.

e B enx 6€30MacHOCTH MOCIIe NEPBOTO BXO/Ia PEKOMEHIYETCS H3MEHNTh UCXOIHBIA apoiib U
MEPUOJUYECKH MEHATH MapOJIb B JabHEHIIIEM.

Bepcun OC u 6paysepa knrenta iBMC (stokanbhsnii [TK) momxHb 0TBe4aTh TpeOOBaHUSIM.
[Tpu rcmonp30BaHUN (PYHKINH THCTAaHIMOHHOTO YIPaBICHUS YOeIUTECh, YTO HCIONb3yeMast
Bepcus cpensl Java (JRE) oTBeuaer TpeGoBaHUsIM.

Jyis monydyeHus HHGOPMAIMU 0 TpeOOBaHUIX K BEPCHH, oOpartutech k Tabm. 3-65.

Ycranosute [P-anpec qa TIK. IP-agpec momkeH HAXOMUTHCA B TOM e CETMEHTE CETH, YTO U
ceTeBoii mopt ympasienus iBMC.

onkmrounte I1IK k ceteBomy mopTy ynpasnerust iBMC ¢ moMoIbio ceTeBoro kabes.

Ortkpoiite Internet Explorer, B anpecHo#t crpoke BBeaute: https://IP address of the iBMC
management network port u maxxmure Enter. bosee moapoGHas HH(GOPMAITUS O MTOPSIKE
nonyuyenus [P-anpeca npuseneHa B paznene 4.2.2 [Iposepka IP-anpeca ceteBoro uaTepderica
YIPaBJICHHAS.

Ha sxpane nosButca undopmanus, nokazanHas Ha Puc. 3-1.

Puc. 3-1 I[Ipo6nemsr 6e30macHOCTH BeO-caiiTa

There is a problem with this website's security certificate.

The security certificate presented by this website was not issued by a trusted certificate authority.
The security certificate presented by this website has expired or is not yet valid.
The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you send to the
Server.

We recommend that you close this webpage and do not continue to this website.
& Click here to close this webpage.
& Continue to this website (not recommended).

® More information

L )npumeuAHuE

e JlanHoe cooOlIeHHe MOSBISIETCS Ha 3KpaHe ToJibko npu Bxone B WebUI iBMC yepe3 Internet
Explorer.

e Ecnu BbI HEe XOTHTE, YTOOBI JAHHOE COOOIIICHHE TIOSBIISLIOCH Ha dKkpaHe, 1obassTe iBMC K
Exception Site List a Java Control panel nm ycranoBute camblii HU3KHIA YPOBEHB 6E30TIACHOCTH
Java.
Beibepure Continue to this website (not recommended).

Ha sxpane nosiBUTCS cTpaHMIa BXOAa, Kak Moka3aHo Ha Puc. 3-2.
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Puc. 3-2 [Nonp3oBatensekuii nHTepdeiic 1t Bxoma B iBMC

\ (Z) | English ¥
$% iBMC

User Mame
Password

[:'l:'ﬂl-la n ThlS IBMC ¥

= =
[ =~ =, = — = o= =it t— | |= = —
Ar- 1 domaln name = I

......

by using an LDAP domain account.

IITar 6 Bemoxaute Bxox B WebUI iBMC.
Bemonnute Bxox 8 WebUI iBMC, ucmonb3yst OUH U3 CJIEIYIOIINUX CIIOCOOOB:

®  BXo0n B Ka4eCTBE JIOKAILHOIO ITOJIH30BaTES.
a. BeiOepure s3bIK.

0. BBeaute ums moab3oBaTens u napoJib.

(L lnpumeyaHmE

Tlo ymoIrgaHuro 1UBst CepBepoB V3 yCTAHOBIICHO MMl MOJIB30BaTelsl F00t, U [1aposib 110 yMOIMAaHHIO
Huaweil2#$. Tlo ymonyanuto st cepBepoB V5 ycTaHOBICHO uMs HoJb3oBaresst Administrator, u
maposts o ymosrdanio Admin@9000.

B. Bribepure This iBMC wiu Automatic matching u3 Bemangarorero crucka
Domain.

r. Haxwmure Log In.

Ha skpane nosiButcst ctpanuia OVErview ¢ HMeHeM IM0JIb30BaTelis B BEpXHEM
IIPaBOM YTIILy.

(L lnpumeyaHmE

CucremMa MOXXET BBIBOIHTH COOOIICHHE O HEMPAaBHIBHOM MMEHH II0JI30BaTels WM HapoJis pU
MOTIBITKE BXOZa B cucteMy uepes Internet Explorer mociie o0HOBNeHus cucTeMbl. B Takom ciyuae,
Hakmute Ctri+Shift+DEL, 3arem Delete aiist oumcTku kot-riamMsti Opaysepa, ¥ BBINOIHHITE
HOBTOPHBIN BXOJ B CHCTEMY.

Ecnu BBIMOJIHUTE BXOJ HE yIasioch, TO Beibepute Tools > Internet Options > Advanced B ctpoke
MeHI0 1 Haxmute Reset st BoccraHoBneHus: HacTpoek 1o ymoiyanuio Internet Explorer. Iocne aToro
BBITIOJIHUTE TIOBTOPHBIN BXOJ B CHCTEMY.

L4 BXOZ[ B CUCTEMY B KAUC€CTBC IOJIB30BATECIA 00JIETYEHHOTO IIPOTOKOJIAa JOCTYIIa K
karanoram (LDAP — Lightweight Directory Access Protocol).

[Tepen BxomoM yOeauTech, 4TO BHITOJHEHBI CISAYIOIINE HACTPOUKU:
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- B cetu umeercst KOHTpOJUIEP JJOMEHA, IOMEH MOJIb30BATEIEH, KOTOPBII CO3/1aH Ha
KOHTpoOJLIEpe AOMEHa, U noub3oBaresnu LDAP, koTopble puHaIeKaT K JOMEHY
H0JIb30BATENEH, TakKe OBUTH CO3/aHBI.

L lnpumeyanmE

Jlnst monyyenus Gosee noApoOHON HHPOPMALIMHK O MOPSIIKE CO3AaHMsI KOHTPOJLIEpa IOMEHa, I0MEHa
nosp3oBarenel u nosessosareneit LDAP, oGpatuTecs K IOKyMeHTallMu  KOHTpoJuiepa foMeHa. iBMC
MIPEIO CTABIBIET A0 CTYII TOJIBKO [T nojib3oBatenein LDAP.

- B WebUI iBMC ¢ynknus LDAP BkiTtoueHa, yCTAHOBIICH JJOMEH MOJIb30BaTelNel, n
co3nanbl noabs3oBarenu LD AP, npunaanexamue qoMeHy moib30BaTesiei.
[Moapo6uast undopmanus npuseaeHa Ha ctpanune LDAP.

a. Breibepure a3bIK.

6. Bsenurte nms monb3oBatens U napoias LDAP.

L lnpumeyanmE

e [Ipu BBOIE uMenu noJb3oBaresst LDAP B mosie User Name, aiis mapamerpa Domain 1o/mkHO 66ITH
ycTaHOBIICHO 3HadeHne Automatic matching wmu 1osmkeH ObITh BRIOPAaH COOTBETCTBYFOIIHUIA IOMEH.

e TIpu BBome LDAP user name@Domain name, to asist mapamerpa Domain momkHo ObITh
ycTaHoBJIeHO 3HadeHne Automatic matching.

B. BriOepure nomen nonbs3osateneid LD AP u3 Beimagaromiero crmcka Domain.

| InPUMEYAHME
B BBIIMTaJar0nIeM CIINCKE Domain ]IOCTyHHBI CHe]ly}OH_U/Ie OIIunn:

e This iBMC: Beibepute qaHHYyIO ONIIHMIO UL BXOA B Ka4eCTBE JIOKAIBHOTO MoJb30Baress. iBMC
ABTOMATUYECKH HAXOIHT MOJIb30BATEIIS B CIIUCKE JOKAIBHBIX [OJIB30BATCIICH.

e Configured domain server: BeibepuTte cepBep JOMeHa 111 BX0j1a B KadecTBe moJib3oBaresst LDAP.
iBMC HaxomuT monbp30Bares Ha cepBepe TOMEHa.

e Automatic matching: ITpu BeiGope nanuo# omumu, iBMC cHavaa oCyIecTBIsIET TIOUCK
I10JIB30BATENIS U3 CIIMCKA JIOKAJIBHBIX M0Jib30Bareneil. Eciiu cooTBeTcrBHE He HaiineHo, To iBMC
BEINIOJIHSIET TIOWCK Ha CepBepe JOMEHA B MOCIIEI0BATEILHO CTH, KOTOpast PUBEAEHA B BBITTAAAIOMIEM
cicke Domain.

r. Haxwmure Log In.

Ha skpane nosiButcst ctpanuna OVErview ¢ HMeHeM IMOoJIb30BaTelisi B BpeXHEM
IIPaBOM YTILy.

----Koneny

3.2 Hagasno paborsbl

3.2.1 OcHOBHBIE Oepanumn

B Ta6n. 3-1 mpuBeneHo onucanue ocHOBHBIX onepaunii B WebUI iBMC.

Ta6u. 3-1 OcHOBHEIC OTIepanuy

Omnepanmns ITpontenypa
Br16op s3bika. Ha ctpanuue BXoJa U3 BbIIAJAIOIIETO CIIUCKA BHIOSPHUTE SA3BIK.
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Omnepanmns ITponrenypa

IIpocmoTp Beioepute Information > Overview.

OCHOBHOM B o6mnactu Basic Info 6yner npeacrasnena uadopmanus ceppepa,

uHpopmaLn BKJTIOUAS :

cepsepa. L.
® Moneb cepBepa U cepuitHbIIl HOMep
¢ [P-agpec u Bepcust Bctpoennoro I10 iBMC
® Bepcus BctpoernHoro 10 BIOS u ro0anbHbIN yHUKATBHBIN

unentudukarop (GUID — globally unique identifier)
® MakcuMalbHO JONMYCTUMOE KOJMYECTBO Be0-CEaHCOB U
KOJIMYECTBO OHJIANH-TIOIb30BaTENEeH
® Craryc aBapUiHBIX CUTHAJIOB U UHANKATOPOB
7

Iomy4enue . Ha ctpanume System naxxmute O

HWHTEPaKTUBHOMN

CIIPaBOYHOM

uH(pOpMaILIHY.

3anpoc [Tocne Bxoma B iIBMC, HaxxmuTe Ha UMS TTOJIb30BaTENs (HAIIpUMeEp,

i .

TOMB30BATCIBCKO root) mocie “* B BEpXHEM IIPABOM YIITY.

nHpOPMAIHH.
Ha skpane nosiutcs okHo Current User Info ¢ nons3oBarenbckoit
nH(OpMaIHEH.

Beixox nz WebUI Haxxmute Logout B BepxHEM IIPaBOM YTITy.

iBMC.

IIpocmotp B Bepxuem npasom yrimy WebUIl iBMC HaxxmuTe Ha 3Ha4OK

aBapuitHON aBapHUitHON CUTHAIHU3AIINH.

uH(popMaLmy. Ha skpane nosiButcs crpanuna Current Alarms ¢ ykaszanuem
YPOBHSI CEpbE3HOCTH aBapUHHBIX CUTHAJIOB, ONMCAHUEM, KOaMHU
oLIMOOK aBapUIHBIX CUTHAJIOB U BPEMEHEM I'€HEPUPOBAHUS
CUTHAJIOB, a TAKXKe IPUBEJEHBI COOTBETCTBYIOLIME MPEATIOKEHUS
[0 YCTPaHEHUIO aBaPUHHBIX CUTHAJIOB.

OO0HoBIIEHNE .

N Haxxmute C B BepxHeM npaBoM yriy WebUI iBMC.
TeKyIeH CTPaHHLIBL

3.2.2 Bxon,

Omnmcanne pyHKIIMM

Hoctyn k WebUI iBMC MOXHO MOTy4duTh CO cTpaHuipl Login.

IIpu BBOZE MOTB30BaTENIEM HETIPABHIBHOTO MAPOJIS IIOCIEI0BATENBHO B TEUCHHUE 5 pa3
HOIPSA, CUCTeMa 3a0IOKHUpPYeT aKKayHT MOIb30BaTeNsl. AKKayHT MOJIb30BaTels OyneT
aBTOMATHYECKH Pa30IOKHPOBAH 110 HCTCUCHHUH TISTH MUHYT.

L lnpumeuanue

Iepen ucrnons3oBanuem Internet Explorer 11 qys Bxona B WebUI iBMC Heo6X01UMO BKITFOYHTE PEKUM

COBMCCTHMO CTH:
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Haxxmute ﬁ B BEPXHEM IIPaBOM yIIIy BeO-Opay3epa.
Bei6epure Compatibility View Settings u3 Merro G5ICTPOTO BBI30BA.

B nuanorosom okne Compatibility View Settings seenure IP-aapec iBMC B TekcroBom mnosie Add
this website u naxxmure Add.

4. Ormenute BoIGOp Use Microsoft compatibility lists.

[ocne 3amycka pexum coBmectumo ctr, WebUI iBMC OyneT npaBHIbHO 0TOOpaXaThesl Ha SKpaHe, mpu
Bxore B iBMC ¢ momomtsro Internet Explorer 11.

CrpaHnua Bxoma

Ortkpoiite Be6-Opaysep, B aapecHoi cTpoke BBeaute: https:/IP address of the iBMC
management network port u naxxmure Enter.

[TostBUTCS cTpaHuIia BXoJa B CUCTEMY.

(@) |English ¥
& .
e IBMC
User Mame
Password
Domain This iBMC v
Onmucanne napameTpos
Ta6u. 3-2 TlapameTphl Ha CTpaHUIIE BXOIIA
ITapameTp OmnmcaHne
User Name Hms mone3oBaTens as Bxoaa B WebUI iBMC.
IMPUMEYAHHUE

e [lo ymMon4aHUIO yCTaHOBIIEHO MMS TIOJIb30BaTes FOOt st cepBepoB V3
u Administrator st cepepoB V5, a a Tabnudke ¢ MapKUPOBKON
HPOIYKTa yKa3aH [apoJib [0 YMOMaHuIo. B nensix 6e30macHocTr nocie
[EPBOTO BXO/1a PEKOMEH/LYETCS H3MEHHTD HCXOHBIHN [1apoJib 1
HEPHOANYECKH MEHSITH N1apOJIb B JAIbHEHIIICM.

e [lpu BXOJIe B KaueCTBE JOKAIBHOTO MoJb30Barelst Beibepure This iBMC
w Automatic matching u3 Domain.

e [lpu Bxoze B kadecTBe mob3oBarens LDAP, uMs moip30Barenst MOXeT
OBITH IIPEJICTABIIEHO B JIIOOOM U3 CJIETYIOINX (POPMATOB:

o Nms nonw3oBarerst LDAP

Ipu BBOMEe MMeHH ToJb30oBaresst LDAP as mapamerpa Domain
JIOJDKHO OBITh YCTAHOBJICHO 3HaueHre Automatic matching wmu

Beimyck 06 (13.11.2017) Koubunenunanpaas uadopmarnus Huawei 15
Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.



Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 3 Be6-unrepdetic nomp3oparens (WebUI) iBMC

ITapametp Ommcanne

JTOJDKEH OBITh BHIOPAH COOTBETCTBYIOIIUI TOMEH.
o LDAP umMs nop30Barersi@uMs T0MeHa
[pu BBone nmenu nomp3oBarens B popmare LDAP nms

M0JIb30BaTe s (@UMSI IOMeHa, 1111 lapametpa Domain nosnkHo ObITh
yCTaHOBJICHO 3HaueHne Automatic matching.

Password IMapons mis Bxoma B WebUI iBMC.

IIpouenypa
BXOZ[ B KAa4€¢CTBE JIOKAJBbHOI'0 I0JIB30BaTC/JIsA

1. Ha cTpanuiie BX0Ja BEIOEPHUTE SI3bIK.
2. Bsemute uMs moB30BaTENS M APOID.
[MoapoGuast nHpOpMAaIIHS 0 TapaMeTpax npuBeneHa B Tadm. 3-2.
3. Bribepure This iBMC umum Automatic matching u3 Beinagaromiero curcka Domain.

4. Haxwmure Log In.
Ha skpane nosisutes ctpanuna OVErview ¢ nMeHeM ToJb30Baresis B BEPXHEM MPABOM
yIITy.

L InPuMEYAHME

CucreMa MOXET BBIBOIHMTH COOOIIECHUE O HEMPABUIBHOM MMEHH T0JIb30BATENs WM NapOJI IPU
MOTIBITKE BXOZA B cucteMy depes Internet Explorer mociie oGHOBIEHNMsI cucTeMbl. B Takom ciydae,
naxmute Ctri+Shift+DEL, 3arem Delete anst ouncrku kaui-riaMsiti Opaysepa, U BBIIOJIHUTE
TIOBTOPHBIA BXOI B CHCTEMY.

Ecinu BBINOJHATE BXOI HE yaasiock, TO BeOepute T00ls > Internet Options > Advanced B ctpoke
MEHIO 1 HaxkMuTe Reset U1 BoCCTaHOBIICHUs HACTPOEK Mo ymoirdaruto Internet Explorer. ITocine sToro
BBITIOJIHUTE TIOBTOPHBIH BXOJ B CUCTEMY.

Bxon B kauecTBe noJn3oBareasa LDAP
[Tepen BxomoM yOeMTeCh, YTO BHITOIHEHBI CIICAYIOIINE HACTPOHKH:

® B ceTu uMeeTcs KOHTPOJUIEp AOMEHA, TOMEH I0JIb30BaTesel, KOTOphIi COo3/laH Ha
KOHTpOJIJIepe JOMeHa, U nosib3oBarenu LDAP, koTopble npuHauiexar K JOMEHY
10JIb30BaTelIe, TaKk)Ke ObUIN CO3/aHbl.

L InPumeYAHKE

Jlist mostyyenust Gosee nopoOHOM HHPOPMALIIHK O TOPSIIKE CO3AAHMI KOHTPOJLIEpa IOMEHa, I0MEHa
nose3oBarenell u nojes3obareneid LDAP, oOparuTech K JOKyMeHTally KOHTpoIuiepa jomeHa. iBMC
IIPENO CTaBJEIET IO CTYII TOJIBKO JUIA nojb3oBareneid LDAP.

® B WebUI iBMC ¢ynkius LDAP BkiroueHa, yCTaHOBJICH IOMEH MOJIb30BaTENICH, 1
co3nanbl noab3oBarenu LD AP, npunaanexamue noMeny mosib3osareneii. [lompoOnas
nH(popmanus npuBeaeHa Ha crpanune LDAP.

Bri6epure s3bIK.

Ha crpanune User Login Beemure ums mons3oBatenst LDAP u maposns.

L InPumeYAHKE

o Tlpu BBOIe umMeHu noJp3oBaresss LDAP B noste User Name, i napamerpa Domain 1o/mkHO ObITh
yCTaHOBJIeHO 3HadeHne Automatic matching wm mospkeH O66ITh BEIOpaH COOTBETCTBYIOIIHIA JIOMEH.
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e TIpu BBone LDAP user name@Domain name, to ayst mapametpa Domain nomkHO ObITh
ycTaHOBIICHO 3HadeHne Automatic matching.

3.  BriOepure nomen nons3oBarteneil LDAP u3 Beimagaromiero crrcka Domain.

L InPuMEYAHME
B BbIIMaJar0OIEM CIIMCKE Domaln I[OCTyHHLI CHeZ[y}OH.U/Ie OIIIHNH:

e This iBMC: Beibepure gaHHYFO OMIIHIO IS BXOJA B Ka4€CTBE JOKAIBHOTO MoJb3oBaressi. iBMC
ABTOMAaTHYECKU HAXOIUT aKKayHT MOJIb30BAaTeNs B CIIMCKE JIOKAIBHBIX [0JIb30BaTENECH.

e Configured domain server: BeiGepure cepBep 1oMeHa st BX0fa B KadecTBe nosb3oBarens LDAP.
iBMC aBroMari4ecK HaxO/IMT I0JIb30BaTelIs Ha CepBEpE IOMEHA.

e Automatic matching: Ipu Beibope nanHoit ommy, iBMC cHavasa o CylmecTBIsIeT IIOUCK aKKayHTa
I0JIE30BATENIS U3 CIMCKA JIOKAIBHBIX M0Jb30Barenei. Eciu cooTBeTcrBHe He HaiineHo, To iBMC
BBINOJIHSIET [IOUCK Ha CepBEpe JOMEHA B MOCIEN0BAaTE/IbHO CTH, KOTOpasi PUBE/ICHA B BBIA1AIOIIEM
crmcke Domain.

4. Haxwmurte Login.

Ha skpane nosiButcs ctpanuiia OVerview ¢ iMeHeM MoJIb30BaTelisi B BEPXHEM IIPaBOM
yIIy.

3.3 Madopmanmsa

3.3.1 Crpanuna Overview

Ha ctpanune Overview npusejieHa OCHOBHAS HHPOPMAIHS O CEPBEpe, YKa3aHbl
BUPTYaJIbHbIE KHOIIKH, U SIPJIBIKH JUIA BBITOJHEHHUS OOBIYHBIX OTIEpaLHid.

GUI

Beibepure Information us rmasaoro meHio u Beibepute OVErview us aepeBa HaBHTALUH.
Ha skpane nosiButcs ctpanuniia Overview.

Crpanuria OVerview cocTouT u3 4eThipex obacTeil, Kak mokasaHo Ha Puc. 3-3.

Yertsipe obnactu crpanuipl Overview npusenens! Ha Puc. 3-3, Puc. 3-4 u Puc. 3-5.

B Tab6n. 3-3 mpuBeeHO onmucaHre HHPOPMALIUHU, OTOOpakaeMOi B KaXKI0i 13 oOmacTeil.

L InPumeYAHKE

Conepxanne crpannisr OVErview pasindaercst B 3aBHCUMOCTH OT pexknma paboTsl cepsepa RH8100
V3 nmu 8100 V5. Ha crpanune Overview cepsepo RH8100 V3 umu 8100 V5, paGoraromux B
JIByXCHCTEMHOM peXuMe, Tipeacrasienst mapametpsr VGA/USB/DVD u sipisik Node Redirect.
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Puc. 3-3 Crpanma Overview cepsepa RH8100 V3, paGoTaromiero B 0JHOCHCTEMHOM PEIKHME

Overview [ANG)
Basic Info

Product Name: Product Serial Number:

RHB100V3 2102311BEA10EB000038 O Critical Alarms . 0 Power State ™Y

IP Address: iBMC Firmware Version:

1285.144.28 2.32(U26) O Msjor Alarms 9 Health Indicator

BIOS Firmware Version: GUID: S

3.16 (U47) 2AF54F56-1002-1182-BBAF-0018E1C50865 Minor Alarms

VID Indicator Statu
Max Web Sessions: Online Users
] 1(Web:1,CU:0)

Virtual Buttons

Power control: Power On Power Off Forced Power Off
UID indicator: Steady On Blink Ooff
Shortcuts
®
2 O €« O 3 o SN
Local Users Network Power Cantrol Upgrade One-Click Info Restore Factory Remote Control
Collection Settings
Energy Efficiency
Energy Savings & 1 ¢ PowerSavings C ocotpri
5% - 174021 &
EEi S ‘t 173.499
- kWh
kg
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3 Beb-untepdeiic nmonpzonarens (WebUI) iBMC

Puc. 3-4 Cranuia Overview cepsepa RH8100 V3, paboTaromiero B AByXCHCTEMHOM PEKUME

Overview

Basic Info

Product Name:
RHB8100 V3

IP Address:
128514428

BIOS Firmware Version:

(UG135)v699

Max Web Sessions:

Virtual Buttons

Power control:
UID indicator:

VGA/USB/DVD:

Shortcuts
]
o

Local Users

=
o

Set FusionPar

Power On

Steady On

©

Network

=

Node Redirect

Energy Efficiency

Energy Savings

5%

Power Off

Product Serial Number:
2102311BEA10EB000038

iBMC Firmware Version:

(U6005)1.62

GUID:
2AFS54F56-1002-1182-BBAF-0018E 1C50865

Online Users:

1(Web:1,CU:0)

Forced Power Off

Blink Off

3]
€ O

Power Control Upgrade

oo
'Oh

174.021

kWh

O Critical Alarms =~ 0
© Major Alarms 9

Minor Alarms

® S

One-Click Info Restore Factory
Collection Settings

? 173.499
kg

e 0

Power State

Health Indicator
Status

UID Indicator Status

-

Remote Control
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Puc. 3-5 Crpanra Overview npyrux cepsepos (B 3aBUCHMOCTH OT MOJIEJICH MPOIYKTa)

Qverview ¢ @
Basic Info o
Product Name: Product Serial Number
RH2288A V2 System Serial Number O Critical Alarms =~ 0 Power State ®
IP Address iBMC Firmware Version:
192.168.44.118 232 (U25) © Major Alarms 0 Health Indicator
Statu .
BIOS Firmware Version: Ul
3.16 (U47) 93201FF4-EEB3-11E4-93F3-001138789946 Minor Alarms
Status @

4 1(Web:1.CLI: 0)

Virtual Buttons e

Power control: Power On Power Off Forced Power Off

UID indicator: Steady On Blink Off

Shortcuts o
a5 @ ~€ g |3 o ]

Local Users Network Power Control Upgrade One-Click Info Restore Factory Remote Control
Collection Settings

Energy Efficiency o
] 5% CF 174021 &

Y 173.499

kg

kWh

Onwucanne napamMeTpoB

Taoa. 3-3 Onucanue crpanuisr Overview

No | O6macTp | OToOparkaemast MHPOPMaIIA

1 Basic Kpatkas unpopmaliius o ceppepe, BKIIIOUAs:
Info * Product Name: momens cepsepa.

* Product Serial Number: cepuiinblii HoMep cepBepa.

* |IP Address: IP-anpec mist Bxoma B iBMC.

¢ iBMC Firmware Version: sepcus BctpoenHoro 110 iBMC.
* BIOS Firmware Version: sepcust Bctpoersroro I10 BIOS.
® GUID: rmobanpHbli YHUKAIBHBINA HIEHTU()UKATOP cepBepa.

o Max Web Sessions: MakcuMaabHOE KOJHYECTBO OMHOBPEMEHHBIX
noiun3oBareiieii B WebUI iBMC.

* Online Users: xonu4yecTBO OHIAWH-TI0JIB30BATEIICH.

Hanpumep, 4 (Web: 1; CLI: 2; Redfish: 1) o3nauaet, 4ro B cucteme
nMeeTcs 4 OHITANH-TIONB30BATENS: OJIMH M3 HUX BBIMOJIHWI BXOJ B
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No | O6mactp | OToOparkaemast MHPOPMaNIA

cucTeMy uyepes BeO-uHTepdelic, 1Ba M0Ib30BaTENsl BHITOIHUINA BXO
yepes uHTepdeiic KoMaHIHOM cTpoKH, U onuH uepe3 Redfish.

* Power Status: 3enenslii Bet o3Havyaet, uto OC cepBepa 3amylieHa.
Cepelif nBeT 03HauYaeT, uto padora OC cepBepa OCTaAHOBIICHA.

® Health Indicator Status: cocrostHre paboTOCIIOCOOHOCTH cepBepa.
Craryc WHAMKATOpa JOJDKEH OBITh TAKHM XK€, YTO M Ha CepBepe.

e UID Indicator Status: mecto pasmemnienus cepsepa B maccu. Craryc
WHIUKATOPa JOJDKECH OBITh TAKUM e, YTO U Ha cepBepe.

¢ Critical Alarms: o6iiee KOTHYECTBO KPUTUYECKUX aBAPUITHBIX
CHTHAJIOB.

ABapHilHbIe CUTHaJIBI KpUTHUYECKOTO YPOBHS CBHUJIETENIBCTBYIOT O
HaJIM4UY HEUCIIPAaBHOCTH, B pE3yJIbTaTe KOTOPOH MOXKET MPOU3OUTH
OTKJIIOYEHHE CepBepa U MpephIBaHUE pabOThI BCEX CUCTEMHBIX
ciyx0. [Ipu nmosiBIEHNH KPUTUUECKUX aBAPUHHBIX CUTHAJIOB
HE00X0AMMO HEMEIIICHHO NPEANPUHITE MEPHI 110 JIOKATH3AIHH U
YCTPaHEHHIO HEHCTIPABHOCTEH.

* Major Alarms: o6iiiee KOIMYeCTBO CePhe3HbIX aBaPUIHBIX
CHTHAJIOB.

ABapHiiHbIE CUTHAJIBI CEPhE3HOTO YPOBHS CBUAETEIBCTBYIOT O
HEUCHPABHOCTAX, KOTOPbIE OKA3bIBAIOT 3HAUUTEILHOE BIUSHUE HA
paboTty cucteMbl. HencrpaBHOCTh TAKOTO yPOBHS MOXKET IIPUBECTH K
CUCTEMHOMY COOI0 WJI IPEPBIBAHUIO PabOTHI CEPBUCOB.

* Minor Alarms: o6iiee KOJIHYECTBO HE3HAYUTENIbHBIX aBAPHIHBIX
CUT'HAJIOB.

Hesnauntenpublie aBapHﬁHLIe CUT'HAJIbI CBUACTCIILCTBYIOT O HAJITNINU
HEHCIPABHOCTEH, KOTOPHIE HE OKA3bIBAIOT 0COOOTO BIMSHUS Ha
paboTy cucteMbl. OTHAKO HEOOXOAUMO KaK MOXKHO CKOpee
MPEINPUHATH MEPBI [0 UX YCTPAHCHHIO, YTOOBI TPETOTBPATHTD
0oJjiee Cepbe3HYI0 HEUCTIPABHOCTb.

2 | Virtual Hawubomnee 4acTo HCMONb3yeMble BUPTYaIbHBIC KHOIKH.

Buttons | o power control

- Power On: BxitoueHHe MUTaHUS cepBepa.

- Power Off: BeikiifoueHre THTaHKUS CEpBEpA.

- Forced Power Off: mpunyauTenbHOE BRIKITIOICHUE MTHTAHUSI
cepBepa.

e UID indicator

- Steady On: aktuBarus ungukaropa UID st onpepeneHust
MECTOIOJIOKEHHSI CEPBEPA B MIACCH.

- Blink: onpenenenue cepsepa B maccu cpe CEpBEPOB C
OJIMHAKOBBIM MECTOIOIOKEHHEM.

- Off: neaxtuBarus namukaropa UID.
* VGA/USB/DVD (tomnbko mmst cepeepoB RH8100 V3): otobpaxaercs
TonbKo Korga cepsep RH8100 V3 pabotaeT B ABYXCHCTEMHOM

pexume. Ecriu naHHBIN TapameTp S 10 mopT VGA,
USB-nopt, u DVD-auck cepBepa MOAKIIOYCHBI K TEKYIIEMY Y31y U
OTKJTFOUEHEI OT APYTOro y3ia.
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No | O6mactp | OToOparkaemast MHPOPMaNIA

3 Shortcut SIpibIky 1s1 BBINOJTHEHUS ONIEpAIiil, CBA3aHHBIX C:
* Local Users

e Network

* Power Control

e Upgrade

® One-Click Info Collection

[MonpoGHas mHOpMaIHs 0 TopsKe Oopa TaHHBIX MTPUBEICHA B
pazzaene 3.11 Coop MHGOPMAITUH OTHUM IISTIKOM KHOIIKH MBIIIIH.

* Restore Factory Settings

BoccranoBnenue 3aBOACKHX HaCTPOCK, BKJIIOYas HO HE
OrpaHNYNBAACH:

- CocrosiHUE TOAKIIIOYEHH [TOCIE0BATEIbHOIO ITOpTa
- Hacrtpoiiku orpannueHus SHEPronoTpeOneHus

- HMwMena nonp3oBarenei, napoiv, CPOKU JEHCTBUS, HACTPOUKH
IpYI IOJIB30BaTeNel M HACTPOWKH OIIOKMPOBKH TIOJIB30BaTEICH

- Pexwum nasnauenus IP-anpecos, [P-agpeca, Macku nojacetu u
LIUTIO3BI TI0 YMOJTYaHUIO

- Hactpoiiku SNMP

- IIpepwBanus SNMP u Hactpoitku SNMP misipyHkImu nepeaaun
JTAHHBIX aBapUITHOW CUTHAIN3AIUN

[Tocne BoccTaHOBIEHUS 3aBOJICKMX HACTpoeK, cepTudukarel LDAP u
SSL, 3arpy>keHHbIE M0JIb30BaTENAMH, OYIyT yIalIeHBL

¢ Remote Control
e Set FusionPar (toneko ms cepsepa RH8100 V3)

* Node Redirect (toabko mis cepsepa RH8100 V3, paboratorero B
IIBYXCHCTEMHOM PEXUME)

4 Energy JlaHHbBIe SHEprocOepeKeHUs cepBepa.
Saving .

Y Energy Savings: koaddunueHT 3HeprocoepexkeHus cepaepa.
Statistics

® Power Savings: nuTaHue, COKOHOMJIEHHOE CEPBEPOM.
Energy

Efficienc
y

e Carbon Footprint Reduction: mokasarens cokpamieHus
YIJIEPONOCOACPIKANIMX BHIOPOCOB cepBepa.

NMPUMEYAHUE

o KoaduimeHT 3HEprocOepexeHns cepBepa Mo YMOIMAHHUIO COCTaBisieT 5%.
Ero pacder BBIIOJIHAETCS B 3aBHCHMOCTH OT HACTPOEK HEPTO cOSPEXKEHMS
BIOS.

o Tloka3arens sHeprocOepexerus = DakTuueckas motpedmsieMast
MotiHO cThX (1/(1-koadhumment sneprocoepexenris) —1)

®  DKOHOMUs 3Hepruu B | KBTXY NPUBOAUT K COKPALICHHIO
yIIepoI0 cofepkarinx Beiopocos Ha 0,997 kr

Jns oOHOBNIEHHS CTaTUCTUKH SHeprocOepexeHus Beioepute Power >
Power Capping u naxkmute Reset Statistics.
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3.3.2 Crpanuna System Info

Omnmcanne PpyHKIIMM

Ha ctpanuue System Info npusenena cucremuas unpopmaims cepsepa. Ha nannoi

CTPaHHUILIE TAK)KE€ MOXKHO BBIIIOJIHUTh HAaCTPOUKY U ynpasieHue RAID-koHTposiepom.

GUI

Iepeiiaure x Information u BeiGepute System Info u3 nepesa HaBuramnmu.

Ha skpane nosiButcst ctpanuna System Info.

Puc. 3-6 Crpanuna System Info croeunsix cepeepos

System Info

Product Info Processors

V Product Info

Product Name
Product Serial Number

Product Asset Tag

 Mainboard Info

iBMC Firmware Version

BIOS Version

CPLD Version

iBMC Primary Uboot Version
iBMC Secondary Uboot Version
PCB Version

Board ID

Mainboard Manufacturer
Mainboard Model

Mainbaard Serial Number
PCH Model

Onwucanne napamMeTpoB

Memory Storage Fans Power Network Software

RH2288H V3
2102311JU510G4000006
0102

Save

2.07(U23)

1.75(U47)

1.11(U46)

1.1.39 (Dec 09 2015 - 16:13:03)
1.1.39 (Dec 09 2015 - 16:13:03)
.C

0x000d

Huawei

Ta6u. 3-4 Bxiaaxa Product Info

Other Devices

ITapamerp

OmnmncaHne

Product Info

Product Name

Monens cepBepa

CepuiiHblii HOMEp
MIPOIyKTa

Cepuiinblii HOMEp cepBepa

Product Asset Tag

MuBeHTapHBI HOMEP cepBepa

INMPUMEYAHUE

® 3pavenne: CTpoka ¢ MAKCUMAIIbHOW JUTHHOHN 48 0aiTOoB,
cocTosImas u3 mudp, OyKB U CeNHATbHBIX CHMBOJIOB.

YV 0OBIYHBIX M0JIK30BATENICH HET MOJTHOMOYHI Ha HaCTpOﬁKy HWHBEHTApHOTO
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ITapameTp

Omnmcaane

HOMepa MPOIYKTa.

Mainboard Info

iBMC Firmware
Version

Bepcust Berpoennoro 110 iBMC

BIOS Version Bepcus BIOS

CPLD Version Bepcus cnoxHON mporpaMMupyeMon JIOTHYECKOM HHTErpaibHOM
cxemsl (CPLD — Complex programmable logical device).

iBMC Primary Bepcus nepBuuHOro o0pasza yHUBEPCAIBHOTO 3aTpy34lKa CUCTEMBI

Uboot Version (U-Boot — Universal Boot Loader)

iBMC Secondary Bepcus ropuunoro oopasa U-Boot

Uboot Version

PCB Version Bepcus neuarnoii miarer (PCB — Printed Circuit Board)

Board ID Wnentudukarop miaTel

Mainboard [TpousBoaUTEIh MATEPHHCKOM ILIATHI

Manufacturer

Mainboard Model

Mopaens MaTEpUHCKOM IUIATHI

Mainboard Serial
Number

CepuiiHblii HOMEp MaTEPUHCKON TUIAThI

PCH model

Monens PCH

INPUMEYAHUE
JlaHHBII IapaMeTp 0 CTYyIIEH TOJIbKO Al CepBEPOB V5.

Ta6u. 3-5 Briaaka Processors

ITapameTp

Omnmcaane

Processors

[Ipencrasnena cnenyromas nHGOPMAIIKS O KaXJI0M MPoIieccope,
YCTaHOBJIEHHOM Ha CepBepe:

® Ha3zBaHue, MPOU3BOAUTEb, MOJIEIb, HICHTU(HUKATOP
Ipoleccopa, CKopocTb CHHXpoHu3anuu, 1 BOM-kox kaxxaoro
mporeccopa

¢ KonnuecTBo SII[Cp/HOTOKOB, MoAACPIKUBAEMBIX Kaxaoi
MOZCJIBIO Ipo1eccopa

e Cache: oobem xomr-mamsru L1, L2 u L3 kaxmoro mporeccopa
e Status: Craryc LII1.
e Other Parameters: [Ipyrue napametpsi LIIT
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Taon. 3-6 Briagka Memory

ITapamerp

OmnmcaHne

Memory

Hannsie DIMM, Bkitouas ciiemyroniee:
® MaxkcumanbHoe U pakTHueckoe Koarnyectso DIMM

® HaspaHue, MECTOIMOIIOKEHHE, TIPOU3BOTUTENH, 00bEM, YACTOTA
TaKTOBBIX UMITYJIbCOB, CEPUIHBIN HOMEP, TUI, MUHUMAJIbHOE
HaIpsDKeHHUE, KOJTMYEeCTBO PAHTOB, OMTOBAas IIMPUHA,
nojyiep )kuBaemMbie Texaonoru, 1 BOM-kon kaxaoro DIMM

Ta6u. 3-7 Brianka Storage

ITapameTp

Omnmcaane

Views

OTto0pakeHHe YCTPOICTB MaMsTH cepBepa B JPEBOBUIHOM
CTPYKType.
NPUMEYAHUE
Ecmu na sxpane otobpaxaercs NA, To 3arpy3ute MoCIeaHIO0
JOKyMeHTaluo 1o iBMA u nporpamMMmHble TakeTsl ¢ BeO-caiTa

Huaweihttp://e.huawei.com/en/, sarem ycranosure u 3anycture iBMA
2.0.

RAID controller information:

e Hassanue RAID-xoHTpoOMIIEpa, TUI, UMA paiiBepa U Bepcus,
Bepcus BctpoeHHoro [10, noangepxkka BHEOIOCHOTO
VIIpaBICHAS, COCTOSIHUE Pa0OTOCIIOCOOHOCTH, PEXKUM, BEPCHS
KOH(UTypannu, o0beM MaMATH, HHTEp(EHCH yCTpoiicTBa,
anpec SAS, monnepXKuBaeMBblid TMana3oH pa3mepa Ormoka
JAHHBIX, CTaTyC CBS3aHHOM K3IL-NaMSTH, COXpPAHEHUE HCTOPHH
c6oeB PD, cTatyc KonupoBaHus, KONMPOBAHUE IO CTATyCy
omm6ku SMART, u craryc JBOD.

e Hasganne BBU u ctaryc.

NPUMEYAHUE
Ecnu nnara RAID-koHTpoIiepa He MOAAEP)KUBAET BHETIOJIO CHOE
yIpaBJIeHHE W, TIPX 3TOM, He ycTaHoBieH iBMA 2.0, To Ha 3kpaHe
orobpaxaercs ToJbKo MMt RAID-koHTpoIIIepa U THIL

Logical drive information:

Ha3zBanwue, craryc, ypoBeHb U eMKOCTh RAID, pa3mep Onoka
JaHHBIX, cTaTyc K3muposaHust SSCD, NOAMTHKA YTEHHs MO
YMOJIYaHHIO, TEKYILAsl MOJUTUKA YTEHHs], HOIUTHKA 3aIIUCU TI0
YMOJIYaHHIO, TEKYILasl OJUTUKA 3allUCH, TOJUTUKA BBOJA-BbIBOA
[0 yMOJYaHHUIO, TeKylast [P-nonutuka, cTaTyc KaII-NaMaTH IUCKa,
MOJMTHKA JOCTYIA, TUIl HHUIMaau3anuy, craryc BGI, craryc
KoMmI-niaMATH L2, cTaTyc mpoBepKH COTTacoBaHHOCTH, OyKBa JIFICKa
¢ ycraHopieHHOM OC u sBJIsIeTCS JIM JAHHBIA AUCK 3arpy304HbIM
JIICKOM.

MNPUMEYAHUE
Ecmm mrara RAID-koHTpoIIepa He oARepKUBAET BHETIOJO CHOE
yIIpaBJIeHHe U, IPU 3TOM, He ycTaHoBieH iBMA 2.0, To oruueckue qucku
o ynpasieHueM 1iatel RAID-koHTpoIIepa He 0TOOpaxaroTcst Ha dKpaHe.
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ITapameTp

Omnmcaane

Disk information:

IIponsBoauTeNb, EMKOCTH, MOZIEIb, CEPUIHBIN HOMED, BEPCHS
BcTpoeHHoro 10 n HOMep, THIT HOCUTENS, THII HHTepdelica,
MaKCHMaJbHasi CKOPOCTh, CKOPOCTh KaHana, anpec SAS (0), axpec
SAS (1), cocTosHUEe TUTAHUS, TEMIIEPATYPA, CTATyC «TOPSYETO
pes3epBay, CTaTyC MOACPHU3AINH, COCTOSIHHE PabOTOCIIOCOOHOCTH,
HU3HOC HOCHTEJIS, CTaTyC MECTOTOJIOKEHHSI M KOJIMYECTBO YaCOB BO
BKITIOYEHHOM COCTOSIHUU.

MNPUMEYAHUE
e Ecmu nnara RAID-koHTposuIepa He OoIepKUBAET BHEIIOJIO CHOE
yIIpaBJIeHHE |, IPU 3TOM, He ycTaHoBieH iBMA 2.0, To Ha SkpaHe
0TOOPaKatOTCsl TOJIBKO TUITHI HHTEP(EHCOB (HM3NIECKHIX AUCKOB ILIATHI
RAID-konTposiepa.

o Cucrema noaepx uBaeT QyHKIHIO 3aMpOca KOJMIECTBA YacOB BO
BKJIFOYEHHOM CO CTOSTHMHM TOJIBKO JiJ1st JucKoB SATA u SAS-1uckoB
Seagate.

Configure

Hacrpoiika RAID-koHTpOIIIEpAa.

Hactpoiika RAID-koHTpOmepa:
¢ Konupyroiee apxuBUpOBaHUE

¢ Komupyromiee apXxuBUpOBaHNE NIPU MOSBICHUN OLIHOKH
SMART

e JBOD

Cnoco0 HacTpolku: BEIOEpUTE 3HAYCHUE U3 BHIIANAIONIETO CIIHCKA
Value u Haxxmurte Save. J[ist Bo3Bpara K 3aBOACKHM HACTPOWKAM
naxxmute Restore settings.

HacTtpoiika noruyeckoro aucka:

¢ (Co3gaHMe JOTHUYECKOro AUCKa

®  ViajeHHWe JOTHYeCKOTO AUCKa
® lI3MeHeHHUE JTOTHYSCKOro JUCKa

Cnoco0 HacTpoHKH: BEIOEPUTE MYHKT W YCTAHOBHUTE
COOTBETCTBYIOIIHE MTAPAMETPHIL.

Hacrpoiika ¢pusnueckoro aucka:
® (Craryc «rops4ero» pesepna
® (Craryc BctpoenHoro [10

¢ (Craryc MECTOIOJIOKEHUS

Crioco0 HaCcTPOMKY: BEIOEPHUTE 3HAYEHHE U3 BHIIAJAIOIIETO CIIUCKA
Value u naxxmute Save.

L InPumeYAHKE

[pu BEIKITFOUEHNHN WK B Tiponiecce 3amycka OC, naHHbIe Ha BKiIanke Storage OynyT HenelHCTBUTEIBHEL.
Iocne 3amycka OC, iBMC BbINOJIHSAET MOBTOPHOE 0OOHApYXeHHe Bcex nuckoB. [Ipu mepectpoiike
CTPYKTYPBI JHCKA B IPOLIecce HISHTH(HKALNH, 1aHHbIE JUCKa OylLyT JeHCTBUTENIBHBI TOJIBKO HOCIe
3aBepIIeHIs WISHTU(UKAIMH qrcka. Eci 0OHapyKUTh AUCK HE YIaloCh, TO OyIET CreHepUpoBaH
aBapwuitabii curaan «Drive Faulty.
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Taoa. 3-8 Bxiagka Fans

ITapamerp

OmnmcaHne

Fans

WNudopmanus o BEHTHISTOPAX:
¢ MakcuManabHOE U (PaKTUIECKOE KOJIIMYECTBO BEHTUIATOPOB

® Ms, HOMEp MOJIEIH, CKOPOCTh BpalICHHS, KOA(PPHUIIHESHT
ckopoctu 1 BOM-Kox KaX/10r0 BEHTHIISITOpA

INPUMEYAHUE
Ecnu ycraHOBICH HECOBMECTUMBIN WIIM HEUCTIPABHBINA MOLYIIb

BEHTWIATOPA, To Ut Tapamerpa Model Gyret otobpakeHo 3HaueHHE
FAULT.

Ta0:1. 3-9 Brxiiagka Power

ITapameTp

Omnmcaane

Power

Wudopmanns 06 HCTOIHUKE TUTAHUS:

® MaxkcuManbHOE U (PaKTHIECKOE KOJIMYCSCTBO OIIOKOB MUTAHUS

(PSU)

¢ [D cnora, mpou3BOAUTENb, TUI, CEPUHHBIN HOMEpP, BEPCUS
BcTpoeHHoro I10, HoMUHaIbHAsE MOIIHOCTh, PEKUM I1OJA4YH
nuTanus 1 BOM-koJ KaXJ10ro HCTOYHUKA MMUTaHUS

Taob.1. 3-10 Bknaaka Network

ITapameTp

Omnmcaane

INPUMEYAHUE

2.0.

o Tlonnas cereBas uaopmanus orodpaxaercs Ha crpanuiie Network tosbko mocie 3amycka iBMA

e Ecm iBMA 2.0 He ycTaHOBIICH Ha cepBepe, TO 3aIpy3uTe IO CIIEAHIO TOKyMeHTanuo iBMA u
nakets! [1O ¢ Be6-caiita Huawei,http://e.huawei.com/en/ u ycranosure iBMA 2.0.

NIC

HNudpopmanus o LOM, NIC u PCle NIC. Uadopmarnus o NIC
BkJtouaeT: ums NIC, Ha3BaHUE POU3BONUTENIS, MOZIENb, MOAEIH
MHKPOCXEMBI, IPOU3BOUTEINST MUKpOcxeMEbl, Bepcuio PCB, 1D
IJ1aThl, 3a1€HCTBOBAaHHBIE PeCypPChl, BepcHio BctpoeHHoro [10, ums
JpaiiBepa U ero BEPCHUIO.

MNPUMEYAHUE
_\.
Haxmure © mocie NIC a1 IpocMoTpa JaHHbIX COOTBETCTBYIOLIETO
ropta. B crincke npezpcrasiena nHpOpMAIis, BKIFOYas HIMEHA CETEBBIX
TIOPTOB, KOJIMYECTBO MOPTOB, UX CTaTyc, MH(popmarwms o [Pv4-anpecam,
unpopmanus no [Pv6-anpecam, MAC-anpeca, craryc VLAN, a Taroke
THIIBI CETEBBIX OPTOB.

FC Adapter

Wndopmanus 06 agantepe FC. Madopmamus BKIodaeT: UMs
ajianrepa, Ha3BaHUE TPOU3BOTUTENS, MOIYJb, MOJICIb
MHKpPOCXEMBI, Bepcuio BcTpoeHHoro [10, uMs apaiiBepa u ero
BEPCHIO.
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ITapameTp Onmcanmne
NNPUMEYAHUE

Haxxmure Ha < amanrepa FC muist mpocmoTpa moapo6HoH HHPOpMAIUH.

Bridge

Nudopmanus o mopte Mocrta. MHpopmanus BKIIIOYaeT UMs IOPTa,
craryc, napopmanuio IPv4 u IPv6 (agpec/macka moaceT/numos),
MAC-aapec, u uapopmanuto VLAN (ID VLAN, a taxxe
npuoputeTsl VLAN).

NNPUMEYAHUE

5,
Haxxmure Ha  “° mOpT MOCTA JUIS TIPO CMOTpa MOAPOOHOM HH(POPMAIITHH.

Team

Wudpopmanus 06 arperupoBaHHOM ceTeBOM nopte. MHbopMmanms
BKITIOYaeT UM TI0pTa, CTAaTyC, pabouuii pexxuM, napopmanmro 1Pv4
u IPv6 (agpec/macka noacetun/nuio3), MAC-azapec, u
unpopmauuto VLAN (ID VLAN, craryc nonnepxxku VLAN, a
TaKXKe CTaTyc nojiepkku npuopuretos VLAN).

IMPUMEYAHUE

S

Haxmure HAa

uHpopMaIHy.

arperupoBaHHOIO IIOPTa JJIT PO CMOTpA IIOAPOOHOH

Ta6ua. 3-11 Bknaka Software

ITapameTp

Omnmcaane

INPUMEYAHUE

iBMA 2.0.

e TlosmHas ceteBas nHOpMaLms otobpaxkaeTcs Ha cTpanuue System Software Tonbko mocie 3amycka

e Ecmm iBMA 2.0 He ycTaHOBIICH Ha cepBepe, TO 3aTpy3UTe TI0 CIISAHIO JoKyMeHTanuio iBMA n
naxetsi [10 ¢ Be6-caiita Huawei, http://e.huawei.com/en/ u ycranosure iBMA 2.0.

Computer Name

HasBanue xommnbrotepa, onpeaenenHoe OC cepsepa.

Computer JomnonmHuTtenpHas HHPOPMAIIUS O cepBepe.
Description
OS Version Bepcus OC.

OS Kernel Version

Bepcus sapa npu ucnons3oBanuu OC Linux.

Domain/Workgroup

Nwms momena i padodeit rpymmsl B OC cepsepa.

iBMA Service Bepcus iBMA.
iBMA Running Pa6ouwnii ctaryc iBMA.
Status
iBMA Driver Bepcus npaiisepa iBMA.
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Ta6ua. 3-12 Brianka Other Devices

ITapamerp

OmnmcaHne

PCle Card

Nudopmanus o mare PCle:
® MaxkcumanbHoe U pakTruueckoe koauuecTso miatr PCle

* Omnwucanue, NPON3BOJUTENH, HOMEp cii0Ta, ID mponsBoguTeNs,
ID ycTpolicTBa U ieped4eHb 3a4CCTBOBAHHBIX PECYPCOB K
kaxknoi miare PCle

NIPUMEYAHUE
HaxMure Ha *
ILIAThL

miarsl PCle mis mpocMoTpa uHpOpMALUK O TOIKapTax

HDD Backplane

HNudopmanust 06 00beAMHUTENBHOMN TUIATE KECTKUX JUCKOB:

® MaxkcuMallbHOE U (l)aKTI/I‘-ICCKOC KOJIMYCCTBO O6T)CI[I/IHI/IT€J'H)HHX
IIaT )XKC€CTKUX OJHUCKOB

® Hasganue, npousBoguTtens, tui, Bepcus PCB, Bepcus CPLD u
ID xax ol 00beIMHUTEILHON IIIAThI KECTKUX IUCKOB

Riser Card Wudopmanus o paiizep-Kapre:
® MakcumasabHOE U (GaKTHIECKOE KOJIMYESCTBO pai3ep-KapT
e HasgaHue, Npou3BOAUTENb, CIOT, TUI, ID miaTel Kaxaoi
paiizep-KapTbl
SD Card Hudopmanus o kapte microSD:

* MaxkcumanbHOe U (paKTHUECKOE KOJIMYECTBO KapT microSD

® [IpousBoauTenb, CEPUITHBIA HOMEP, EMKOCTh KaXKJI0M KapThl
microSD

IMPUMEYAHUE

s cepBepa RH8100 V3, paboTaroriero B OqHO CHCTEMHOM PEXUME, Ha
9KpaHe 0TOOpaKAITCA TOJIBKO KapThl microSD nepsuynoro iBMC. [{ns
cepBepa RH8100 V3, paboTaromiero B IByXCHCTEMHOM PEXHUME,
oToOpaxaroTcst Bce KapThl microSD.

NPUMEYAHUE
Cepsepsr V5 He noanepxuBaor SD-kapThL

Security Module

Wudopmanus 0 MOTYIIX 3aIIUTHL:
* MakcumanbpHOE U (PaKTHIECKOE KOJIMYECCTBO MOIYJICH 3alUThI

® Tun cnenudukanuy, Bepcusl CelupUKaIUU, TPOU3BOIUTEIb,
BEpCHS TPOU3BOIUTENS, & TAKKE CTATYC CAMOTECTUPOBAHUS
Ka)KJIOTO MOJTYJISI 3aIIUTHI

Raid Card

HNudpopmanus o mnare RAID-koHTposiepa:

* MakcumanbHOE U (PaKTHUECKOE KOJTMUYESCTBO TUIAT
RAID-xoHTpOmIepa

* Ha3BaHue, MECTONONIOKEHHE, IPOU3BOIUTEIL, HOMED, THUII,
nojyiepxkuBaembie ypoBHu RAID, Bepcust PCB, Bepcust CPLD,
ID nunatel u 3a1eiCTBOBaHHBIE PECYPCHI KaXKI0# TIaThl
RAID-konTpomnepa

SD Card Controller

Hudpopmanus o KOHTposuiepe KapTbl microSD:

® MaxkcuMallbHOE U (I)aKTI/IquKoe KOJIMYECTBO KOHTPOJIJICPOB
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ITapametp Ommicarne

KapT microSD

L HpOPBBO,Z[I/ITeJ'H) 1 BEPCHUs KAXKXIO0Iro0 KOHTPOJJIEPA KapThl
microSD

INPUMEYAHUE
CepBaepsl V5 He IOAAEpKUBAIOT KOHTPOIUIEpH! SD-KapThI.

LCD Bepcus Bcrpoennoro 110 XK-aucmnest.

MNPUMEYAHUE
Cepsepsr RH5885 V3 ne mognepxuBarot XKK-nucmneit. Undopmarnus o
JKK-nmucruiee He otoOpakaercs Ha dkpane. Cepsepst RHS885H V3
noanepkuBatoT JKK-nucmreit. Ha sxpan Oyner BeBeneHa nadopmanys o
KK-nucnee.

CPU Board Wndopmanus o mnare LI1:
¢ MakcuMaabHOE U (PaKTHIECKOE KONMUIeCTBO TeKymmx miat L{I1

* Ha3zBaHue, MpOW3BOANTENH, HOMED cioTa, Tril, Bepcus PCB,
Bepcust CPLD, ID mnatel u nutanue kaxaoi mater {11

IMPUMEYAHUE
Tonbko cepsep 8100 V5 monaepkuBaer otoOpaxkenue rmutanus mwiarel L1

Memory Board WNudopmanus o mare maMsT:
® MaxkcumansHOe B (haKTHUECKOe KOJIMYECTBO IUIaT IaMSITH

* Ha3zpaHue, MpOU3BOANTENH, HOMED cioTa, Tuil, Bepcus PCB, ID
Ka)KJI0H TIJIaThl HaMSITH

MNPUMEYAHUE
Cepsep RH5885 V3 He nopnepkuBaeT miarsl namstu. [loatomy
uHpopManws o mwarax namsaTu He orodpaxaercs. Cepep RH5885H V3
MOJIIeP’KUBACT TUIaThI MaMsATH. Ha sxpaHe oToOpaxkaeTcst HHPOPMALHS O
TIaTe MaMsiTh.

10 Board WNudopmanust o riare BBOJa-BhIBOA:

® MaxkcumanbHOE U (paKTHIECKOE KOIHMYCSCTBO TUIAT
BBOJIa-BBLIBOJA

® Hasganue, npousBogutens, tui, Bepcusi PCB, Bepcust CPLD,
ID mnaTel ¥ muTaHWe KaXkKOOM IJIaThl BBOIA-BBIBOAA

MNPUMEYAHUE
Tonbko cepBepst 8100 V5 moamepKUBaroT 0TOOpKEHUE MUTAHKS TUIATHI
BBOJa-BBIBOJIA.

M.2 Adapter HNudpopmanus 006 agantepe M.2, BKiltouas Ha3BaHHE, ONUCAHUE,
Bepcuto PCB u ID munarsr

NPUMEYAHUE
Tonsko cepsepst RH2288 V3 1 RH2288H V3 nonaep:kuBatoT agantepsl
M.2.

3arrpoc cucTeMHOV MHPOpMaIIUm
1. B crpoke meHto Beibepute Information.
2. B nepese naBurarmu Beioepute System Info.
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Ha skpane nosiButcst crpanuna System Info.

3. Ha nanHoli cTpaHule npuBeeHa HHPOPMaLUs O CEPBPE U €ro KOMIOHEHTaX.

3amnpoc cBovicTB Iy1atbl RAID-KoHTpO/LIEpa

{ L InPUMEYAHWE

JlanHast oneparys MOXET OBITh BBIMOJIHEHA TOJIBKO eciu riata RAID-koHTposIepa noniepkuBaet

BHEIIOJIO CHOE YIPABIICHUE WITH €CITH BBITIOJIHEH 3ammyck iBMA 2.0.

Ha ctpanure System Info mepeiinure Ha Brimagky Storage.

Ha Bxmanke Views Beioepute miaty RAID-koHTpoILIEpa.

CaoiictBa RAID-koHTpOIepa OyneT oToOpakeHbl Ha aHeJU CIIpaBa, Kak II0Ka3aHo Ha

Puc. 3-7.

Puc. 3-7 3anpoc cBoiicTB miatel RAID-koHTpomiepa

System Info

Views Configure

- BT
= Disk0
= Diskl
= Diskz
= Disk3
= Diskd
= Disks
= Diskd
= Disk?
= Diskd
= Diskd
= Disk10
= Diskll

3ampoc ceoricTB RAID-maccuBa

{ L InPUMEYAHWE

I[aHHaH orepanyst MOXET OBITH BBIITOJIHEHA TOJIBKO CCJIH IiaTa RAID-KOHTpO.HJIepa TIOAACPKUBACT

Controller Information

Narne:
gAZ3108

Firmwiare Version:
4.270.00-4382

Health Status:
Mormal

MNWDATA Version:
3.1411.00-0023

Device Interface:
SAB12G

Strip Size Range:
B4 KB to 1 MB

Maintain PD Fail History:
Enahle

Copyback on SMART error State:

Disable

BBU

Narne:
CWPMOZ

Health:
Mormal

Type:
LSl 8453108
Out-of-Band Management Supported:

fes

Mode:
MNon-RAID

Mermory Size:
2048 MBI

SAS Address:
5101h5442hec7000

Cache Pinned Status:
Ma

Copyback State:
Enahle

IBOD State:
Enable

State:
Present

BHEIIOJIO CHOE YIPABJICHUE WITH €CIIH BBITIOJIHEH 3amyck iBMA 2.0.

Ha ctpanune System Info nepeitnure Ha Briaagky Storage.

Ha Bxmanke Views Beibepute RAID-maccus.

CgotictBa RAID-maccuBa OyneT oToOpaskeHBI Ha TIAHENH CTIpaBa, Kak IOKa3aHo Ha

Puc. 3-8.
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Puc. 3-8 3ampoc cBoiicte RAID-maccuBa

Views Configure

8% RAID Cardl

’ . Logical Drive Information
Logical Drive 0 9
= Diskd Name: State:
X rriyraid Optirnal

= Diskl

= Disk? RAID Level: Capacity:
RAIDS 3636 TH

= Disk3

= Dickd Strip Size: $5CD Caching:
256 KB Disahle

= Diskd

= Disko Default Read Palicy: Current Read Poligs

o Read Ahead Read Ahead

= Disk10

= Dickil Default Write Policy: Current Write Policy:

- Wirite Back with BBL Wirite Back with BEL
Default 10 Policy: Current IO Policy:
Direct10 Direct10
Disk Cache Policy: Access Policy:
Disk's Default Read Write
Init State: BGI Enabled:
Mo Init Enahle
Used for Secondary Cache: Consistency Checking:
Ma Stopped
Eoot Disk:

Mo

3anpoc CBOVICTB >KeCTKOIO aMcKa

(L )nPumEYAHKE

Jlannast oriepaius MOXeT OBITh BBIIOJIHEHA TOJBKO eciiu wiara RAID-koHTposuiepa noaaepkuBaet
BHETIOJIO CHOE YTIPaBJICHNE WITH €CIIM BBITIOJTHEH 3amyck iBMA 2.0.

Ha crpanune System Info nepeiinure na Brmaaky Storage.

Ha Brmagke Views Beidepute sxecTkuil uck (auck u3 RAID-maccuBa wiin He3aBHCHMBIN
JKECTKHUH JTUCK).

CBoJicTBa jKECTKOTO JHCKa OyIyT OTOOpayKeHbI Ha TIAHENIH CIIpaBa, Kak MMOKa3aHo Ha
Puc. 3-9 u Puc. 3-10.
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3 Beb-unrepdeiic nmonszonarens (WebUI) iBMC

Puc. 3-9 3anpoc cBoiicTs quicka RAID-maccuBa

Views  Configure

B2 RAID Cardl
B = Logical Drive 0

= Disko

= Disk7
= Disk0
= Diskl
= Disk?
= Diska
= Diskd
= Disks
= Diskd
= Disk10
= Disk1l

Physical Drive Information

Interface Type:
SATA

Manufacturer:

ATA,

Serial Mumber:
WG POFSTRED

Media Type:
HDD

Firmware State:
QrMLINE

SAS Address (1):
0000000000000000

Maximum Speed:
6.0 Ghps

Power State:
Spun Up

Rebuild Status:
Stopped

Location State:

O

Health Status:
Mormal

Madel:
WO C WD2000FYYZ-36L1B0

Firmware Version:
104

Termperature:
40°C

SAS Address (0
500e004aaaaaaa05

Capacityz
1.818TE

Link Speed:
5.0 Ghps

Hot Spare State:
Mone

Patrol Status:
Stopped

Puc. 3-10 3anpoc cBOHCTB HE3aBUCHMOTO JKECTKOTO JIFICKa

Views Configure

B8 2 RAID Cardl

= Logical Drive 0

= Disk0
= Disk2
= Disk3
= Diskd
= Disks
= Diskd
= Disk10
= Disk1l

LL)nPumeEyAHKE

Physical Drive Information

Interface Type:
SaTA,

Manufacturer:
ATA,

Serial Number:
WD-VWMCTPOF1APEY

Media Type:
HOD

Firrmware State:
URCORFIGURED GOOD

SAS Address (1):
aoo0000000000000

Maximum Speed:
6.0 Gbps

Power State:
Spun Diovn

Rebuild Status:
Stopped

Location State:
Qff

M3menenne cBoicrs 1uiaThl RAID-koHTpOLIEpa

Health Status:
Mormal

Model:
WDC WD 2000FYYZ-36ULTED

Firrware Wersion:
K04

Ternperature:

43°C

SAS Address (0):
a00e004aaazaaaall

Capacity:
1.8187THE

Link Speed:
6.0 Ghps

Hot Spare State:
Mone

Patrol Status:
Stopped

JlarHas onepanyst MOXKET OBITH BBINTOJIHEHA TOJIBKO eci 1iara RAID-koHTposuiepa noaaepsxusaet
BHETIOJIO CHOE YIIPABJICHUE WITH €CIIH BBITIOJIHEH 3amyck iBMA 2.0.
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Ha crpanune System Info nepeiinure na Brinaaky Storage.
Mepeiinute Ha Briaagky Configure.
Ha skpane nosiBuTCs ctpanuna konduryparmu RAID-koHTpouIepa.

3.  Bribepute mraty RAID-koHTpOIEpa.

4, Haxmure < mnocie RAID Controller.

Ha skpane nosiButcs okHo HacTpoiiku RAID-koHTpOsepa, kak mokasano Ha Puc. 3-11.
B Ta6n. 3-13 npuBeneHO onMucaHue MapaMeTpoB.

Puc. 3-11 Uzmenenue cpoiicts mwiatel RAID-koHTpOIIEpa

RAID Controller ~»
Property Value
Copyback State Disable
Copyback on SMART error State
JBOD State Enable

Restore settings Save

Ta6u. 3-13 Onucanue mapamMeTpoB

ITapameTp Omnmncanmne

Copyback State DyHKIUS KOMMUPOBAHUS MMO3BOJISIET KOMMMPOBATH TAHHBIC
C WCXOJIHOTO JIMCKA Ha IIeJIEBOM JNCK.

Ecn muck n3 RAID-MaccuBa ¢ monaepKKou
M30BITOYHOCTH CTAHOBUTCSI HEUCIIPABHBIM, TO JFICK C
TTOJICPIKKON «TOPSIETO) Pe3epBa aBTOMATHIECKH
HauuHaeT paboTy M 3aMyCKaeT CHHXPOHHU3AINIO
naHHbIX. [lociie ycTaHOBKHM HOBOTO JUCKA TSI 3aMEHBI
HEHCIIPaBHOTO, BBIMOIHSIETCS KOMMMPOBAHNE TAHHBIX C
pe3epBHOTO aucka Ha HOBBIH. 1o 3aBepmieHUN
KOIIMPOBAHUS JAHHBIX PE3EPBHBIN AUCK NEPEXOAUT B
CTaTyC BBIITOJIHEHUS «TOPSYETO» Pe3ePBUPOBAHUS

JIAHHBIX.
Copyback on SMART error 3amycK KONMMPOBAaHUS JaHHBIX MPH MOSBICHUU HA TUCKE
State MEepPBOY OMIMOKH TEXHOJIOTHH MOBBIIICHUS HATIEKHOCTH

paboThI HA OCHOBE TpejcKa3aHus cO0eB B paboTe
(SMART - Self-Monitoring Analysis and Reporting
Technology).

JBOD State [IpocTo Heckonbko xecTkux auckoB (JBOD — Just a
bunch of disks) mo3BoJsieT HaNPAMYO MepeIaBaTh
koMaHnb! ¢ RAID-koHTpoIIepa Ha MOAKIIOUEHHbIE
JKECTKHUE IUCKHU 0€3 HEOOXOOUMOCTH
KOH(DHUT'YpUPOBaHUS JIOTUIECCKUX JUCKOB. DTa GYHKIUS
MO3BOJISIET CEPBHUCAM BepXHeEro ypoBHs wiu 110
YIPaBJICHUS OTYYHTH JOCTYI K (PU3NUCSCKUM JMCKAM U
YHPaBIATh QU3NICCKUMH JJUCKAMH.

5. YcraHoBute Bce HeO6XO,Z[HMBIe napamMeTpbl 1 HAXKMUTEC Save.
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3 Beb-unrepdeiic nmonszonarens (WebUI) iBMC

Co3maHme JIOTMYIecKOoro amckKa

L lnpumeyanmE

JlaHHast onepariyst MOXET OBITh BBIMOJIHEHA TOJIBKO eciu ru1ata RAID-koHTposIepa noniepkuBaeT
BHEIIOJIO CHOE YIPABJICHUE WITH €CITH BBITIOJIHEH 3ammyck iBMA 2.0.

Ha ctpanune System Info nepeitnure Ha Briaaky Storage.

Iepeiinute Ha Briaaky Configure.

Ha skpane nosiButcs crpanuna kondurypamuu RAID-koHTposuiepa.

3. Bwibepure maty RAID-koHTpoOITEpa.

_\".
4, Haxmure -

mocne Logical Drive.

Ha skpane nosiBUTCS cTpaHUIa KOHPHUTYpAIH JOTHYECKOTO IUCKA.

5.  Haxwmure Ha xHONKY niepes Create.

Ha sxpane mosiBUTCSI OKHO HACTPOHKH JIOTHYECKOTO ANCKA, Kak MoKa3aHo Ha Puc. 3-12.
B Ta6n. 3-14 npuBeneHO onMucaHue MapaMeTPOB.

Puc. 3-12 Co3gaHue 10ra4ecKoro Qucka

Lagical Drive

) Create Delete Modify

Property

Name

Strip Size

Read Policy
Write Palicy

10 Policy

Disk Cache Policy
Access Policy

Init State

“Level

Number of drives per span

Value

Secondary Cache

256K

Read Ahead

Write Back with BBU

Direct IO

Enable

Read Write

No Init

0

. Disk0 Disk1 Disk2 Disk3 Disk5 Diské Disk7 Disks Disk9
bisk Disk10 [ Disk1l
Capacity
Save
Taoda. 3-14 Onucanue mapameTpoB
ITapametp Omnmcanne
Name W nentudukarop J0ru4eckoro Iucka

Secondary Cache

KsmmpoBanme manHbIx

Strip Size

Pa3Mep Omoka JaHHBIX KaXa0ro (1)I/I3I/I‘IGCKOI‘O JHCKa.

Read Policy

IlonuTHka 9yTeHUS JAaHHBIX C JIOTUYCCKOI'O JUCKA.

3HaueHHe:

Read Ahead: RAID-koHTpoILIEp MIpeaBapUTEILHO
CYHTHIBAET ITOCIIEOBATENbHbIE IAHHbIE HITH
JIAHHBIE, KOTOPBIE MPEANONIATAETCS UCTIONB30BATh, U
COXpAaHSIET UX B KIIII-TIAMSATH.
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3 Be6-unrepdeiic monpzosarens (WebUI) iBMC

ITapameTp

Omnmcaumne

¢ No Read Ahead: ¢pyHkust omepexaroniero
CUMTHIBAHUS JAHHBIX OTKIIFOUCHA.

Write Policy

ITonuTHKa 3aIMCH JaHHBIX HA JOTUYECKUH THCK.
3HaueHue:

* Write Through: nocJie mosy4eHus BceX JaHHBIX
KOHTPOJIIEDP OTHPABIIAET HA XOCT COOOIIEHHE, B
KOTOPOM TOBOPHTCS O TOM, YTO Tepeada JaHHBIX
3aBepIIeHa.

* Write Back with BBU: ecim 6ok pesepBHO#
akkymyssitoproit 6arapeu (BBU — battery backup
unit) He CKOHQUTYPHPOBAH WIH
ckoHurypupoBanHslii BBU Hencnpasen, To
RAID-koHTpOIIIEp aBTOMATHYE CKH IIEPEXOINT B
pexum Write Through (omHOBpeMeHHas 3amuch B
K3MI-TIaMSATh ¥ Ha JIUCK).

* Write Back: moce mony4enust Bcex DaHHBIX B
K3II-TIaMSITh, KOHTPOJUIEP OTHPABIISET HA XOCT
c000IIeHre, B KOTOPOM TOBOPHUTCS O TOM, YTO
repeaavya JaHHBIX 3aBEPIICHA.

10 Policy

INMommtrka BBoma-BeBOAA (I/O — input/output) mpn
YTCHNHN OAHHBIX CO CIICHIHUAJIBHBIX JIOTHYCCKHUX OANCKOB.
I[aHHaH IIOJIMTHUKA HE OKa3bIBA€T HUKAKOI'O BIIMAHHUA HA
mpEaABAPUTEIIBHOC CUUTBIBAHUC JaHHBIX U3
KOII-TIaMsTH.

3HaueHue:

® Cached IO: Bce 3anpochl Ha YTCHHE U 3aIHCh
00pabaThIBAlOTCS KAII-TIAMATHIO
RAID-korTpomiepa. CucteMa MOIIepKUBACT
BBIOOp TAHHOT'O HapaMeTpa TOJBKO €CIIH
ckoHdurypuposan CacheCade 1.1.

¢ Direct 10: nanHast omniys IMeeT pa3InIHbIE
3HAYCHUS B CIICHAPHSIX CUMTHIBAHUS U 3ATIHCH
JAHHBIX.

- B creHapusix CYUTHIBAHUS, JaHHbIC
HEMOCPEICTBCHHO CUUTHIBAIOTCS € PU3HUCCKUX
muckoB (eciu st mapameTpa Read Policy
ycranoBieHo 3Hadenne Read Ahead, To
3alIpOChl Ha CUYNTHIBAHNUEC JaHHBIX
00pabaThIBalOTCS KAII-TIAMATHIO
RAID-xoHTposiepa).

- B cuenpusx 3amnmcu, Bce 3alipoChl Ha 3aHCh
00pabaThIBAIOTCS KAIII-MIAMSIThIO
RAID-konTposuiepa (eciu st mapamerpa Write
Policy ycranosneno 3nauenne Write Through,
TO 3aIKCh JAHHBIX OCYIIECTBISETCS
HETIOCPEIICTBEHHO Ha (PH3HIEeCKUE AUCKN).

Disk Cache Status

3HaueHHs CTaTyca KIII-NaMsITH AUCKA MOTYT OBITh
CJIE Y IOLIMMU
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ITapametp OmmicaHne

¢ Enable: 3anuce 1aHHBIX B KIII-IAMATH HEPE]
3aIMCHIO JTaHHBIX Ha YKECTKUH AUCK. JlaHHAS OIIIUS
MOBBIIIACT MPOU3BOUTEIBHOCTD 3aMUCH JIAHHBIX.
Onnako naHHBIE OyAyT MOTEPSHBL, €CJIM CHUCTEMA HE
TO/IEPKUBAET MEXaHU3M 3alIUTHI OT COOEB
MMUTaHUS.

e Disable: 3anmuce naHHBIX Ha )KECTKUN TUCK 6e3
KOIINPOBaHUs TaHHBIX. [Ipu c60e MUTaHUS TaHHBIE
He OyIyT NOTEepPSHBL

¢ Disk's default: nonmuTrka x3mupoBanus,
YCTAHOBJIEHHAS [0 YMOIYAHUIO.

Access Policy [Tonutnka 1oCTyIa K IOTHYECKOMY JTUCKY.
3HaueHue:

* Read/Write: onepaiiu 4TeHus U 3aHCH
paspenieHbt

¢ Read Only: norueckuit TUCK TONBKO JJIS UTCHHS

* Blocked: mocTym k JoruuecKoMy AUCKY 3alpelneH

Init State MHunuanu3amnus co34aHHOro JIOTHYECKOI0 JUCKA.
3HaueHue:
* No Init: uHUMaTU3a1Us HE BBIIOIHIETCS.

® Quick Init: 3amucek Hysneii B nepseie 1 nocieauue 10
MB norugeckoro nucka. Ilocne atoro craryc
JIOTMYECKOTO JHcKa n3MeHuTcs Ha Optimal.

e Full Init: vaMIMAaTU3anKUs TOTUYECKOrO JUCKA.
IIepen 3aBepiieHMEM HHAIMAIA3ALUN, CTATyC
JIOrMYecKoro aucka Oyzmer initialization.

Level Yposenb RAID norundeckoro nucka.

Number of drives per span VYCTaHOBHTE IaHHBIA HapaMeTp HIpPH UCIIOIb30BaHHU
yposaeit RAID 10, 50 unu 60.

Disk Jucku, KoTopble JOOABISIOTCS K JIOTHYECKOMY JUCKY.

Capacity OO0BbEM JIOTHUECKOTO JMCKA.

6. YcraHoBute Bce HeO6XO,Z[I/IMH€ napamMeTpbl U HAXKMUTE Save.

y,H;aJIeHI/Ie JIOTMYIECKMX OVMCKOB

L lnpumeuanue

JlanHas oriepanusi MOXXET OBITh BBIIOJIHEHA TOJBKO eciu 1iara RAID-koHTposuiepa noaiepkuBaet
BHEIIOJIO CHOE YIPaBJICHHE MM €CJIN BBINOJIHEH 3amyck iBMA 2.0.

1. Ha crpanure System Info nepeiinure Ha Briagky Storage.
2. Tlepeiinute Ha BRIagky Configure.

Ha skpane nosiButcs ctpanuiia koHpurypaiuu RAID-koHTpomepa.
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3.  Bribepute mraty RAID-koHTpOMIIEpAa.

_\ - -
4. Haxwmure <~ mnocne Logical Drive.
Ha skpane TOSIBUTCS CTpaHHUIA KOHOUTYPAIIUH JIOTHYECKOTO JIHCKA.
5.  Haxwmurte Ha kHOTIKY Tiepen Delete.

Ha skpane nosiBUTCSI OKHO HACTPOWKH JIOIMYECKOT0o IMCKa, Kak moka3zaHo Ha Puc. 3-13.

Puc. 3-13 YnaneHue JIoruyeckux IUcKOB

Logical Drive
Create  ®) Delcte Modify

(o] Name RAID Level Operation
0 N/A 0
3 N/A 0
4 N/A 0

Save

6. BeiOepure Jlornvyeckue TUCKH TS yIAICHUS U HAKMHUTE Save.

VI3meHeHMe CBOVICTB JIOTMUYECKOI0 ANCKa

L lnpumeyanmE

JlanHast oriepanus MOXET OBITh BBINOJIHEHA TOJIBKO ecin 1iara RAID-koHTposuiepa noaaepKkuBaet
BHETIOJIO CHOE YTIPaBJICHNE WITH €CIIM BBITIOJTHEH 3amyck iBMA 2.0.

Ha crpanune System Info nepeiinure na Brmaaky Storage.
[epeiinute Ha Briaaky Configure.
Ha skpane nosiButcs ctpanuiia koHpurypaiuu RAID-koHTpomepa.

3. Beibepure maty RAID-koHTpoOITEpa.

_\' - -
4. Haxwmure  mnocne Logical Drive.

Ha skpaHe mosiBUTCS CTpaHHLA KOHOHUIYPALUH JIOTHYECKOTO THCKa.
5. Haxwmure Ha kHonky nepen Modify.

Ha skpaHe mosiBUTCSI OKHO HAaCTPOWKH JIOIMYECKOTO IMCKa, Kak Mmoka3zaHo Ha Puc. 3-14.
B Ta6n. 3-15 npuBeneHo onucaHue napaMeTpoB.
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Puc. 3-14 13MmeHeHnEe CBOICTB JIOTHYECKOrO IUCKA

Logical Drive ~r
Create Delete * Modify

Property Value

Name

Read Policy
Write Policy

10 Policy

Disk Cache Status
Access Policy

BGI Status

S5CD Caching
Boot Disk

Save

Ta6u. 3-15 Onucanue napamMeTpoB

ITapameTrp Omnmncanmne

Name W nenTrduKarop J0rudecKoro Iucka

Read Policy ITonuTHKa YTEHUS JAHHBIX C JJOIMYECKOIO JIUCKA.
3HaueHue:

¢ Read Ahead: RAID-koHTposuIEp IpeABAPUTEILHO
CYUTBIBAET IOCIIEOBATENLHbIE JAHHBIE WITH
JIaHHBIEe, KOTOPBIC MPEONIATACTCS UCTIONB30BATh, U
COXpAaHSIET UX B KIIII-TIAMSATH.

* No Read Ahead: ¢pyHKIHS OmTepeKaroIIero
CUUTBIBAHUA JAHHBIX OTKJIFOUCHA.

Write Policy [MonuTHKa 3amucu JaHHBIX Ha JIOTUYECKUI AUCK.
3HaveHue:

* Write Through: nocJe moiy4eHus BCeX TaHHBIX
KOHTPOJIIEP OTIPABISIET Ha XOCT COOOIICHNE, B
KOTOPOM FOBOPHUTCS O TOM, UTO Mepeaya JaHHBIX
3aBeplleHa.

* Write Back with BBU: eciu 6ok pesepBHOit
akkymyssitopHoii 6arapen (BBU — battery backup
unit) He CKOH(PHUTYPUPOBAH HIIH
ckoHurypupoBanHsiii BBU HeucmnpaseH, To
RAID-koHTpoIep aBTOMaTHYECKH TIEPEXOINT B
pexxum Write Through (omHOBpeMeHHas 3ammuch B
K3II-TIaMSTh ¥ HA JIUCK).

* Write Back: nmocne mony4eHus Bcex AaHHBIX B
K3II-IIaMATh, KOHTPOJLISP OTIPABISIET HAa XOCT
coobLieHne, B KOTOPOM FOBOPHTCS O TOM, YTO
nepesada JaHHBIX 3aBEpIICHA.

10 Policy [Monutnka BBoma-eBosa (I/O — input/output) npu
YTEHHUU JAHHBIX CO CIICIHAIbHBIX JOTHYECKHUX IHCKOB.
JlaHHas MOMMTHKA HE OKa3bIBA€T HUKAKOTO BIMSHUS Ha
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3 Beb-unrepdeiic nmonszonarens (WebUI) iBMC

ITapameTp

Omnmcaumne

mpeaABApPUTEIIbHOC CUUTBIBAHUC JAHHBIX U3
KoII-IIaMsTH.

3HaueHue:

¢ Cached I10: Bce 3anpochl Ha YTCHUE U 3AIKCH
00pabaThIBAIOTCS KAII-MIAMSIThIO
RAID-xonTposiepa. Cuctema mogiepKuBaeT
BBIOOp JaHHOTO TIapaMeTpa TOJIBKO €CIIH
ckoH(purypuposan CacheCade 1.1.

¢ Direct 10: qannast onmus UMeeT pasIMIHbIE
3HAYCHMS B CHICHAPHIX CUUTHIBAHUS U 3aITUCH
TAHHBIX.

- B cuenapusix CUMTHIBAHUS, TaHHBIC
HETOCPEICTBEHHO CUUTHIBAIOTCS C (BU3UICCKUX
muckoB (ecau s mapametpa Read Policy
ycranosieHo 3Hadenue Read Ahead, To
3aMpOChl Ha CUNTHIBAHHME JAHHBIX
00pabaThIBAIOTCS KAII-MIAMSIThIO
RAID-kouTponepa).

- B creHpusix 3amicH, BCe 3alpoChl Ha 3aIHCh
00pabaThIBAlOTCS KAII-TIAMSTH IO
RAID-kouTposuiepa (eciu mist mapamerpa Write
Policy ycranosneno 3nauerune Write Through,
TO 3aIUCh JAHHBIX OCYIIECTBISACTCS
HEMOCPEIICTBEHHO Ha (PU3UYCCKUE TUCKH).

Disk Cache Status

3Ha4YeHHUs CTaTyca KOUI-TIAMATH JUCKA MOTYT OBITh
CIEAYIONINMU ;

¢ Enable: 3anuce 1aHHBIX B KAII-TIAMATH [IEPET
3aIUCHIO TAHHBIX Ha KCCTKUH AUCK. JlaHHAS OIIIHS
TIOBBIIIAET MPOU3BOJUTEIHHOCTD 3aIICH JIAHHBIX.
Onnako qaHHBIE OyAyT MMOTEPSHBL, €CJIM CUCTEMA HE
MO/JIEPKUBAET MEXaHU3M 3allIUTHI OT COOEB
MMUTaHHUS.

e Disable: 3anuce maHHBIX Ha KECTKUN OUCK 0€3
K3IIMPOBaHUs JaHHBIX. [Ipy c60e MUTAaHUS TaHHBIC
He OyayT HOTEpsHBL

¢ Disk's default: nonuTrka x3mupoBaHus,
YCTAHOBIEHHAS [0 YMOTYAHHUIO.

Access Policy

INonuTHKa 1OCTyNa K JIOrMYECKOMY AUCKY. JloCTyIHBI
CJIETYIOUIME ONLIUK:

3HayeHue:

* Read/Write: onepaliiy YTeHHs U 3aIIUCH
paspenieHnl

¢ Read Only: moruueckuit TUCK TOJBKO JJIS YTCHHUS

¢ Blocked: moctym k toruueckoMy JUCKY 3armperiex

BGI Status

Wuanmumanusanus B GOHOBOM peKIME.

SSCD Caching

Hcnons3zoBanue gucka CacheCade B xauecTBe
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ITapametp OmmicaHne

KoII-IIaMsTH.

Boot Disk SBnsieTcs M JIOTHYECKUHN JAUCK 3arPy30YHBIM TUCKOM.

6. BeiOepure JIOTHYECKUA TUCK [T H3MEHECHHUSI.

7. YcraHoBure Bce H€O6XO,Z[HMLIG napamMeTpbl U HAXKMUTE Save.

VIsmMeHeHMe CBOVICTB IMCKa-y9acTHMKA

L lnpumeyanmE

JlanHas onepanust MOXET OBITH BBINTOJIHEHA TOJIBKO eci 11ara RAID-koHTposuiepa nogaepxuBaeT
BHETIOJIO CHOE YTIPABJICHUE WITH €CIIM BBITIOJIHEH 3ammyck iBMA 2.0.

Ha ctpanune System Info nepeitnure na Briaaky Storage.
Iepeiinute Ha Briaaky Configure.
Ha skpane nosiButcs ctpanuiia konpurypanun RAID-koHTpomTepa.

3. Beibepure maty RAID-koHTpOMITEpAa.

_.\' - -
4. Haxmure < mocue Physical Drive.

Ha skpane nosiBUTCSI OKHO HaCTpOHKH (hU3NYECKOTO JAMCKA, KaK MmokazaHo Ha Puc. 3-15.
B Ta06n. 3-16 npuBeaeHO oNKCcaHKE MapaMeTpoB, JOCTYITHBIX Ha 3TOM DKpaHe.

Puc. 3-15 N3zmenenue cBOMCTB (PM3UUECKOTO TUCKA

Physical Drive ~
Disk0
Property Value

Hat Spare State None
Firmware State ONLINE
Location State Off

Save

Ta6u. 3-16 OmnucaHue mapamMeTpoB

ITapamerp Onmcanne
Hot Spare State Craryc «ropsiaero» pesepsa (GU3NIECKOTO JTUCKA.
3HaueHUS:

® NONe: TucK He SBISIETCS AUCKOM «TOPSUETo»
pesepsa.

¢ Global: rmo6anbHblil TUCK «TOPSIUETOY» pe3epBa.

¢ Dedicated: BeieIeHHBIN AUCK «TOPSUYETO» pe3epBa.

Firmware State Craryc (hu3nuecKoro Aucka.

3HavyeHus:

¢ UNCONFIGURED: muck HenocrymeH.
e ONLINE: ouck B cetn.
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ITapametp OmmicaHne

e OFFLINE: guck He B ceTH.
e GOOD: nuck He 3aHsT.

¢ JBOD: OC HanpsiMyIo yIpaBisieT THCKOM.

Location State WNHpaukaTop MeCTOMONIOKEHUS JUCKA.

5. BsiOepure quck 1t HI3MEHEHHS.

6. YcraHoBuTE Bce HEOOXOAMMBIE MAPAMETPHI U HAXKMHUTE Save.

3.3.3 MOHUTOPMHT B pe>XKMMe peaibHOIO BpeMeH!

Omnmcanne pyHKIIMN
Ha crpanune Real-Time Monitoring npusenena ciemyromas HHOOPMAIIHSL:

®  Koaddunuenr ucnonp3oBanus 111 3a nocienuuii yac
®  KoaduiueHT HCIOIb30BaAHNS AMSITH 3a MOCICAHUMN Yac
®  (OO0beM u K03 (PUIMEHT UCITOJIL30BAHUS BCEX Pa3/CIOB JIUCKOB

®  ApXuBHBIE JaHHBIE [I0 TEMIIEpaType BO3AyXa Ha BXOZE

GUI
Beioepure Information us rmaBaoro menro u Beibepute Real-Time Monitoring u3s mepesa
HaBUTAIHH.
Ha skpane nosiButcs crpanuia Real-Time Monitoring.
Real-Time Monitoring e O
&,
—CPU Usage (%)
it
' Memory Usage (%)
— Hard Disk Partition Usaae (%)
_>'I|'||Et Temperature (°C)
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Omnwcanne napamMeTpos

Taodn. 3-17 Vcnonszoanue LI1

ITapamerp Omnmncanne

CPU Usage (%) [pouenTt pecypco LI, ucroap3yeMbix paboTarOMIIMU
MPHIIOKEHUSIMH.

INPUMEYAHUE

Ecnu Ha 3kpaHe He oTobpakaercs ucnosb3oBanue LI, To ycTaHoBUTE H
3amyctute iBMA 2.0.

Taobu. 3-18 Mcnonb30Banne IaMsITH

ITapametp Ommcanne

Memory Usage (%) | TIporieHT pecypcoB IaMsITH, HCIIOIB3YEMBIX pabOTarOIIUMU
MIPUIOKCHUSIMU.

INPUMEYAHHUE

Ecnu Ha 3kpaHe He 0TOOpaKaeTcs UCIIOJIb30BAaHUE TTaMSTH, TO YCTAaHOBUTE U
3amycrute iBMA 2.0.

Ta6u. 3-19 Hcnonb3oBaHue pa3iesioB KECTKOTO JTUCKA

ITapametp Omrcanne

Hard Disk Partition | B o6mactu Hard Disk Partition Usage npusenena cieayromas
Usage (%) urpopmanus:

¢ [IpoleHTHOE OTHOILIEHHE HCIIOIB3YEMOro IIPOCTPAHCTBA pa3iea
K 00LIeMy IPOCTPAHCTBY pa3jena

¢ Hudopmanus o pazmenax qucka
® OOuwmit 00beM U 3aHSTHI 00bEM KaXJIOTO pasjieia

INPUMEYAHUE

Ecnu Ha 9kpaHe He 0TOOpaXKaeTCs UCIIOIb30BAHUE PA3/IENIOB HUCKa, TO
ycraHoBwute 1 3amycture iBMA 2.0.

Ta6u. 3-20 Temneparypa Bo3ayxa Ha BXOIe

ITapamerp Omnmncaane
Inlet Temperature Br16opka TaHHBIX TeMIIEpaTyphl BO3AyXa Ha BXOJE MPOUCXOIUT
() Kkaxaple 10 MIHHYT B TeUeHHE TOCICAHEH HeemH.
Beimyck 06 (13.11.2017) Koubunenunanpaas uadopmarnus Huawei 43

Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.



Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 3 Be6-unrepdetic nomp3oparens (WebUI) iBMC

IIpouenypa

1. Beibepure Information us rinaBroro menio u Beibepute Real-Time Monitoring us3
JiepeBa HaBUTALlUH.

Ha skpane nosieutcst ctpanuna Real-Time Monitoring.

S,
2. Haxmure “ mnocne CPU Usage (%), Memory Bandwidth Usage (%), Hard Disk
Partition Usage (%) umu Inlet Temperature (<C).

L InPumeuAHuME

o
e  Jlist CBOpAaUMBAHUS JAHHBIX MOHHTOPHHTA B POKHUME PEATHHOTO BDEMEHH HAKMHTE .

e  Jlyist OYMCTKHY JaHHBIX CTATUCTHKU Haxkmute kHomKy Clear Historical Records u3 o6mnacru Inlet
Temperature (TC).

3.3.4 Crpanumna Sensor Info

Omnmcanne pyHKI MM

Ha crpanune Sensor Info npuBeneHa uHbOpMAILHs O TOPOrOBBIX JATYUKOB U JUCKPETHBIX
JIATYAKOB.

Beibepure Information u3 rmaBHoro mMeHro u Beibepute Sensor Info u3 nepesa HaBuranuu.
Ha skpane nosiButcs ctpanuia Sensor Info.
Sensor Info ¢ @
Threshold Sensors
Search: o
Sensor Name Current Value | Status Critical Lower T..| Major Lower T... | Minor Lower T...| Minor Upper T...| Major Upper T...| Critical Upper ..
Inlet Temp (°C) 27 oK N/A N/A NfA 42 44 N/A
PCH Temp (°C) N/A N/A N/A N/A N/A 90 N/A N/A
CPU1 Core Rem (°C) N/A N/A N/A N/A N/A N/A N/A N/A
CPU2 Core Rem (C) N/A N/A N/A N/A N/A N/A N/A N/A
CPU1 DTS N/A N/A N/A N/A NfA =51 N/A N/A
CPU2 DTS N/A N/A N/A N/A N7A =l N/A N/A
CPU1VDDQ Temp (°C) N/A N/A N/A N/A N/A 120 N/A N/A
CPU2 VDDQ Temp N/A N/A N/A N/A NfA 120 NfA N/A
N/A N/A N/A N/A N/A 120 N/A N/A
CPU2 VRD Temp (*C) N/A N/A N/A N/A N/A 120 N/A N/A
Total Records: 37 D 2 .3 4 Go 1 »
Discrete Sensors
Search: o
Sensor Name Status
DIMMO10 N/A
DIMMO11 N/A
DIMMO20 N/A
DIMM021 N/A
DIMMO30 N/A
; DIMMO31 N/A
DIMM100 N/A
DIMM101 N/A
DIMM110 N/A
DIMMI111 N/A
Total Records: 93 1 D 34 5™ 10 Go 2 »
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Onwucanne napamerpa

IIpouenypa

Ta6u. 3-21 Iapametpst Ha ctpanuie Sensor Info

ITapamerp

OmnmcaHne

Sensor Name

Jloruveckuii MOIyNb WK (PU3UYECKOE YCTPOHUCTBO, KOTOPOE
OCYIIECTBIISICT MOHUTOPUHT WHAWKATOPOB CepBepa.

Current Value

TeKymee 3HAYCHUE MHIUKATOPA.

3nauenue N/A o3Hauaet, 4To AATYMK HE MOIYYUIT JAHHBIC C
WHIUKATOPA.

Status

CraTyc mOpPOroBOTO JaT4MKAa.

* OK: gartymk paboTaeT UCTIPABHO.

* N/A: 1aTyuK HE MOJIYyYWIT JaHHBIC C HHIUKATOPA.

* NC: gatuuk 0OHapYXWJI HE3HAYUTEIHHYIO aBapHIO.
* CR: maTtunk oOHApYXUJI CEPHE3HYIO AaBAPHIO.

* NR: gaTunk oOHApYXUJT KPUTHUECKYIO aBAPHIO.
CraTyC TUCKPETHOTO JaT4HKa.

* N/A: 1aTuuK He ONpeaeIIHI 3HAYECHHE HIIH CTaTyC.
Kontponupyemoe ycTpoicTBO HE YCTaHOBIIEHO.

®  OxXXXX: mecTHaAATepPUIHOE YKCIIO, ONPEICICHHOS HA OCHOBE
crienudukanuii uaTepdeiica st MHTEIUICKTYaaIbHOU
mnardopmsl ynpasienus (IPMI), kotopoe HeoOxoqumo st
yKkazaHus ctaryca aatauka, Hanpumep, 0X8000. [Tonpoouast
uH(pOpMalLKs NIPUBEJCHA B PYKOBOACTBE IO aBaPUUHBIM
CUT'HaJaM Ballero cepBepa.

Critical Lower

Hwmxnee TMMOPOroBOC 3HAYCHUC, YCTAHOBJICHHOC JId JaTYnKa,

Threshold TCHEPHUPYIONIETO KPUTHYECKIH aBAPUIHHBIA CUTHAIL.

Major Lower Hwuxuee nmoporoBoe 3HaueHNEe, yCTAHOBIEHHOE JUIS TaTUUKA,
Threshold TeHEPUPYIOLIETO Cephe3HbIN aBapUITHBI CUTHAIL.

Minor Lower HikHee moporoBoe 3HaYeHHe, YCTAHOBICHHOE ISl aTIHKA,
Threshold TeHEPHUPYIOLIETO HE3HAYNTEIbHbINA aBapUUHBIN CUTHAIL.
Minor Upper BepxHee moporopoe 3Ha4eHHE, YCTAHOBJICHHOE IS AaT4nKa,
Threshold TeHEPUPYIONIETO He3HAYNTENILHBIN aBapUHHBIN CHTHAIL.

Major Upper
Threshold

Bepxnee noporoBoe 3HaueHUE, YCTAHOBICHHOE AJISl JaTYHKa,
TeHEePHUPYIOIIETO CEPhE3HBIA aBapUITHBINA CUTHAIL

Critical Upper
Threshold

BepxHee noporoBoe 3HaueHue, yCTAHOBICHHOE [Vl JaT4UKa,
TEHEePUPYIOIIETO KPUTUYE CKUIl aBaPUITHBIA CUTHAL.

1. Bwibepute Information us rizaBaoro mento u Beioepure Sensor Info us nepesa

HaBHUI'allUH.

Ha skpane nosiButcst crpanuia Sensor Info.
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2. IIpocmotp mHpOpMAINH TaTIHKA.

L lnpumeyanmE

Jlnst orcka uHpOPMAIMH JaTIrKa, BBEUTE KITIOUEBOE CIIOBO B TEKCTOBO# cTpoke Search.

3.4 ABapuiiHbBIe CUTHAJIbI M COOBITHS CHICTEMBbI

3.4.1 Texyinue aBapmiHbIe CUTHAJIbI

Ommcanne pyHKIMN

GUI

Ha ctpanuue Current Alarms npuseaeHa nudopmMaius o BceX aKTHBHBIX aBapHHHBIX
CHUTHaJIaX, KOTOPBIC eIlle HE YCTPAaHCHBI.

Bribepure Alarm & SEL u3 rnaBHoro meHio u Beibepute Current Alarms us nepesa
HaBUTAIWH.

Ha skpane nosiButcst crpanuna Current Alarms.

Current Alarms ¢ @

N Z
¥ PSU has critical alarms.

Severity | Event Type Event Description Generation Time Event Code | Suggestion

o PSU The AC/DC input of PSU 2 is lost or out-of-range 2016-10-15 02:34:53 0x0300000D

Omnwcanne napameTpos

Ta6u. 3-22 [lapameTphl U3 CIIHCKA TEKYIINX aBaPUHHBIX CHT'HAJIOB

ITapamerp Omnmncanne

Severity YpoBeHb Cephe3HOCTH aBaPUHHOIO CUTHANIA.

3uauenwus: Critical, Major wim Minor

. O, aBapUiHbIE CUTHAJIBI KPUTHUECKOTO YPOBHS
CBUJICTENIBCTBYIOT O HAJIMYUY HEUCIIPABHOCTHU, B PE3YJIBTATE
KOTOpPOU MOXKET IIPOU30MTU OTKIIIOUEHUE CEPBEpA U IIPEPbIBAHUE
paboTHI BceX CHCTEMHBIX ciyk0. [Ipn HosIBICHNN KpUTHYECKHX
aBapUIHBIX CUTHAJIOB HEOOXOAUMO HEMEUIEHHO NPEIIPHHATD
MEpBI 110 JIOKAIU3ALUN U YCTPAaHEHUIO HEUCIIPABHOCTEI.

. : aBapUIHBIE CUTHAJIBI CEPbE3HOTO YPOBHS CBUAETEIBCTBYIOT
0 HEHCIPABHOCTSAX, KOTOPBIE OKA3bIBAIOT 3HAYUTEIILHOE
BIMAHUE Ha paboTy cucTeMbl. HencnpaBHOCTH TaKOTO YpOBHSA
MOKET IPUBECTU K CUCTEMHOMY COOIO MIIM IPEPBIBAHUIO
paboThI CEpBUCOB.

U : He3HAYMTENIbHBIC aBApPUHHBIC CUTHABI CBUECTEIBCTBYIOT O
HaJMYUK HEUCTIPABHOCTEH, KOTOPHIC HE OKa3bIBAIOT 0COOOT0
BIIMSIHUS Ha paboTy cucteMbl. OJJHAKO HEOOXOMUMO KaK MOXHO

Beimyck 06 (13.11.2017) Koubunenunanpaas uadopmarnus Huawei 46

Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.



Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 3 Be6-unrepdetic nomp3oparens (WebUI) iBMC

ITapametp Ommcanne

CKOpee MPeNNpPUHATh MEPHI 110 UX YCTPAHEHHIO, YTOOBI
MIPEeOTBPAaTUTh 00JIee CePhE3HYI0 HEUCTIPABHOCTb.

Object Type Tumn KOMIOHEHTa, Ul KOTOPOIr'0 FreHePUPYETCs aBapUIHbIA CUTHAJL.
Description JononHuTtenbHas nHpopManus 00 aBapuiiHOM CHTHAJIE.

Generated Jlata 1 BpeMsi OSIBJIEHUSI aBapUIHOTO CUTHAJIA.

Event Code YHUKAIBHBIA UICHTHPUKATOP aBAPUHHOTO CUTHATIA.

Handling Suggestion | MHcTpyKuuu mo mopsiiky yCTpaHSHHs aBAPUIHOIO CUTHAIIA.

Haxxmure JUTSL IPOCMOTpPA UHCTPYKIUH.

ITpouenypa

1. Bsibepure Alarm & SEL u3 rmaBHoro menio u Beibepute Current Alarms us aepesa
HaBUTAIUH.

Ha skpane nosiButcst ctpanuita Current Alarms.

2. IIpocmotp aBapuitHON MHPOPMAIIH.

_\'.
g mpocMoTpa noapoOHOi HH(OpMaIK 110 aBapUHHOMY CUTHAIly HaXMUTE

IIOCJIC TUIIA CO6LITI/I$I, a ajst SaKpLITI/ISI 9TUX JAaHHBbIX HAXKMUTE \!/ .
3.4.2 CoOBITHA CUCTEeMBI

Omnmcanne pyHKIIMM

Ha crpanune System Events MoxxHO ipocMaTpuBath, 3arpyskaTh H yIalsiTh COOBITHS
CHCTEMBL.

GUI
Bei6epure Alarm & SEL wu3 riaBHOro MeHio u Beibepute System Events us nepesa
HaBHUTAIHU.
Ha skpane nosiButcs ctpanuia System Events.
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System Events

Severity (all)

Object Type (all)

Time Period

e}

Download Logs

e ®

Clear Logs

Severity | ID Object Type Description Generated Status Event Code |Handling ...
51 BMC iBMC is reset and started 2017-08-07 04:03:33 Asserted 0x1A000021
50 BMC Syslog root certificate is about to expire or has expired. 0x1A000023
49 System ACPL is in the soft-off state. 0x2CO0000B
48 Button The power button on the panel is pressed. 2017-08-01 09:22:57 Asserted 0x31000001
47 BMC iBMC is reset and started 2017-08-01 04:49:05 Asserted 0x1A000021
46  BMC iBMC operation log has reached 90% space capacity. 2017-08-01 04:45:57 Deasserted 0x1A00001C
45 BMC iBMC is reset and started 2017-08-01 04:09:30 Asserted 0x1A000021
44  Memory DIMM100 installed. 2017-08-01 01:44:38 Asserted 0x0100000F
43 Memory DIMMOOO installed. 2017-08-01 01:44:37 Asserted 0x0100000F
42 BMC iBMC operation log has reached 90% space capacity. 2017-08-01 01:43:18 Asserted 0x1A00001B
41 BMC iBMC is restarted after AC power supply is restored. 2017-08-01 01:43:18 Asserted 0x1A00000D
40 System ACPL is in the working state. 2017-08-01 01:43:14 Asserted 0x2C00000%
39  Chassis Chassis cover closed. 2017-08-01 01:43:05 Asserted 0x12000007
28 FrmiE 'g"illmst s restarted after being powered on.(Power strategy is "Turn 5017-08-01 01:42:58 Asserted 0x2C000017
37 Memory DIMM100 installed. 2017-07-31 01:10:38 Asserted 0x0100000F
36 Memory DIMMOQO0 installed. 2017-07-31 01:10:33 Asserted 0x0100000F
35 BMC iBMC operation log has reached 90% space capacity. 2017-07-31 01:09:19 Asserted Ox1A00001B
34 BMC iBMC is restarted after AC power supply is restored. 2017-07-31 01:09:19 Asserted 0x1A00000D
33 System ACPLis in the working state 2017-07-31 01:09:15 Asserted 0x2C000009
32  Chassis Chassis cover closed. 2017-07-31 01:09:05 Asserted 0x12000007

Total Records: 51

Onmucanne napamerpa

Ta6u. 3-23 TlapameTphl U3 CITHCKa COOBITHI CHCTEMBI

A -

3 Go 1 »

ITapameTp

Onmcaane

Severity YpoBeHb Cephe3HOCTH COOBITHS CUCTEMBI.

3uauenust: All, Critical, Major, Minor uwiu Normal

ID CepuitHblit HOMEp COOBITHSI CUCTEMBI.

Obiject Type Trn KOMITOHEHTA, UII KOTOPOTO CTEHEPHPOBAHO COOBITHE CHCTEMBI.

Description JononHutenbHas HHGOpPMaLUs O COOBITHH CUCTEMBI.
Generated Jlata u BpeMs MOSIBICHUSI COOBITUS] CHCTEMBIL.
Status CraTtyc COOBITHSI CHCTEMBL.
3nauenust: Asserted wu Deasserted
Event Code YHUKAIBHBIA UACHTHPUKATOP COOBITUSI CUCTEMBI.

Handing Suggestion | MHCcTpyKuuu 1mo mopsiaky o6paGoTKu COOBITHS CHCTEMBI.

Haxxmure JUTSL TPOCMOTpPA MHCTPYKIUH.

IIpouenypa
ITouck coOBITHIi CHCTEMBI

1. Bribepute Alarm & SEL u3 rmaBHOro MeHio u BeiOepute System Events us nepesa
HaBUT'allUU.

Ha skpane nosiBuTcst crpanuia System Events.
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2. YKaxuTe KpUTEPUH ITOHUCKA.

[onpoOHas undopmanus o napamerpax npuseaeHa B Taon. 3-24.

Ta6u. 3-24 OnucaHue KpUTSPHUEB MOUCKA

ITapamerp Ommcanne

Severity VpoBEeHb CEpPbE3HOCTH COOBITUSI CHCTEMBI.
3uauenus: All, Critical, Major, Minor wiu Informational

Obiject Type KoMITOHEHT, 17151 KOTOPOTO CreHEPUPOBAHO COOBITHE CHCTEMBL.
3HayeHUe: [Uana3oH 3HAYeHUH pa3inyaeTcs B 3aBUCHMOCTH OT
HCIIOJIb3yeMO MOJIeIH CepBepa.

Time Period [lepuon BpeMeHH, B TeUSHHE KOTOPOTO OBUIN CTEHEPUPOBAHBI

COOBITHSI CHCTEMBI.
3HaYCHUS:

e Today

* Recent 7 days
* Recent 30 days
e Custom

INPUMEYAHUE
Ipu BeIGOpe CUStOM HEOOXOAMMO yKa3aTh HAYAIBHYIO U KOHSYHYIO JIaTy.

Event description or
code

OmnucaHue WK Ko COOBITHS CHCTEMEI.

BBesuTe OMMCAHME WM KOJ COOBITHS M HAKMUTE - WM Ha’KMHUTE
Enter.

Ynajenune Bcex COOLITHI CHCTEMBI

ABHMMAHME

VnaneHusie COOBITHSI CUCTEMBI HEJIb3sS BOCCTAHOBHUTE. BYZ[LTC BHHUMATECJIbHBI ITPU YAAJICHUNU

COOBITHI CHCTEMBL.

1. Ha crpanune System Events naskmute Clear Logs.

Ha skpaHe nosBUTCS COOOIIEHHE C BOIIPOCOM O HEOOXOAMMOCTH OYHCTKH XKypPHAIIOB.

2. Haxwmure Yes.

3arpy3ka co0bITHI CHCTEMBbI

1. Ha crpanurne System Events naskmure Download Logs.

Ha skpane mosiBUTCS AMAIOTOBOE OKHO Save.

YKaxure Katajior Uil COXpaHeHHs 3arpyKeHHoro (aiina.

Haxwmure Save.

3arpykeHHBIH (aiin OyaeT coxpaHeH B yKa3aHHBIN KaTajor Ha jJokaibHoM [1K.
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3.4.3 HacTpovika aBapuiiHBIX CUTHAJIOB

Omnmcanve PpyHKIIMM

Ha ctpanune Alarm Settings MoXHO BBIOJIHUTE CIIEYIONIHE HACTPONKH

®  Syslog-yBenomieHus: OTIIPaBKa )XypPHAJIOB Ha CTOPOHHUI CepBep uepes

syslog-coobGmenmust.
YBeIOMJICHHUS C OMOBEIIEHHUSIMU : OTIIPABKa aBaApUHHBIX CUTHAJIOB, COOBITHI M CBOWCTB

°
OIOBEIICHHUI Ha CTOPOHHUI cepBep uepes trap-cooOLIeHH s

L lnpumeuanue

OnoBerieHust — 3TO co00LIeHNs, KOTopble oTnpaBiisieT iBMC Ha cTopoHHUH cepBep 6e3 IBHOTO 3ampoca.

OmnogenieHus HUCTIOJIL3YIOTCA IJI COOOIIEHUS O CO6I;ITI/I}IX, a TaKKC KPUTUYIC CKUX, CCPBEC3HBIX U
HE3HAYUTECIIbHBIX aBaprIHBIX CUTr'HaJIax.
yBeZ[OMJ'IeHI/IH 3J'IeKTpOHHOI>i IMOYTHI: OTIIPpaBKa COO6IJ.[CHI/II7I BHQKTpOHHOﬁ IIOYTHI HA

°
yKa3aHHbIE TOYTOBBIE AMMKY yepe3 SMTP-cepBep rpu BOSHUKHOBEHUH aBapUHHOTO

CHUI'HaJia.

GUI

B ctpoke mento Beibepute Alarm & SEL. B nepese maBuranuu Beioepute Alarm Settings.
Ha skpane nosisutcst crpanuna Alarm Settings.
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Alarm Settings ¢ ®

Syslog Notification Settings

&2

Syslog Notifications: oFF

Syslog Server Identity: * Board Serial Number Product Asset Tag Host Name
Include Alarm Severities: Critical Major Minor (® Normal

Transmission Protocol: *TLS TCP uDP

Authentication Mode: * One-way Two-way
Save
Server Root Certificate: Browse Upload
Root Certificate Info: View Details
Syslog Server and Message Format

Ne. CurrentStatus  Server Address Syslog Port  Log Type Operation
1 Disable 0 Operation+Security + Event s Test

h S

2 Disable 0 Operation +Security+ Event Test

~

El Disable 0 Operation+Security + Event Test

4 Disable 0 Operation+Security+Event

~

Test

Trap Notification Settings ~

Trap Function: [ on ]
Trap Version: * SNMPvL  ( SNMPv2c SNMPy3
SNMPv3 User: root v
Trap Mode: Predise Alarm (recommended) OID  * Event Code
Trap Server Identity: Board Serial Number Product AssetTag ~ Host Name
Community Name:
Confirm Community Name:
Include Alarm Severities: Critical Major Minor * Normal
Save

Trap Server and Message Format
No. Current Status Trap Server IP Address Trap Port Operation
1 Disable 162 4 Test

2 Disable 162 Test

~

3 Disable 162 Test

~

4 Disable 162 Test

~

Email Notification Settings

=

SMTP Function: oFF
SMTP Server Address:

TLS Enabled: * Yes No
Anonymous Login Allowed: [ Yes  (* No

Email Info

Sender User Name:

Sender Password:
Sender Address:
Email Subject: Server Alert

Email Subject Contains: Host Name Board Serial Number Product Asset Tag
Include Alarm Severities: Critical Major Minor » Normal

Recipient Addresses
Email Address 1: Description: Test | (oFF
Email Address 2: Description: Test | (oFF
Email Address 3: Description: Test | (oFF
Email Address 4 Description: Test | (oFF

Save
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Onwucanne napamerpa

Taou. 3-25 O6nacts Syslog Notification Settings

ITapamerp

OmnmcaHne

Syslog Notifications

OyHKIMS OTHPABKH YBEIOMJICHUH depe3 syslog-cooOuenus.

Haxwmure WU Sl ¢ gaxxmute Save.

e Jlns BKIIOYEHHs JaHHOW (YHKIMH YCTAaHOBUTE AjI apaMeTpa
3HaYEHUE L

e Jlyis OTKIIFOUEHUS JAaHHON (DYHKIIMH YCTAHOBUTE JUIA TIapaMeTpa

3HAYCHUC

Syslog Server
Identity

HcTounuk otnpaBku syslog-cooOmeHu.
3HaueHus:

® CepwuiiHblii HOMEp TUIATHI

® luBeHTapHBIM HOMED MTPOAYKTA

® JIms xocTa

Include Alarm
Severities

VPOBHH CEpPbE3HOCTH ABAPUIHBIX CHIHAJIOB, OTIIPABISIEMBIX B
syslog-coobmueHusX.

3HaueHus:
e Critical: TonbKko KpUTHYECKUE aBAPUMHBIE CHIHAJIBL.
® Major: cepbe3Hble U KPUTHUECKUE aBaAPUIHBIC CUTHAJIBL.

® Minor: He3HaYNTEIIbHBIC, CEPHE3HBIC U KPUTHUICCKUE
aBapuilHbIE CUTHAJIBI.

e Normal: co6uiTus u HE3HAYUTCJIbHBIC, CECPbE3HBIC U
KPUTUYCCKUC aBapHﬁHLIe CHUI'HAJIBI.

Transmission
Protocol

[IpoTokon, ucronbp3yeMblii i niepenayn syslog-coobnieHnii
Mexay iIBMC u syslog-cepsepom.

3HauEeHHU:

® TLS: npoTokos, OpHEHTHPOBAHHBINA Ha COCIUHEHHE, KOTOPBIN
o0ecreunBaeT KOHOUICHINATBHOCTb U LETOCTHOCTD
nepelaBacMblX JJaHHbIX.

® TCP: npoTOKOJI, OpUEHTUPOBAHHBIN HA COCIMHEHUE, KOTOPBIN
OTIPABISACT AAHHBIC TONBKO [TOCJIC YCTAHOBICHHS HAJICKHOTO
COCIIMHECHHS MEXKy OTIPABUTEIIEM U MOTyYaTeIIEM.

* UDP: npoTtokoin 6e3 yCTaHOBIIEHUS COEAMHEHUS, KOTOPBIA
OTIpABISET JaHHBIC O3 YCTAHOBICHUS COCIMHEHHS MEXKITY
OTIPABHUTENIEM U TIOJTyJaTeIIeM.

Authentication
Mode

Pexum ayrenTudukarmm syslog-ceprudukaron. JlaHHbIH mapameTp
yCTaHaBIMBAETCSI TOIBKO ecim Transmission Protocol umeer
3HageHne TLS.

3HauEeHHU:

* One-way: ayTeHTU(UKALIUS TOJBKO cCepTU(hHUKATA
syslog-cepsepa.
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ITapametp Ommcanne

* Two-way: ayreHTuukauus ceprupukaron syslog-cepsepa u

KIJIMEHTA.
Server Root CeprHUKaT, HCTIOIB3YEMBIN I TPOBEPKH COOOIICHUH,
Certificate OTHPaBJICHHBIX C syslog-cepBepa 10 ycTaHOBIEHHS COEIUHEHHUS.

Root Certificate Info | Mudopmanus o 3arpy>keHHOM KOPHEBOM CepTH(HKATE cepBepa.
HNudopmanus o ceprudukare COOSpKUT CIICTYIONIEE:

¢ Opras, BbIABIIUI KOPHEBOH cepTH(UKAT.
® [lonp30Barens, KOTOPOMY OBUT BBITaH KOPHEBOH CepPTHU(HKAT.
® CpoK JIeHCTBHS KOPHEBOTO CEPTU(HKATA.

® CepuiiHblii HOMEp KOPHEBOrO cepTU(HUKATA.

Local Certificate Ceprudukat, HCIIOIB3yeMbIi T ayTeHTH(OUKAMK KireHTa Syslog
(iIBMC) no ycraHoBieHUs coequHEHUs ¢ Syslog-cepBepom.

[Mepen ycranosnenueM coequHenus: iBMC otmpaBisieT maker ¢
uHpopMalrei o JoKaabHOM cepTudukate Ha Syslog-cepsep.
YcTaHOBKA COEMHEHUS BBIIONHAETCS TOJIBKO MOCIIE YCIEIHON
ayTeHTU(UKAIUH.

Certificate Password | ITapoiib, HCIIOJIB3yeMbIi 1Ist AeMM(MPOBKU cepTU(HKaTa KIMEHTa.

JlaHHBI TapoJIb CO3AETCS BMECTE C CePTHU(PHUKATOM KIIHEHTA,
CTCHEPHUPOBAHHBIM CEPBEPOM CEPTUDUKATOB.

Local Certificate Hudopmanus o cepruukare KIMeHTa, KOTOPbINA OyIeT 3arpyKeH.

Info Wndopmanus o cepTuhmkare BKIIOYACT: OPTaH, BEIIABIIHIA

cepTU(UKAT, TOJH30BATENIS, CPOK JICHCTBHS U CCPUITHBIA HOMEP
cepTuduKara.

Syslog-cepsep u popmar coobreHmit

No. Kanax 1 oTiipaBky cooOIIEeHUH cucTeMHOro XypHaia. Cuctema
MOJJIEPKUBAET YCTAHOBKY MaKCUMYM YEThIpEX KaHaJOB.

Current Status Tekymwmii cTaryc KaHaia, KOTOPBIA MOKET ObITh BKITIOUCH HITH
OTKITFOYCH.

03Ha4aeT 4TO KaHaJ OTKJIIOYEH, a W= o3Hauaer,
YTO KaHaJ BKJIIOYEH.

Server Address Anpec syslog-cepsepa.

Syslog Port Howmep mopra syslog-cepsepa.

Log Type Tunsl )KypHAIOB, KOTOPBIE ConepiKaTcs B syslog-cooOmeHn .
Test OyHKIUS TECTHPOBAHUS TOCTYITHOCTH syslog-kaHana.

Haxmute Test ans TectupoBanus kaHana. Eciu Ha skpane
nosiButTcs coodiienne «Operation successful», To 3To TOBOPUT 0
TOM, 4TO KaHaJ JOCTYIICH.

]

Haxmure * . Ha skpaHe mOSBATCA CIEAYIOIINE apaMeTphl:
Current Status Texyumii ctaryc KaHaia, KOTOPbIA MOXET ObITh BKITIOUEH MITH
Beimyck 06 (13.11.2017) Koubunenunanpaas uadopmarnus Huawei 53

Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.



Croeunslii cepep Huawei

PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 3 Be6-unrepdetic nomp3oparens (WebUI) iBMC
ITapameTp Onmucanmne
OTKJIFOYECH.
Haxxmure WJIH S p maxmuTe Save.

® Jlns BKJItOUEHUS NAaHHON (YHKIUHM YCTAaHOBHUTE JJIS TIapameTpa
3HAYECHUE L
® Jlns oTKJIIOUEHUS NAaHHOW (DYHKIUHM YCTAHOBHUTE JJIS TIapameTpa

3HA4YCHHUC

Server Address

Anpec syslog-ceprepa.
3uauenus: IPv4 address, IPv6 address wiu domain name
IMPUMEYAHUE

Ecmu aist mapametpa Transmission ycraHosieHo 3uaderue TLS, To

HeoOXonuMo yKasarh umst jomera.  Kpowme toro, B merto Configuration >
Network HeobxoauMo MpaBUIIbHO CKOHGHUTYpHUpoBaTh nH(popMarro DNS.

Syslog Port

Howmep nopra syslog-cepsepa.

Huama3on 3HaueHuii: Ot 1 mo 65535

Log Type

Tuns! )XypHAIOB, KOTOPBIE cofepikaTcs B syslog-cooOmeHn.

3uauenus: All, Operation, Security u Event

Tabun. 3-26 INapamerpsr u3 oomactu Trap Notification Settings

ITapameTp

Onmcaane

Trap Function

OyHKUHMSA OTHPAaBKH aBapUIHBIX COOOIIEHUI ¢ COOOLICHUSAX C
OTOBEILIEHUSIMH.

e Jlns BKIIOYEHMS JaHHON (PYHKLMH YyCTAHOBMTE ISl IapaMeTpa
3HaUYECHUE L
e Jlns OTKIIFOYEHUS NaHHOM (QYHKUMHU yCTAHOBUTE IUIS IAPaMETpa

3HAYCHUC

Trap Version

Jl1st oTHpaBKy OMOBEIICHUH MCTIONB3YIOTCS CIIEAYIOIINE BEPCUU
SNMP.

3HaYeHHS:

* SNMPVL: nepras odurmansaas Bepcust SNMP, onpenencanas
B gokymeHnte RFC 1157.

* SNMPv2c: Bepcus, B KOTOpYIO 100aBIeHa apXUTEKTypa
yIpaBleHUs Ha ypoBHe cooduiecTB it SNMPv2.

* SNMPV3: Bepcus ¢ moaaepKKoi 0€30MaCHOCTH U YIAJICHHBIX
koH(uryparmmit ;s SNMP.

MNPUMEYAHUE
e Jlyi1 OTHPaBKH ONOBEIICHUI PEKOMEHAYETCS UCIIOJIB30BATh BEPCUIO
SNMPV3. Ilpu ucnonszoBanuu SNMPv1 u SNMPv2c Heobxoanmo
COOIONATh 0CTOPOXKHOCTb, 110 CKOJIbKY OHU HECYT OTIPE/ICIICHHBIC PUCKU
6e3011acHOCTH.

e [loapoGHas nH(pOpMAaLKA O MOPSIKE YCTAHOBKYU aJITOPUTMOB
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ITapameTp

Onmcaane

ayreHTH(HKamy 1 mupposanus st SNMPv3 npuBenena pasnene
3.7.7 Crpanuua System.

3navyenue no ymondanuro: SNMPv1

SNMPv3 User Nwms nonb3oBatenss SNMPvV3. JlaHHbIH apaMeTp yCTaHABINBAETCA
TonbKo eciu Trap Version umeer 3naucaue SNMPV3.
Jlst cepBepoB V3 yCTAaHOBICHO UM TTOJIb30BATENS 10 YMOTYAHHUIO
root, a i cepsepoB V5 ums nons3osaresss Administrator.

Trap Mode PesxnM oTIIpaBKH OIIOBEIIEHUM.

3HaueHue:

* Precise Alarm (recommended): OID y3ma SNMP, koTopbiit
HAaXOJUTCS BO B3aHMHO-OJHO3HAYHOM COOTBETCTBUU C
coObITHEM, U UCTIONB3yeTcs Kak ID coObitus onopenieHus. [1o
cpasaenuto ¢ OID u Event Code, nanHbIi peskum
MPEeIOCTABISAECT O0JIee TOYHYHO H(HHOPMAIIHIO.

¢ OID: OID y3na SNMP, ucnionb3yemslii B kauecte ID coObiTust
OIIOBEIICHUS.

* Event Code: kox coGbITHS, HCIIONIB3YEMBIH B KauecTe ID
COOBITHSI OITOBEIIECHUS.

3HavyeHue no ymonuanuto: /s cepsepos V3 1o ymonuaHuio
ycraHoBieHo 3Hauenne Event Code, a mis cepBepoB V5 3HaueHue
Precise Alarm (recommended).

Trap Server Identity

HcTounuk oTpaBKH COOOIIEHHUH C OMOBEILIEHUSIMH.
3HavyeHus:

¢ Cepuiinblif HOMep MJIaThbl

® lHBeHTapHbIM HOMED MPOAYKTa

o [ImMsa xXocTa

Community Name

Crpoka ¢ numeHeM coobmectsa SNMP i ayTeHTH(UKALIWY TpH
ucnons3oBanuu SNMPvI wiu SNMPv2c.

I[I/IaHaSOH 3HAYCHUH pas3invyacTCs B 3aBUCUMOCTHU OT TOTO,
BKJIFOUCHA JIU  IIPOBEPKaA CIIOKHOCTHU ITapOJIAd.

® Ecau nmpoBepka CIOKHOCTH MapoJis OTKJIFOYEHA, TO B KAUeCTBE
3HAUCHMS MOXKET MCIIOJIH30BaThCS CTPOKa JTHHOM oT 1 10 18
CHUMBOJIOB, cocTosIIas U3 OyKkB, IU(P 1 CreHaTbHbIX
CHMBOJIOB (32 UCKJTIOUCHHUEM TIPOOECIIOR).

* Ecau nmpoBepka CIOKHOCTH MapoJis BKIIOYEHA, TO UM
€000LIeCTBa TOIHKHO YAOBJIETBOPSTD CJIEIYIOUIIM
TpeOOBaHUSIM:

- JlomxHo conepxats oT 8 1o 18 cumBOIOB

- CopnepxaTb KaK MUHUMYM JIBE OMIMH U3 CIIETYIOUIHX
MPONKCHBIE OYKBBI OT A 10 Z, CTpO4HbIe OYKBHI OT a 10 Z,
nudpst ot 0 10 9

~  OHO JOIDKHO BKIJIFOYATh, KAK MHHHMYM, OJUH U3 CJIE/IYFOIIHX
CIICLHANBHBIX CUMBONIOB: ~!@#$%"&*()-_=+\[[{}];:"".<.>/?

- Tlo kpaiiHeill Mepe 1Ba HOBBIX CHMBOJIA 110 CPABHEHHUIO C
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ITapametp Ommcanne

MPEeABIYIIINM UMEHEM COO0IIECTRA.
- He momxkHo comepkars MPOOEIIBI.

3nayenue o ymondanuo: TrapAdminl2#$

Confirm Community | Wms coolriectBa Ajist HOATBEPIKACHHUS.

Name
Include Alarm YpOBHU CEPHE3HOCTH aBAPHUHHBIX CUTHAJIOB, KOTOPHIE
Severities OTIIPABIISIOTCSI HA CTOPOHHUIL cepBep, B COOOIICHUSX C
OTOBEIICHHEM.
3HadeHus:

e Critical: TonbKk0 KpUTHYECKUE aBAPUMHBIE CHIHAJIBL.
* Major: cepbe3Hble U KPUTHUECKUE aBAPUITHbIC CUTHAJIBL.

® Minor: He3HAYHTEBHBIEC, CEPHE3HBIC M KPUTUIECCKUE
aBapuiiHbIE CUTHAJIBI.

e Normal: coObITus 1 HE3HAYUTCIIbHBIC, CCPbC3HBIC U
KPUTUYCCKUC aBapI/IP'IHI:Ie CHUI'HAJIBI.

Trap-cepsep 1 popmaT coOOICHHIA

No. Trap-kaHaj Ui OTIIPaBKU aBapHUHBIX cUrHaoB. CrucTema
MOAICPKUBAET YCTAHOBKY MAKCUMYM YETHIPEX KaHAJIOB.

Test @DyHKLUSA TECTUPOBAHUS HOCTYIHOCTH trap-KaHaja.

Haxxwmure Test st TectupoBaHus kaHana. Eciu Ha skpaHe
nosiBUTCS coodmenue «Operation successfuly, To 3To TOBOpUT 0
TOM, YTO KaHAJI JOCTYIICH.

"3
»

Haxxmure . Ha OKpPaHE MOABATCS CICAYIOIINEC MMapaMCTpPhI:

Current State Tekyimuit cratyc trap-kaHana.

Haxwmure WU Sl 1 gaxxmuTe Save.

e Jlns BKIIOYEHHs JaHHOW (YHKIMH YCTAaHOBUTE AjId apaMeTpa
3HaYEHUE L

e Jlyist OTKIIFOUEHHUS JAaHHON (DYHKIIMH YCTAHOBUTE JUTS IapaMeTpa

3HA4YCHHUC

Trap Server IP Anpec cepBepa, KOTOPBIN MOJTy9aeT aBapUIHBIC CUTHAIBL,
Address OTIIpaBIICHHEIE B trap-coolmmeHusx. B kadecTe anpeca cepeepa
MoxeT ObITh yka3aH [Pv4- niu [Pv6-anpec.

Trap Port Howmep mopra, KOTOpHIi MOTy4aeT aBapuifHbIE CUT'HAJIBL,
OTIIPaBJICHHBIE B {rap-cOOOIIECHUIX.

Huama3zon 3nadenuii: Ot 1 mo 65535
3Ha4yeHne 1o yMoia4aHuio: 162

MNMPUMEYAHUE
Jlnst ycTaHOBKM HOMepa trap-1opTa B 3Ha4€HHE [0 yMOJI4aHuo 162,
Hakmute Restore Defaults.
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ITapameTp

Onmcaane

Message Delimiter

Pasnenurens, KOTOPBIA OTAENAET KIIOYEBbIE CJIOBA B
trap-coobmenusax. Hanpumep, «;>

Select Message
Content

ConepxaHue trap-cooOIICHUH.

Display Keyword in
Message

OTO6pa)KeHI/IC YKa3aHHBIX KJIFOYCBLIX CJIOB B trap-COO6H.IeHI/II/I.

NPUMEYAHUE
INpumep Oyner npuBeeH cipaBa OT (rIakka, B 3aBUCHMOCTH OT BEIOPAHHBIX
napamerpoB: Message Delimiter, Select Message Content umu Display
Keyword in Message.

Taoa. 3-27 Iapametpst u3 obiactu Email Notification Settings

ITapamerp

OmcaHne

SMTP Function

OyHKIHUSA OTHPABKH YBEIOMJICHUN B COOOIICHUAX NEKTPOHHOM
moutsl yepe3 SMTP-cepaep.

Haxwmure WIN Sy gaxkmuTe Save.
e Jlns BKIIOYEHHs JaHHOW (YHKIMH YCTAaHOBUTE AjId IapaMeTpa
3HAYCHHUE L

® Jlnst oTKIIIOYEHUS NaHHOW (DYHKIUHM YCTAaHOBUTE JUISA MapaMeTpa

3HAUYECHUE
SMTP Server IPv4- nm [Pv6-aapec SMTP-ceprepa.
Address NPUMEYAHUE
iBMC =e noaaepxuBaeT pa3pelieHie IMeHn foMeHa. VM 1omeHa cepeepa
SMTP He noxnepxuBactcs B TekctoBoM mosie SMTP Server Address.
TLS Enabled OyHKIuMs BKIIOYEHH 0e30MacHOCTH TpaHcnopTHoro ypoBHs (TLS

— Transport Layer Security) s nepegayu JaHHBIX.

Eciu TLS oTkitoueH, To JaHHBIE MTEPEAAIOTCS B BHJIE OOBIYHOTO
TEKCTA.

NPUMEYAHUE
e Jlo ymomuanuto SMTP-cepBep nonnepxusaer TLS. Pexomengyercst
BKIFOUHTH (pyHKImio TLS mist o6ecneuenus 6e30macHOCTH.

e Tlocne Brmouenust TLS 8 WebUI iBMC Bkmounrte TLS u Hactpoiite
ayTeHTU(HUKALUIO TMYHBIX JaHHbIX Ha SMTP-cepBepe. SMTP-cepsep
CMOXET MOJIy4arh COOOIIEHHMsI AJIEKTPOHHOM MOUTHI ToJIbKO 0T iBMC
TOJIbKO Mocie BKIroueHust TLS.

Anonymous Login
Allowed

@yHKIMA, paspelaronias aHOHUMHBINA BXOXl B CHCTEMY.

Ecnu nannas ¢ynkius Bkintouena, o SMTP-cepsep nepenaer
aBapuiiHble COOOIICHHUS IO AIIEKTPOHHOM MmouTte 6e3
ayTeHTU(UKAITUN UMEHH TOJIb30BATENS U apOJIsl.

Ecnu nannas ¢ynkuus He BkitoueHa, To SMTP-cepsep nepenaer
aBapHitHbIE COOOIICHHUS 10 JIEKTPOHHON MTOYTE TOJIBKO MOCIIE
BBOJIa IPaBUJILHOI'O MMEHH I10JIb30BaTeNs U napois. Vms
MIOJTH30BATENS M TAPOJIh JOJDKHEI OBITh YCTaHOBJICHBI HA
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ITapameTp

Onmcaane

SMTP-cepsepe.

NMPUMEYAHUE
Ilo ymomuanuto Ha SMTP-cepBepe He pazpellieH aHOHUMHBII BXO B
cucremy. J{nst obecnedenus 6e30MacHOCTH, HE UCHIONB3YHTE (yHKIHUIO
aHOHMMHOTO BXOZIa B CHCTEMY.

Email Info

Sender User
Name/Sender
Password

WM mosp30BaTens U Mapoiib, UCIOIb3yEMBIE KOT/IA IS TapaMeTpa
Anonymous Login Allowed yctanosneno 3uauerue NO.

Hmst nonb3oBatens u mapoJib JOJIKHBI COBIIAAaTh C UMEHEM
T10JIb30BaTEJIs U MapojieM, ycTaHOBIeHHbIMU Ha SMTP-cepsepe.

Jnana3oH 3HaYCHUH:

e User name (MMsl TOJIB30BATEINS): CTPOKA, [UTMHOM oT 1 110 64
CHMBOJIOB, COCTOSIIAs N3 OYKB, IM(P U CIICIHATBHBIX
CUMBOJIOB. JIaHHOE 1MOJIe HE JOJKHO OBITH TyCThIM.

® Password (maposb): cTpoka, AAuHOH oT 1 10 50 cuMBOJIOB

Sender Address

Agnpec 3IeKTPOHHOM MOYTHI, C KOTOPOTO OTHPABIISIOTCS aBapUiHbIE
CUTHAJIBL.

3HaueHHe: CTPOKa, JJIMHOM 10 255 CUMBOJIOB

3HayeHHE MOXKET CoacCpIKaTb 6YKBBI, ]_II/I(prI H CIICIIMAJIBHBIC
CHMBO/JIbI.

Email Subject/Email
Subject Contains

Tema cooOmieHus AEKTPOHHON MOYTHI.

3HadeHue: cTpoka, MUHON OT 0 10 255 CUMBOJIOB, COCTOSIIAS U3
OykB, u(dp U crienuaTbHBIX CHMBOJIOB.

Beemute Temy B noste Email Subject u BeiGepute KittoueBble
CJI0Ba, KOTOpbIe OYIyT COIEPKAThCS B TEME JIEKTPOHHOTO
COOOIIEHUS.

Hanpumep mipu Beibope Host Name u Board serial number, B
TeMe 3JICKTPOHHOTO COOOIICHHUS OYIET CONEPIKATHCSA UMS XOCTa H
CEpHIHBIN HOMED IJIaThI.

Include Alarm
Severities

VpOBHHU CEpPbE3HOCTH aBaPUHHBIX CUTHAJIOB, OTIIPABISEMBIX Y€Pe3
SMTP-cepsep.

3HayeHue:
¢ Critical: Tonbko KpUTHYCCKUE aBAPUITHBIC CHTHAJIBL
® Major: cepbe3Hbie U KPUTHUECCKUE aBAPUIHBIC CUTHAJIBL

® Minor: He3HaYNTEIIbHBIC, CEPHE3HBIC U KPUTHYECKHE
aBapuilHbIE CUTHAJIBI.

® Normal: coGbITus ¥ HE3HAYUTETbHBIC, CEPHE3HBIC U
KPUTHYECKHE aBapUITHbIE CUTHAJIBL.

Recipient Addresses

Anpec 3IeKTPOHHOH MOYTHI MoMy4aTess coolieHnil. Anpeca
JIOJDKHBI OBITh ycTaHOBIIEHBI HA SMTP-cepBepe.

3HaueHue: CTpoKa, JJIUHOM 10 255 CUMBOJIOB B (hopmare
XX@XXX.XX.

3HayeHHE MOXKET COICPIKATH 6yKBBI, ]_II/I(I)pBI U CIICIIMAJIBHBIC
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ITapameTp Onmucanmne
CUMBOJTBIL.
Description JlononmHuTeNbHAS HHPOPMAIUA 00 aIpecax-ToayJaTelnsaxX

AIEKTPOHHBIX COOOIICHHH.

3HaueHue: cTpoka, anuHoi ot 0 10 255 cMMBOIIOB, cocTOAIIA U3
OykB, mu(dp U crienuaIbHBIX CUMBOJIOB.

Test @DyHKLUSA TPOBEPKU YCIIEUTHOCTH OTIIPABKH COOOILEHUH

3J'IeKTpOHHOI71 MOYTHI MOJIYYaTeIito.

Enable OyHKINS BKIIOYCHHS WA OTKITIOUCHHS aJIpeCOB AIEKTPOHHOM
MOYTBL
Haxxmure WA S u HakMmuTe Save.

e Jlis BKJIIOYEHHS JaHHOU (YHKIMH YCTAHOBHUTE I apaMeTpa
3HAYCHUE L
e Jlns OTKIIOYEHMS JAHHON (DYHKIMU YCTAHOBUTE JUIA IIapaMeTpa

3HA4YCHUC

IIpouenypa

Hacrpoiika yBe1oMJIeHHII CHCTEMHBIX KyPHAJI0B

1.

Bri6epure Alarm & SEL u3 riaBHoro Menio u Beioepute System Events uz nepesa
HaABHUTAIHH.

Ha skpane nosiButcst ctpanuna Alarm Settings.

YcTaHOBHTE TapaMeTPhl YBEIOMIIEHHH CHUCTEMHBIX JKypHAJIOB.
[MonpoGHas uadopMalms o mapamerpax npuseaeHa B Taon. 3-25.
Haxmute Save.

Ecnu Ha sxpane mosButcs coobmenue «Operation Successful», To 3To TOBOPHUT 0 TOM,
YTO yBEJOMJICHHUS] CUCTEMHBIX J)KyPHAJIOB YCTAHOBIICHBI YCIIEIIHO.

HacTtpoiika onoBemeHui

1.

YcTaHOBHTE MapaMeTphl ONOBEIICHUI.
[MonpoGHas nHoOpMarmst o mapamerpax npuseaeHa B Taon. 3-26.
Haxwmure Save.

Ecnu Ha skpane mosBuTcs coobmenue «Operation Successful», To 3T0 TOBOPHUT 0 TOM,
YTO OMOBEHICHUS YCTAHOBIICHBI YCIICIIIHO.

Hacrpoiika yBe1oMJIeHUI 3JIEKTPOHHOU MOYThHI

1.

YcTaHoBUTE NTapaMeTpbl YBEIOMJIEHUH 3IEKTPOHHON MOYTHI.
[MonpoGHas uHdopMalys o mapamerpax npuseaeHa B Taon. 3-27.
Haxwmute Save.

Ecnu Ha skpane nosiButcst coobmenue «Operation Successful», To 370 roBopuUT 0 TOM,
YTO YBEJIOMIIEHHS 3JIEKTPOHHOM MOYTHI YCTAHOBIEHBI YCIIEIIHO.
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C

3.5 [ImaraocTmuka

3.5.1 Bocnpon3BeneHnme

Ommcanne pyHKIMN
Ha crpanune Playback MOKHO BBITIOJIIHHTE ClIEIYIOIINE ONEPALHH

®  Bocnpoussaenue Bujeodaiina cepepa, XxpaHsierocs Ha jokansHoM [TK.
®  BocnpowusBeaeHHE BIIC0, KOTOPOE OBLIO aBTOMATHYECKH 3aMTMCAaHO HA CepBepe.

L4 3axBar 1/1306pa>1<e1m;1 BO BpE€M: BOCIIPOU3BCACHU BUACO.

L InPumeuAHuME

e Buneodaiin nomwkeH ObITH B hopmare *.rep.

o  ODyHKIWSA 3aMMCH BUIEO BKIIFOUEHA 10 yMOTYaHH0. BriOopka BaxHOM Ciry»keOHOI mHOpMAaImu BO

BpEM: 3alliCy BUIECO.

B Tabmn. 3-28 MPUBEACHO OIMMMCAHUC IJICMCHTOB YIIPABJICHUS B OKHE BOCIIPOU3BEACHUA BUACO.

Ta6u. 3-28 DreMeHTHI yIIpaBIICHHs] B OKHE BOCIPOU3BEICHUSI BUJICO

Haxxmwure... ...

’, BocnpousBeneHnue BHIOPAaHHOTO BUEO.

Kuomka Play

I I [IprocTaHoBKa BOCTIPOM3BEACHUS BHIOPAHHOTO BUIECO.

Kuonka Pause

Kuomnka Open

[ 2 2] Brictpast mepemoTka Bujieo ¢ 1-, 2- uii 4-KpaTHBIM YCKOPSHHUEM.
Kuonka Fast
Forward
|44 O6parnas nepemotka Bugeodaiina ¢ 1-, 0,5- wim 0,25-KpaTHbIM
. CKOpPEHHEM.
Knonka Rewind yexop
MakcumanbHOE YBEIHYCHUE CTPAHUIIBI YIIPABICHUS
BOCIIPOU3BEIICHUEM BUCO.
Kuonka Full
Screen NPUMEYAHUE
HpI/I BOCIHPOU3BECACHNU BUACO B IIOJITHOOKPAHHOM PEXUME, HAXKMUTE npaBoﬁ
KHOTIKO¥ MBIIIIN Ha DKPaHE /I OTKPHITHS MEHIO OBICTPOTO BHI30BA.
= OtkpoiiTe Bugeodaitn *.rep, KOTOpbIA XpaHHUTCS Ha JokaabHOM [1K.

DJ"' 3axBat n300pakeHMUsI BO BPeMsI BOCTIPOM3BEICHHUS BHICO.
Kunomka Cut

Screen

J Bocnpoussenenue Buneodaiina ¢ yka3aHHOW TOUKH. (ITOI3YHOK

MTOKa3bIBAET X0 BOCTIPOU3BEICHUS).

Beimyck 06 (13.11.2017) Koubunenunanpaas uadopmarnus Huawei
Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.

60




Croeunslii cepep Huawei

PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 3 Be6-unrepdetic nomp3oparens (WebUI) iBMC
Haxxmwure... nst...
ITonsyHok
O DyHKINS BOCIIPOU3BEICHUS 10 KPYTY.
Krorka Loop JanHast pyHKIMS TOCTYITHA TOJBKO IS JIOKATBHBIX BHIC0(]aiioB.

(DyHKIII/II/I 3aItuCyu U BOCIIPOU3BEACHHUA BUACO MOXKXHO UCIIOJIB30BaTh IJIsA O6CHy>KI/IBaHI/I$I u
yCTpaHEHHUs1 HEMONaI0K cepBepa. Puc. 3-16 nokasana npoueaypa UCIOAb30BaHUS (HYHKIUI
3aIiMCu U BOCIIPOU3BCACHUSA BHUICO.

Puc. 3-16 IIpouenypa ucnons3oBaHus (GyHKIMH 3aIHCH U BOCTIPOU3BEACHUS BUIIEO
| Hawano

YoaneHHOE

CapasnoM

SaANMcE PAaBaJanog
EHOS0.

B

NppcMoTe
pABOME TS BIAGEC

'

| LGETET)

Beibepure Diagnostics u3 raBHoro mento u Beibepure Playback u3 nepesa naBurammu.
Ha skpane mosiButcst ctpanumiia Playback.
Playback ¢
F t. To create de cl e Re: Remote nect irtual Con
c nd serve nd server reset operations. Re e ed online
|:| Video Playback Console
Local Video Playback Console: Open
Enable Video Recording:
CPU Error Video: Play Download
Shutdown Video: Play Download
Reset Video: Play Download
Delete Current Link: Delete
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IIpouenypa
BocnpousBeaenue JJOKaJIbLHOTO BUIEO

1. Ha crpanune Playback maxmure Open mocne Local Video Playback Console.

Ha skpane nosisutcst okao Video Player.

[ L InPUMEYAHME

Ecmm nepen otkpsiTieM okHa Video Player, Ha sxpaHe NOSIBUTCSI THAJIOTOBOE OKHO C
MpenynpexaeHHeM O HapYLICHHH 0e30TIaCHO CTH, TO HAXKMHTE YES.

2. B oxue Video Player naxmure ri
Ha skpane nosiButcs nuanorosoe okHo Open.
3. BriGepure Bumeodaiin, KoTopslii XpaHuTcs Ha JokansHOM [1K u HaxxmuTe Open.
Video Player nauneT nmpourpsiBarh BHIEO.
- Jlust OBICTpOi MepeMOTKH BUIEO C 1-, 2- Wi 4-KpaTHBIM yCKOPEHHEM HaKMHUTE
g
- Jna obparHoit mepeMoTkH Bueo ¢ 1-, 0,5- unu 0,25-kpaTHbIM yCKOpEHHEM

HaXXMHUTEC

- Jlust ynpaBieHHs IPOIIECCOM BOCTIPOM3BEICHHS BHIIEO TIEPETAIIITE J BJIEBO WIIN
BITPABO.

e/
- Jlus moBrOpa BOCIIPOU3BEICHUS BUJIEO HAXKMUTE .

4. Haxwmure Open.

Video Player nauneT nmpourpsiBarh BHIEO.

L InPumeuAHuME

o J[7s ObICTPOI MEPEMOTKH BUIEO C 1-, 2- Witk 4-KpaTHBIM YCKOPEHUEM HKMUTE . . I .

e Jlns oOparHoit nepemoTku Buzeo ¢ 1-, 0,5- wnm 0,25-KpaTHbIM yCKOPEHHEM HaXKMUTE I“ .

[

e Jlns ynpaBieHHs: NPOLECCOM BOCHPOU3BEACHUS BUAEO MEpETaLUTe

2

BJIEBO MJIU BIIPABO.
e Jlnst HOBTOpa BOCIPOU3BEICHUS BHIE0 HAXKMUTE

o Jlnst orobpakenust okHa Video Player B moiHOSKpaHHOM peXUME HOKMUTE E .

OTKJII0YeHHEe WM BKJIIOUEHHEe (l)yHKIII/II/I 3allMCH BHACO

L InPumeuAHuME

OyHKLMS 3aIUCH BUICO BKIIOYEHA [0 YMOTYAHHIO. Bo Bpems 3ammicy BUAEO MOXKET OBITh 3aIMCcaHa
Ba)kKHas CITy)KkeOHast HHpopMaITHs.

Z[J'[f[ BKJIIOUCHMUA (1)yHKI_[I/II/I 3aImucCu BUACO, BBIMIOJHUTE CICAYIONIUE MIaru:

1. VYcranosure mis napamerpa Video Recording 3nauenue .
Ha skpaHe mosiBUTCS cle/yroliee coo0IeHne:

Are you sure you want to continue?

2. Haxwmure Yes.
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IMocne BrurtoueHNs (PyHKINH 3aIIUCH BUJIEO, CEpPBEP OyAET MPOJOIIKATh ABTOMATHIE CKH
3aIMCBIBATh BUJIEO aXKE IIPH YCJIOBUH, YTO:

L4 CepBep BBIKJIFOYCH HWJIN BBIMIOJHACTCA €ro nepe3arpys3ka.

®  Ha skpane nosiBrsietcst coodmmenue «CPU CAT ERRORy.

Bce Buzieo xpaHsTcsB mamke /tmp.

L lnpumeuanue

Jlnst otkiroueHmst QyHKIINH 3aIiCy BUZIEO, yeTaHoBuTe st mapamerpa Video Recording 3uadenue

Bocnpoun3spegeHue Wiu 3arpy3ka Bueo, KOTopoe 0bLIO ABTOMATHYECKH 3aMHCAHO HA
cepBepe
®  Jlis BOCIPOM3BECHUS BUCO HAXXMUTE KHOIIKY Play.

®  Jlns 3arpy3ku Buaeo HaxxmuTe KHOnky Download u coxpanute Buieo Ha JTOKaIbHBIN
[IK.

Eciu BHIE0 BOCTIPOM3BOMUTCS APYTHM JIMLIOM, TO HaxkmuTe Stop mociie Stop Other User's
Video Playback nnst ocranoBku Bocmpon3sBseeHusl.

3axBaT H300paKeHHs BO BpeMsi BOCIIPOU3BeIEHUST BH/IE0

1. Haxwmure "J" BO BpeMsi BOCIIPOHM3BE/ICHHUS BUJIEO.
Ha skpane nosiBUTCS qranoroBoe okHO Save As.
2. BriOepuTe IOKaJIbHBIN KATAIOT ISl COXPAHEHHS H300PaKCHUS U HAXKMHUTE Save.

Bce n3o0pakeHus coXpaHSIOTCs B aitnax B popmare *.jpg B yka3aHHOM KaTajiore.

3.5.2 CkpuHIIOT

Omnmcanve PpyHKIIMMA
Ha ctpanuie Screenshot MoxHO BBIMOJHUTE CICAYIOIINAE OMEPALINH:

®  BKITIOYUTH WIN OTKIIOYUTH (DYHKITHIO ITOCIIEIHETO CKPHHIIOTA.

OyHKUHUSA TOCIEIHETO CKPUHILIOTA O3BOJIAET aBTOMAaTU4YECKU BBINOJIHATH CKPUHIIOT
JKpaHa cepBepa Iepell €ro BBIKIIIOUEHHUEM UM Mepe3arpy3Koi.

®  CkpuHLIOT paboyero cToja cepBepa B peXKUME PEaibHOTO BPEMEHH.

L InPumeYAHKE

OyHKIWS BHIOJHEHHUS TI0CIICIHET0 CKPHHIIIOTA BKIFOUECHA M0 yMOJMaHuE0. [IpK co31aHUK CKPUHILOTA
MOKHO TOJIyYHUTh BOXHYIO CIIY)KEOHYI0 HH(DOPMAIIUIO.

GUI
Beibepure Diagnostics u3 rmaBHOro MeHro u Beibepute SCreenshot us nepesa HaBUTANUH.
Ha skpane mosisutcst ctpanuia Screenshot.
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Screenshot -w

Screenshot:

2017-09-08 16:38:45

\ Helcome to The Server
. / RC Uersion H

CPU Type : Skylake
KTI Init : Done

2017-09-08 16:13:36 CPU Init : Done
Memory Init : Done

H UAWE I System will boot soon...

2017-00-08 16:10:48

Capture Screenshot

Capture

IIpouenypa

OTK/II0YeHHE WIH BKIKYeHHEe (PYHKIIMH MOCIeTHEr0 CKPUHIIIOTA

1. [na BrmoveHus QyHKIMHU MOCISIHET0 CKPUHILIOTa YCTAHOBUTE /IS [TapaMeTpa
Screenshot kHonky = JTns oTKITFOYEHUS (PYHKIIMHU ITOCIEIHET0 CKPUHILIOTA
yCTaHOBHUTE [UIsl mapamerpa Screenshot
Ha skpane nosiButcst ciaemyromas HH)OPMAIHSL:
Are you sure you want to perform this operation?

2. Haxwvmure Yes.
HacTpoiika BBINOIHEHA YCIEUIHO, €CJIM HA dKpaHe MOsBHUTCS coodiienue «Operation
successful>»

IIpocMoTp MoC/IeIHEr0 CKPUHIIOTA

1. B crpoke menro Beibepute Diagnostics.

2. B nmepese HaBuraiuu Beibepute Screenshot.
Ha skpane nosiButcst ctpanuna Screenshot.

3. IIpocMOTp CKpPHHIIOTOB.
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- Cucrema BBIIaET MAKCUMYM TPU MUHHUATIOPHI C COOTBETCTBY FOLIIMMH OTMETKaMHU
BpemeHH. [lo yMom4aHuIo, cucteMa 0TOOpaXKaeT caMble TOCIIeIHUE CKPUHILIOTHI B
MIOJTHOM pasMepe.

- Haxwmwure Ha MUHHATIOPY IS YBEJIMYECHUS U300paKECHHUS.
Co3ganne CKpHHILOTA

1. Haxwmure knonky Capture mog Capture Screenshot.

Ha skpane nmosiBUTCSI CKpUHIIOT pabovero cTojia ceppepa. B BepxHeM JieBoM yrity
CKpHUHIIOTa OyJIeT yKa3aHO BPeMs €T0 CO3JaHHs.

HpI/I CO3IaHUHN HECKOJIBKUX CKPUHIIOTOB, HA OKPAHE IOSABUTCA TOJIBKO HOCJ’[@IIHI/Iﬁ CKPpUHIIOT
" BpEM:A €ro CO3aaHusd.

YiaseHne CKpUHIIOTA

1. Haxwmure knonky Delete mox Capture Screenshot.
Ha skpane TOSIBHTCS THATIOTOBOE OKHO C MPOCKOOH MOATBEPAUTD BAIIH JACHCTBHSL.

2.  Haxwmure Yes.

3.5.3 UepHbIN AMINK

Omnmcanne pyHKIIMN

Ha skpane Black BOX MOXXHO BKJIFOUHTB MM OTKIIFOYUATH (DYHKIIUIO YEPHOTO SIIUKA, & TAKKE
BBIFPY3UTh JaHHBIE U3 MaMATH YEPHOTO SIIUKA.

UepHslif siiuk cocTouT U3 namsati 1 [10 MOHUTOpHUHTa HEUCTIPAaBHOCTEH.

® [lamaTe npeacTaBiIsieT U3 ceOs BCTPOSHHBINA YHIT TAMSTH, Ha KOTOPBIH 3aMTUCHIBACTCS
nHpopManus o cO0SX, HE3aBICHMO OT KECTKUX INCKOB Ha CepBEpe.
B mamstu o6bemoMm He Gonee 4 Mb xpansitcs nanubie sapa npu cooe OC.

® IO MoHMTOpHHIa HEUCIIPAaBHOCTEH 3aNKChIBaeT JaHHbIE sipa rnpu cboe OC.

[lepen ncmonb30BaHWEM (QYHKIMH YSPHOTO SIIUKA YOS IUTECh, YTO HA CEpBEPE
yctanosneHo [10 MoHuTOpuHra HeucnpaBHoctell (Hanpumep, iBMA). [TogpoOnas
nHpOpMaLKs O MOPSAAKE YCTAHOBKH M UCIIONb30BaHUs iIBMA mpuBesieHa B JOKY MEHTE
Pyxosoocmeo nonvzosamens iBMA.

GUI

BeiGepute Diagnostics u3 riaBHoro MeHto u Boibepure Black BOX u3 nepeBa HaBHIaluu.

Ha skpane nosiButcs ctpanuna Black Box.
Black Box e o
Black Box:
File Name: blackbox.tar
File Size: 4 MB
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Onmucanne napamerpa

Ta6u. 3-29 Iapametpst Ha ctpanuie Black Box

ITapamerp Omnmucanmne

Black Box OyHKuuUsA YepHOTro surKa. OyHKIUSA OTKIIOYEHA [0 YMOTYaHHIO.
4 Sl pyHKIMS YepHOTO SIIMKA BKIIIOYEHA.
. . DYHKITUS YEPHOTO SNIMKA OTKITFOYCHA.

File Name daiin gaHHBIX cepBepa, 3aIMCAHHBIA B IAMSITH YEPHOTO SIIIHUKA.

File Size Pa3mep daiina naHHBIX cepBepa, 3alIUCaHHbIA B MAMITH YEPHOTO
SIITUKA.

IIpouenypa

Bkiiouenne pyHKIMU YEPHOTO SIIMKA

L InPUMEYAHUE
Tlocne BKIIOYEHUS VITH OTKIIFOY€HHUS q)yHKL[I/H/I YEPHOTIO sAIIUKa HGO6XOI[I/IMO BBITIIOJTHUTH IIEPE3arpy3Ky
cepBepa, YTOObI HACTPOMKY BCTYIIMIIU B CHITY.
B ctpoke menro Beibepute Diagnostics.
B nepese nasuranmu Beibepure Black Box.
Ha skpane nosiButcst ctpanuia Black Box.

3. VYcranosure s napametpa Black Box snauenue L

4. TIlepesarpysure cepsep.

OtkJir04eHne GyHKINH YePHOTO SIIUKA

1. VYcranosure mis napamerpa Black Box snauenue

2. Ilepesarpysute cepsep.

Brirpy3ka 1aHHBIX U3 YePHOTO SIIIAKA

LLInPumeuanmE
Yo6enutech, 4T0 (QYHKITHS YEPHOTO SIIHKA BKITIOYEHA.

1. B Internet Explorer Bei6epure Tools > Internet Options.
Ha skpane nosiButcst ctpanuna Internet Options.

2. Tepeiinute Ha BKiaaky Security Beibepure u3 cimcka Internet, saxxmure Custom
Level u BeiGepure Enable qms Automatic prompting for file downloads mox
Download.

3. B WebUI iBMC Bsibepute Diagnostics > Black Box.

Haxxmute Download.
Ha skpaHe MOsBHTCS THAJIOrOBOE€ OKHO Save.
BriOepuTe JIOKaNBHBIA KaTaJIOT Ui COXpaHeHUs (aiina.
Haxwmure Save.
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3arpy>KeHHBIH (ailsl ¢ JAHHBIMHU YEPHOTO SIMKa OyJIeT COXpaHEeH B YKa3aHHBIN KaTajior
Ha jokanbHoM [TK.
L InPumeyAHKE

iBMC 3arpy»xaet ToJibko aiil JaHHBIX YepHOTO SIIIHUKa ¢ cepBepa Ha JiokasbHbli [1K, Ho He
a”aysupyer 310t aitn. [lonpoOnas nabopmarmst o npoueaype ananusa Qaiina JaHHBIX YepHOTO
SIILIMKA NIPUBE/ICHA B PYKOBOJCTBE I10 YCTaHOBKE CepBeEpa.

3.5.4 [TanHbIe IOC/Ied0BaTeILHOIO II0PTa

Omnmcanne pyHKIMN

Ha crpanune Serial Port Data MOXHO BKJTFOUUTH WIIH OTKITFOUHTH QYHKIMIO JJIsI COXPAHEHUSI
3alMCaHHbBIX JAHHBIX, IEPEIaHHbBIX MO MOCIEA0BATEILHOMY TIOPTY, U 3aTPy3HUTh NOCIESIHIE 2
MB naHHEBIX.

@OyHKIMS COXpaHCHUS JaHHBIX, IEPEAaBACMBIX 0 TI0CIEI0BaTEIIFHOMY IIOPTY, BKIIFOUEHA TI0
YMOTYaHHIO.

GUI

Beibepure Diagnostics u3 rmaBHoro mento u Beibepure Serial Port Data u3 nepesa
HaBHUTAIWU.

Ha skpane nosiButcst ctpanuna Serial Port Data.

Serial Port Data

Serial Port Data: C

File Name: systemcom.tar
Decompressed File Size: 2 MB

Download

ITpouenypa
1. B ctpoke menro Internet Explorer Beibepure Tools > Internet Options.
Ha skpane nosiButcst ctpanuna Internet Options.

2. Tlepeiinute Ha BKIaAKy Security, Beibepure u3 curcka Internet u maxxmure Custom
level. B nosiBuBIIIEMCS THAI0rOBOM OKHE Ha)XMUTE Ha kHOomKy Enable mms Automatic
prompting for file downloads mon Downloads.

3. B WebUI iBMC u3 riaBaoro meHro Boibepute Diagnostics.
B nepese naBuraiuu Beibepute Serial Port Data.
Ha skpane nosisurcst ctpanuna Serial Port Data.

VYcranosure s napamerpa Serial Port Data snauenune Sl
Haxxmure Download.

Ha skpane osBUTCS q1aloroBoe OKHO Save.

BriGepuTe NTOKaNBHBIA KATAJIOT Ui COXPAaHEeHUs 3aTpYKEHHOTo (aiina.
Haxxmure Save.

3arpykeHHBIH (ailn OyeT coxpaHeH B YKa3aHHBIN KaTaior Ha jokanbHoM [TK.
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3.5.5 X KypHasibl AMarHOCTMKM HEMCIIPaBHOCTEN

Omnmcanve PpyHKIIMM

Ha crpanune Fault Diagnosis L0OgS MOXHO BBIMONHUTE 3arpy3Ky OTYETOB 00 OMMOKax,
BbImaBaeMbIx L1I1.

@DyHKIUSA BBIIOIHEHUS JUarHOCTUKY HEUCIIPABHOCTEH BKIIIOUEHA 0 yMoIuaHuto. /s
BKJIFOYEHUSI WM OTKITIOUEHHS TaHHOH ¢yHknuu HacTtpoiite FDM B BIOS.

[TyTs x mapamerpam FDM 3aBucut ot mardopmsr BIOS:

® Romley BIOS: Advanced > RAS Configuration > FDM

® Brickland BIOS: Advanced > Runtime Error Logging > FDM
®  Grantley BIOS: Advanced > System Event Log > FDM

®  Purley BIOS: Advanced > System Event Log > FDM

GUI

Bei6epute Diagnostics u3 riaBHoro mento u Boibepure Fault Diagnosis Logs u3 nepesa

HaBUTALHH.

Ha skpane nosiButcst ctpanuna Fault Diagnosis Logs.

Fault Diagnosis Logs

File Name: fdm_log.tar
Decompressed File Size: 1 MB
Download
IIpouenypa

1. B ctpoke menro Internet Explorer Beibepure Tools > Internet Options.
Ha skpane nosieutcst ctpanuna Internet Options.

2. Ilepeiinnte Ha BKiIaaky Security, Beibepure n3 cimcka Internet u naxxmure Custom
level. B nosiBuBIIIEMCS THAI0rOBOM OKHE Ha)kMHTe Ha kHOnKy Enable mrs Automatic
prompting for file downloads mon Downloads.

3. B WebUI iBMC u3 rnasaoro meHro Beibepute Diagnostics.

B nepese naBuranuu Beioepute Fault Diagnosis Logs.
Ha skpane nosiButcst ctpanuiia Fault Diagnosis Logs.
5. Haxwmure Download.
Ha sKkpaHe MOsSIBUTCS THAI0roBOe OKHO Save.
Bribepute oKaIbHBIA KaTaJIoOT Ui COXPaHEHUS 3arpyKeHHOro (aiina.
Haxwmure Save.
3arpyxeHHBIH (aiin OyaeT coxpaHeH B yKa3aHHBIN KaTajor Ha jJokansHoM [1K.
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3.5.6 IlaMATE ¢ BO3MO>KHOCTBIO 3aMEHBI B «<TOpsideM» peXKnme
(rosrpko my1s RH8100 V3)

Omnmcanne PpyHKIIMMA

Ha Bxknaagke Memory Hot-Swap MOXHO BBIIOJHUTE «TOPSYYI0» 3aMEHY ABYXPSITHBIX
Moxayaeit mamsata (DIMM) 1 KOHTPOIMPOBATH MPOLIECC «TOPSUCH» 3aMECHBI.

L InPumeYAHKE

Briranka Memory Hot-Swap senocrymaa mmst cepepa RH8100 V3, B KOTOpoM HCTIONB3YIOTCS
nporeccopst Broadwell.

GUI

Beibepure Diagnostics us rmaBHoro mMexto u Beibepure Memory Hot-swap u3 gepesa
HaBHUTAIHH.

Ha skpane nosiButcst crparuiia Memory Riser Hot Swap.

Memory Riser Hot Swap

(¢}

Memory Riser Hot Swap

You can replace a faulty memory riser with a spare one without interrupting services. Replace it as follows:

1. Ensure that data migration is enabled in the BIOS.

2. select a memory riser from the list below.

3. Click Migrate.

4. After the migration is successful, replace the faulty memory riser.

Mot detected MNormal Spare Warning = Faulty

0%

ITpouenypa
1. B ctpoke menro Beibepute Diagnostics.
2. B nepese naBuraiuu Beidoepure Memory Hot-Swap.
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Ha skpane nosiButcs crpanuiia Memory Riser Hot Swap.
3. BeibepuTe DOPOXKKY MaMSATH 3€JCHOTO HJIH OPAHKEBOTO LIBETA.
Haxwure Migrate.

Cuctema 3aIycKaeT npolecc MUTPaIiy, a HHAUKATOP BBITOJIHEHUS OTOOpaXkaeT XOJ
MHTpaLUH.

3.6 IImtTaane

3.6.1 YupasiieHMe nuTaHMeM

Omcanne pyHKIIMM

Ha crpanune Power Control MO>KHO BBIIOJHHUTE CJIEIYIOIINE OIePAIINH:

®  BxiroyeHue NUTaHMs, OTKIIOUEHUE NUTaHus uiu nepesarpyska OC cepsepa, a Takxke
samyck OC mist co3nanusa Hemackupyemoro npepbiBanus (NMI).

L4 YcranoBuTe IMOJIMTUKY BOCCTAHOBJICHUS MMATAHUSA IS oC CEpBEpa.

NMI — 310 cnenuansHOE MpephIBaHUEe, KOTOPOE He MOXKET ObITh 3aMaCKHUPOBAHO, C
HCIOJIb30BAaHUEM CTAHAAPTHOM TEXHOJOTMM MAaCKUPOBaHUs mpepriBaHui. NMI renepupyertcs,
KaK MPaBUIIO, TP TIOSBICHUN HEBOCCTAHABIMBAEMOM ammaparHoi omubku. Hekotopsie NMI
MOTYT OBITh 3aMaCKUPOBAHBI C UCIOJIb30BaHUEM CIIEIL[HATIbHBIX METOJOB.

ABHMMAHME

[lepen BrIMOIHEHWEM KOHTPOJIS MUTaHUS HA CEpBEpe YOeAUTeCh, YTO JaHHAs Orepalus He
OKa3bIBACT HUKAKOTO BIMSHUS Ha CEPBUCHI.

GUI
Beibepute Power u3 rmaBHoro MeHro u Beibepute Power Control u3 nepesa HaBuraium.
Ha skpane nosiButcst ctpanuiia Power Control.
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Power Control

Virtual Power Buttons

System Power; Off

Power On

Power Off

Power-off Timeout:

Forced Power Off

Forced System Rese

Forced Power Cycle

NMI

Panel Power Button:

System State Upon Power Supply

Power On
Restore Previous State
Remain Off

Save

OmnmcaHne 371eMEeHTOB CTpaHUIIBbI

Taob.1. 3-30 DiemenTs! u3 oomactu Virtual Power Buttons

DJjIeMeHT

Onmcaane

System Power

Texymmuii craryc OC cepsepa.

Power On

3amyck OC cepsepa.

Power Off

Briknrouenne OC cepsepa.

Power-off Timeout

iBMC paGoTtaeTr B COOTBETCTBHY C HACTPOHKaMU (DYHKITUH
Power-off Timeout nocie naxxatus xaonku Power Off mia
BeikiroueHus OC cepsepa.

* Ecmu pynkuus Power-off Timeout Bxitouena, To iBMC
npuHyauTenbHo BeikitouaeT OC, koraa BeikimtoueHue OC He
MPOUCXOAUT B TCUCHHUE BKA3aHHOTO MEPHOJia BPEMEHH.

e Ecau onuus Power-off Timeout orkarouena, To iBMC nukak
He MerraeT npoueccy BoikimodeHns OC.

Juamna3oH 3HAYCHUIA ¥ 3HAUCHKE 110 ymoadaHuio Timeout Period
pa3INYaroTCcs B 3aBUCHMOCTH OT HCIIOIb3yeMON MOIEIH CepBepa.
[Monpo6Has mabopMarms npuseneHa B WebUL

® Jlns BitoueHUS PYHKIUH 3aJI€PIKKU PU OTKIIFOUSHUN

NUTAHWsI, YCTAHOBHTE JUIS JAHHOTO MapaMeTpa T
oy

HaxMure , BBEJIUTE 3HAUEHHUE B TEKCTOBOM I10JIE€ U
HaxMute Save.

e s OTKIIIOYCHUS (PYHKIWH 3aICPKKH MIPU OTKITIOUCHUN
NUTAHUSA, YCTAHOBUTE JUI JAHHOTO ITapaMeTpa 3HaueHue
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DJjIeMeHT

Onmcaane

Forced Power Off

BHUMAHUE
HpI/IHyIII/ITCIIBHOC BBIKITFOYCHHUE MOXXET IIPUBECTH K IOTEPE HIIN
TIOBPEKACHUIO JaHHBIX.
B Teuenue 6 cekyHa mociie Ha)KaTusl JaHHOW KHOIIKHU OyAebT
BBINOJIHEHO MpHUHYAUTENbHOE oTKiIoueHne nutanus OC cepaepa.

Forced System
Reset

BHUMAHUE

[NpuHyauTenbHas nepe3arpy3ka MOKXET IPUBECTU K MOBPEKICHHUIO
T0JIb30BATENBCKUX MPOTPAaMM MITH K TOMY, YTO JJaHHBIC He OYIyT COXpAHECHBI.

Resets the server OS.

MNPUMEYAHUE
e T[lapamerp Forced System Reset e paboTaer, eciu yKe IPOU30IIII0
BoikmoueHue OC.

o I[aHHaﬂ Ooriepalys BJIIMACT Ha BBITIOJTHAEM YO OTIEpALIUIO O TKIIFOYEHUA
IIUTaHUA.

Forced Power Cycle

BHUMAHUE
[IpunynuTenbHOE MUTaHUE MOXKET IPUBECTHU K MOBPEKIECHUIO WX OTEpe
JIaHHBIX.
[punynutensHoe BeikroueHne OC cepBepa v MOBTOPHBIN 3aITyCK
OC mpumepHoO uepes3 6 CeKyH.

NMI

3amyck Hemackupyemoro npepbiBanust (NMI).

Haxxmurte nannyro kHonky [uis 3ammycka NMI Tonbko B TOM ciaydae,
eciim OC He pabotaet ucrnpaBHo. He HaxnMaiiTe JTaHHYIO KHOTIKY,
ecim OC paboTaeT uCTpaBHO.

BHUMAHUE
HaxumaliTe 1aHHYH0 KHOIIKY TOJIBKO JJIs1 BHYTPEHHETO IpoLiecca BBOJA B
neiictue. [Ipexe yem HaXkaTh JaHHYIO KHOTKY, yoenutech, uto OC
MOJIZICPIKUBAET MPOIpaMMy 00paboTKU NpepbiBaHuid. B npoTuBHOM citydae
MoxeT npousoiitu cooit OC.

Panel Power Button

OTKJIIOYEHHE KHOIIKY MTUTaHUs Ha IAHEIH CEPBEpa.
Haxxmure WU =l ¢ gaxxmuTe Save.

Ipu ycTaHOBKE U1 JAHHOTO ITapaMeTpa Sl xHomka
MMUTAHUS Ha TIAHEH cepBepa He OyneT paboTaTh.

Ta6u. 3-31 Onuwwm u3 obmactu System State Upon Power Supply

Onna

Onmcaane

Power On

Apromarnuecknii 3amyck OC mociie BOCCTaHOBICHUS TIOAAYH
IIUTAHUA.

Restore Previous

Bosepar OC k npeapaynieMy COCTOSHUIO iepe cO0eM MUTaHUS.

State ® Ecmu OC cepBepa Obuia 3amymieHa nepena cooem nutanus, OC
cepBepa OyIeT 3amylieHa aBTOMaTHIeCKH MO CIIe
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Onpa

Onmcaane

BOCCTAHOBJICHHUS IMOJA4YU ITUTaHUA.

® Ecmu OC cepBepa Obuia BBIKITIOUEHA Mepea c00eM MUTaHus, TO
OC cepBepa Takxke OyneT BBIKIIOUEHA H IOCIIC BOCCTAHOBICHHS
MOJIaYH MU TAHHUS.

Remain Off

OC cepBepa OyzeT BBIKJIIOUEHA Ja)Ke MOCJIC BOCCTAHOBJICHUS
MOJIauy TTUTAHMUS.

ITpouenypa

Ta6u. 3-32 Oneparnu ynpapieHus TATAHASM

Omnepanms

ITponrenypa

3amyck OC cepsepa.

1. Ha ctpanune Power Control naxmurte Ha kHonky Power On
nog Virtual Power Buttons.

Ha OKpaHC MOSABUTCSA CJICAYIOIICC COO6I.L[€HI/ICZ
Are you sure you want to perform this operation?
2. Haxwmure Yes.

Bpewms 3amycka OC pasznuyaercsi B 3aBUCHMOCTH OT
KoHpurypamuu cepsepa. 3amyck OC BBIIONHEH YCIEIHO, €CIU
Ha DKpaHe NosABUTCA coobueHue «Operation successfuly.

[Mocne 3amycka OC 3HaueHue mapameTpa System Power
n3Menutcs Ha On.

Brikmrouenne OC
ceprepa.

1. Ha crpanune Power Control waxxmute Ha kHonky Power Off
nox Virtual Power Buttons.

Ha skpane nosiBUTCS ciieayromee cooOmeHne:
Are you sure you want to perform this operation?
2. Haxwmure Yes.

Brikmtouenre OC BBINOJHEHO YCIIEUTHO, €CIIM Ha dKpaHe
nosiBUTCs coodmenue «Operation successfuly.

[Tocne Beikmouenust OC 3HadeHne napameTpa System Power
namenurcs Ha Off.

IIpunynutensHOE
BeIKIIOYeHHEe OC
cepsepa.

1. Ha crpanune Power Control naxxmute Ha kHomky Forced
Power Off mox Virtual Power Buttons.

Ha OKpPaHE MMOABUTCA CICAYIOIICE CcOoOOIIcHHE:
Are you sure you want to perform this operation?
2. Haxwmure Yes.

[punynurensHoe BeIKI0YeHHe OC BBIIONHEHO YCIENTHO, €CITA
Ha dKpaHe nosButcs coodbmienne «Operation successfuly.

[Tocne npunyaurenpHOro BeikimtoueHUs: OC 3Ha4deHue
mapaMeTpa System Power msmenutcs na Off,

[punyoutenbHas
nepesarpyska OC

1. Ha crpanune Power Control saxxmute Ha kHomKy Forced
System Reset mox Virtual Power Buttons.
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Omnepanmns

ITponrenypa

cepsepa.

Ha skpane nosiBuTCS ciemyromee cooOImeHne:
Are you sure you want to perform this operation?
2. Haxwmure Yes.

[TpunynurensHas nepesarpyska OC cepBepa BIIIOIHEHA
YCIIEIIHO, €CJIM Ha dKpaHe MosBUTCs cooduienue «Operation
successful>

UK BKIIOYEHHS U
OTKJIFOYEHH S
mutanusg OC
cepsepa.

1. Ha crpanune Power Control naxxmurte na kHonky Forced
Power Cycle mox Virtual Power Buttons.

Ha skpane mosiBUTCS cieayromee cooOImeHne:

Are you sure you want to perform this operation?
2. Haxwmure Yes.

Bpewmst, HeoOxonuMoe Ha BBIIOJIHEHUE JaHHOW ONepalyy,
pa3nuyaeTcs B 3aBUCUMOCTH OT KOH(PUTypallu cepBepa.
Briknrouerne OC ¢ mocneayonum 3amyCcKoM BIITOJIHEHO
YCIIEIIHO, €CJIM Ha dKpaHe MosBUTCS coobmieHne «Operation
successful>»

Bo Bpems aHHOTO TIpolecca 3HaUeHHe mapamerpa System

Power usmennrcs caagana ¢ On va Off u 3arem cHOBa cTaHeT
On.

3amyck NMI

BHUMAHUE
BeImonsstiiTe 1aHHYIO OTIEpanuio TOJIBKO B TOM ciaydae, ecii OC He
pabotaeT ucnpasHo. [Ipexxae yeMm HakaTh JaHHYIO KHOIIKY, YOIHUTECh, 4TO
OC nonzep:xuBaeT nporpaMmy 00paboTKu npepbrBaHuii. B mpoTuBHOM
cirydqae MoXkeT npomsoitu c6oit OC.
1. Ha crpanuue Power Control maxxmure na Bxnaaky NMI mox
Virtual Power Buttons.

Ha skpane nosiBUTCS cieayomee cooOmeHme:
Generating an NMI may cause data corruption or data loss. Are
you sure you want to continue?
2. Haxwmure Yes.
Bpewmst, HeoOxoqrMoe Ha BBITIOJIHEHUE TAHHOW OIEpaIlny,
pasiMyaeTcs B 3aBUCUMOCTH OT KOH(PUTYpAIUH cepBepa. 3amycK

NMI BBINONHEH YCNEUIHO, €CJIU HA YKPAHE IIOSBUTCS
coobmenue «Operation successfuly.

VYcraHoBka
MOJIUTUKH
BOCCTAaHOBJICHUS
MOJa4Yy MUTAHUS.

1. Ha Briaake Power Control Beibepute MOIUTHKY
BOCCTAHOBJICHHS MOJIa4M MUTaHUs moj System State Upon
Power Supply.

[MonpoGHas nHbopMmarms npuseneHa B Taom. 3-31.
2. Haxwmure Save.

HacTtpolika BeIOIHEHA YCIIENIHO, €CIIM HA YKPAaHE MOSIBUTCS
coobmenne «Operation successfuly.

YcTaHoBKa nepuoaa
OXKHUJIAHUS
OTKIIOUCHUS
MMUTAHUS.

1. Ha crpanune Power Control mis napamerpa Power-off

Timeout n0MKHO OBITH YCTAHOBIEHO 3HAYEHUE il
e

2. Haxwmmre M BBCIUTC 3HAYCHUC B TCKCTOBOM II0JIC.
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Omnepanys ITporrenypa

' y
Haxmure * JJI IpOCMOTpa Juarna3oHa 3HAYCHUU. I[I/IaHa3OH
3HAYCHUMN pas3nan4yacTCs B 3aBUCHUMOCTU OT HCHOJ’H:ByeMOfI
MOZCJIN CE€pBEpa.

3Hauenne 1o ymomdanuio — 600.
3. Haxwmure Save.

HacTtpolika BeIOIHEHA YCIIENIHO, €CIU HA SKPaHE MOSABUTCS
coobmienne «Operation successfuly.

Iposepka nepuona | Ha ctpanune Power Control nposepsre 3HaueHue napameTpa

OXKHIaHHS Timeout Period (s) mocne Power-off Timeout u3 o6iractu Virtual
OTKJIIOUCHHS Power Buttons.
IIUTAHUA.

3.6.2 Orpann4veHne NUTaHMSA

Omnmncanne pyHKIMN

Ha ctpanune Power Capping MoXHO BBIMOIHUT CIIEAYIOIIHE ONCPAIIu:

® [IpocMmoTp HH(OPMAIIUK O TUTAHUH CEPBEpPa.

L4 BkiaroueHue uian OTKIIOUCHUE (I)yHKLII/II/I OrpaHUYCHUA IMTaHUS, YCTAHOBKA 3HAYCHUA
OrpaHUYCHUA TMTAHUS, a TAKIKE YKA3aHUC HCﬁCTBHﬁ, KOTOPBIC HCO6XOI[I/IMO
OpEaANpUuHATh NIPpHU cboe OrpaHUYCHUA TUTAHUS.

®  [IpocMmoTp rpapuKOB CpeHETO 3HAYCHUS TUTAHHS U IIMKOBOTO 3HAUCHUS ITUTaHUS 32
IPOILTYIO HEJIENIO WIH JEHb, IPOCMOTP JAHHBIX IUTaHUsI, IOJyUYCHHBIX B KaX bl
HepHoJl BEIOOPKH, M IOBTOPHO COOPAaHHBIX CTATHCTHYCCKUX JAHHBIX MMUTAHUSL.

Cucrtema IMOJIy4ac€T JaHHBIC TMTaHUA CEPBEpPA KaXKIAbIC 10 MUHYT.

ABHMMAHME

e (CoOnroaiiTe 0CTOPOKHOCTh TPU YCTAHOBKE 3HAYCHUS OTPAHUYUCHUS TUTAHUSL.
He6omnpioe 3HaueHUE OrpaHHUYCHHS TUTAHUSA MOXKET MOBJIUATh HA MPOU3BOAUTEIBHOCTD U
orepaiuy CUCTEMBIL.

e Eciu ms mapamerpa Forced Shutdown After Power Capping Failure ycranosieHo

“=8 | 70 3TO MOXKET OBNUATH Ha cepBUCHI (cepBepsl RH5885 V3, RH5885H V3 u
RH8100 V3 He nopaepkKuBaoT (GyHKIIUIO IPUHYIUTEIEHOTO BBIKIIOUEHHS IIpu cboe
OTpaHUYCHUS MUTAHUS).

o Oyukius Power Capping nenocrynna it iBMC cucremsr B, ecm RH8100 V3
paboTaeT B IByXCHCTEMHOM PEXKHME.

GUI

BriGepure Power u3 riaBHoro MeHro u Beibepute Power Capping us nepeBa HaBUTaIlUM.
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Ha skpane nosiButcst ctpanuiia Power Capping.

Puc. 3-17 Crpanuna Power Capping

Power Capping

Current Status

Power Unit: ® BTU/h
Statistics Collected 2017-06-23 07:40:34 Reset Statistics
Current Power. 81.9 BTU/h Average Power: 402.6 BTU/h
Total Consumed Power:  218172.3 BTU
Peak Power: 1105.5 BTU/h Peak Occurred: 2017-08-01 04:48:34
Current CPU Power 0.0 BTU/h Current Memory Power: 0.0 BTU/h
Power History (BTU/h) | Clear download OAverage Power O Peak Power

81915

ITapameTpnI1

Ta6u. 3-33 INapamerpst u3 odmactu Power Capping

ITapamerp

OmnmcaHne

Power Capping

BxuroueHue win OTKIIOYEHHE (byHKLII/II/I OrpaHHUYCHUA IMUTAHUA.

MNPUMEYAHUE
Iepen nacrpoiikoii Gpynkimy orpannuenust mutanust B BIOS nomwkHb! ObITh

YCTAHOBJICHBI CIEAYIOIINE TapaMeTPHI:
e Jlna napametpoB EIST Support wim EIST no/mkHO OBITH yCTaHOBIICHO
snaueHue Enabled.

e Jlnsa mapamerpoB ACPI 3.0 T-States unu ACPI T-States (eciu TakoBbie
HMEIOTCS) IOJDKHO OBITh yeTaHOBICHO 3Hadenne Enabled.

OyHKIUS OTpaHUYCHUS MMTaHUS HeOCTyIHA i cepBepa RHE8100
V3, paboTaroniero B AByXCHCTEMHOM pexumMe. CTaTHCTHKA
norpebnenus nutanus Bcero cepepa RHE8100 V3 orobpakaercs
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ITapameTp

Omnmcaane

HE3aBUCUMO OT Toro, pabortaeT i cepsep RHE100 V3 B
OJHOCUCTEMHOM WJIN JBY XCUCTEMHOM PEXHUME.

Haxmute 1581071 ey gaxxmuTe Save.
e J[nst BKIIOYEHHUS TaHHOM (DYHKIIMM YCTAHOBHTE VIS ITapaMeTpa
e

e Jlnsa OTKIIOUEHUSI TAaHHON (YHKIMH YCTAHOBUTE ISl IapaMeTpa

Power Cap
(BTU/)

MaxcrMmanbHOE SHEPronoTpedieHne padoTarommero cepaepa.

Jaunusiii napametp HepoctyneH aiist cepsepa RH8100 V3,
PpaboTaoIIETo B BYXCUCTEMHOM PEXKHME.

oy
-

Haxwmmure JUIS TIPOCMOTpa JUara3oHa 3HadyeHul. /nanason
3HAYCHUM pas3nn4yacTCsa B 3aBUCUMOCTHU OT HCHOHb3yCMOﬁ MOACIn
cepsepa.

3HaueHHe OrpaHUYCHUS MUTAHHUS HE MOXKET ObITh HU)KE HUKHETO
PEKOMEHIOBAHHOTO 3HAUEHHS.

Forced Shutdown
After Power
Capping Failure
(cepBepb RHS5885
V3, RH5885H V3
u RH8100 V3 ne
MoAACPKUBAIOT
JaHHYI0 (QYHKIHIO)

ODyHKIMS aBTOMAaTUY€CKOTO BBIKJIIOUCHHSI CHCTEMBI uepe3 15 cekyHa
IIOCJIE OTKIIFOYCHHS ITUTaHUS.

Haxxmure I Sy gaxxmute Save.

YcTaHoBUTE JUIS TAHHOTO MapamMeTpa 3HaYCHHE el na
aBTOMAaTUY€CKOTO BBIKIIIOUCHUS CHCTEMBI Yepe3 15 cexyHa mocie
OTK/IIOYEHHS [UTAHUS.

Ta6u. 3-34 IlapameTpsr u3 oomactu Current Status

ITapamerp

OmnmcaHne

Power Unit

Bri6op eaunuibl uamepenus nutanus, Hanpumep: W i BTU/h.

NPUMEYAHUE
1BTUMI =0,293 W

Statistics Collected

BpewMs Hadana cOopa CTaTUCTHUECKUX JAHHBIX TUTAHMUS.

Current Power

TeKyH_[ee MMUTaHUE CEPBEPaA.

Average Power

I[aHHLIC Cpe,[[Heﬁ MOIIHOCTH, CO6paHHI:Ie C MOMCHTA BKJIIOYCHUA
CEpBEpa WM C MOMCHTA MMOCJICAHETO CTapTa c6opa CTaTUCTUKHU.

Total Consumed
Power

Janubie o0m1elt norpedisieMoil MOITHOCTH, COOpaHHbIE C MOMEHTA
BKJIFOYCHHSI CEpBEpa MUJIM C MOMEHTA MOCJIEJHEr0 CTapTa coopa
CTaTUCTHKH.

Peak Power

I[aHHBIe MaKCHUMaJIbHOM HO’I‘pe@IHCMOﬁ MOIIHOCTH, C06paHHBIe C
MOMCHTA BKIIFOYEHUSA CEPBEPA UJIM C MOMEHTA IMMOCJICAHETO CTapTa
060pa CTaTUCTHUKU.
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ITapameTp Onmcanmne

Peak Occurred Bpewmst mosiBieHUs MUKOBOTO 3HAYCHUST MOIIIHOCTH C MOMCHTA
BKJTIOUCHHMS CepBepa WM ¢ MOMEHTA MOCJIeIHETo cTapTa coopa
CTATHCTHKU.

Current CPU Texymiee saepromnorpednenue LI ceprepa.

Power

Current Memory Tekylee sHepronoTpeOIcHUE MaMATH CepBepa.

Power

Ta6u. 3-35 Iapamerpst u3 obmacta Power History

ITapameTtp Onmncanne

Jluneiinblii rpaduk moTpedsasieMoii MOIHOCTH

Average power 3Ha4YeHUs] TUKOBOW MOITHOCTH, COOpaHHBIE 32 TOCIICTHIOK
HEJIeII0, IeHb WU TIEPHO] OT TIOCIIeTHETO cTapTa coopa
craructuku 10 10 MuUHYT Hazan.

Peak power 3HaueHus1 CpeTHEH MOIIHOCTH, COOpaHHBIE 32 MOCJIEIHIONI
HEJIeITI0, IEHb WU TIEPHOJ] OT MOCJIECIHEr0 cTapTa coopa
CTaTMCTHKM 10 10 MUHYT Hasa.

IIpouenypa
IIpocmoTp NuTAHUSA cepBepa
1. B ctpoke meHIo BeiOepuTe Power.
2. B nepese naBuramnuu Beioepute Power Capping.
Ha skpane nosieutcst ctpanuna Power Capping.
3. B o6mactu Current State OynyT noka3aHbl JaHHBIC IATAHHUS CEPBEpa.
IMoBTOPHBII cOOpP CTATHCTHKH MATAHUA CepBepa
1. Haxwmure Reset Statistics.
Ha skpane nosBUTCS clieayromas HHpOopManus:
If you perform this operation, the system will delete the original power statistics
and recollect power statistics (the system will also recollect power saving
statistics on the Information Summary page) . Are you sure you want to perform this
operation?
2.  Haxwmure Yes.
Ilocne 3TOrO cucTeMa yoanuT apXUBHBIE CTATUCTUYECKHUE JaHHBIC TUTAHUA CEPBEpA.
YcTaHoBKA OrpaHMYeHUs NHTAHUS
1. Haxmure nocyie Power Capping.
Ha skpaHne mosiBUTCS cienyronias HHGOpMaIlHs:
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Are you sure you want to enable or disable power capping?
2.  Haxwmure Yes.
CDYHKLII/UI OIpaHUYCHHUA ITATAHWA BKIIFOYEHA, €CJIM HA 3KPAHE MMOSABUTCA «Operation

Successful» u U3MEHHUTCS Ha Nl
#
3. Haxwmure “ uBBeauTe 3HaYEHHE B TEKCTOBOM moste Power Cap.

YKka3aHHOE 3HAYCHHUE TOJDKHO HaXOOUTHCS B IpejiefiaX Juana3oHa 3HaYeHHH, KOTOPBIH
yKa3aH Mocje TEKCTOBOTO OIS

4., Haxwmure Save.

Hacrtpoiika BBINONHEHA YCIIEIIHO, €CJIM Ha SKpaHe MosBUTCS coodmeHne «Operation
successful>

OtkinrodyeHue GyHKIMU OTPAHMYEHUS] MM TAHUA

1. Haxwmwure S mocie Power Capping.
Ha skpane otoOpasutcs ciemyromasi nHpopMaIus:
Are you sure you want to enable or disable power capping?
2.  Haxwmure Yes.
OyHKIMS OrpaHUYCHUS ITUTAHKS OTKIIIOUCHA, €CIIM Ha SKpaHe mosButcs «Operation

Successful» u Sl p3MeHuTcs Ha
BxJiiloueHne NpuHYTUTEIHLHOTO OTKJIIOUEHHS TOCJIe CO0sl MUTAHUS
1. Haxwmure mocie Forced Shutdown After Power Capping Failure.

Ha skpane nosiButcs cieayromas HHGpopMaIus:

Are you sure you want to change the policy used in the event of power capping failure?

2. Haxwmure Yes.

Ecin Ha skpane nosiButcst coodmenune «Operation Successfuly u 3HaueHne

HU3MEHUTCS Ha ST TO IpoM30IIeT MPUHYAUTEIHHOE OTKIIOYCHUE TUTAHUS
cepBepa 1Mo UCTedeHUH 15 cekyH]| mocie cOos MUTaHusl.

Yzla.ﬂe}me APXUBHBIX CTATUCTUYECCKUX JAHHBIX MUTAHUA

1. Haxwmure Reset Statistics.
Ha skpane nosiButTCS ciieyomiasi HHGopMaIusi:
Reset History Power Data?
2.  Haxwmure Yes.
Cucrtema ynajauT apXUBHBIC CTATHCTUYECKUE NAaHHBIC O TUTAHUH cepBepa U
HEe3aMeUIUTEIEHO COOMPAET CTATHCTUKY IIUTaHUS cepBepa.

3arpy3ka APXUBHBIX CTATUCTUYIECCKUX JAHHBIX NTUTAHUA

1. Haxmure Download.
Ha skpane mosiBUTCS AMAIOTOBOE OKHO Save.

2. BeiOepure JIOKaNbHBIA KaTaNOT Ui COXpaHEeHUs (aiiyia ¢ apXUBHBIMU JaHHBIMU
MUTaHUS.

3.  Haxwure Save.
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3arpy>XKeHHBIH (aiin ¢ apXUBHBIMH JAHHBIMH MU TAHHS OyleT COXPaHEH B YKa3aHHBIH
KaTajor Ha jokansHoM T1K.

HpOCMOTp APXUBHLIX JAHHBIX NMTAHUSA 34 MMOCJTCIHIOI0 HEICT10

1. B o6nactu Power History nasxmute Last week.

Ha 9KPaHC MOABATCSA CTATUCTUICCKHUEC JaHHBIC IMMKOBOH U cpez[Heﬁ MOIIHOCTH 3a

MOCIIC/IHIOK Heento. Eciu neproa ot mociieJHero BpeMEeHH Hadana cOopa CTaTHCTHKH
JI0 TEKYIIETO BPEMEHH COCTABIISIET MEHEE OJIHOM HEJIeNH, TO Ha SKpaHEe MOSIBSITCS TOJBKO
CTaTUCTUYECKHE JaHHBIC MOIIHOCTH, CO3IaHHBIC C MOMEHTA Havalia ocjeIHeTo coopa

CTaTUCTHKH .
IMpocMOTp apXUBHBIX JAHHBIX MUTAHUS 32 NMOCJEHUH T1eHb

B o6iactu Power History naxxmure Last day.

Ha sxpaHe mosBATCS CTaTUCTUYECKUE TAHHBIC THKOBOM U CPEJIHEH MOIITHOCTH 3a TOCICTHUN

JCHB.

3.6.3 HacTtporiku 3HeprocoepexeHms

Omnmcanve pyHKIIMN

GUI

Ha ctpanune Energy Saving Settings moxxHo HacTpouTh P-cocTosiHus (pabouyro 4acToTy
LIT) u T-cocrostaust (padounit ukn LIT) aiist cokparnienust SHEpPromnoTpeoIeHUs.

ABHMMAHME

HacTtpoiiku sHEprocOepeeHuss MOTYT MOBIUATh HA POU3BOAUTEIBHOCTh CUCTEMBI.
CoOnronaiiTe 0CTOPOXXKHOCTH NMPH KOHPUTYPUPOBAHUN [TApaMETPOB SHEProcOEperKEeHUS.

[lepen HacTpoiikoi GyHKIMH orpaHuueHus MuTanus B BIOS 10mKHBI OBITh YCTAHOBIICHBI
CHEAYIOIINE TapaMeTpBI:

®  Jlns mapametpoB EIST Support wiu EIST momkHO OBITE yCTAHOBICHO 3HAYCHHE
Enabled.

®  Jlns mapamerpoB ACPI 3.0 T-States nim ACPI T-States (eciu TakoBble UMEIOTCS)
JOJDKHO OBITh yCTaHOBIIEHO 3HadeHue Enabled.

Beibepure Power u3 riaBHoro meHro u Beibepute Energy Saving Settings u3 nepesa
HABUTALMH.

Ha skpane mosiButcst ctpanuiia Energy Saving Settings.

O6nacte Energy Saving Settings cocrour u3 aByx pasaenos: Power Adjustment u PSU
settings.
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Puc. 3-18 Crpanuna Energy Saving Settings RH8100 V3

Energy Saving Settings

Power Adjustment

Before you adjust power, enter the BIOS setup menu and enable EIST Support (displayed as 'EIST' for some products) and ACPI 3.0 T-States (i this option is available).
You can adjust the systermn power consumption by setting the P-state (CPU operating frequency) and T-state (CPU duty cycle).
The nurmber of P-states and T-states varias depending on the CPU model.

CPU Operating Frequency
0

PO P1 P2 P3 P4 P3 P& P7 Pg PO PL0 P11 P12

PO is the masximurm value. A larger P-state value indicates a lower CPU operating frequency, and thereby lower power consumption.

CPU Duty Cycle
0

TO T1 T2 T T4 TS Te T/ T8 T TL0 Til Ti2 T13 T4

T0 indicates the maximum value. & larger T-state velue indicates a lower CPU duty cycle, and thereby lower power consumption.

Save
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Puc. 3-19 Crpanuua Energy Saving Settings apyrux cTroedHsIx cepBepoB

Energy Saving Settings e ®
Power Adjustment
Before you adjust power, enter the BIOS setup menu and enable EIST Support (displayed as 'EIST' for some products) and ACFI 3.0 T-States (f this option is available).

You can adjust the system power consumption by setting the P-state (CPU operating frequency) and T-state (CPU duty cycle).
The number of P-states and T-states varies depending on the CPU model.

CPU Operating Frequency

PO is the maximurn value. A larger P-state value indicates a lower CPU operating frequency, and thereby lower power consumption.

CPU Duty Cycle

T0 indicates the maximurn value. A larger T-state value indicates a lower CPU duty cycle, and thereby lower power consumption.

Sawe

PSU Settings

Actual PSU Status

Systern Power: 144 W

PSU Power: PS1: 0W PS2: 144w
Work Mode:  Load Balancing
Active PSU: Ps2

Predicted PSU Status

Work Mode: #® Load Balancding Active/Standby
Active PSU: 251 P52 @
Hibernate: Take effect after OF shutdown

Save

Onmucanne napamerpa

Ta6u. 3-36 Iapamerpsr u3 obmactu Power Adjustment

ITapameTp Omnmncanne
CPU Operating Juns nHacTpoliku paboueii yactorel LIIT mepeTamute moa3yHOK
Frequency (P-cocTosame).

KomnyecTBo P-cocrosiHmii paznuyuaercsi B 3aBUCUMOCTH OT MOJIEIIN
III. PO — aTo MakcuManbHOE 3HaUCHHE. boiiee BRICOKOE 3HAYCHHE
P-cocrosnus ykaspiBaeT Ha Oonee HU3KYIO pabouyto yactoty LT m,
CJIeIOBATENIbHO, MEHbIIIEe SHEProNoTpeOIeHHE.

NPUMEYAHUE
Ecnmu akTHyeckas MOIIHOCTh CepBepa MPEBBIIIACT 3HAICHUE OTPAHUY CHUSE
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ITapameTp

Onmcaane

MMTaHUs TI0CJIe TOTO, KaK OblIa BBINOJIIHEHA HACTpoiika P-cocTosiHus U
T-cocrostamst, To P-cocrosinne u T-cocTosiHue OynyT aBTOMaTHIeCKU
HACTPOCHBI Ha HOPMAJIbHBIC 3HAYCHHUSL.

CPU Duty Cycle

st Hactpoiiku padodero nukia [{II meperamuTe moa3yHOK
(T-coctosiaume).

KonmngectBo T-cocTosiHnit paznuyaercss B 3aBUCUMOCTH OT MOJIENH
III. TO — 3T0 MakcUMaTbHOE 3HAUYCHHUE. boylee BRICOKOE 3HAUCHUE
T-cocTostHns yKa3eBaeT Ha Oonee HU3KUHA padouwii rukr LT u,
CIIeIOBATEIILHO, MEHBIIEE SHEPTroNoTpeOIeHHUE.

IMPUMEYAHUE
Ecnu akTHaeckas MOIIHO CTh CEPBEpa MPEBBILIACT 3HAYCHIE OTPAHNICHISI
MMTaHUs TI0CJIe TOTO, KaK OblIa BBINOJIHEHA HACTpoiika P-cocTosiHus U
T-cocrostaumst, To P-cocrosinne u T-cocTosiHue OymyT aBTOMaTHYECKI
HACTPOCHBI Ha HOPMAJIbHBIC 3HAYCHHUSL.

Taou. 3-37 Iapametpsr B paszaeine PSU settings (cepsep RH8100 V3 He mopiepxuBacT JaHHYIO

GyHKImI0)

ITapameTp

OmncaHne

Actual PSU Status

System Power

Texymiast MOIIHOCTB CepBepa.

PSU Power Texymias momHOCTh Beex OimokoB nutanus (PSU) cepsepa.
Work Mode Tekyuuii pexxum padotsr PSU.
Active PSU AxtuBHble PSU.

NMPUMEYAHUE

Ecmu s napamerpa Work Mode ycranosnero 3nauenune Load Balancing,
TO 0TOOpaKaroTCs Bee oOHapyxkeHHbie PSU.

Predicted PSU Status

Work Mode

Pexxum pabotsr PSU.
3HavyeHus:

* |Loading Balancing: HeckoibpKO GIOKOB TTHTAHHS
OIHOBPEMEHHO IOJAIOT MUTAHKUE AJI CUCTEMBI U Pa3IeIIsSIOT
SHEPronoTpebICHHE CHCTEMBIL.

DTOT peskrM 00eCIIEYUBAET BBICOKYIO MOIIHOCTb JJIsl BCEi
CHCTEMbI U OKa3bIBAET HE3HAUYUTEIILHOE BIMSIHUE HA PE3ePBHbIE
OJIOKM TIUTAHUS, €CJIU OJIUH U3 OJIOKOB MUTAHHS HEUCIIPABEH.
OIIHaKO 6J'IOKI/I MATaHUA B TJaHHOM PEXKUME UMCIOT HU3KYIO
9Hepro3GpPpeKTHBHOCTD U MOTPEONAIOT OOJIBINE IIEKTPOIHEPTUH.

® Active/Standby: oquH MK HECKOJIBKO aKTHBHBIX OJIOKOB
MMATAHUS TTOAAOT IIMTAHUE JJISI CHCTEMBI, & IpyTHe OTOKH
MTUTAHUS SBISIOTCS PE3CPBHBIMHU.

B nanHOM pexume obecrieunBaetcs 6oiiee BRICOKAs
3Hepro3GGpeKTHBHOCTh M MEHbINAs OTpeOIsieMas MOITHOCTh. B
JAHHOM PEXKUME TaK)Ke MPOJUICBACTCS CPOK CITYkKObI OlI0Ka

Beimyck 06 (13.11.2017) Koubunenunanpaas uadopmarnus Huawei 83

Proprietary and Confidential

Copyright © Huawei Technologies Co., Ltd.




Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 3 Be6-unrepdetic nomp3oparens (WebUI) iBMC

ITapametp Ommcanne

IIUTaHUs. OZ[HaKO JaHHBIA PEXKUM NOAACPKHUBACT Oosce HU3KYIO
MOIIHOCTB.

3HadyeHue N0 yMOoJ4aHuio: PacnpenejieHne Harpy3ku

NPUMEYAHUE

o [lpu Hu3KOM dHEpTrOTOTPEOIeHIN crcTeMbl Bhibepure Active/Standby
IUIsl CHIDKEHHSI TIOTPEOIIsIeMO# MOLIIHO CTH cepBepa.

e  Ecii notpebisieMas MOIIHOCTb CUCTEMBI BBILIE WM paBHa 75% oT
HOMHHAIBHBIX MOIITHO CT€H aKTHBHBIX OJIOKOB IMUTAHI, TO PEXKUM
pabotel PSU aBromarnuecku namennres Ha Loading Balancing.

e B Hacrosimiee Bpems pexum active/standby (pesepsupopanue «1+1»)
HCIIOJIB3YETCS TOJILKO €CIU B cUcTeMe CKoHpurypuposaso asa PSU.

Active PSU Axtusabie PSU.

Hibernate BHUMAHUE

Tocne BrItOYEHMs pexuMa ITyO0KO# ruOepHaIM U CepBEp BBIKIIOUCH,
ecsin Bce akTuBHbIE PSU OynyT ynaneHsl WM nepecTaHyT [10/1aBaTh MUTaHUe
u3-3a ¢00€eB, TO MOTEPSI BCEH MOIIHO CTH CepBepa MPOU30HIET IPUMEPHO 32
10 cexyHz, OCTIE Yero IMpon30HaeT aBToMaTnieckoe Brmodenne PSU,
HaXOAIIUXCS B PeXKUMeE ITyOOKOH rubOepHaluu.

Bxuttouenue pexnma riryookoit rudepHanuu. [lociae BKIIOUSHUS
pexkuMa TIryOOKOH rTHOepHALINY, €CITH CEPBEP BBIKIIOYCH, TO
HekoTopble PSU nepexost B pexxum riy0okoii ruOepHalluy 1
MepeCcTaroT MoaaBaTh mutaHue. [locie BKIFOYCHHS PeKIMa
ry0okoii rubepHaly WK BKIItoueHus cepBepa, PSU B pexume
[Iy0OO0KO# rubepHaIK MPOIOJKAT MOIaBaTh MUTAHUE.

HaxMure WIN Sy gaxxmute Save.
o Jlius BKIIOYEHMS JAHHOM (DYHKIMH yCTAaHOBHUTE I IapaMeTpa
e

® JIns oTKIJIIOYEHUS JaHHON (PYyHKLIUHM YyCTaHOBUTE JUIA MapaMeTpa

Hactpoiixu BcTynar B cuily TOJbKO nocie BbikmodeHust OC.

MNPUMEYAHUE
Hactpoiika pexmma rryOokoii rHOepHaIy 10 CTYIHA TOJIBKO JIJI CEPBEPOB
1288H V5, 2288H V5 u 2488 V5.

ITpouenypa

Kon¢purypuposanne nojautuxu 3Heprocoepe:kenns LTI

1. B crpoke meHto BeiOepute Power.

2. B nepese naBurarmu Beioepute Energy Saving Settings.
Ha skpane nosiButcst ctpannna Energy Saving Settings.

3. Jlna Hactpoiiku paboueit yactorsl LT miu pabodero 1ukia nepeTariuTe moJI3yHOK.
[MonpoOHas uHdopMarmst o mapamerpax npuBeaeHa B Taon. 3-36.

| InPUMEYAHME
e [leperamure Noa3yHOK.
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e Hacrpoiika makcumanbHOM paboueii yactots! LI[1 oka3piBaeT OoJibliiee BIUSHUE HA
9HEPIomNoTpedNIeH!e ¥ MEHbIIee BIMAHUE Ha IPOU3BOAUTEIBHOCTh CUCTEMBI, UM HACTPOiKa
patouero 1mkia L1 TTosTomy cHauana HEOOXOAMMO BBINOIHUTH HACTPOHKY MaKCUMAITbHOM
paboueii wactots! LI[L

Haxwmute Save.

Ha skpaHe mosiBUTCS cienyroniast HHGOopMaIlus:

Are you sure you want to perform this operation?
Haxxmute Yes.

Hacrtpoiika BBINONHEHA YCIIEIIHO, €CJIM Ha SKpaHe MosBUTCS coodmeHue «Operation
successful>»

Setting the PSU Working Mode (ue monnepxuBaetcs B cepsepax RH8100 V3)

B ctpoxe meHto BeiGepuTe Power.
B nepese naBuranuu Beibepure Energy Saving Settings.
Ha skpane nosiButcs ctpanuiia Energy Saving Settings.

B o6mactu Predicted PSU Status ykasure pabouwnii pexxum PSU, akrtusnsiii PSU, a
Takxke OYJIeT JIM BKIIOUEH PEXUM TITyOOKOM THbepHAIINH.

[TonpobHast nHpOpManyus 0 mapaMeTpax npuseaeHa B Taom. 3-36.

L lnpumeuanue

Hacrpoiika pexxuma niryOOKo# ruOepHaImH 10 CTyIHA TOJIbKO Juist cepBepoB 1288H VS5, 2288H V5 u
2488 V5.

Haxxmute Save.

Ha skpaHe nosBUTCS clieayromas nHPOopMaIus:

Are you sure you want to perform this operation?
Haxxmute Save.

Hactpoiika BbIITOJIHEHA YCTIETITHO, €CIIM Ha 3KpaHe MosBUTCs coobmienne «Operation
successful>»

3.7 KoundwurypuposaHnme

3.7.1 JIoka/ipHBIE IIOJIb30BaTe I

Omnmcanve PpyHKIIMMA

GUI

Ha ctpanunue Local USers MoXHO BBITOJHSTE IPOCMOTP M YIPABJICHHE MONB30BATEIIIMH
iBMC.

Kpome Toro, umst mosp30Barelisi o yMon4aHuio root st cepeepoB V3 u Administrator ms
cepeepoB V5. iBMC nomnepkuBaet 1o 15 monp3oBareneit. CructeMa momaepKuBaeT
no0aBJIeHNE, pEIAKTUPOBAHUE WIH UX yAAJICHUE HA JAHHOU CTPAHHMIIC.

Beibepure Configuration u3 rmaBaoro mMeHro u Beibepute Local Users u3 nepesa HaBuraimu.

Ortkpoetes ctpanuia Local User. Crpanuiia cocTout u3 Tpex obnacteil.

Local user list: cimcok mons3oBareireit iBMC.
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®  User rights: crimcok mpaB, Ha3HaBeHHBIX Hosb3oBartesim Administrator, Operator,
Common User, a Takxe 4eThipe 0OBIYHBIE POJTH.

®  SSH public key management: criucok monb3oBareneid SSH, cKOH(UTKpUPOBaHHBIX C
myOnuuHbIMU Kirodyamu. CucTeMa MOAAepKUBaeT N00aBlIeHUE WIIH yoaJleHHE
myOnuuHbIX Kiarodeir SSH.

Puc. 3-20 Crpanunna Local Users

Local Users e ®
The system supports a maximum of 16 users, including the root user. The Administrator user is a default user with administrator rights.
Add
User Name Rele Psssword Validity (Days)  Rulel  Rule2  Rule3  Weob  SNMP IPMI  SSH  SFTP  Local Redfish  Operation
Administrator  Administrator  Unlimited [ ] ® [ ] ® ® ® ® rd
Info_test Administrator  Unlimited [} [ ] [} [ ] [ ] L ] [ ] £ K
commaon Common User  Unlimited [ ] ® [ ] ® ® ® ® SR
User Mgmt  BasicMgmt  KWM MM Security Mgmt  Power Cortrol  Diagnostics  Query Owin password & $5H

Administrator:

Operator:

Common User:

Custorn Role 1: v
Custorn Role 2: )
Custorn Role 3: v

Custorn Role 4: v

Save

SSH Public Key Management
The RFC 4716 and OpenSSH formats are supported. An RSA key contains 2048 or 4096 bits, and a DSA key contains 1024 or 2048 bits.

Add

User Name Public Key Hash Operation

Omnmucanne napamerpa

Ta6u. 3-38 IlapameTpsl, CBI3aHHBIC C JIOKAILHBIMHU ITOJTb30BATEIIIMA

ITapamerp Omiicanmne
Add JoGaBiieHue JI0OKaIbHOTO MOJIb30BATEIIS.
P N3menenue nHGOpPMAIINH O JIOKAJIbHOM IOJIb30BaTee.
b 4 VnaneHne JOKaIbHOTO MOIb30BATEs.
Save CoxpaHeHue KOH(PUTYpaILUH JIOKaJILHOTO TOJIE30BATEIIS.

User Name Wms nonb3oBaress 1 Bxona B iBMC.
Mo yMomuaHUIO yCTAHOBIEHO MMsI MIOJIb30BatTelst oot st
cepsepoB V3 u Administrator mist cepBepoB V5, a MCXOIHBIIM
MapoJib yKa3aH Ha TabIM4Ke ¢ MApKUPOBKO#M MpojayKkTa. B memsx
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3 Beb-unrepdeiic nmonszonarens (WebUI) iBMC

ITapametp Ommcanne
0e301acCHOCTH MOCJIEe IEPBOT0 BXO/la PEKOMEH/IyeTCsl H3MEHUTh
MCXOMHBI Mapoiib U MEPHOANIESCKU MEHATh MapoJib B JalbHEHIIIEM.
Role Poiib, Ha3HAaYCHHAs [IOJIB30BATEIIIO. POJIb OmpeessieT oneparuy,

KOTOPBIC MOKET BBINIOJIHATD ITOJIB30BATCIIb.

Password Validity
(Days)

Cpok aeiicTBHS MapoJis MOJIb30BaTeNs.

Rule

HpaBHna BXOa B CUCTEMY, KOTOPBIC IPUMCHSAIOTCS K
IIOJIB30BAaTCIIIO.

Login Interface

HuTepdeiic mpu moMoIm KOTOPOro Mmoiik3oBarelib Bxoaut B iBMC.

Ta6u. 3-39 IlapameTpsl, CBI3aHHBIC C TPUBHJICTUSIMU

ITapameTp

Onmcaane

Administrator

HOHBSOBaTeJ'IL, KOTOpLIﬁ MOXET BBIITOJIHATH BCE ONIEPAIIUH.

ITosmHOMOUMs nonb3oBarens Administrator Hemb3s U3MEHUTD.

Operator

[Tonp3oBarenu, KOTOPbIE MOTYT BBITOJHATH 0a30BO€ yIpaBieHHE,
ynpasieHue KVM, ynpaenenne VMM, KOHTpOJIb MUTaHUS, 3aIIPOC
uHpOpMaLIUU U KOHPUTYpUPOBaHHE CBOUX COOCTBEHHBIX HapoJieii.

[MomHOMOUMs ToNB30BaTenst Operator Henb3s U3MCHHTb.

Common User

[Tonp3oBarenu, KOTOPbIE MOTYT 3aMpaniuBaTh HHHOPMALIUIO U
KOH(UTYPUPOBATh CBOU COOCTBEHHBIC MAPOIU

IToaromouns nois3oBareast Common USer Henb3s W3MEHHTD.

Custom Role 1 to 4

HOHL3OBaTeJ'H), KOTOpLIﬁ MOKECT BBIIIOJIHATH TOJBKO OHpe)]eJ'ICHHI)Ie
OTTEPAITHH.

User Mgmt

KoHndurypupoBanue mosb3oBareneil 1 maposei.
User Mgmt nomepxuBaeT ClieAyIoIue Onepauu:

* KoH(}uryprpoBaHue JOKaJbHBIX TOIb30BATEICH,
OHJIaH-TIONIb30BaTeNel u moak3oBateneit LDAP

¢ KoudurypupoBanue AByxX(pakTopHOii ayTeHTH(PUKAIUN

® BocCTaHOBIIEHUE 3aBOACKUX HaCTPOCK

Basic Mgmt

BrimonHeHre 6a30Boii KOHGUTypaIuy cepBepa BHEIIOJIOCHOTO
yIpaBJIeHUs.

Basic Mgmt momiepxuBaet cieayromine onepanuu:
¢ KoHpurypupoBanne cetn

¢ KoHdurypupoBaHue aBapuiHBIX OTYETOB

* Hnentudukauus cepsepa

® (OGHoBjIeHHE BcTpoeHHOTO [10

® 3arpy3ka u ypaneane SEL

® HacTtpolika 3arpy304HOro yCTponcTBa
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ITapameTp

Onmcaane

* KoH(purypupoBaHue yCTpOMCTB XpaHCHHUS
o (OO0OHOBJIEHHUE SI3LIKA

Ha crpanumax Alarm Settings, Network, System, System Info u
Language Update nHeaBropr30BaHHBIC MOJIH30BATEINA MOTYT
TOJIBKO BBITIOJIHATH 3allpOC JaHHBIX.

KVM

JIucTaHIIMOHHOE YIIpaBJICHHE C TIOMOINBIO Java Wil BCTPOCHHOM
yaaneHHoi koHconu HTMLS unu He3aBUCUMON ynaneHHOU
KOHCOJTH, BeIoMHeHNe KoHpurypupoauus VNC (JOCTYITHO TOJIBKO
JUIs cepBepoB V5) U HacTpolika repeajpecanuy Ha
MOCJIeI0BAaTEILHOM TIOpTE.

VMM

Hcnonp3oBanne QyHKIUU BUPTYAITBHOU CPEIbL.

Security Mgmt

Kondurypuposanue u 3ampoc QyHKIHA CHCTEMbI 0€30II1aCHOCTH.
Security Mgmt mopaepxuBaet cieayoIie onepamum:

® 3anpoc )KypHAJIOB ONEPAINH U KyPHAJIOB O€30MaCHOCTH

® Bri0op aaropuTMOB B IPOTOKOJIOB

® Vnpaenenue ceprudurarom SSL

* KondurypupopaHue yciayr

® (COop nH(pOpMAIMK OTHUM IIEITYKOM KHOIIKH MBIIIN

® 1IMIopT M BKCTIOPT (PaityioB KOHPUTYpAITHH

* Koudurypupopanue 6aHHEpa 0€30MACHOCTH IIPH BXOJE

Ha crpanunax Services, SSL Certificate u Import/Export
HCABTOPHU30BAHHBIC ITOJIB30BATCIM MOT'YT TOJIBKO 3allpalinBaTb
JaHHBIC.

Power Control

Omnepanuy BKIIOYCHUS W BBIKIIOUCHUS ITUTAHIS, TIepe3arpyska, a
TakXe KOH(QUTYpHUPOBAHHE IIUTAHUS 1 YHEPTOCOCPEKCHNUSI.

Ha crpanunax Power Control, Power Capping u Energy Saving
Settings HeaBTOpU30BaHHbIC MMOJIB30BATEIN MOTYT TOJIHKO
3arpamurBaTb JaHHBIC.

Diagnostics OOHapy»XeHHe HEHCITPABHOCTEH U BBOJ B OKCIUTYATAIIHIO.
Diagnostics momaepKuBaeT CICAYIONHE OMCPAIIHH:
® Jloctyn k uHTepdeiicy Texo0CTyKUBaHHS 1 BBOJA B
IKCILTYaTAIHIO
* Sensor simulation
® ABrOMaThYecKas 3allMCh BUIEO
¢ (Co3znaHue CKPUHIIIOTOB BPYYHYIO U aBTOMATHYE CKH
e J[aHHBIE MOCJIEIOBATEIILHOTO TOPTa
® UepHblit AIUK
Query 3anpoc nuHGOPMAIINH 32 HCKITFOUEHHEM HACTPOEK OE30MacHOCTH,

NOJIB30BATCJIbCKUX HACTPOCK U CUCTEMHOM PIH(i)OpMaL[I/II/I.

Own password &

KonduryprupoBanne cBoMx cOOCTBEHHBIX ITApPONIEH U yIpaBICHHE

SSH myOnmuaHBIM KiIroaoM SSH.
[Tonp30BaTeNI CHCTEMBI 10 YMOJYaHUIO 00NIafal0T JaHHBIMH
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ITapametp Ommcanne

IOJIHOMOYHAMM. I[aHHLIe MOJIHOMOYUSA MOTYT OBITh Ha3HAYEHBI U
AT OOBIYHBIX ITOJIB30BATCIICH.

Ta6u1. 3-40 Ynpasnenue myOnuyHbIM kitodom SSH

ITapamerp Omnmcanne
User Name [Monp3oBarens ¢ myonuuHbIM KitouoM SSH.
Public Key Hash Crpoxka, peobpaszoBanHas u3 myomumaroro kiroda SSH ¢
HCTIOJIE30BaHUEM XAII-aJTOPUTMOB.
4 Vaanenue myOmu4HOTO KITto4a mojbp3oBaTens SSH.
Add Nmmopt my6nmuvHOTO Kittoda rosb3oBarens SSH.

IIpouenypa

IIpocMoTp moJib30BaTeIbCKOI HHpOPMaALIUH

1. B crpoke mento Beibepute Configuration.

2. B mepese nasurarmu Beioepute Local Users.
Otkpoertcs crpanuia Local User.

3. IIpocmoTp nHPOpPMALIUHU O JTOKAJIHHBIX MOJIH30BATEIISAX.

JobaBaenne nmoab3oBaresiei

Cuctema nojiepxBaet 1006apIeHre MakcCuMyM 15 monb3oBateneit iBMC.

1. Haxwmure Add.
Ha skpaHe mosBUTCS CTpaHUIA I JOOABICHHS MTOJIb30BATEIIS, KaK TIOKAa3aHO Ha
Puc. 3-21. Tlogpobuas nHpOpMAIHS 0 TapaMeTpax IpuseaeHa B Taom. 3-41.
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Puc. 3-21 JloGaBneHue M0JIb30BATEIIS

* Current User Password:

* New User ID: 5 v
* New User Narne:
" New Password:
* Confirm Password:
Lagin Rules: Rulel Rule2 Rule3 Wiew login rules
Login Interfaces: + Web ' SNMP + IPMIL + SSH + SFTP + Local + Redfish

* Role: Administrator Operator Common User Custorn Role 1 Custormn Role 2 Custom Role 3 Custormn Role 4 (@ No Access

Save Cancel

Taoda. 3-41 TlapameTphl cBSI3aHHBIE ¢ J0OABIEHHEM ITOTE30BATES

ITapameTp OmnmcaHne
Cancel CtpaHuna [yis HACTPOUKH JIOKAIFHOTO MOJIB30BaTels Oe3
. COXpaHEHHS HACTPOCK.
Save Coxpanenue nHpopmanuu.

Current User [Tapons Texymero nojap30BaTessl.

Password

New User ID ID nobaBnsieMOro mojabp30BaTes.

New User Name Nms nobGaBnsgeMoro moap30BaTes.
3HaueHue: cTpoka AmmHOM oT 1 10 16 cuMBoOIIOB
[Tapons TOKEH COOTBETCTBOBATH CIIEAYIOIINM TPEOOBAHUIM:
® CopnepxaTb OyKBbI, HU(PHI U CTIEIHATBLHBIE CUMBOIIBI (32

uckiIoueHneM <>&,"/\%).
® He MoxeT HauMHATHCSI CO 3HaKA # M HE JIOJKCH COICPIKATh
mpobed.

New Password [Tapons s Bxoma B iBMC.
3HaueHue: CTpoKa, MIUHOH 10 20 CHMBOJIOB
B nensx 6e3omacHOCTH HEOOXOAUMO ITEPHOANIECKH MEHSTh
MapoJb.
Ecmu npoBepka CIOKHOCTH Mapoiisl BKIFOYCHA, TO MApOJIb JOJDKEH
YIOBJIETBOPSTH TPEOOBAHUSIM U OBITH TOCTATOYHO CIOKHBIM.

Confirm Password IMapone ms Bxona B iBMC. 3Hauenne TOMKHO OBITh TAKUM K€, YTO
u i napametpa Password.

Login Rules [IpaBuna BXoma B CUCTEMY, KOTOPBIE TIPUMEHSIOTCS K
MIOJTb30BATEITIO.
Jlist mpocMOTpa HaCTPOEHHBIX npaBuil Haxkmure View login rules.

Login Interfaces Hurepdeiic mpu moMorny KOTOporo mojb3oBares Bxoqut B iBMC.
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ITapameTp Onmucanmne
3HaueHusI:

* \Web: nonb30BaTesb UCIOJB3YET Beb-Opay3ep s BXojia B
WebUI iBMC.

* SNMP: nmons3oBarens uCHoONb3yeT HHCTpYMEeHT SNMP
(mampumep Opaysep MIB) mns Bxona B iBMC.

* IPMI: nonw3oBarens ucnonsiyet nHcTpyMeHT IPMI (Hanpumep
[PMItool) ms Bxona 8 CLI iBMC.

¢ SSH: nomnb3oBatens nenonb3yeT HHCTpyMeHT SSH (Hanpumep
PuTTY) ans xona B CLI iBMC.

® SFTP: nonp3oBatens ucnonb3yet uHCTpyMeHT SFTP (Hanpumep
Xfip) nnsa Bxoxa B ¢aitnosyto cuctemy iBMC.

® | ocal: mosnp30Baresb HCIOJB3YET MOCIIEI0BATSIbHBII TOPT
cepsepa st Bxona B CLI iBMC mimi MOXeT BOCIIONb30BaThCS
JKK-nucruteeM ai1st BXoaa Ha uHTepdeiic ynpasnenus iBMC.

¢ Redfish: mone3oBarens mid Bxoxa B iBMC Moxer
BOCIIONIb30BaThCsl HHCTpyMeHTOM Redfish.

NNPUMEYAHUE

INo ymo:4aHHIO 711 HOBOTO TIOJIB30BATEIIs BEIOpaHbI Bce HHTEpdEichl
BXOJ1a.

Role Pons, Ha3HaueHHas nonb3oBarento. [lonbp3oBaTenbekas poiib
oIIpelieNsieT ONepaluu, KOTOpble MOXKET BBIIOJIHSTh I0JIb30BaTEb.

3HauEeHHU:

e Administrator: mons3oBarenu ¢ poasro Administrator
BBITIOJIHSIOT BCE OMEPAIHH.

® Operator: nonp3oBatenu ¢ poiibto Operator BHITOTHSIIOT
0a30BbIe ONEPAINH, YIAICHHBIH KOHTPOJIb, JOCTYII K yIAJICHHOH
cpeze, yupaBlieHHE INTAHNUEM, 3aIpoc HH(YOPMAIIH 1
KOH(HUTypHPOBaTH CBOM COOCTBCHHBIC JAHHEIE.

e Common User: nons3oBarenu ¢ poibto Common User
3anpaiuBaoT HHPOPMALIUIO U KOHPUTYPHUPYIOT CBOU
COOCTBCHHBIC TaHHEIE.

e Custom Role: nonp3oBatenn, KOTOPbIM HA3HAYCHBI POJIU OT
Custom Role 1 g0 Custom Role 4 MoryT BBIIOIHSTE TOJIBKO
3aJaHHBIC OTePaIny.

* No Access: monp3oBarenu ¢ possio NO ACCess He MOTyT
BBIITOJTHATH HUKAKUX ONEePALHii.

INPUMEYAHUE
JI1st HOBBIX TIOJIb30BATENEH 110 YMOIYaHHIO chcTeMa 3anaeT poiib NO Access.

2. YcraHoBHTe mapaMeTpsl ojib3oBaTels. [logpoOHas nHopmanus o mapaMeTpax
npuBeneHa B Taomn. 3-41.

L lnpumeuanue

o Tlonp3oBarens ¢ ID 1 siBisieTcst pe3epBHBIM M0JIb30BATENEM, KOTOPBIH OTIpe/ieNicH B CrieluUKAIMIX
IPMI. [lanHsIit oNB30BaTens He oOnagaer npaBamu Ha Bxox B iBMC.
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e Jlus cepBepoB V3 monb3oBaredns ¢ ID 2 1o monbs3oBarens r0ot, a ast cepepoB VS 310
nosie3oBarens Administrator.

3. Haxwmure Save.

B criucke mosb3oBareseid osBUTCS WH(GOPMAIIHS O HOBOM ITOJIb30BaTelIe.

Modifying User Information

1. B cnucke JIOKanbHBIX TOJIb30BaTENICH BEIOEPUTE MOJIB30BATENIS, TApAMETPhl KOTOPOTO

\

HeO6XO,Z[I/IMO U3MEHUTH, U HAKMUTE ~

Ha OKpaHE€ IMOABUTCA CTpaHULla 11 UBMECHCHUA 10JIb30BaTCIbLCKOM HH(bOpMaHI/IH, KakK
nokazaHo Ha Puc. 3-22. [TonpoOHas uHpOpMalus o mapaMmeTpax npruBecHa B

Tabm. 3-42.

Puc. 3-22 U3meHenue nHGOpMAIINM TT0JIb30BATEIS

* Current User Password:

= User Narne:
Change Password:
Password:
Confirm Password:
Login Rules:
Login Interfaces:

* Role: (® Administrator

Save

Info_test

Rulel Rule2 Rule3 Wiew lagin rules

+ Web ' SNMP + IPMI + S8H + SFTP + Local + Redfish

Operator Commen User Custorn Role 1 Custorn Role 2 Custorn Role 3 Custorn Role 4 Mo Access

Cancel

Ta6u. 3-42 [TapamMeTphI CBSI3aHHBIC C PeIAKTHPOBAHUEM ITOJTE30BATEIIS

ITapameTp Onmcaane
c | CrpaHuna Ui HaCTPOWKH JIOKAITFHOTO TOJIb30BaTeNs 0e3
dnce
. COXPaHEHHs HACTPOEK.
Cave CoxpaHeHue HH(POPMAIIHH.

NPUMEYAHUE
Vi3MeHeHHe HMEHH TOJIE30BaTels, apoJisl M POJIH N0JIb30BATEIS IIPHUBEIET
K IPUHYAUTEIBHOMY BBIXOJY MOJI30BATENIs U3 CUCTEMBI.

Current User
Password

ITapons Tekymiero noabp30BaTeNs.

User Name

Nms MOJIB30BaTCJId, MapaMETPbl KOTOPOT'O H606XOI[I/IMO HU3MCHHUTD.

Change Password

N3menenus apoJid MOJIb30BaTEJIA.

Beibepute uraxcok 1 BBeAUTE HOBBIN Taposb B mossix Password u
Confirm Password.

Ecau MPOBEPKaA CIOXKHOCTHU MAPOJIA BKIIFOYEHA, TO MMAPOJIb JOJIKCH
YAOBJIETBOPATH Tpe6OBaHI/ISIM " OBITh JO0CTAaTO4YHO CJIOXKHBIM.

Login Rules [IpaBuna BXoma B CUCTEMY, KOTOPBIE IPUMEHSFOTCS K
TOJIB30BATEJIIO.
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ITapametp Ommcanne

Jlist mpocMOTpa HACTPOCHHBIX paBun Haxmute View login rules.

Login Interfaces WHTepdeiic nmpu oMoy KOTOporo noab3oBareias Bxoaut B iBMC.

3HaueHHA:

* \Web: monp30BaTesb UCOJB3YET BeG-Opaysep s BXOjia B
WebUI iBMC.

* SNMP: moip30BarTens HCMOIB3yeT HHCTPYMEHT SNMP
(mampumep Opayzep MIB) mis Bxoma B iBMC.

* |PMI: nonp3oBarens ucnonsiyet nHCTpyMeHT IPMI (Hanpumep
[PMltool) miist Bxoma B CLI iBMC.

® SSH: nosnp3oBaTens UCMoNIb3yeT HHCTpyMeHT SSH (Hampumep
PuTTY) mns Bxoma B CLI iBMC.

¢ SFTP: nmoms3oBaTens uenonbdyeT HHCTpyMeHT SFTP (mampumep
Xfip) mis Bxona B ¢aitnoByro cuctemy iBMC.

® | ocal: monb30Bares HCIOB3YET MOCIEI0BATEIbHBIA TOPT
ceprepa s Bxoga B CLI iBMC win MoxeT BOCTIONb30BaThCS
JKK-nucruteeM ai1st BXoaa Ha uHTepdeiic ynpasnenus iBMC.

¢ Redfish: mons3oBarens s Bxoxga B iBMC moxeT
BOCTIOJIB30BAThCSI HHCTpyMeHTOM Redfish.

Role Ponb, Ha3HaueHHast nmonb3oBarento. [loap3oBarenabckas poib

OIpPEACIIACT ONE€pai, KOTOPBIC MOXKET BBIIIOJIHATH ITOJIB30BaTCIIb.

BBeauTe Texymuii mapok MONB30BATENS M H3MEHUTE HH(OPMAIIHIO TIOJIE30BATEIIS.
[MonpoGHas nHopMaImst o0 mapameTpax npuBeaeHa B Taon. 3-42.
Haxwmure Save.

I/IH(i)OpMaL[I/I}I MOJIB30BAaTECJIsd YCIICIIHO N3MCHCHA.

VYinajnenue nmojb3oBartesi

1.

B cnmcke TOKanbHBIX MMOJIb30BATENICH BLI6€pI/IT€ IMOJIB30BATCIIA JUIA YOAJICHUA U
it
HaXXMHUTC }é

Ha OKpaHC MOABUTCA AUAJIOTOBOE€ OKHO C HpOCB6OI>'I BBCCTH I1apOJib TEKYLIETO
II0JIB30BaTCJIA.

Beenute napons Texymiero nons3osateis 1 Haxmure OK.

Tlonb3oBarenb 6y,I[CT YAaJI€H U3 CIIMCKa MOJIb30BaTeNeH.

KondpurypupoBanue cnenuajbHbIX poJiei

IMonHOMO4YHs porneil, 3a1aHHBIX B cucteme 1o ymondanuto (Administrator, Operator u
Common User) Henp3st H3MEHHUTD, OJJHAKO aIMHHUCTPATOP MOXET YCTAHOBHUTH IIOTHOMOYHS
JUIS CHIELUAJIbHBIX POJIEH.

1.

Bri6epute HeoOX0MUMBIE TTApaMETPhI U3 CIUCKA (QYHKIIHH.
B Ta6n. 3-39 npuBeieHO OMHMCcaHUE TOJTHOMOYHH.
Haxxmure Save.

Ha OKpaHC MOABUTCA AUAJIOTOBOE€ OKHO C HpOCL60ﬁ BBCCTH ITapOJib TEKYIIETO
IIOJIB30BAaTCIIA.
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3. Bseawure mapoins Tekymiero mosb3oBatens u Haxmute OK.

HmmnopT oTkpbITOro Kiaoya SSH

L lnpumeyanmE

e [locne ToT0, KaK 3aKpPHITHINA KIIFOY CTEHEPHPOBaH Ha KJIUECHTE, HEOOXOJMMO UMIOPTUPOBATH
COOTBETCTBYIOUIHNHI OTKPBITHIHA Ki1tod B iIBMC 1uist obecniedeHms 6e301MacHOTo I0CTymna
none3oBareneid SSH k iBMC.

e  Kaxplif mosp30Baresb UMEET TOJIBKO OMH OTKPHITHIN Kirod. CTaphlil Kitod OyJieT 3aMeHeH
HE/IaBHO MMIIOPTHPOBAHHBIM OTKPBITBIM KJIFOUOM.

e OtxpbIThie KiMto4n MOryT Ob6ITh B popmare RFC 4716 umm OpenSSH. Tun otkpsitoro xiroua RSA
i DSA. Kittou RSA conepxut 2048 wmm 4096 6ur, a kimtod DSA conepyxut 1024 nnun 2048 Gur.

1. Tox SSH Public Key Management maxwure Add.

Ha skpaHne nosiBsiTcst mapaMeTphbl, Kak rmoka3zano Ha Puc. 3-23. Ta6n. 3-43 npuBeneHo
OIUCAaHUE TapaMEeTPOB.

Puc. 3-23 NUmnopT oTkpBITOrO Kitoua SSH

* Current User Password:

* User Mame: Administrator v
* Import Fublic Key: ® File Text
Browse
Save Cancel
Ta6u. 3-43 [lapameTpsl, CBAI3aHHBIEC C IMITOPTOM OTKPHITHIX Kitfoued SSH
ITapametp Omrcaane
Current User IMapons momp3oBaresns, ucnonb3ytomero iBMC B JaHHBIN MOMEHT
Password BPEMCHHU.
User Name [onp30Barens Wik KOTOPOTO BBIIONHIESTCS HMIOPT OTKPBITOTO
xioua SSH.
Import Public Key PexxuM uMIopta OTKpBITOro Kiroua SSH.
3HaYeHUS:
* File: ummnopr daitna ¢ otkpsiTeiM Ki1t0o4oM SSH ¢ nokanbHOrO
KIICHTA.
e Text: BBequTe HHPOPMAITUIO 00 OTKpHITOM Kitoue SSH B
TEKCTOBOE ITOJIC.

2. Ycranosute mapametpsl. [logpoOHas uHbopmanms npuBenena B Tabm. 3-43.
3. Haxwmure Save.
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3.7.2 LDAP

OTkpHITHIA K04 SSH ycnenHo IMIOPTHPOBAH, €CIH Ha YKpaHe MOSBUTCS HH(OpMAIH
<Public key imported successfully>»

Omnmcanne pyHKIIMN

Ha crpanune LDAP MOXXHO BBHIOJHATE TPOCMOTP M HACTPOUKY IMOJIE30BATEIIbCKON
uadopmanuu (LDAP — Lightweight Directory Access Protocol).

iBMC npenocTaBiiser 40CTyn TObKo i nojib3oBareieit LDAP. ITonb3oBarenu LD AP
moryT BoiTi B WebUI iBMC uiu ucnionb3oBate nuHCTpyMeHT SSH s nepexona k CLI
iBMC. Vcnions30BaHUE YYETHOW 3alKCH MOJB30BaTels JoMeHa st Joctyna Kk iBMC
MOBBIIIAET 0€30ITACHOCTh CHCTEMEI.

ABHMMAHME

e B Bepcun iBMC 2.46 unu Gonee paHHe# BepcuM, IMEHA IPpyIIl, UMEeHa MOoJIb30BaTeNei 1
CN, cxon¢urypupoBanubsie Ha cepsepe LDAP mist iIBMC He MoryT comepkarb
CIIEYIOIIHE CHENUaNbHble CUMBOIIBL \";<>#+=,

e Ha cepsepe LDAP mapametpsr DisplayName u CN nomkHbI ObITh YHHKATIHHBIMHE.

iBMC nomnep:xuBaeT MaKCHMyM IIECTh cepBepoB 1oMeHOB. Bo Bpems Bxona B WebUI iBMC
cepBep JOMEHa MOKHO yKa3aTh BPYUHYIO HJIH OH MOJKET ObITh HalJIeH aBTOMaTHYeCKu. Bo
Bpems fgoctyna k CLI iBMC nmouck cepBepa JJOMEHA BBIMOIHSAETCS aBTOMATHYECKH.

L InPumeyAHKE

iBMC nonnepxusaer akrusbiii Windows-karanor (AD — Active Directory) u Linux OpenLDAP.

GUI
Beioepure Configuration u3 rmaBaoro mMerro u Beibepure LDAP u3 nepeBa HaBUTAIHH.
Ha skpane nosisutcst ctpannna LDAP.
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Puc. 3-24 Crparnna LDAP

LDAP e
LDAP: [ on
Controller 1 Controller 2 Controller 3 Controller 4 Controller 5 Cantroller 6
Certificate Verification: Disable (* Enable
* LDAP Server Address: | WIN-HKMSSFTL868.bmekf.:
* LDAPS Port: 636
* Domain: bmckf.com
* User Folder: CN=Users
Current User Password
Root Certificate
Certificate: Browse Upload
Certificate Status: The certificate has been uploaded
Certificate Info:
Issued By CN=bmckf-WIN-HKMS5FTL868-CA, ( 0=, 1= 5= C=
Issued To CN=bmckf-WIN-HKMS5FTL868-CA, ( 0=, 1=58=C=
Valid From Apr 2017 GMT
Valid To Apr 25 2022 GMT
Serial Number 71 59 5d ff 51 f2 5a a6 4b €0 1b 2a bd 15 dd 03
LDAP Groups
Add
LDAP Group LDAP Group Folder Rale Rulel Rule2 Rule3 Web SSH Redfish Operation
radmin OU=Huawei Administrator ® ® [ ] "
Onmucanne napamerpa
Taodn. 3-44 TlapameTpst Ha ctpanune LDAP
ITapamerp | Omcanne
LDAP Oynkuus LDAP no3BosisieT noiabp30BaTeIIM JOMEHA NOIYYUTh AOCTYI K
iBMC.
Haxxmute I Sl g maxvuTe Save.
-
J Wl prmrouenue ¢ynkuun LD AP.
4 : oTkiroueHue GyHKuu LD AP.

Domain Controller 1

iBMC mognep:xuBaeT MaKCUMyM LIECTh KOHTPOJIEPOB JOMEHOB (cepBepoB). Korma
MOJIL30BATEIb IPEANPUHUMAET MONBITKY Aoctyna kK WebUI iBMC uepe3 LD AP,
MOJIb30BaTelb MOJKET BBIOPATh KOHTpOJLIep JoMeHa mwin Automatic matching.

KonTposuiepsl 1o0MeHOB 1-3 UMEIOT OMHAKOBBIE IIAPAMETPHI.

INPUMEYAHUE

TapameTps co 3HaKOM 3Be3004KH (*) SIBISIOTCS 0053aTeIbHBIMHE.

Basic Certificate
Parameters | Verification

ITposepka ceptudukara ceprepa LDAP, koTophiii MOKeT
OBbITh BKJIIOUEH WJIM OTKJIIOYEH.

B nemsax 0e30MmacHOCTH PEKOMEHAYETCS BKIIOYHUTH IIPOBEPKY

Beimyck 06 (13.11.2017)

Koubunenunanpaas uadopmarnus Huawei
Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.

96



Croeunslii cepep Huawei

PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 3 Be6-unrepdetic nomp3oparens (WebUI) iBMC

ITapametp

Omnmcaane

cepTuuKaToB.

ITocne BritOUeHUS (PyHKLUU NPOBEPKU CEPTUPHKATOB
HEO0XOIMMO UMITIOPTUPOBATh KOPpHEBOH cepTrdukar LDAP,
yctanoButh AD, DNS, yka3aTs oprat BblIaBIINI
ceprudukar CA Ha cepsepe LDAP u nmmoptupoBath
ceprudukar CA na cepsep LDAP u iBMC.

LDAP
Server
Address

IP-anpec cepsepa LDAP.
®opmar: IPv4 unu [Pv6-anpec.

[Tocne BriTIOYeHNS (PYHKINH TPOBEPKU CEPTHUPHKATA,
YCTaHOBUTE AaHHBIN napameTp A cepsepa LDAP FQDN
(Host name.Domain name) ¢ ykaxute HHbOpMALUIO 00
aapece DNS na crpanume Network.

LDAPS
Port

Howmep nopra cepsuca LDAP.
3HayeHue: [IeJI0e 3HaYeHue B guamnasone ot 1 go 65535
3HaueHHe MO yMOIYaHUIo: 636

3ammdpoBaHHas nepesaya BKIOUYeHa 1o ymonuanuo. H a
cepsepe LDAP HeoO0XonuMO BBIIOJIHUTH COOTBETCTBY IOIUE
HaCTPOUKH.

Domain

ITonb30BaTeNbCKUI JOMEH, KOTOPOMY IIPUHAIUICKUT
LD AP-monib30Batenb, ONpe/IeIeHHBIN B KOHTPOJLIEpE
JOMEHa.

3HaueHue: CTpoKa, AIIUHOM 110 255 CUMBOIIOB

3HaueHHUE MOXET COIEPXKATh OyKBBI, IU(PPHI U CHICTIHANEHBIE
CHUMBOJIBIL.

User Folder

Wms manku mosi30Batelisi, KOTOPOe JOJKHO COBIMAAATh C
WMEHEM TalKH C JAHHBIMU YYaCTHUKA MPHIIOKEHUH Ha
cepsepe LDAP. Hanmpumep CN=employee, OU=company
mwm OU=department, OU=company.

JlnanasoH 3Ha4YeHUI: CTPOKA JUIMHOH OT 64 1o 255

cuMBOIIOB. KOHKpeTHas AJTMHA 3aBUCHT OT KOJIMYECTBA
0aiiTOB Ka)k0r0 CUMBOJIA.

Current
User
Password

ITaposp Tekymiero nojab30BaTeIs.

Root
Certificate

Certificate

3arpyska kopHeBoro ceptupukata LDAP. 1o MoryT ObITh
(aiutbl ¢ pacIMpeHueM .cer, .pem, .cert, UM .crt.

INMPUMEYAHUE
Cucreme tpeOyercst O0JbIIe BpeMeHH [ 3arpy3Ku (aiiioB
ceprudukaros, pasmep kotopbix npesbiiaer 100 Mb. O6HoBHTE
CTpaAHMUILY JUBI TIOTyYESHUS TI0 CIISHETO CTaryca.

Certificate
Status

Nmmnopr ceprudukara LDAP Ha cepsep.

Certificate
Info

HNudopmanus o ceptudukare.
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ITapamerp | Omcanne
LDAP Add Job6aBnenue rpymmsr LDAP.
Groups -
Add
Haxxmure st nobaBnenus rpymnmnsl LD AP.
rF Pernon s Hactpoliku cymiecTBytomiei rpymnmnst LD AP.
-4 N3menenne rpymnmer LDAP.
LDAP Wwms rpynnst LDAP, k K0TOpoil IpuHauIekKUT 0Ib30BaTEIb
Group LDAP.
Jramna3zoH 3HaYeHUN: CTpOKa JUIMHOU OT 64 1o 255
cuMBOJIOB. KOHKpeTHas AMHA 3aBUCUT OT KOJIMYECTBA
0aiiToB KaXKJJ0r0 CUMBOJIA.
LDAP WNwmst manku ¢ rpynmoit LDAP. OHo 1071KHO COBMaIaTh ¢
Group Ha3BaHUEM OpraHM3alMU, K KOTOPOIl MpUHAUIeKUT IpymIia
Folder nonb3oBareieid Ha cepBepe LDAP. Hanpumep
OU=department, OU=company.
Jnana3oH 3Ha4€HUN: CTpOKa JUIMHON OT 64 1o 255
crMBoJIOB. KOHKpeTHas AJIMHa 3aBUCHUT OT KOJIMYECTBA
0aiiToB KaXkJJOr0 CHMBOJIA.
Role Ponb, Haznayennas rpynmne LDAP.
3nauenue: Administrator, Operator, Common user wiu
Custom Role.
Login Rule | TIpaBmiia Bxoma B CHCTEMY, KOTOPbIC IPUMEHSIFOTCS K TPYIIIE
LDAP.
Login HuTepdeiicl, uepe3 KOTOpbe yd4acTHUKH rpymibl LDAP
Interface cMmoryT BoiiTr B iBMC.

3HaueHus:

* \Web: monb3oBaTenu ucmonbs3yioT BeO-Opay3ep it BXoja
B WebUI iBMC.

¢ SSH: nmonb30BaTeny NCIONB3YIOT HHCTPYMEHT SSH
(mampumep PuTTY) mst Bxoma 8 CLI iBMC.

¢ Redfish: nons3oBarenu mis Bxona B iBMC ncnons3ytor
nHCcTpyMeHT Redfish.

IIpouenypa

iBMC momnepxuBaeT MaKCUMyM TPH cepBepa ToMeHa. 1 HaCTpOMKH cepBepa JOMEHa,
yYCTaHOBHUTE TTapaMeTphl KoHTpoiuiepa LD AP, mMnoptupyiite kopHEeBOH cepTH(hUKAT U
no6asete rpynnsl LDAP.

Bkiarouenne LDAP u ycTaHoBKa napamMeTpoB KoHTpoJliepa LDAP.

1. B crpoke mento Beioepute Configuration.

2. B nepese nHaBuranuu Beibepure LDAP.
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Ha skpane nosisutcst crpannna LDAP.

3. Ycranosute must mapamerpa LDAP Function 3nauenue il

YcraHoBka napameTpoB KoHTpoiuiepa LDAP. [Togpo6nas nadopmarus npuseaeHa B
Tab6in. 3-44.

5. Haxwmute Save.
Ha skpane mosiButcs coobmenue «Operation Successfuly.

HNMmnopt kopueBoro cepruduxara LDAP.

1. B o6mactu Import LDAP Root Certificate naxxmute Browse mocne Certificate u
BeIOepuTe ceptudurar LDAP.

2.  Haxwmmure Upload.

B ciyuae ycnemHo# 3arpy3ku ceprudukara suadenne napamerpa Certificate Status
usmenuTcs Ha The certificate has been uploaded u na skpaHe nosiBuTcst HHGOpMaLHs
00 umnoptupoBaHHoM ceptudukare. [TonpodbHas undopmaius npuseneHa B Taom. 3-45.

Taou. 3-45 Iapametpst u3 obnactu Import LDAP Root Certificate

ITapameTp Omnmncanne

Issued By OpraH, Bemasmmii ceprudukar LDAP. V napamerpos Issued By u
Issued TO omuHAKOBBIE ITYHKTHIL

Issued To [Monp30Barens (Texymmit cepsep) ceptudukara LDAP, Bmogast:
e CN: uMs monp30BaTeNIs.

® OU: nenapraMeHT NOJIb30BaTEIS.

®  O: KOMIaHHs, KOTOPOH MPUHAIICIKUT MOJIL30BATEIb.

® |:ropox noin30BaTes.

® S:paiioH WM PETHOH pa3MEIlCHHS MOJIb30BATEIS.

® C:cTpaHa M0JIb30BaTEIIS.

Valid From Hara, ¢ kotopoii ceprudurar LDAP cuntaetcs neiCTBUTENEHBIM.
Valid To Jara ucredeHus cpoka neiicteus ceprudukara LDAP.
Serial Number Cepwuitnsiit Homep ceprudukara LD AP, KOTOpBIi HCTIONB3yeTCS AT

UICHTU(PUKAINH U TIepeHOCa CepTU(HKATA.

Job6aBaenne rpynnsi LDAP.
Cucrema nopaepkusaet fodasiaeHne MakcuMyM 5 rpynn LDAP gt iBMC.

1. B o6Gmactu LDAP Group naxmurte Add.

Ha skpane mosiBuTCs cTpaHuiia oIt jodasnenus rpynmnsl LDAP, kak mokasaHo Ha
Puc. 3-25.
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Puc. 3-25 Jlo6asnenue rpynmst LDAP

* Current User Password:

* LDAP Group:
LDAP Group Folder:
Login Rules:
Login Interfaces:

* Role:

Rulel Rule2 Rule3

¥ Web ¥ SSH

Administrator

View login rules

¥ Redfish

Operator (¢ Common User Custom Role 1 Custom Role 2 Custom Role 3 Custom Role 4

Cancel

Ta6u. 3-46 Ilapametpsl mis nobaBieHus rpynnsl LDAP

ITapamerp Omiicanmne

Current User [Maponp mone3oBatens, ucnonssytomiero iBMC B JaHHBIH MOMEHT
Password BPEMCHH.

LDAP Group Nwmst rpynmer LD AP, k koTopoii nmpuHaAneKuT mosb3oBaresns LD AP.

JwnanazoH 3HaueHUN: CTpoKa ATMHON OT 64 10 255 cMMBOIIOB.
KoHkpeTHas JyIMHA 3aBUCHUT OT KOJIMUYESCTBA OAHTOB KaKI0TO
CHMBOJIA.

LDAP Group Folder

Nwms nanku ¢ rpynmnoii LDAP. OHo 10/KHO cOBIaaTh C
Ha3BaHHEM OPraHU3alMU, K KOTOPOU NMPUHAJUICIKUT rPYIIIa
noJjp3oBareineit Ha cepepe LDAP. Hanpumep OU=department,
OU=company.

JwnanazoH 3HaueHWH: CTpOKa ATMHOU OT 64 10 255 CUMBOIIOB.
KoHkpeTHas JyIMHA 3aBUCHUT OT KOJHUYESCTBA OANTOB KaXKI0TO0
CHMBOJIA.

Login Rules

[IpaBuia BXoaa B cUCTEMY, KOTOpBIE IPUMEHSIFOTCSI K TPYIIIIE
LDAP.

Login Interface

WHuTepdeiicel, yepe3 koTopble yuyacTHUKHU rpynnsl LDAP cmoryT
Boiitu B iBMC.

3HaYeHHS:

* \Web: monb30BaTenu UCONB3YIOT BeO-Opay3ep s BXoja B
WebUI iBMC.

® SSH: nonp3oBareny UCMONbL3YIOT HHCTpYMEeHT SSH (Hampumep
PuTTY) nns Bxoma B CLI iBMC.

¢ Redfish: nonp3oBarenu qs Bxoma B iBMC ucmomnb3ytor
uHCcTpyMeHT Redfish.

Role

Ponb, HaznayenHas rpynmne LDAP.

Buagenue: Administrator, Operator, Common user unmu Custom
Role.

2. YcraHoBuTe mapameTpsl rpymmsl LDAP.
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3. Haxwmure Save.
Wndopmanus o Hoo#t rpynne LDAP Oynet otoOpakena B cniucke rpyni LDAP.

Ynanenue rpynnsi LDAP.

1. B o6mactu LDAP group Haxxmute Ha A qutst tpymiiel LDAP, koTopyto Heo6xo0aumMo
yIIaJIATB.

Ha skpane nmosiBUTCS 11aoroBoe OKHO ¢ MPOCh00i BBECTH MapOib TEKYIIETO
TIOJIb30BATEIS.

2. Beegute apoJb TCKYHIETO IMOJIb30BaTCIIA.

PenaxktupoBanue rpynnsl LD AP.

L
B o6nactu LDAP group Haxxmute 4 JUTSL pETAKTUPOBAHUS TPYIIIIBL

BBeanTe mapois TEKymIero moyib30BaTeNs U U3MEHUTE mapaMeTpsl rpymmsl LDAP.
[MoapoOuas nunpopmanus npuseaeHa B Taodmn. 3-46.

3. Haxwmure Save.

3.7.3 [IByxdpakTopHas ayreHTUPMKaIIIsI

Omnmcanne pyHKIMM

JByxhakTopHas ayTeHTU(HUKAINS TO3BOJISCT MOTH30BATEISIM MOTYIUTh JOCTYII TOIBKO IIPH
YCIIOBUH MPaBUIIFHO BBEICHHOTO cepTH(HMKaTa KineHTa u mapoiisi. OHa obecrneunBaet Oonee
0e30ITacHBIA JOCTYH YeM IpH OOBIYHON ayTeHTH(UKAIIMH TOJIBKO TI0 MAPOII0 YISTHON
3aIlUCH.

Juis peanu3zanyu 6e30MacHOro coequHeHus Mexy kimmeHTom 1 WebUIl iBMC, Heobxomumo
3arpy3uTh KOPHEBOW cepTU(UKAT U KIIHEHTCKUe cepTudukatel, BerianHbie CA Ha iBMC.

GUI
Haxxmure Configuration u u3 nepesa naBuranuu Beioepute Two-Factor Authentication. Ha
9KpaHe MOsIBUTCS cTparmita Two-Factor Authentication.
Two-Factor Authentication ¢ O
Two-Factor Authentication:
Certificate Revocation Check:
Root Certificate Client Certificate
Certificate File Upload
Issued By Issued To Expiry Date Operation
> huawei.ca.com huawei.ca.com Nov 05 2026 GMT X
> Huawei Secure Server CA Huawei Secure Server CA Dec 03 2026 GMT X
Onmucanne
Taon. 3-47 JIpyx¢rakTopHas ayTeHTHpUKaust
ITapamerp | Ommcanue
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ITapameTp

Omnmcaane

Two-Factor
Authenticati
on

Bxirouenue nyxdakroproit ayrentadukamnim. Ecim nByxdaxTopHast
ayTeHTH(UKAIHS BKIIOYEHA, TO IT0JIF30BaTeN I cMoryT Boiitn B WebUI
iBMC TojbKO ecii cepTH(HKAT U Mapoib cepTuukara OymyT
MIPABUIIbHBIMH.

Haxxmure WA S u HaxxmuTe Save.
. Sl 1Byx(pakTOpHAs ayTEHTU(PUKAIMS BKIIOYEHA.

. IByx(akTopHAas ayTeHTH(HUKAIMS OTKITIOUCHA.

NMPUMEYAHUE
o Tlocne BrtroueHms AByX(aKTOPHOU ayTeHTH()UKAIIMH HEOOXOMHUMO BBITIOTHUTH
UMIIOPT KOPHEBOTO cepTU(hHKATA U KIIMEHTCKOTO cepTudHKara. B npoTuBHOM
cilydae TMpH M0 CIeYIONUX MOMBITKAX BXOa MOXKET MPOU30UTH cOOi
ayTeHTH(HKAINH.

e [locne BimodeHust ABYX()aKTOpHOM ayTeHTHU(UKay npousoiiger
aBTOMAaTHYECKOe OTKIIoUeHHe cepBrca SSH 1 ero Hemb3s Oy/eT 3aIlyCTUTh
BPY4HYIO.

Certificate
Revocation
Check

JlaHHBIN MTapaMeTp ONpeneisieT HeoOXOANMOCTh TPOBEPKH CPOKa AEHCTBUS
ceprudukara Bo BpeMs ayTeHTH(GHKanuu. Eciii mapamMeTp BKIIIOYEH, TO B
nporecce ayTeHTU(PUKAIUH OyIeT BRIIOIHATHCS IPOBEPKA CPOKA ICHCTBHS
KJIMEHTCKOTO ceprrdukara. ECII KIHEHTCKHA CepTH(UKAT OKaKETCS
HEIEHCTBUTENBHBIM, TO ITOJIL30BaTe/Ib He cMokeT Boith Ha WebUIl iBMC.

Hasxmute WM Sy gaxxmure Save.
. “f mposepka cpoka JeHCTBHS cepTH(UKATa BKIKOUECHA.

. MIPOBEPKA CPOKa IEHCTBUS CepTU(HUKATA OTKIIIOUCHA.

NMPUMEYAHUE
IMpu npoBepke aHHYIMPOBaHKS CePTUPUKATA UCTIONIB3YETCS IPOTOKOJI MPOTOKOI
npoBepku craryca ceprudukara B cetn  (OCSP — Online Certificate Status Protocol).
Iepen BKIIFOUCHHUEM NPOBEPKH AaHHYIMPOBAHUS cepTU(UKATA YOCIUTECh, YTO
coenunenne Mmexay iBMC u cepsepom OCSP Haxomures B HopMme. B npotusHOM
ciydae BeO-CcepBUC MOXKET OBITh HEIOCTYIICH.

Root
Certificate

[lepeuenb kOpHEBBIX cepTU(DUKATOB, 3arpykeHHbIX Ha IBMC u
nHpOpMaIUs 0 KOPHEBBIX cepTu(duKarax.

iBMC noanepxuBaeT MakCUMyM 16 KOpHEBBIX cepTH(UKATOB.

Client
Certificate

IlepedyeHp KIMEHTCKUX cepTU(HKATOB, 3arpykeHHbIX Ha iBMC n
uH(pOpManus 0 KIMEHTCKUX cepTH(UKATaxX, HAIPUMEP UM ITOJIH30BaTeIs,
POJIb, OTIEYATOK MMajbla K CepTU(HKATY KIMCHTA (X3II-3HadcHue (aiiia
cepruduKaTa KIMEHTA) U CTaTyC.

iBMC nognepxuBaet cepTu(UKaThl KINEHTOB MaKCUMYM A7 16
T10JIb30BaTENEH.

IIpouenypa

Bxurouenne aByxgakTopHoii ayTeHTH(PMKAIUM U 3arpy3KH cepTHdukaros Ha iBMC
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L InPumeYAHKE

e Tlepen BHIIOJHEHHEM TaHHOW OTNEepay HEOOXOMUMO MOAATh 3asBICHUE Ha MOTydeHHEe KOPHEBOTO U
KJIMEHTCKOTO cepTudukara B oduimanshbiii CA.

e Cucrema HOANEPKUBAET 3aIPy3Ky KOPHEBBIX U KIUEHTCKUX CEPTU(UKATOB, 3aKOTUPOBAHHBIX IO
cxeme Base64. KopHeBble 1 KIIMEHTCKUE cepTU(UKATBI MOTYT OBITB B Cleayomux Gopmarax: *.cer,
*.crt w *.pem.

B ctpoke mento Beibepute Configuration.
U3 nepesa HaBuranuu Beibepure Two-Factor Authentication.
Ha skpane mosiButcst ctpanuiia Two-Factor Authentication.

3. Ycranosute mus mapamerpa Two-Factor Authentication bl

4. Tlepeiimure na Briaaaky Root Certificate maxxmure ~ mocne Certificate File u
BBIOCpUTE KOPHEBOW CEPTUPHKAT IS 3arPy3KU.

5.  Haxwmure Upload.

Ipu ycnemHoit 3arpyske ceprudukara Ha sxpane nossurcs Imported successfully.

6. [Ilepeiinute Ha Briaaky Client Certificate Haxmure [I0CJIe UMEHH MTOJIH30BATEIIS
U BeIOEpUTE cepTU(UKAT KIMEHTA AJIsl 3arpy3KH.

7.  Haxwmure Upload.

I[Mpu ycnemHoii 3arpyske ceprudukara Ha skpane mosieutest Imported successfully.

Brurouenne pyHKUMU NpoOBEePKU AHHYJINPOBAHUSA cepTUdUKaTa

1.  Vcranosure aust napametpa Certificate Revocation Check 3Hauenue L
Bkiarouenne ayreHTuukanuu no ceprudurarty A gocryna k iBMC

L lnpumeuanue

Iocne 3arpy3ku cepTHPHUKATOB AT BKIFOYCHHS (QYHKIMN ayTeHTH(UKALUHU 10 cepTUdUKaTy
HOJIB30BATENeH, KOTOPBIE NPEIIPUHUMAIOT NONbITKH BxoAa B WebUI iBMC, BbinosiHUTE CleayoLIe
CHCTBUS

o

Ortxkpoiite Opaysep Ha kinueHTe, Harpumep Google Chrome.

Haxmure =— B BepXHEM IIPaBOM yIiy U BeiOepute Settings.
B okne Settings naskmure Manage certificates moq HTTPS/SSL.
BrimonauTe nMnopt ceprudukaTa KINEHTA.

B anpecHoii ctpoke Opaysepa BBeauTe aapec st Bxoga B iBMC.

© gk~ wn

BriGepute cepTuUKaT KIIMEHTA B COOTBETCTBHU C HHCTPYKITHSIMH.

IMocne 3toro Bxox B WebUI iBMC OynieT BEIIIOTHEH YCIEITHO.

VYianenue kopHeBOro cepruguxara

s
1. Ha sxumaake Root Certificate naxxmute Ha A mmociie KOPHEBOTO cepTu(uKara,
KOTOPBII HEOOXOIUMO yIAITUTh.

Ha skpaHe osSBUTCS JUATIOTOBOE OKHO € IPOCKOOH MONTBEPANTh BN ICHCTBHS.

2. Haxwmure Yes.

Yianenue ceprupukara KJINEHTa
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1. Ha sxnaake Client Certificate naxxmure Ha # ocre [I0JIH30BATEIS, YCH KIMECHTCKUI
cepTuduKaT HeOOXOJUMO YAaJHTh.

Ha OKpaHC IMOABUTCA AUAJIOTOBOE€ OKHO C HpOCB6OI\;I NMOATBEPAUTL Ballll JieiicTBUs.

2.  Haxwure Yes.

IIpocmoTp noapo6Hoii nHGOpMau 0 KOPHEBOM cepTHdHKaTE

1. Ha ermamgke Root Certificate naxxmure Ha °  mepen cepTu(UKATOM.

Ha sxpane nosButcs nogpoOHas uHdopMmaius o cepTudukare.

3.7.4 DkpaH Security

Ommcanne pyHKIMN
Ha skpane Security BBIMOIHSIETCS MPOCMOTP M HACTPOMKA MTPABUIT 3AIIUTHI [TOJIH30BATEIS IS
iBMC.
GUI
Beibepure Configuration u3 rmaBHoro MeHro u BeiOepuTe SECUrity u3 nepeBa HaABUTALIUH.
Ha skpane mosiButTCsI cTpanuiia Security.
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Puc. 3-26 Crpanura Security

Security

Password Validity (Days): 0
Minimum Password Age (Days): 0
Emergency Login User (NULL]
Previous Passwords Disallowed: |0

User Lockout Policy

Save

Login Rules

Rulel Time
Rule2 Time

Rule3 Time

Login Security Banner

Security Banner: [ ON

Ommicarne napaMeTpoB

v

1P | 255.255.255.255

Ta6u. 3-48 IlapameTpsl maposist

ITapametp

Onmcaane

Password
Complexity Check

[IpoBepka cIOKHOCTH APOJISL OTIPEACISIET YAOBIETBOPSET JIH
MapoJib TpeOOBAHUSM U SBJISACTCS JIM OH JIOCTATOYHO CIIOKHBIM.
JlaHHBI TapaMeTp BKIFOYCH 10 YMOTYAHUIO.

OH ucnons3yetcst g SNMPv1/v2, umen trap-coobmects SNMP
n naponeit VNC.

NPUMEYAHUE
Iposepky crnoxno ctr maposielt VNC noiepKHBatoT TOJIBKO cepBepsl V.

Ecmu IPOBEPKA CIIOKHOCTHU IMApOJIA BKIIIOYEHA, TO MMApOJIb JOJIKEH
COOTBETCTBOBATH CJICAYIOIIUM Tpe6OBaHI/I}IMZ

® JI0JDKEH conepikath oT 8 10 20 cuMBOJIOB

® JOJIKEH BKIIIOYaTh HpO6eJ'I 1 OAWH U3 CICAYIOIUX CIICHHUAIbHBIX
CHMBOJIOB:
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ITapameTp

Onmcaane

~1@#$%N&*()-_=+H\[{3];:",<.>/?
® OH IOJDKEH BKIIIOYaTh CUMBOJIBL, KAK MHHUMYM, ABYX BHIOB!
- 3armaBHbIC OYKBHL: OT A 10 Z
- Ctpounsie OyKBHI: OT a JI0 Z
- Hudpsr: ot 0 10 9

hd Haponb HC JOJIKCH COBIIaAaTb C MMCHEM I10JIb30BaTCJIA B
IpsIMOM U O6paTHOM MMOPAAKE paCIIOJIOKEHUSA CUMBOJIOB.

® [lapons m0oDKEH UMETh 0 KpaiHel Mepe IBa HOBBIX CUMBOJIA
0 CPABHEHHIO C TIPESABIIYIIIMM HMEHEM COOOIIECTRA.

[Tapons VNC Takxe J0IKEH COOTBETCTBOBATH OIPEIEICHHBIM
TpeOOBaHUSIM:

® coaepkaTrb, KaK MUHUMYM, OJHH HpO6CJ’I WK OJHUH U3
CIeayromux Cri€yualbHbIX CUMBOJIOB!

C1@H$UNRF()- =H [ <>/

® JlomKeH conepxarb, KaK MUHUMYM, CUMBOJIBI CJIEAYIOIIUX ABYX
BUJIOB:

- 3arnaBHble OyKBBI: OT A 10 Z
- Crpounble OyKBHI: OT a JIO Z
- Hudpsr: ot 0 1o 9

BHUMAHUE

B 1ensix 6€30MacHOCTH PEKOMEHIYETCST BKIFOIHTD TIPOBEPKY CIIOKHO CTH
TapoJIsL.

SSH Password
Authentication

[Mpu ucronp3oBanuy ayrenTrdukanun napois SSH nonp3oBarenu
MOTYT BBITOJHATE BX0B B iIBMC mo SSH nipu oMoty naposist uiu
MyOIMYHOTO KITI0YA.

3HaueHHU:

e Disable: Bxox nonb3oBarteneii BoimonHsercs no SSH ¢
MOMOLIBIO TOJIBKO MYOIUYHBIX KIIIOYEH.

* Enable: Bxon nmosnp3oBareneit Beimonusercs mo SSH mpu
ITOMOIIIY TIAPOJIEH FITH ITyOIMYHBIX KITFOUCH.

Password Validity
(Days)

Cpok neiicTBus (B JHSIX) TAPOJIs TOJIH30BATENS.
Huama3zon 3nadeHuii: ot 0 1o 365

0 o3HauaeT, 4TO y MApOs HET CPOKA ACHCTBUSL.

Minimum Password
Age (Days)

MuHuManbHOe BpeMsl (B JHAX) B TEUEHHE KOTOPOTO HEOOXOIUMO
HCTIOJIb30BaTh Maposib. B TeueHne JaHHOTO NepUuoa Mapoib HeJlb3s
WU3MEHUTb.

Huama3on 3Hadenuii: ot 0 g0 365

0 o3HayaeT, 4TO y MapoJjsi HET MUHUMAJIHOTO CpOKa JIeHCTBUS
apoJisl.

MNPUMEYAHUE
3HaueHre MUHUMAIBHOTO CPOKA ISHCTBHS MapOJIs TOJDKHO OBITh, IO
MeEHbIIel Mepe, Ha 10 THEeH MeHbIIe CpoKa ACHCTBHS TapOJIs.

e Ecmu s napamerpa Password Expiration (Days) ykasaHo 3HaucHHE
10 v meHbie, To Aus napametpa Minimum Password Age (Days)
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ITapameTp

Onmcaane

MOXET OBITh YCTaHOBJIEHO TOJIBKO 3Ha4Y€HUE 0.

o Ecmu ans napamerpa Minimum Password Age (Days) ycraHoBieHo
sHauenne 354 wmm Gouee, To st mapametpa Password Expiration
(Days) MoXeT GBITh YCTaHOBJIEHO TOJIBKO 3HadeHue 0.

Emergency Login
User

Wms nonb3oBarens 1 Bxona B iBMC B 9KCTpEHHBIX clydasx.

HaHHHﬁ I10JIb30BATECJIb HE UMECT OFpaHI/IquHBIX ]'IpaBI/IH Ha BXOJ B
CUCTEeMY WJIH HHTep(EeHCHI BXO/Ia, U Y TIAPOJIS TAKOTO MOJIB30BATEIS
HET CpOKa IEHCTBHS.

NPUMEYAHUE
B xadecTBe nosmb30Barens A OCYILECTBICHH SKCTPEHHOTO BXOZA B
CHCTEMY MOXET OBbITh YKa3aH TOJIBKO aIMHUHHUCTPATOp.

Previous Passwords
Disallowed

KonunuecTBo mpenpiayminx naposiei, KOTopble He MOTYT
HCIIOJIb30BaThCs B KAYECTBE HOBOT'O MapOoJIsL.

Huama3od 3HadeHuii: ot 0 10 5

0 O3HA4YacT, YTO MOXHO MCIIOJIB30BaTh BCC NPEABIAYIINC TapOJIN.

User Lockout Policy

MakcuManabHO AOIMYCTHMOE KOJIHYECTBO MOMBITOK BXO/A B CUCTEMY
[IPU HENPABUIBHO BBEIEHHBIX JAHHBIX U JUINTEIBHOCTh
OJIOKMPOBKU YUETHOH 3alHCH.

® MakcuMaabHO JOMYCTHMOE KOJMYECTBO MOMBITOK BXO/A B
CHCTEMy TIPH HEPABHIBHO BBEACHHBIX JAHHBIX — 3TO IEJI0E
4pcIio B auamnasone ot 1 1o 5 wim 3aauenue Unlimited
(OITOKMPOBKA YYSTHOM 3aIUCH OTKITFOYCHA).

® J[nuTeNnbHOCTh OMOKUPOBKH YHYETHOM 3amucH (B MHHYTaX) — 3TO
LI€JI0€ YHMCIIO B Auamna3oHe oT 1 1o 5.

Ilocne 6J'IOKI/Ip0BKI/I y‘IeTHOﬁ 3aIlMCH ITO0Jb30BaTCJIA, ITOJIb30BATCIIb
MOXKET MOBTOPHO BOWTH B CHUCTEMY TOJIBKO ITOCJIC UCTCUCHHA
JIIATCIbHOCTHU 6J'IOKI/Ip0BKI/I y‘IeTHOﬁ 3aIlliuCH.

NPUMEYAHUE

e Jlns uensix 6e30nacHoCTH (yHKIUEO OIOKUPOBKH Y4ETHOM 3ancu
PEKOMEHIYETCS BKIIOYHTb.

o ][5 pa30JI0KUPOBKH YUETHOM 3aITUCH MOJIb30BATENS B IKCTPEHHBIX
cuTyanusx, BemonanTe komanry unlock sa CLI. TonpoGHast
nH(pOpMAaLHs PUBEICHA B TOKYMEHTE PYK080OCME0 NONb308aAMEN
iBMC cepsepa.

Ta6u. 3-49 Iapamerpsr u3 obmactu login rule

ITapameTp

Onmcaane

Time

BHUMAHUE
o HayasbHbIN U KOHEYHBIH 10 HE MOXKeET ObITh OoIbIie 2050.
e HavanpHoe ¥ KOHEYHOE BpeMsl sl IPABIII BXO/1a JJOJDKHO OBITh yKa3aHO
B onHOM (popmare.
IIepuon BpeMeHH B TEUEHHE KOTOPOTO MOJIb30BaTENb MOXKET
BBIIOJHSITH BXOJ] B CUCTEMY. 3HAYEHHUE MOXET ObITh YKa3aHO B
OJIHOM M3 CJIeIYIOUMX (POPMAaTOB:
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ITapametp Ommcanne

* YYYY-MM-DD:
[pumep 3nauenus: ot 2013-08-30 no 2013-12-30
e HH:MM:
Ipumep 3uauenus: ot 08:30 xo 20:30
* YYYY-MM-DD HH:MM:
[pumep 3nauenus: ot 2013-08-30 08:30 o 2013-12-30 20:30

IP IP-aapec wnu nuanason IP-aapecos, st KOTOPBIX pa3penieH BXO B
cUcTeMy. 3HaUCHHE MOXKET OBITh MPEICTABICHO B OJHOM M3
CIEIYIONINX (OPMATOB:

® IPV4 (XXX.XXX.XXX.XXX): IP-anpec.

® |Pv4/macka momcetn (XXX.XXX.XXX.XXX/mask): cermeHT
IP-anmpecos.

MAC MAC-anpec win nuana3zon MAC-aapecoB, Ui KOTOPBIX pa3pelicH
BXOJI B CHCTeMY. 3HAUCHHE MOXET OBITh IIPECTABICHO B OJHOM U3
cleayronmx (GpopMaToB:

® XXIXXIXXIXX:XX:XX: MAC-agpec.
®  XX:XX:XX: cermeHT MAC-aapecos.

Ta6u. 3-50 Ipamerpsr 3 obiactu login security banner settings

ITapameTtp Omnmcaune
Login Security BrutioueHne nitk OTKITIOUeHHe OanHepa 6e30TacHOCTH TIPH BXOJIE B
Banner CUCTEMY.

o Sl prumrouenne GaHHepa 6€30MaCHOCTH TIPU BXOJIE B

cuctemy. Ha ctpanuiie Bxosia nosiBUTCsS OaHHEp 0€30MaCHOCTH.

. : OTKJIFOUeHHE OaHHepa 0€301acHOCTH TPH BXOZE B
CHUCTEMY.

Security Banner TexcT Ha 6aHHEpe OE30MAaCHOCTH, KOTOPBIA OTOOpakaeTcs Ha
CTpaHUIIC BXOAA.

3HaueHue: cTpoka, anmuHou 10 1600 cuMBOIIOB.

IIpouenypa

HacTpoiika npaBuJ HCN0J1b30BAHUSA MAPoJIei

1. B ctpoke mento Beibepute Configuration.

2. B nepese naBuraimu BeibepuTe Security.
Ha skpane mosiBUTCs cTpanuiia Security.

3. Hactpoiite HyxHbIe mapameTpsl. [TlogpobdHas nHdopMalius npusencHa B Tabm. 3-48.
Haxxmure Save.
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3.7.5 CeTp

Ha skpane nosiBUTCS THaIOrOBOE OKHO C MPOCHOOH MOATBEPAUTE BaIlld ICHCTBHA.

5.  Haxwmure Yes.
HacTtpoiika npaBu BXo1a B CHCTEMY

iBMC noanep:xuBaeT MakCUMyM TpHU IIpaBuia Bxona. Ilonb3oBaresnu, KOTopble
COOTBETCTBYIOT JIIOOOMY U3 Tpex MpaBuil, cMOr'yT Boiitu B iBMC.

[IpaBuia BXxoma IEHCTBYIOT TSl IOKAJNBHBIX MOJdb30Barenei, rpynn LDAP, cepBucos
SNMPv3 unu unrepdeiicop CLP (ssh), KVM_VMM RMCP u unrepdeiicoB Redfish Tonbko
TOTZ1a, KOTJ[a OHM OTBEYAIOT CIIEAYIOIIUM IBYM YCIOBHUSM:

[IpaBuia BXoma B CUCTEMY CKOH(HUTYPHUPOBAHBI U BKIIFOUCHBI B oOactu Login Rules.

)
® [IpaBuia Bxona ObUIM BHIOpaHbI B 001acTH KOH(MUTYPUPOBAHUSL.
L

| InPUMEYAHHME

Kaxxnoe npasuiio Bxoza BKIIFOYAET TPH yCIIOBHUS: JUTUTENBLHOCTh BX0Aa, cerMeHT IP-anpecoB ucrounnka
u cermeHT MAC-anpecoB uctounuka. [Ipy KoHpUTryprpoBaHUHM MpaBuiIa BX0Ja HE HY)KHO YKa3bIBaTbh
BCE TPH YCIIOBUS.

1. B o6Gmactu Login Rules ycranoBute mpaBuiia BXoja.

[Tonpobuast uHpopMmarms npuBeneHa B Taom. 3-49.

YcTraHoBHTE MTpaBUIia BX0J1a i
Haxwmute Save.
Ha skpane mosBUTCS I1aIOTOBOE OKHO € MPOCHOOH MOATBEPAUTh Bl ACHCTBHS.

4. Haxwmure Yes.
HacTpoiika 6anHepa 06e30MaCHOCTH NP BXOJ€e B CHCTEMY

1. B o6mactu Login Security Banner Settings ycranoBute uis mapamerpa Security
Banner L
Beeaute coobrenue B mose Security Banner Text.
Haxxmute Save.
Ha skpaHe MOSABUTCS IUAIOTOBOE OKHO C MPOCHOO MOATBEPIUTD BaIllM JCHCTBHUS.

4, Haxwmure Yes.
BoccTaHoBieHHEe cO00IIEeHUsI 6€30MACHOCTH 10 YMOJTYAHUIO MIPH BXOJ€E B CHCTEMY

1. B o6mactu Login Security Banner Settings ycranoBure i napamerpa Security
Banner L=
Haxxwmute Restore Defaults.
Haxxmure Save.
Ha 9KpaHC€ MOSABUTCA AUAJIOTOBOC OKHO C HpOCL6OI>i NOATBECPAUTL Balll HeﬁCTBHH.

4, Haxwmure Yes.

Omnmcanne pyHKIMMN

Ha crpanuie Network MosKHO BBIOJHUTD CIIEAYIONIME OMEPALIIH

®  VYCTaHOBHUTH UMS XOCTa CepBepa.
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®  VYcraHoBuTh pexuM U IP-agpec ceTeBoro nopra ynpasieHus A CEpBEpa.

ABHMMAHME

W3menenue IP-anpeca ceTeBoro nopra ynpasieHHs IPUBEACT K TOTEPE COCTMHEHHS CETH.
Wzmensats [P-anpec pekoMeHIyeTcst TOIBKO B CiTydae KpaiHei HeoOXOMUMOCTH.

®  VYCTaHOBWTDH PEXHM MOTydeHUsT MHPOPMAIMK CHCTeMbI foMeHHbIX uMeH (DNS — domain
name system).

{1 InPUMEYAHME

DNS nmonnepxuBaet kak [Pv4-anpeca, Tak u [Pv6-anpeca.

Ecmm RH8100 V3 dyskImonnpyet B ogHOCHCcTEMHOM peskume, LAN marepunckoit mrarsl (LOM) Ha
HFC-1 ne npenocrapmsiet QyHKunio nHTEpdeiica G0KoBOI Moo chl ceTeBoro koHTpoiuiepa (NC-SI —
Network Controller Sideband Interface). Takum oOpa3som, ceresbie noptsl Ha LOM HFC-1 e

orobpaxarorcsi B 30He LOM.
®  VYcranoButh VLAN.
®  Vxazars nH(popmario NTP.
®  Vka3zaTh 4aCOBOM MOSC.
|
L

1 I nPUMEYAHME

Korza cepep oTkiroueH, a 3aTeM IMPOUCXOIUT €r0 BKIIIOYCHHE WM 3arpyKaeTcs ApanBep, CETEBOM MopT
MOBTOPHO MOAKIIIOYAETCS M3-3a (DYHKIIMH SHEPTO COEPEeKEHMsI CeTeBON MHTepdericHO miarsl X540 win
BCMS5719. B nannom cruenapuu ¢ynkims NC-SI BpeMeHHO Hemo cTyIHa.

GUI
Beioepure Configuration u3 rmaBraoro mMesro u Beibepure Network us nepesa nasurarmu.
Ha skpane nosiButcs crpanuia Network.
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Puc. 3-27 Crpanuua Network RH8100 V3

Network

Only administrators and operators can configure BMC

etwork settings. Common users can only

ed network settings.
iBMC Host Name

Server Name: 2102310YJV10D8000011
Save

iBMC Management Network Port
Mode: (@ | Fixed Automatic
iBMC network port
Dedicated Port LOM

* eth2 @ Portl @
Port2
Port3
Portd
Portl @
Pori2 @
Port3 @
pord @

Save
1P Address
IP Version: (' IPv4 IPv6 (o IPud/IPv6

The {BMC can be configured with an IPva address and an IPv6 address. The IP addresses can be automatically obtained or manually specified. If an P address is manually

d, the DNS address must also be

Pv4 1Pv6

Automatically obtain P address Automatically obtain [P address
o Manually set 1P address o Manually set 1P address

IP Address: 10.10.1.101 1P Address:

Subnet Mask:  255.255.255.0 1Pv6 Prefix: 0

Gateway: 10.10.1.100 Gateway;

MAC: 48:fdi8e:8b:51:56 Local Link Add: ~ fe80:zdafd:8eff:fe8b:5156/64
Save Save

DNS

Changing the DNS mode may

Automatically obtain DNS IPv4 address
Automatically obtain DNS IPv6 address
o Manually set DNS address
Domain:
Preferred Server:  10.10.1.10

Alternate Server:

Save
NTP
NTP OFF
Automatically obtain NTP information using DHCPud.
Automatically obtain NTP infermation using DHCPv6
. Manually set NTP information
Preferred NTP Server:
Alternate NTP Server:
NTP Time Synchronization Interval: 64s - 10245
Server Authentication: (e Disable Enable
Upload NTP Secure Group Key: Upload | No key uploaded.
Save
VLAN
VLAN: OFF
VLAN ID: 0
Save
Time Zone
Time Zone: | Asia 7| Hong Kong (GMT+0%:00) v
Save
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Puc. 3-28 Crpanuria Network npyrux ctoedHsix cepBepoB

Network e

Only administrators and operators can configure BMC network settings. Common users can only view the configured network
iBMC Host Name

Server Name:  2102310YJV10D8000011
Save

iBMC Management Network Port
Mode: (e Fixed Automatic
iBMC network port
Dedicated Port LOM

. cth @ Portl
Port2
Save
1P Address
1P Version: IPva Pve o IPvd/IPv6 Save

The iBMC can be configured with an IPv4 address and an IPv6 address. addresses can be automatically obtained or manuall ified. If an IP address is manually
specified, the DNS address must also be manually specified.
Pvd 1Pv6
Automatically obtain IP address Automatically obtain IP address
0 Manually set IP address ®  Manually set P address
1P Address: 192.168.1.23 1P Address:
Subnet Mask: 255.255.0.0 1Pv6 Prefix: 0
Gateway: 102168123 Gateway:
MAC Address: c8:1fbe:b8:ab:df Local Link: feB0:calfbeff:feb8:abdf/6a
Save Save
DNS
DNS
anging the DNS mode may disconnect the network.

Automatically obtain DNS IPv4 address.
Automatically obtain DNS IPv6 address
®  Manually set DNS address
Domain: ssh
Preferred Server:  192.168.9.10
Alternate Server:

Save

NTP
NTP oFF
Automatically obtain NTP information using DHCPvA
Automatically obtain NTP information using DHCPvE
. Manually set NTP information
Preferred NTP Server:
Alternate NTP Server:
NTP Time Synchronization Interval: 64s - 1024s
Server Authentication: (e Disable Enable
Upload NTP Secure Group Key: Upload | No key uploaded.
Save
VLAN
VLAN: OFF
VLAN ID: 0
Save
Time Zone
Time Zone: | Asia ¥ || Hong Kong (GMT-+08:00) M
Save
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Onwucanne napamerpa

Taou. 3-51 IMapametpst Ha ctparuie Network

ITapamerp

OmnmcaHne

Server Name

Mg xocta iBMC.
3HaueHue: cTpoka ATMHOH oT 1 10 64 cMMBOIIOB

3HaYeHnEe MOXKET BKJIFOYATh OyKBBI, (P! 1 neduc (-), HO He
MOXKET HAYMHATHCS MJTH 3aKaHYMBATHCS JE(PHCOM.

3HaueHue 1o yMOYaHuio: huawei

Mode

Tum ceTeBoro mopra ynpaeieHus, T.e. ceTeBoro nopra iBMC.
3HaueHHe:

® Fixed: mpu BeIOOpe MaHHOM oMK HEOOXOMMMO TaKKe yKa3aTh
BBIJICJICHHBINA ceTeBoi opT, LOM mi opT TEXHOJIOTUN IITHHBI
JUTS TIOAKITFOYCeHUS niepuepuiinbix yetporcts (PCle —
Peripheral Component Interconnect Express) B kauecTse
cereBoro mopta iBMC.

- Dedicated network port: BeIesieHHBIH ceTeBoit mopT iIBMC
- LOM network port: cepBucHsbIi ceteBoit mopt Ha LOM

- PCle port (Hemoctymnen anst RH8100 V3): cepBucHbIit
cereBoil mopt Ha mare PCle

* Automatic: mpu Beoope manuoi onmuu iBMC aBroMmaTHye cKu
BeIOMpaeT ceTeBoi mopt iBMC, B 3aBUCUMOCTH OT cTaryca.
Ecnu noctynHo HeCkoIbKO ceTeBbix TOpToB, iBMC BbiOMpaeT
CETEBOI MOPT B COOTBETCTBUU CO CIIEYIOLIUM IIPUOPUTETOM
BBIZICIICHHBIN ceTeBol mopT > ceteBor mopT LOM > nopt PCle
(menoctynen s RH8100 V3).

IMPUMEYAHUE
e Ecmu cereoii mopt Ha ruiare PCle BrIOpaH B KauecTBe CETeBOTO NopTa
iBMC, To MmoxeT ucnosnb3oBarhest Tonbko 1iara PCle Huawei, kotopast
MOJKIIIOUECHA C MCTIOJIb30BaHKeM Kabesei NC-SI.

e Ecmm nopt Ha LOM BEIOpaH B kadecTBe cereBoro nopta iBMC, o LOM
nospkeH noanep:kusars NC-SI.

e Tlpu Bridope nopra LOM unu nopta PCle BpyuHyro mm
aBTOMAaTHYECKH, OJJMH U TOT K¢ (PU3MUCCKUIT HOPT CITyKHUT
YIPABISIOIIUM [TOPTOM U CEPBHCHBIM CETEBBIM IMOPTOM. B memsax
06€30T1acHO CTH HEOOXOIMMO CKOH(HUTYPHPOBATh JaHHBIE BUPTYAIbHON
nokanbHOM cetd (VLAN — virtual local area network) 11 H30JI0UAH
IUIOCKOCTH YIPABJICHUS U T1JI0 CKO CTH 00CITy)KUBaHHUS, TIPU YCIOBUH YTO
BBIOpaHs! 3Ha4eHwwst Fixed wim Automatic u ckoHbHUrypHpoBaHsI TOPTHI
LOMu PCle.

e Ecii cereBoii OpT BBIOPaH B Ka4€CTBE CETEBOTO TOPTa yHPABICHUA

iBMC, to 0 Oyzer 0TOOpaKEHO 3a CETEBBIM MOPTOM.

3naueHus no ymondaunuio: Fixed

CerteBoil mopt
iBMC

Ecmu s mapametpa Select Mode Beibpano 3nauenue Fixed, to
HEOOXOIMMO yKa3aTh CETeBOM MOPT YIIPABICHUSL.

Ecmu s mapametpa Select Mode BeiGpano 3nauenne Automatic,
TO HEOOXOIMMO BBIOPATH CETEBBIE MOPTHI I ABTOCOTTIACOBAHM.

Beimyck 06 (13.11.2017)

Koubunenunanpaas uadopmarnus Huawei 113

Proprietary and Confidential

Copyright © Huawei Technologies Co., Ltd.




Croeunslii cepep Huawei

PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 3 Be6-unrepdetic nomp3oparens (WebUI) iBMC
ITapameTp OmnmcaHne
IP Version Bepcuu [P-aapecos:
o IPv4
* IPV6
o IPv4/IPV6
3uagyenue mo ymoauanuio: |Pv4/1Pv6
IPv4
Automatically Bribepure maHHBIH TapaMeTp, 9TOOBI 11 ceTeBoro mopta iBMC
obtain IP address ObLT aBTOMaTHYeCKHU Ha3HaueH [P v4-aapec.
Manually set IP Bribepute naHHbI mapameTp Ui yctaHoBKH [Pv4-anpeca
address cereBoro nopra iBMC. Uudopmanus 06 [Pv4-aapece Brimogaer: 1P
Address, Subnet Mask, Gateway n MAC Address.
NMPUMEYAHUE
MAC Address — sto ¢usmueckuii aapec NIC.
IPV6
Automatically BriGepute maHHbI mapameTp, 4ToObl yisi ceTeBoro nmopta iBMC
obtain IP address ObLT aBTOMaTHYeCKH Ha3HadeH IPv6-aapec.
Manually set IP BriGepuTe naHHbBIM MapameTp Ui ycTaHoBKH [P V6-aapeca
address ceteoro nopra iBMC. Uadopmanus o6 IPv6-aapece BrimodaeT: IP
Address, IPv6 Prefix, Gateway, Local Link u IP Address List.
NPUMEYAHUE
e Local Link ncrionms3yercst uist JIOKaIbHO#M CBSI3H.
e IP Address List mognepxiBaer makcumym 15 IPv6-anpecos, pu
KCII0JIb30BAHHH aBTOMAaTH4eCKOU HaCTpOI‘/‘IKI/I aapecoB 0e3 COXpaHCHUA
cocrosiamst (SLAAC —  stateless address autoconfiguration).
DNS
Automatically Bribepute naHHbBIM mapameTp, uToObl 11 cepBepa DNS Obin
obtain DNS IPv4 aBTOMaTnyecku HaszHaueH [Pv4-anpec.
address
Automatically Bribepute naHHbIM napameTp, 4ToObl 11 cepBepa DNS Obin
obtain DNS IPv6 aBTOMarn4ecku Ha3zHaueH [Pvo-anpec.
address

Manually set DNS BribepuTe naHHbI mapameTp Ui BBoja HHPpopmaiun o DNS
address Bpyunyto. Mudopmarms o DNS Brimrogaer: Domain, Preferred
Server u Alternate Server.

BHUMAHHUE
Ecmu IP-anpec cereBoro nopra iBMC yka3aH Bpy4Hyto, T0 HH(OpMAIIHs O
DNS Taxoke moymkHa OBITh yKa3aHa BPYIHYIO.

Domain Nms momeHa a7 cepsepa.
3HaueHue: cTpoka amuHou oT 0 10 67 CHMBOJIOB

3HaYeHUE MOXKET COIEPKaTh OyKBBI, IIU(PHI U CTICUATbHEIC
CHUMBOJIbI, BKJIFOYAS TIPOOCIIBL.
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ITapameTp

Onmcaane

Preferred Server

IP-agpec npeamouturensHOTO cepBepa DNS.

Alternate Server

IP-anpec amsrepHariuBHOTO cepBepa DNS.

NTP

NTP

NTP no3BosisieT cepBepy CUHXPOHU3UPOBATH BPEMSI C CEPBEPOM
NTP.

Haxxmure WU Sy gaxxkmure Save.
3HaueHue:

o S prurtouenue NTP.

° : otkaroueHre NTP.

Automatically
obtain NTP
information using
DHCPv4

BriGepute naHHblil napameTp, uToObl 11 cepsepa NTP Obu1
aBroMarudecku Ha3HaueH [Pv4-anpec.

MNPUMEYAHUE

[pu BEIOOpE MaHHOTO MapameTpa, HH(OopManys 0 9acOBOM TOsICE JOJDKHA
OBITH yKa3aHa BPYUIHYIO.

Automatically
obtain NTP
information using
DHCPV6

Bribepute nannsli mapameTp, 9ToOs! s cepepa NTP Oput
aBTOMarndecku HazHaueH [Pvo-ampec.

Manually set NTP
information

BriGepute naHHBIA napameTp, 4ToObl yKa3aTh MPEANOYTUTENbHBIN
u anbTepHatuBHbIM cepep NTP Bpyunyto.

Preferred NTP
server

IP-agpec npeamnouturensHoro cepBepa NTP.
3HaueHue:

* |Pv4 address

* |Pv6 address

e Domain name

Alternate NTP
server

IP-agpec ansrepunatuBHOro cepsepa NTP.
3HavcHME:

* |Pv4 address

* IPv6 address

* Domain name

Server
Authentication

3axpbIThIi K04 17151 3arpy3kd Ha iBMC u npoBepku
uneHtuduKanum, eciu napamerp Server Authentication sxiroueH.

NTP Time
Synchronization
Interval

WuTepBan B TeueHHE KOTOPOro CUCTEMA BBIIOIHSAET
CHHXPOHH3ALUIO BpeMeHH ¢ cepBepoM NTP.

Cucrema aBTOMaTHYE CKH YKa3bIBAa€T UHTCPBAJI CHHXPOHU3AITUN
BpPEMEHHU, B 3aBUCUMOCTH OT CETEBOI'O CTaTrycCa. Ecnu ceth
HaXoOUTCA B XOpPOIIEM COCTOSIHHMU, TO B KAYECTBC MHTCPBaJIa
CUHXPOHU3allU BPEMCHU YKAa3bIBACTCSI MAKCUMAJIbHOC 3HAUYCHUC.

Server

AYTCHTH(i)I/IKaLII/Iﬂ, KOTOpast MOXCET OBITh BKJIIOUE€HA MIIH OTKJIIOUEHA
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ITapameTp

Onmcaane

Authentication

JUIS CBSI3U MEXy cepBepoM U cepBepoM NTP.

3nayeHue no ymoauanuio: Disabled

Upload NTP Secure
Group Key

Ecnu napamerp Server Authentication BxirodeH, To uist IPOBEPKH
UACHTH(HUKAIIMN HEOOXOIMMO 3aTPY3UTh 3aKPBITHIN KIIFOY Ha
iBMC.

IMPUMEYAHUE
JIJist TeHEpUPOBAHUS 3aKPBITHIX KIFOUEH CHCTEMA MOAIEPKUBAET 3arPy3Ky
rereparopa Kiodeii (Hanprmep ntp-keygen).

VLAN

VLAN

Hactpoiika VLAN.

Haxxmute AN =y gaxxmuTe Save.

3HaueHHA:
. “=f VLAN BKIIOYEHA.

o VLAN oTtkiro4eHa.

MNPUMEYAHUE
e Cuctema He nonjep>kuBaet HacTpoiiky VLAN, Tosbko eciu
BBI/ICNICHHBIN CETEBOI MOPT UCTIONB3YeTCs B paMKkax pexxuma Fixed.

e JIns M30JSIUUU MEX]Ty CEPBUCHOM CETHIO U YITPABISAIOUIEH CEThIO
pexomenayercs BKmounTb VLAN u ycranosuts ID VLAN.

3HaYeHHE 110 YMOJTYaHUIO:

VLAN ID

VLAN kotopoii npuHayie:)kuT ceteBoit nopt iBMC.

Time Zone

Yacosoii nosic qist iBMC.
YCTaHOBUTH YaCOBOM MOSC MOXKHO CIICTYOIUMU CIIOCO0AMHU:

® Beibepure Others us Time Zone u BoibepuTe CABUT 1O
Bpemenn GMT-hh:mm uwiu GM T+hh:mm. Casur no BpemMeHnu
Haxomures B quamnaszone or GMT-12:00 no GMT+14:00.

* Bribepure Ha3BaHue yacoBoro nosica: Global time zone
name+City name

NPUMEYAHUE
e TIpu BeiGope Automatically obtain NTP information through
DHCPV4 cuctema aBroMarndecku 0T00pa3uT HHPOPMALHIO O 4ACOBOM
nosce.

e B uacoBbIx nosicax, ucnoss3ytonux jeraee Bpems (DST), iBMC
aBTOMaTHYECKH YKa3bIBaeT BpeMsl Ha OJIMH Yac BIepel, Korjia
HaunHaetcs DST, u Bo3BparaeTcs K cTaHIapTHOMY BpEMEHH, KOTa
3akaHumBaercst DST.

3nauenue o ymondanuio: OtherstGMT

IIpouenypa

HacTtpoiika nMeHu xocta
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1. Ha crpanune Network ykaxkute ums xocta cepsepa.
[onpoOHas undopmanus npuseneHa B Tadm. 3-51.
2. HaxwmTe Save.

Hactpoiixa BEITOTHEHA YCIICIIHO, €CIIH Ha SKpaHe MosSBUTCS coodmenne «Operation
successful>»

3. Haxwmute Restart Now mist HezamemmuTenbHOM niepe3arpy3ku iBMC win HaxxMuTe
Restart Later, yto0s! BeITONTHUTH niepe3arpy3ky iBMC nozxe.
L InPUMEYAHME

C6poc iBMC npuBeeT kK aBTOMaTHIeCKOMY T€HepHUpOBaHuIo cepTudukara SSL.

Bb100p ceTeBOro nmopTa ynpasJjieHHsA

1. Ha crpanune Network BeiGepute THIT CETEBOrO MOPTA YIPABICHUS U YKAXKHUTE CETEBOM
MOpT.
ITonpo6nas nHpopmarus nmpuseaeHa B Tadm. 3-51.

2.  Haxwmute Save.
Hacrtpoiika BBINONIHEHA YCNIEIIHO, €CIM Ha 3KpaHe MosBUTCs coodmeHne «Operation
successful>

Hactpoiika IPv4-agpeca Il ceTeBOro mopTa ynpasJieHHSsI

1. B o6mactu IPv4 Ha ctpanune Network ykaxure uadopmaruio o IPv4 s cereBoro
MOpTa YIpaBJICHHS.
IMonpo6nas undopmarus npuseneHa B Taomn. 3-51.

2. Haxwmure Save.
Hacrtpoiika BBINIOIHEHA YCIIEIIHO, €CJIM Ha SKpaHe MOosBUTCS coodmeHue «Operation
successful>

Hacrpoiika IPv6-agpeca /il ceTeBOro nopTa ynpasJieHUsI

1. B o6nactu IPV6 Ha ctpanune Network ykasxkure nudopmarmio o IPv6 mis ceteBoro
MopTa yIpaBiICHHUS.
[Moapobuast nuapopmanus npuseneHa B Taom. 3-51.

2. Haxwmute Save.
Hacrtpoiika BeIIOJIHEHA YCNEIIHO, €CIM Ha 3KpaHe MoABUTCs coollenue «Operation
successful>»

ABTOMaTH4YecKoe noaydenne napopmanun o DNS

1. Haxwmure Automatically obtain DNS IPv4 address ecnu ceteBoii OpT yIpaBieHHs
ucnosesyet [Pv4-anpec nin naxmute Automatically obtain DNS IPv6 address ecin
CeTeBOI MopT ynpasieHus ucnonsdyet [Pvo-anpec.

2. Haxwmute Save.
Hacrtpoiika BbIIONIHEHA YCIIEIIHO, €CIM Ha 3KpaHe MosBUTCs coobieHue «Operation
successful>»

Hactpoiika unpopmannn NTP BpyuHyro

1. Haxwmure na kuonky Manually set DNS IP address.

2. Ycranosute 3Hauenus napamerpos Domain, Preferred Server u Alternate Server.
[MoapoOnas nupopmanus npuseaena B Tadmn. 3-51.

3.  Haxwmure Save.
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HacTpoiika BeIOIHEHA YCHEIIHO, €CJIM Ha 3KpaHe MoSBUTCA coobmenne «Operation
successful>»

Hacrpoiika ID VLAN 151 ceTeBOro Nopra ynpanJieHHs

ABHMMAHME

VYkazanueii ID VLAN BcTymnaeT B CHITy TOJBKO JUISl CETEBOTO TIOPTA YIIPaBJICHUS 00IIETO
10JIb30BAHHUS.

1. B o6nactu IPv4 Ha ctpanune Network ykasxure ID VLAN mjist ceTeBoro mopra
ynpasienus. [logpobHas uadopmarms npuseneHa B Taom. 3-51.

2.  Haxwmure Save.

Hacrtpoiika BBINONIHEHA YCNIEIIHO, €CIM Ha 3KpaHe MosBUTCS coodieHne «Operation
successful>»

Hactpoiika uandopmanun o NTP

1. B NTP ykaxuTe napamMeTpsl B 3aBHCUMOCTH OT CEPBUCHBIX TpeOOBaHHH.
[MonpoOHas nndopmanus npuseneHa B Tadm. 3-51.

2. Haxwure Save.
Hacrpoiika BEIITIOTHEHA YCIICIIHO, €CIIN Ha SKpaHe MosBUTCS coodmenne «Operation
successful>

HacTrpoiika yacoBoro nosica

1. B Time zone BribepuTe 9acoBoii mosce.
2. HaxwmuTe Save.

Hactpoiixa BEITOTHEHA YCIICIIHO, €CIIH Ha SKpaHe MosSBUTCS coodmenne «Operation
successful>»

3.7.6 Ctpanmuia Services

Omnmcanne PpyHKIMM

Ha ctpanuie Services MoxXHO MPOCMOTPETh U YCTAHOBHUTH CEPBUCHYIO HH(POPMAIHIO
CUCTEMBI.

GUI
Beioepure Configuration us rmaBHoro MeHro 1 BeIOEpuTE SEIVICES U3 JepeBa HABUTALIUH.
Ha skpaHe mosiBUTCS cTpaHuia Services.
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Services ¢
SSH | ON J Port: 22 Restore Defaults
SNMP Agent © o 11 Restore Defaults
KM & o 29 Restore Defaults
v [ ON Port: | 8208 Restore Defaults
Video: | ON | Port: 2199 Restore Defaults
VNC: [ on Port: | 5900 Restore Defaults
Web Server (HTTP): [ ON | Port: |80 Restore Defaults
Web Server (HTTPS): [ ON | Port: |443 Restore Defaults
IPMI LAN: Port 1: 623 Restore Defaults

Port 2: 664 Restore Defaults
IPMI LAN (RMCP+) | ON _

Save

Omicanne mapaMeTpoB

Ta6u. 3-52 Iapamerpsr Ha cTpanuie Port Settings

ITapameTp OmnmcaHne
Services CucTteMHBIe CepBHCHI, KOTOPbIE MOTYT OBITh BKJIFOUEHBI HITH
OTKJIFOUCHBI:

® SSH: ycranoBka 6e30macHOro KaHaia MEX]Ty JIOKaTbHbIM
KOMITBIOTEPOM U CEPBEPOM.

iBMC noanepuBaeT MaKCUMYyM MATh OJTHOBPEMEHHBIX
coenuuennii SSH.

MMPUMEYAHUE
SSH nopnepxuBaer anropurmsl mudpoanus: AES128-CTR,
AES192-CTR n AES256-CTR. Ilpu Bxozxe B iBMC gepe3 SSH
HCIOJIB3YETCs ONUH U3 TOAACPIKHBACMBIX AITOPUTMOB LIH(PPOBAHHMSL.
* SNMP Agent: Tparcismus u repeaada 3apocoB MEKIY
YOPaBISIOUMMU YCTPOUCTBAMHU U YIPABISEMBIMU
yCTpoOiCTBaMH.

¢ KVM: nonp3oBaTen MOTyT yAaJe€HHO YIIPABIATh CEPBEPOM
TIPU TIOMOIIY JIOKAJILHOM KJIaBUaTyphbl, Bueo 1 MbImu (KVM).

iBMC nognepuBaeT MaKCUMYyM JIBa OJHOBPEMEHHBIX
ITOJB30BaTES.

* VMM: nons3oBarenb MOXKET UCITOJIB30BaTh BUPTYAIbHBII
DVD-nuckoBon wim auckoBon st (onmu-auckoB (FDD) s
YIOpaBIICHUS U JOCTyNa K CEpBEpY.

iBMC noanep:xuBaeT TOIbKO OIHOTO TOJIH30BATEIS
OTHOBPEMEHHO.

NMPUMEYAHUE
VMM - 510 mucnerdep BupTyanbHbix MaunuH (Virtual Machine Manager).

® Video: monp30BaTens MOT'YT HCITOIB30BaTh PYHKIIHIO
BOCTIpom3BeieHusI BHJe0. [logpoOHas nHpopManus nmpruBeacHa
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ITapameTp

Onmcaane

B paszzene 3.5.1 BocnpousseneHue.

iBMC nommepxuBaeT TOJIBKO OTHOTO MOJIb30BATENS
OTHOBPEMEHHO.

® Web Server (HTTP): mognepxka npocmoTpa cetit UHTEepHET 1
TPaHCJISIIKS CTPAHUIl Ha 0a3e MPOTOKOJIa Mepeaadn
runeprekcta(HTTP — Hypertext Transfer Protocol). [{ns
YCTaHOBKH CoeIuHeHus1 Mex 1y Opay3epom u iBMC cepsuc Web
Server (HTTP) Bkirouen mo ymomyanur. [locne ycraHOBIEHUS
COCIMHEHUS UCIIONB3yeTcs Oe3omnacHbli npotokoia HTTPS.

* VNC: nonp3oBarein MOTYT YIAJCHHO YIIPABISATh CEPBEPOM MIPHU
TTIOMOIIIH JIOKAJIFHOW Ki1aBHaTypsl, Buaeo u Meiu (KVM). VNC
— 3TO BHPTYyallbHasl CETeBast KOHCOJb.

CI/ICTeMa noz[z[epncHBaeT MaKCI/IMyM IIAATh OI[HOBpeMCHHI)IX
MOJIb30BaTCIICH.

* Web Server (HTTP): momuepxka nmpocmoTpa ceti IHTEpHET 1
TPaHCJISIIMU CTpaHUL Ha 06a3e MPOTOKOJIA Mepeadu TIepTeKcTa
(HTTP — Hypertext Transfer Protocol). JIst ycTaHOBKH
coeMHeHUs Mexay Oopayzepom u iBMC cepuc Web Server
(HTTP) BritoueH o ymomuanuio. [Tocie yctaHOBIEHUS
COeIMHEHUS HCIIoNb3yeTcs 6e3omnacHbi nmpotokoid HTTPS.

* \Web Server (HTTPS): noguaepsxka mpocMotpa ceti MHTepHET
Y TPaHCISAIUK CTPAHUI] Ha 0a3e MPOTOKOJIA epeaadn
runeprekcta o SSL (HTTPS — Hypertext Transfer Protocol
over Secure Socket Layer).

iBMC noanep:xuBaeT MaKCUMYM YETBIPE OJIHOBPEMEHHBIX
coemuuenus HTTPS.

¢ IPMI LAN (RMCP): unrepdeiic HHTEIICKTyaIbHOM
wiardopmel ynpasiaenus mo LAN — (IPMI — Intelligent Platform
Management Interface) ¢ momaepx ko IpOTOKOIIA YIAICHHOTO
ymnpasnenuns (RMCP — Remote Management Control Protocol).
Ucnonw3osanue cepsuca [PMI LAN (RMCP) moxeT npuBecTH
K OMpeJeNIeHHBIM PUCKaM B cucTeMe Oe3onacHocTH. Bmecto
3TOTO, B LENAX O0ecredeHus: 6e30MacHOCTH PEKOMEHAYETCS
ucnomnb3oBath cepBuc IPMI LAN(RMCP+). Cepsuc IPMI LAN
(RMCP) oTKIJIIO4EH IO YMOJTYaHHUIO.

¢ |IPMI LAN (RMCP+): uarepdeiic nHTEIIEKTYaIbHOM
miardopmsl yrpasinerus mo LAN  (IPMI — Intelligent Platform
Management Interface) ¢ moaaep» Kol MPOTOKOJIA YIAICHHOTO
yrnpasienus (RMCP+ — Remote Management Control Protocol).

NPUMEYAHUE
Tonbko cepsepsl V5 noanepxusarot cepsuc VNC.

Haxxmute WU Sl paxxmuTe Save.
o Sl priTroueHue cepaepa.
. : OTKJIIOUEHHE CepBepa

Port

Homep nopra, HCHOSIb3yEMBI CEPBUCOM.

Huamazon 3naueHuit: ot 1 g0 65535
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ITapameTp

Onmcaane

3HavyeHHUE TTO YMOJIYaHHIO:

SSH: 22

SNMP Agent: 161

KVM: 2198

VMM: 8208

Video: 2199

VNC: 5900

Web Server (HTTP): 80
Web Server (HTTPS): 443

IPMI LAN (RMCP): 623 mrst mopra 1 (mepBudHbit mopt) u 664
JUTS TIopTa 2 (BTOPUYHBIN TIOPT)

IPMI LAN (RMCP+): Cepeucst RMCP+ 1 RMCP ucnons3yror
OJIMH W TOT XK€ TIOPT.

NPUMEYAHUE

e Eciu B kauecTBe nopta Opaysepa, He yCTAaHOBJIEHHOTO 110 YMOJTYaHHIO,
cxkoHdurypuposan opt HTTP/HTTPS, o 6payzepst Chrome v
Firefox He MOTYT HCIIOIB30BaTh JAHHBIN MOPT JUIS YCTAHOBIICHUS
coenuHeHws. [yt perenns JaHHo# pobieMbl He00X0JUMO HAaCTPOUTH
Opay3ep TakiuM 00pa3oM, YTOOBI OH MOT HCIIOJIB30BaTh MOPTHI HE MO
YMOJTYAHHMIO JI51 YCTAHOBJICHHS COSJIMHEHUH.

e OpnoBpemenHoe oTkimodeHue cepsucoB SSH, HTTPS, RMCP u
RMCP+ MoxeT npuBeCTH K pazbeIuHEHNI0 ceTH. Eciu Bce cepBUCH
OTKJIIO4EHBI, TO MOKHO HOAKIIIOUUTHCS K CEPBEPY 110
TI0 CJIEI0BATEFHOMY HIOPTY U BKIIFOYHUTH BE0-CEPBUCHL.

o Toumsko cepBeps! V5 mopnepxkuBarot cepsuc VNC.

IIpouenypa

HaCTpoﬁKa HOMEPOB MOPTOB 1J CUCTEMHBIX CEPBUCOB

1. B crpoke meHto Beibepute Configuration.

2. B nepeBe HaBuraimu cieBa BeiOepute Services.

Ha skpaHe cripaBa MosIBUTCS CTpaHHIA SErVices.

3. Bxurounte HCO6XOI{I/IMBIC CHUCTEMHBLIC CEPBUCHI U YCTAHOBUTEC HOMEpPA MOPTOB IJIA 3THUX

CCPBHUCOB.

[onpoOHas undopmanus npuseneHa B Taom. 3-52.

L lnpumeuanue

J1nst ¥Crob30BaHMsI HOMEPOB IOPTOB TI0 YMOJIMAHHUIO JUTs cepBHCcOB, HaKMuUTe Restore Default mocie

nopTa.

Cepsuc

HevicTBue

SSH

Beenure HoMep mopTa B TEeKCTOBOM Hoje Port.

SNMP Agent

BBennTe HOMEp mopTa B TeKcToBOM Mosie Port.

KVM

Beeaute HOMEp mopTa B TeKCTOBOM Tiojie Port.
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Cepsuc HevictBue
VMM BBennTte HOMEp mopTa B TeKCTOBOM 1ose Port.
Video Beenute HOMEp mopTa B TeKCTOBOM Tiosie Port.
VNC Beeaute HoMep mopTa B TeKCTOBOM Tose Port.
Web Server Beenute HOMEp mopTa B TeKCTOBOM mone Port.
(HTTP)
Web Server Beeaure HOMep IopTa B TEKCTOBOM Hojie Port.
(HTTPS)
IPMI LAN 1. Breaurte HOMep MOpTa B TEKCTOBOM mosie Port 1.
(RMCP) 2. Benute HOMEp mopTa B TEKCTOBOM moje Port 2.
IPMI Cepsucbel RMCP+ 1 RMCP ucnonbs3yroT OIuH U TOT K€ MOPT.
LAN(RMCP+)
4. Haxwmure Save.

Hacrtpoiika BbIIONHEHA YCIIEIIHO, €CIM Ha 3KpaHe MosBUTCs coobieHne «Operation

successful>»

3.7.7 Ctpanmuna System

Onmcaaue

Ha ctpanune System npuseneHa cienyronias HHQOpMAIIHS:

GUI

Hudopmanus o npoctoM mpotokoite yupasierns cetbio (SNMP — Simple Network
Management Protocol)

Bepcuu cuctemsr 6e3onacHocty TpancioptHoro ypoBHs (TLS — Transport Layer

Security)

OyHKUMHU YIIpaBIEHU M0JIb30BATENIIMU Ha 00CTyKUBAIOLIeH cTOpoHe

[epuon oxxumanus BeO-ceccHid U pekKUM YCTAaHOBJICHHUS BeO-ceccrid

MecromnonoxeHue yCTpoucTB

IToporoBeie 3HaueHus ucnoas3oBanus L1 u mamaru

FusionPar

Pexxum RAID

Bribepure Configuration u3 rmaBHoro MeHto u Beibepute SyStem u3 nepeBa HaBHralUH.

Ha sxpane nosiBuTcs ctpanuna System.
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Puc. 3-29 Crpannma System RH8100 V3

System ¢c O

Only administrators and operaters can configure systern pararneters.

SNMP Versions

SNIMPY3 is enabled by default and cannot be disabled. Enabling SNMPv1 or SNMPV2C may pose security risks.
SMNMPwL SMNMPwZe

Long Password: OFF
Read-Only Community:

Confirm Read-Only Community:
Read/Write Community:

Confirm ReadfWrite Community:

Legin Rules: Rulel Rule2 Rulez Yiew login rules
SNMPyE

SNMPy3 AuthProtocol: B

SNMPY3 PrivProtocol: AES -

SNMPY3 EnginelD: 0xB0001fEE03201703291340F186

Login Rules: The login rules also apply to SNMPy3 users.
Save

TLS Versions

Changing the TLS versicn will disconnect active web sessions and restart the HTTPS service.

< TLS1.0 [+ TS 11 TLE 1.2

0% User Management

User Management: [ on ]

Save
Web Session
Timeout Peried (min): 3

Session Mode: Shared * Exclusive

Sawe
Device Location
Device Location:
Save
Set FusionPar
FusionPar: * single system dual-mede system
Rermote Node Authentication:
usernarne:
password:
Save
RAID Mode
Mode: ® Single RAID Dual RAID

Save
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Puc. 3-30 Crpanmma System RH5885 V3
System ¢ 0

Only administrators and operators can configure system parameters.

SNMP Versions

SNMPv3 is enabled by default and cannot be disabled. Enabling SNMPv1 or SNMPv2C may pose security risks.
SNMPv1 SNMPv2c

Long Password:

Read-Only Community:

Confirm Read-Only Community:
Read/Write Community:

Confirm Read/Write Community:

Login Rules: Rulel Rule2 Rule3  View login rules
SNMPv3

SNMPv3 AuthProtocol: SHA1 v

SNMPv3 PrivProtocol: AES v

SNMPv3 EnginelD: 0x80001188030018e1c5d866d13f

Login Rules: The login rules also apply to SNMPv3 users,
Save

TLS Versions
Changing the TLS version will disconnect act sions and restart the HTTPS service

+ TLS10 |+ TLS11 TLS 1.2
Save

0OS User Management

User Management: [ on ]
Save
Web Session
Timeout Period (min): 480
Session Mode: ¢ Shared Exclusive
Save

Device Location

Device Location:

Save
Device Location: 9999939999999999999999¢
Save
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Puc. 3-31 Crpanmma System apyrux CTOSYHBIX cepBepoB V3

System o)

Only administrators and ors can configure system para

SNMP Versions

SNMPv3 is enabled by

default and cannot be dis: d. Enabling SNMPv1 or SNMPv2C may

SNMPv1 SNMPv2c

Long Password: OFF
Read-Only Community:

Confirm Read-Only Community:
Read/Write Community:

Confirm Read/Write Community:

Login Rules: Rulel Rule2 Rule3 View login rules
SNMPv3

SNMPv3 AuthProtocal: SHAL v

SNMPv3 PrivProtacol: AES v

SNMPv3 EnginelD: 0x80001f88030018e1c5d866d13f

Login Rules: The login rules also 3 users

Save
TLS Versions
Changing the TLS version will disconnect eb sessions and restart the HTTPS s
+ TLS 1.0 v TLS1.1 TLS 1.2
Save

OS User Management

User Management: [ on ]

Save
Web Session
Timeout Period (min): 480
Session Mode: ® Shared Exclusive
Save

Device Location

Device Location:

Save

Alarm Thresholds

CPU Usage (%): 100
Memory Usage (%): 100
Hard Disk Partition Usage (%): 100

Network Port Bandwidth Usage (%): 100

Save
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Puc. 3-32 Crpanmma System ctoednbIx cepBepoB V5

System (Vo)
Only administrators and eperaters can configure system parameters.

SNMP Versions

SNMPy3 is enabled by default and cannot be disabled. Enabling SNMPvl or SNMPv2C may pose security risks.
SNMPW1 SNMPwZe

Long Password: [ on ]

Read-Only Community:

Confirm Read-Only Community:

Re ad/Write Community:

Confirm Read/Write Community:

Login Rules: Rulel RuleZ Rule3 View login rules
SNMPYI

SNMPv3 AuthProtocol: SHAL -

SNMPv3 PrivProtocol: AES -

SNMPw3 AuthUser: Administrator -

SNMPv3 PrivPassword:

SNMPy3 EnginelD: 0x80001f880230018c0a8f27228a3
Login Rules: The login rules also apply to SNMPw3 users.
Save

TLE Versions

Changing the TLS version will disconnect active web sessions and restart the HTTPS service.
+ TLS 1.0 < TS 11 TLS 12
Save
0% User Management
User Managernent: m
Save
Web Session
Timeout Period (min): 5
Session Made: Shared ®  Exclusive
Save

Device Location

Device Location:

Save

Alarm Thresholds

CPU Usage (%): 100
Memory Usage (%): 100
Hard Disk Partition Usage (%): 100

Network Port Bandwidth Usage (3%): | 100

Save
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Omnwcanne napamMeTpos

Ta6u1. 3-53 IlapameTpsl Ha cTpanue System

ITapamerp

OmnmcaHne

SNMP Version

SNMPv1

[TepBas opunmanpuas Bepcust SNMP, onpeneneHHast B IOKyMEHTE
RFC 1157. Ucnons3oBanue SNMPv] MoxeTr npusecty k
MOSIBJICHUIO ONPEAETIEHHBIX PUCKOB Oe3onacHocTH. [

obecriedeHNs 6€30MaCHOCTH PEKOMEHIYETCsI HCTIONb30BaTh
SNMPV3.

MNPUMEYAHUE
Ecmm SNMPv1 BkITFO9€H, TO pEeKOMEHIYeTCsI H3MEHUTH UMsI COO0IIecTBa
SNMP npu nepBoM BX0JI€ B CUCTEMY M TIEPHOANYECKU MEHATH €TI0 B
aIbHENIIIEM.

SNMPv2c

YcosepmenctBoBanHas Bepcusi SNMPv2. SNMPv2c — 3t0
JKCIIEpPUMEHTAJIbHBIN IPOTOKOJI, KOTOpHli onpeneneH B RFC 1901 u
KOTOPBIN HOIEPKUBACT APXUTEKTYPY YIpaBIeHHS Ha O6aze
coobmect. VicnonszoBanne SNMPv2c MoXeT IpHUBECTH K
MOSIBJICHHIO OTIPEICICHHBIX PUCKOB Oe30macHoCcTH. J{is

obecreueHNs 0€30MaCHOCTH PEKOMEHIYETCS UCTIONIb30BATh
SNMPV3.

NMPUMEYAHUE
Ecmu cepsuc SNMPv2c BKITIOU€H, TO PEKOMEHITYETCsl U3MEHUTh UM
coobmectBa SNMP npu riepBoM BXOZI€ B CHCTEMY U ITEPHOAMIECKH MEHATH
€10 B JaJIbHEHIIEM.

Long Password

BkiroueHue nim oTKIIIOUEHUE q)yHKI_II/II/I JJIMHHOTO ITapoJis.
BrittounTe naHHyo (YHKIUIO IPH BBOJIE MUHUMYM 16 CHMBOJIOB
JUTS UMEH COOOIIECTB.

3HavueHUE M0 YMOIYAHUIO: JUTst cepBepoB V3 u

S s cepBepoB V5.

Haxxmure W =y naxxmute Save.
o S prurrouenne Gyukiun Long Password.
. : otkiroueHue GyHkimu Long Password.

Read-Only
Community

Mg cooO1iecTBa TOJIBKO ST YTEHUS.

3HaueHue 10 ymMoadanuo: roAdminl2#$ s cepsepos V3 u
roAdministrator@9000 s cepsepoB V5.

INPUMEYAHUE

JlaHHBIA TTapaMeTp SIBISIETCS IeHCTBUTENHHBIM TOJIBKO TP UCTIONBE30BAHIN
SNMPv1 umu SNMPv2c.

Ecinm npoBepka CII0KHOCTH TapoJisi OTKIIIOYEHA, TO B Ka4eCTBE
3HAYCHUS] MOKET HUCIOJIB30BaThCs CTPOKA UIMHOM oT 1 1o 32

CHUMBOJIOB, cocToAmIas u3 OyKB, IU(p U CEHATBHBIX CHMBOJIOB
(32 UCKIIFOYEHUEM TIPOOEIIOB).

Ecmu MMPOBEPKaA CIIOXKHOCTHU IMAPOJIA BKIIIOYEHA, TO MMAPOJIb JOJIKCH
COOTBETCTBOBATH CJICAYIOIIUM Tpe6OBaHI/I${MI
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ITapameTp

Onmcaane

® Conepxath OT 8 10 32 CUMBOJIOB.

hd Coz[epmaTb, KaK MUHUMYM, OAWH U3 CJICAYIOIIUX CIICIHAJIbHBIX
CHMBOJIOB:

~1@#$WNE*()-_=+\[{}];:"<.>/?
* CozmepkaTb CUMBOJIBI, KAK MUHHMYM, JIByX BHIOB!
- 3armaBHBIC OYKBHL: OT A 10 Z
- CtpouHbie OyKBBI: OT a JI0 Z
- Hudpsr: ot 0 10 9

® He jomkeH coaepkarh mpoOebl.

Confirm Read-Only

Nms COO6H.I€CTBa TOJIBKO IJIs1 YTCHHSA, IIOBTOPHO BBEACHHOC JIsA

Community MIOJITBEPIK IEHUSL.
Read/Write HMs cooO1iecTBa YTCHUA-3AIIACH.
Community

3nayenue o ymomdanuro: rwAdminl2#$ s cepsepos V3 u
rwAdministrator@9000 mis cepsepos V5.

NPUMEYAHUE

JlaHHBII TapaMeTp SIBIAETCS JEeHCTBUTEIILHBIM TOJIBKO IIPU UCIOJIB30BAHUN
SNMPv1 umn SNMPv2c.

Ecnu npoBepka CIOKHOCTH Mapois OTKIIIOUEHA, TO B Ka4eCTBE
3HAYCHHS MOXKET UCIOJB30BAThCSI CTPOKA JTHHOM oT 1 710 32
CHMBOJIOB, COCTOSIIIAs U3 OYKB, (P U CHICIHATLHBIX CHMBOJIOB
(32 UCKITIOYEHHUEM TIPOOEIIOB).

Ecmm MIPOBEPKA CIIOKHOCTH ITapOJId BKIFOYEHA, TO MapOoJib JOJKEH
COOTBETCTBOBATH CJIEAYIONIUM Tpe6OBaHI/I$IM§

® Cozepxatb OT 8 10 32 CUMBOJIOB.

i Coz[epmaTb, KaK MUHUMYM, OAWH M3 CIACAYIOIHNX CIICHUAaIbHbIX
CHMBOJIOB:

~@#SNN&*()-_=H\[{3];: < >?
* CozmepkaTb CUMBOJIBI, KAK MUHHMYM, JByX BHIOB!
- 3armaBHBIC OYKBHL: OT A 10 Z
- Crpounsie OyKBHI: OT a JIO Z
- Hudpsr: or 0 10 9

® He j0omkeH coaepkarh mpoOesbl.

Confirm Read/Write

ms COO6H_ICCTBa YTCHHA-3AIIUCHU, TTIOBTOPHO BBCACHHOC IJIs

Community MOATBEPKACHHS.

Login Rules [IpaBuna Bxoxa mist mons3oBareneit SNMPv] u SNMPv2c.
IMpaBuia BXona ycranaBinuBarotcs Ha ctpanuie Configuration >
Security. Ins npocmotpa mpaBui Bxona Haxmute Click here
to ensure that log rules have been configured and
enabled.

SNMPv3 TpeTbst opunmanbHas Bepcust SNMP ¢ yiaydmeHHbIMA
BO3MOKHOCTSIMU 0€30TaCHOCTH M YIAJICHHBIM
KOH(UTYpHPOBAHHUEM II0 CPABHEHHIO C O0JIee pAHHUMH BEPCHSIMH.
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ITapameTp

Onmcaane

NMPUMEYAHHUE
SNMPv3 BKIIIOYEH 10 YMOIIAHHUIO U €70 HEIb3sI OTKIIOUHUTb.

SNMPV3
AuthProtocol

AnroputMm ayreHTHOUKam SNMPV3.
3HadeHue:

e MD5

e SHAl

3navyenue mo ymonuanuro: SHAL

NPUMEYAHUE
e JlanHas HacTpolika uctons3yercs Toibko st SNMPv3 u SNMPV3
Trap.

e lcnomb3oBanue MDS MOXET IPUBECTH K MOSBIICHUIO ONPE/EIICHHBIX
puckoB Oe3omacHOCTH. PexomeHyeTcst ncrnoss3oBarh 3HadeHne SHAL.

SNMPV3
PrivProtocol

Anroputm mmdpoBanus SNMPv3.
3HaveHue:

e DES

* AES

3navyeHne o ymonuanuto: AES

MMPUMEYAHUE
o JlanHas HacTpoiika ucnoss3yercs 1oibko st SNMPV3 u SNMPV3
Trap.

e lcnonbzoBanue DES MoxeT npuBecTH K NOSABIICHHIO ONIPEIEIIEHHBIX
puckoB Oe3onacHO cTH. PekomenyeTces ucrnosb3oBars 3HaueHne AES.

SNMPv3 EnginelD

YHuKanbHbI uaeHTHUKaTop ycTporictBa SNMP arenta SNMP.

PrivPassword

SNMPv3 AuthUser | Vms nionib3oBatestst A1 ayTeHTH()UKAIMH.
INPUMEYAHUE
JlaHHbIi IapaMeTp 0CTYIEH TOJBKO AT cepBepoB V5.
SNMPV3 [Mapons mmdposarns SNMP v3 mis moms3oBaresns

ayTCeHTU(UKAIUH.

MNPUMEYAHUE
JlaHHBIN TapaMeTp 0 CTYIEH TOJBKO AJIs cepBepoB V5.

3Ha4YeHHE IO YMOJYAHUIO: TO XKE, YTO U MapoJIb MOIb30BATEI.
3HaueHue:

* Ecmu QyHKIUS MPOBEPKHU CIOKHOCTH MAPOJIs OTKIFOYCHA, TO
[apoJib He MOXET ObITh MMyCThIM. B kauecTBe maposs 10/KHA
HCIIOIb30BaThCsl CTPOKA, JIUMHOM 10 20 CUMBOJIOB.

* Ecmu IMPOBEPKaA CIIOKHOCTHU MAapOJIA BKIIFOYEHA, TO IMapOJib
JOJDKEH COOTBETCTBOBATH CJICAYIOIUM TpC6OBaHI/I$IMZ

- Copepxatb oT 8 10 20 CHUMBOJIOB.

- ConepxaTb, KAK MUHIMYM, OJIH MTPOOEI WM OTUH H3
CIEQYIOIINX CIIEIUaIbHBIX CHMBOJIOB!

~1@#$%N&*()-_=+\[{}];:" < >1?

- CO,Z[Cp)KaTI), KaK MUHHUMYM, CUMBOJIBI IBYX BUJIOB:
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ITapameTp

Onmcaane

- Crpounbie OyKBBHI: OT a JI0 Z
- bykss: oT A 0 Z
- Hudpsrt: or 0 10 9

- Haponb HC JOJDKCH COBIIAAaTh C MMCHECM I10JIb30BAaTCJIA B
IpsIMOM U O6paTHOM TOPAAKE pacCIiOJIOKEHUS CUMBOJIOB.

— HoBbIil napoap JOMKEH OTINYATHCS OT CTapOro NapoJis, Kak
MHHHMMYM, PACIIOJI0KEHHEM IBYX CHMBOJIOB.

® 3anpenieHo UCroab30BaTh MapoIib, €CIM OH HAXOAUTCS B
CIPaBOYHMKE CIaOBIX Maposei.

NMPUMEYAHUE
Bo Bpewmst HacTpoiiku mapoits nudpoBannst SNMP v3 He BBIOTHSIETCS
MPOBEPKA apXUBHBIX MapoJjiel U CPOKOB UX AercTBusl. Pekomennyercs,
4yT100BI Mapoik mudposanus SNMPv3 1 naposs Hosib30BaTesst 0TINIaIUCh
Jpyr ot apyra. Eciu 9T ABa maposist He OTIMYAIOTCA APYT OT APYTa, TO 3TO
MOXET NPUBECTH K TOSIBIICHHIO OTIPEIEICHHBIX PHUCKOB 0€30TTaCHOCTH.

Login Rules

[IpaBuna BXoma B CUCTEMY, KOTOPBIC IPUMEHSFOTCS K
noJib3oBaresiiM SNMP V3.

[IpaBuna BXoma B CUCTEMY, CKOHQUTYPHPOBAHHBIC M BKITIOUCHHEIC
JUTS JIOKaJIbHBIX TI0JIh30BaTeNIeH, MPUMEHSIOTCS U IS
nonb3oBaTened SNMPv3.

Ta6u. 3-54 [Ipyrue nmapameTpsl Ha CTpaHuIe System

ITapamerp

OmmcaHne

TLS Version

Bepcust mporokona TLS, koTopbIil HCIIONB3yeTCs sl 00eCIIeUeHUS
0e30MacHOCTH M LEJOCTHOCTH AaHHBIX, BO BpeMsi 0OMEHa TaHHBIMH
MEXAy ABYyMS IPUIIOKEHUSIMH.

st oGecrieuenns 6€301MacHOTO COSAMHEHHS MEXKIy BeO-0Opay3epom
1 BeO-cepBepoM HEOOX0omuMO BKIIIOUuTh TLS.
NPUMEYAHUE

e JRE 1.8 ucome3yer TLS 1.2 o ymonuanuto.

e JRE 1.7 ucnome3yer TLS 1.0 mo ymomraanuto. Ecrm TLS 1.0 otkmouet,
1o 111 JRE 1.7 He MmoxkeT ucnonb3oBarkes yaanenHas KVM.

OS User
Management

(DyHKIII/IH YrpaBJICHUS [TOJIb30BaTCIAMU CepBHCHOﬁ CHUCTCMBIL.

[Ipu BrIItOUEHNH JaHHOH (QYHKIMH, CEPBUCHAs cucTeMa OyaeTt
OTIIPABIATh KOMaH[bl YIIPABICHHS, HAIPUMEP KOMaH/IbI
Jn00aBNeHNs UK yAaJeHH MOJIb30BaTeIeH, YIIpaBlIeHHE POJIIMU

M0JIb30BaTENICH U napoJsiMu Il YIIPABJIICHUS IIOJIb30BaTCIISIMA
iBMC.

3HaYEHHUE M0 YMOIUAHUIO: Sl

B mensax 0e30MmacHOCTH PEKOMEHAYETCA YCTAHOBUTL I JAHHOT'O

napameTpa
Haxwmmure WK Sl u makmuTe Save.
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ITapameTp

Onmcaane

W= cepBHCHAs CHCTEMa MOYKET YIIPABIIATH
MOJTB30BATEIISIMH.

CEpBUCHAs CUCTEMA HE MOXKET YIIPABJIATH
IIOJIB30BaTCIIsIMHU.

Web Session

Timeout Period
(min)

MaxkcuMamnbHBIA IEPHOJ TPOCTOs (B MUHYTAX), MOCJIE KOTOPOTO
Oy/ieT BBIIOJHHEH BBIXOJ moJib3oBatelist u3 WebUI iBMC.

Junanazon 3HaueHuii: ot 5 1o 480

Session Mode

PexuM B KOTOPOM y4eTHast 3aITUCh MOJIb30BATENSI HCIIONB3YETCs IS
Bxona B WebUI iBMC.

Share: xaxnast yueTHas 3aMUCh MOJIH30BATEIST MOXKET
ucnomnb3oBathes i Bxoga B WebUI iBMC, 1o getsipex
KJIIMEHTOB OHOBPEMEHHO.

Exclusive: kaxxast ydeTHast 3aITUCh TOJIb30BaTENS MOYKET
ucroJibzoBarses g Bxona B WebUI iBMC ¢ ogHOro KiveHTa B
JT000H MOMEHT BPEMEHH.

Device Location

Device Location

Wndopmanus o MECTOONIOKEHUHN CEPBEPA.

3HaueHue: cTpoka, AmuHOM oT 0 10 64 CUMBOJIOB, COCTOSIIAS U3
OyKB, IUDp ¥ CICAYIOMUX CHEIIMATHLHBIX CHMBOJIOB:

~1@#$%N&*()-_=H\[{3];: < >1?

3HaueHue 1o YMOJIYaHUIO HE YKa3aHO.

Alarm Thresholds

CPU Usage (%)

ABapuitHoe moporoBoe 3HaueHue ucnoaszoBanus L{I1 (B
nponenTtax). Ecnu koadduuuent ucnonszopanus LI mpespimaeT
nmoporoBoe 3HaueHue, To iBMC BbI1aeT HOpManbHOE COOBITHE.

Huama3on 3HadeHuii: ot 0 7o 100

MNPUMEYAHUE

Eci Ha 5kpaHe He 0ToOpaxaeTcst aBapUitHOE IIOPOroBOE 3HAYCHHUE
ucnosb3oBanws LI, To ycranoBute u 3amycrure iBMA 2.0.

Memory Usage (%)

ABapuitHOE MOPOTOBOE 3HAUCHUE UCITOJIL30BAHMS NAMATH (B
nporeHTax). Eciu ko3 dunmeHT nenonb30BaHus NaMiaTH
MPEBBIIIACT TOPOTOBOE 3HaueHHe, To iIBMC BhImaeT HOpMaIbHOE
coObITHE.

Jwuanazon 3nauenuit: ot 0 mo 100

MNPUMEYAHUE

Ecnu Ha 5kpaHe He 0ToOpaxaeTcst aBapuifHOE IIOPOrOBOE 3HAYCHHUE
HCTIOJIb30BaHMs MAMSITH, TO YCTaHOBHTE U 3amyctute iBMA 2.0.

Hard Disk Partition
Usage (%)

ABapuitHOE IOPOrOBOE 3HAYCHUE MCIIOJIb30BaHUS Pa3lIeiOB
KECTKOTO IucKa. Eciu ncnonb30Banme pas3aennoB jKeCTKOTO ANCKA
MPEBBIIIAET MOPOroBoe 3HaueHune, To iIBMC BblaeT HOpManbHOE
coObITHE.
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ITapameTp OmnmcaHne
Junanazon 3naueHuii: ot 0 go 100
IMPUMEYAHUE
Ecnu Ha OKpaHE€ HE 0T06pa>KaeTc;{ aBapHﬁHOS TIOPOTOBOEC 3HAYCHUE
HUCIIOJIB30BAHUA PA3aCIOB JKECTKOIO JUCKA, TO YCTAHOBUTC U 3AITyCTUTC
iBMA 2.0.
Network Port ABapuiiHoe IOPOroBO€ 3HaUE€HUE MCIIOJIb30BaHUS MOJ0CHI
Bandwidth Usage MPOITYCKAaHUs CETEBOro MopTta. ECIIN HCIOIb30BaHUE MOJIOCHI
(%) MIPOIYCKAaHHUS CETEBOrO MOPTa MPEBBILLIAET aBaPHIHOE TOPOrOBOE
3Ha4yeHue, To iIBMC BeijaeT HOpMaJIbHOE COOBITHE.
Huama3zon 3xadenuii: ot 0 go 100
NPUMEYAHUE
Ecnu Ha 9kpaHe He 0TOOpaKaeTCs aBapHitHOE MOPOTOBOE 3HAYCHHE
HCIIOJIE30BaHUA T10JI0 ChI IPOITYCKaHU CETEBOTO IOPTa, TO YCTAHOBUTE U
3amycrute iBMA 2.0.
FusionPar CepBep MOXeT OBITH HACTPOEH I PaOOTHI B KAYECTBE OTICITHHOM
(yHukanbpHas CUCTEMBI WJIM B Ka4eCTBE JIBYX HE3aBHCHMBIX CHCTEM.
¢yuxmms RH8100 3HAYCHUS:
V3) .
® Single-system mode
* Dual-system mode
B nByxcucte MHOM peXUMe He NMOANEPKUBAETCS CO3/IaHHE pa3elioB
JMCKOB ¢ ucnoib3oBanueM iBMC cuctemsl B.
Korma RH8100 V3 nmepexirogaeTcst U3 IByXCUCTEMHOTO PEKHUMa B
OITHOCHCTEMHBIN pEXXHUM, CETEBOU MOPT ynpasieHUs B cucteme B
He OyneT umeTh IP-aapeca, a i maposis nonb3oBaresst root Oyaet
BOCCTaHOBJICHO 3HAYCHHE TI0 YMOJTYAHHIO (YKa3aH Ha TaOINYKe ¢
MapkupoBkoil npoxnykta). Korga RH8100 V3 nepekitouaercs u3
OZIHOCUCTEMHOTO PEXHMMa B JBYXCHUCTEMHBIN PEXKUM, a JUIs
IP-ampeca cereBoro mopTa ymnpasieHus B cucteme B Oyner
BOCCTaHOBJICHO 3Ha4eHHUe 1o ymonuanuio 192.168.2.101.
INPUMEYAHUE
e Ecmu cepsep RH8100 V3 paboraer B ogHOCcHcTeMHOM peskume u OC
3alylIeHa, TO POH30HAET cOOM NPH MEPEKITIOYCHUH H3
OTHO CUCTEMHOTO pEXnMa B I[ByXCHCTeMHBIﬁ.
e Ecmu cepsep RH8100 V3 paboraer B iByxcrcremHoM peskume 1 OC
cucreMbl A i B 3amymiena, To npomsoiiner c60i Ipy NepeKIioueHAN
N3 ABYXCHCTEMHOTO pE&KUMa B OJTHO CHCTEMHBIN.
RAID Mode RAID MoxeT pI0OTh CKOHQUTYPUPOBAH B KAYECTBE OTICIBHOTO
(yHukanbHas RAID nnu cnsoennoro RAID.
dynkms RH8100 T r—
V3) .
¢ Single RAID
Bei6epure Single RAID eciu B citote 1 ycranosiexn
BBIYMCIIUTENbHBIA MOYJIb.
e Dual RAID
Brioepure Dual RAID Tonbko eciiu Ha cepBepe yCTaHOBICHBI
nBa RAID-koHTposiepa u B cinoTtax | U 5 ycTaHOBIIEHBI
BBIYMCIIUTENLHBIE MOTYIH.
NPUMEYAHUE
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ITapametp Ommcanne

o  Oynukiumsa RAID Mode He mojiepxuBaetcs, eciii cepep
CKOH(UTYPHUPOBaH ¢ PPOHTAIBHBIM MOAYIIEM BBona-BhiBozxa B wm C.

e Eciu miist cepBepa, pabOTAOIIETO B OHO CHCTEMHOM PEXKHUME,
CKOH(UTYPUPOBAH (PPOHTAIBHBIN MOIYIb BBOIA-BEBOIA A, TO JUIS
napamerpa RAID Mode moxHo ycranoBuTs 3Hauenue Single RAID
wm Dual RAID.

e Ecmm amst cepBepa, pabOTAOMIETo B TBYXCUCTEMHOM PEXUME,
CKOH(HUTYPHPOBaH (POHTAIBHBIA MOIY/b BBOAA-BBIBOAA A, TO TIpH
oMoty cucteMbl A iBMC M0OXHO TOJIBKO BBITIONTHHUTH TEPEKIIOICHUE
pexxnma RAID c single RAID na dual RAID. Cucrema He
Mo AepXKUBaeT yCcTaHOBKY pexkuMa RAID npu nomomniu cuctemsr B
iBMC.

e [lepen BHINOJHEHHEM NEPEKIIIOUEHUS MEXKIY ABYMs pexxumamu RAID
HeoOxonumo yoeauthest, uto OC 3amyrieHa.

IIpouenypa

Kon¢gurypupoBanne nacrpoek SNMP

1. Ha crpanuue System ycranoBute mapametrpsl SNMP.
[MonpoGHas uudopMmarus npuseaeHa B Taom. 3-53.

2. Haxwmure Save.
HacTpoiika BeIoIHEHA YCHEIIHO, €CIIM Ha 3KpaHe MoSBUTCS coobmmerne «Operation
successful>

Hacrpoiika Bepcuu TLS

A BHUMAHUE

HacTtpoiika naHHOTO nMapaMeTpa NpuBEAET K pa3beJMHEHUIO BCeX ce0-CeaHCOoB.

1. B o6Gmactu TLS Version na crpanuie System seibepure Bepcuu TLS.

2. Haxwmure Save.

BxuioueHnne cepBUCHOW CHCTEMBI J1s1 ypaBJeHHus moab3oBareassvu iBMC

1. B o6mactu OS User Management ycranosute i napametpa User Management
3HaYEHHUE e il

2. HaxwmuTe Save.
Hacrtpoiika BBINONHEHA YCIIEIIHO, €CITU HA dKpaHe MosiBUTCS coobmienue «Operation
successful>»

HacTpoiika nepuona o:xxuaanusi ¥ pesxuMa ceccuii 1yis Bed-cepsepa

1. Ha crpanune Web Session ycranosute 3Hadenus napamerpos Timeout Period (min) u
Session Mode. TToapo6Hast nHpopMalys npuBeaeHa B Tab. 3-54.

2. Haxwute Save.
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HacTpoiika BeIOIHEHA YCHEIIHO, €CJIM Ha 3KpaHe MoSBUTCA coobmenne «Operation
successful>»

HacTpoiika MecTONO0JI0KeHUS] YCTPOICTBA

1. Ha crpauune Device Location Beemute nHGOPMAIHIO O MECTOMOIOXKEHHN CepBEpa B
Device Location.
[Moapobuast uapopMmarms npuBeneHa B Taom. 3-54.

2. Haxwute Save.
Hacrpoiika BBINONHEHA YCICIIHO, €CIIH Ha SKpaHe MosBUTCs coobiieHne «Operation
successful>»

YcTaHOBKA aBapPHITHBIX MOPOTOBbIX 3HAYEHU i

1. B o6mactu Alarm Thresholds ycranosute aBapuiitble MOPOrOBbIE 3HAYSHHUS IS
ko3¢ dunmenTa ucnoin3oBanus L1 u namsTy.
IMonpo6nas unpopmanus npuseneHa B Tadmn. 3-54.

2. Haxwmure Save.
Hacrpoiika BBITOJHEHA YCICIIHO, €CITH HAa dKpaHe MoIBUTCS coobierue «Operation

successful>»

Hacrtpoiika pa3oueHust skeCTKOTo AMCKa Ha pa3aensl (3kckiaro3nBHas ¢pyHknus RHE100
V3)

1. B o6Gunactu FusionPar ykaxwurte HHGOPMALHIO O Pa3OMEHHH KECTKOTO TUCKa Ha
pas3zensl 1 cepBepa.
[MonpoGHas uabopMarms npuseneHa B Taom. 3-54.

2. Haxwmure Save.
Ha skpane otobpasurcst ciemyromas HHPOPMAIIH:

[Tepen nepexITIOuCHNEM MEKITY OJHOCUCTEMHBIM H JIBY XCHCTEMHBIM PEKUMOM
HEOOXOMMMO YOEUTHCSI UYTO BCE CEPBUCHBIC CHCTEMBI BBIKJIIOUCHBI M HE BBITOTHSICTCS
obHoBneHne iBMC B naHHBIM MOMEHT BpeMeHH. Ha skpaHe mosBUTCST coo0meHNE <éAre
you sure to perform the switching?>>

Ecnu nepexiitoueHue BBITOJHEHO YCIIEUIHO, TO OyAeT BIOJIHEHA nepe3arpyska iBMC.
[Tocne nepekioueHNs 3HaYCHUS TapaMeTpOB UMEHH Tojb30Bares, napois u [P-agpeca
pesepsHoro iBMC BepHyTCS K 3aBOJCKUM HacTpoOiKam.

3. Haxwmure Save.
Hactpoiiku pa3oreHuns KecTKOTo AUCKa Ha pa3felibl BCTYIAT B CHITY TOJIBKO TOCTE
niepesarpy3ku iBMC.

HacTtpoiika pexuma RAID (sxckmro3uBHas ¢pynkuus RH8100 V3)

1. Ha crpanune System ycranoBute pexum RAID.
[Monpobuast uH(popMmarus npuBeneHa B Tadm. 3-54.
2. Haxwmure Save.
Ha skpane nosiButcs cienyromast HHG)OPMAIHSL:

[epen nepexiroueHueM mexay pexumoM single RAID u dual RAID neobxoaumo
yOeUTHCS YTO BCE CEPBUCHBIE CHCTEMBI BKJIFOUEHBI. B MPOTHBHOM ciiydae mpou3onaeT
cOoii mepekirodeHus. HenmpaBuilbHOE BBIMOJIHEHUE TIEPEKIIFOUSHUS MEXKITY PEKUMaMH
RAID npuBeneT k notepe AaHHBIX. [lepe]] BEIMOIHEHUEM MTEPEKITIOYCHUST HEOOXOAMMO
U3BJIEYb BCE JKECTKHE JMCKH, WJIH BBIIOJIHATH MEPEKIIOUeHIE MKy pexxumamu RAID
IOCJIe BKIIIOUEHUS] CEPBUCHOM CHCTEMBI U MEPe]l 3aIyCKOM OIEepPAL[HIOHHON CHCTEMBI.
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3. Haxwmure Save.

HaCTpOfIKa BBITNIOJIHEHA YCIICIIHO, €CJIM Ha 3KPAaHEC MOABUTCA COO6I.L[CHI/I6 «Operation
successful>»

3.7.8 Crpanuna Boot Device

Onmnucanne
Ha crpanune Boot Device MOXHO yCTaHOBHTH NEPBOE 3arpy30dHoe ycTpoiicTBo mist OC

cepBepa.

GUI

Beibepure Configuration u3 rmaBaoro mMeHro u Beibepute Boot Device u3 nepeBa HaBuranumu.

Ha skpane nosiButcst ctpanmiia Boot Device.

Boot Device ¢ O

Boot Mode Changeover [ oN
Boot Mode: ®  Legacy BIOS UEFI
Effective: ® One-time Permanent

Boot Medium: PXE v

Save

Onmucanne napamerpa

Taou. 3-55 IMapametpst Ha ctpanuie Boot Device

ITapameTp Omnmcaane

Boot Mode Changeover MOXXHO JTH U3MEHHUTD PEKUM 3aTrPy3KH.
Haxwmure WU Sl p HaxkMHTe
Save.
. S PesxuM 3arpy3Kd MOXKHO U3MEHUTD.

Pexum 3arpysku, ycranosineHHbIH B iBMC.

. : PexkuM 3arpy3Ku HeNb3sl H3MEHUTE.
Pexxum 3arpysku, yctanosneHHb1i B BIOS.

MNPUMEYAHUE
e Kuomka Boot Mode Changeover mocrymia Tosbko B
MpOIyKTax cepuu V5.

e  OObMHBIC T0JIK30BATEIN HE 06naz[anT
COOTBETCTBYIOIIUMH TIOJJTHOMOYHUAMU U OHU HE MOTYT
BBIITOJIHATD TIEPEKITIOYECHUE MCKAY PEXKUMAaMU 3aIpy3KU.

Boot Mode ® Legacy BIOS: zanyck OC BbIosHSACTCS U3
BIOS.

* UEFI: 3amyck OC BBIIONHSAETCS C €TUHOTO
pacumpsiemoro uatTepdeiica npommeku (UEF] —
Unified Extensible Firmware Interface).
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ITapameTp Onmcanmne
INPUMEYAHUE
IMapamerp Boot Mode focryrmes TobKO B MPOILYKTAX
cepuu V5.
Effective ® One-time: 3arpy3o4Hoe yCTpOHCTBO

HCIIOJIb3YETCsI TOJIBKO JJIS 3arpy3KH IpU
CJIeIYIOLIEeM IIepe3alycKe cepBepa.

* Permanent: HacTpoliku apaMeTpoOB 3arpy3Ku
BCTYNAIOT B CHITy Ha IIOCTOSTHHON OCHOBE.

Boot Medium Hard Drive: 3arpyska OC ¢ eCTKOro JucKa.

DVD-ROM: 3arpy3ka OC ¢ KOMIaKT-IUCKa HITH
DVD-nucka.

FDD/Removable Device: zarpyska OC ¢
BUpTyassHOTO (ormu-aucka (FDD) mim
MIEPEHOCHOTO JUCKA.

PXE: 3arpy3ka OC u3 cpezbl BBITOJIHEHUS
npeaBaputenbHoit 3arpysku (PXE — Preboot
Execution Environment).

BIOS Setup: otobpaxenne merro BIOS Setup npu
3aIIycKe cepBepa.

No Override: 3arpyska OC ¢ epBoro 3arpy304Horo
ycTpoiicTBa, ykazanHoro B BIOS.

ITpouenypa

B ctpoke mento Beibepute Configuration.
B nepeBe HaBuraimu Beibepute Boot Device.
Ha skpane nosiButcst ctpannna Boot Device.

YcTaHOBHTE TIEpBOE 3arpy30uHoe ycTpoicTBo. [ToapodHas nHopMas nprBeneHa B
Tab6m. 3-55.

Haxxmure Save.

HaCTpOfIKH BBITIIOJTHEHBI YCIICIIHO, €CJIM HAa SKPAHC MNMOABUTCS COOGH.ICHI/I& «Save
Success>x

3.7.9 Ceptuduxkar SSL

Onmcaaue

Ha crpanune SSL Certificate Mo)XHO BBITOTHUTH CJIEIYIOIINE OTICPAIIHH:

[Tpocmotp napopmanuu ceprudurara SSL (Secure Sockets Layer), koTopast BKIIFoqaeT
“H(POPMAIIHIO O KOPHEBBIX cepTU(UKATAX, IPOMEKYTOUHBIX cepTUUKATAX U
cepTuduKaTax ceppepa.

Hacrpoiiky napopmanuu o ceprudurare SSL.
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®  lIMIopT HOBBIX CEPTU(HKATOB.

SSL-ceptudukar ycranasnuBaet 6e3onacublid SSL-kanan mo HTTPS mexny Be6-Opay3epom
Ha CTOPOHE KJIMEHTA U BeO-CepBepOM JUTsl TTepe/iadn 3ain()pOBaHHBIX JaHHBIX MEXKIY
KJIMEHTOM U CEPBEPOM H MPEIOTBPAILCHHUS pacKkpbiTus nHpopMaiu. SSL obecrieunBaet
0e30MacHOCTh MepeaBacMoi HHPOPMAIMH U HCIIOJIB3YeTCs /s POBEPKH MOTHHHOCTH
Joctymna K BeO-caidty. CepBepbl MO3BOJISIOT 3aMeHATh cepThudukarel SSL. B memsax
0€3011acHOCTH 3aMCHHUTE HCXOMHBIN CepPTHU(HKAT 1 KIIIOYN Ha CBOI COOCTBEHHBIN cepTH(HUKAT
Y mapy nyOIMYHBIX U MPUBATHBIX KIFOYEH, 1 He3aMeJIUTeJIbHO OOHOBUTE CEPTU(HKAT.

[ InPumeuAHUE

Ceprudukar SSL MoxeT ObITh, KaK OTACIBHBIM CepTU(UKATOM, TAaK U LETIOYKO# cepTH(UKATOB,
cocrosmie n3 10 ypoBHeiL.

GUI

B ctpoke menro Beibepute Configuration. B nepese Hasuranuu Beibepure SSL Certificate.
Ha skpane nosisutcs crpanuia SSL Certificate.

SSL Certificate ¢ ®

SSL Certificate Information

Server Certificate Information

Issued To CN=201612300254, OU=IT, O=Huawei, L=, S=GuangDong, C=CN
Issued By CN=CA4, OU=IT, O=Huawei, L=, S=GuangDong, C=CN

Valid Fram Now 15 2016 GMT

Valid Until Feb 23 2017 GMT

Serial Number 01 6a

Intermediate Certificate Information

Issued To CN=CA4, QU=IT, O=Huawei, L=, $=GuangDong, C=CN
Issued By CN=CA3, OU=IT, O=Huawei, L=, $=GuangDong, C=CN
Valid From Nov 15 2016 GMT

Valid Until Feb 23 2017 GMT

Serial Number 0169

Issued To CN=CA3, QU=IT, O=Huawei, L=, $=GuangDong, C=CN
Issued By CN=CA2, OU=IT, O=Huawei, L=, $=GuangDong, C=CN
Valid From Nov 15 2016 GMT

Valid Until Feb 23 2017 GMT

Serial Number 0168

Issued To CN=CA2, QU=IT, O=Huawei, L=, $=GuangDong, C=CN
Issued By CN=CA1, OU=IT, O=Huawei, L=, $=GuangDong, C=CN
Valid From Nov 15 2016 GMT

Valid Until Feb 23 2017 GMT

Serial Number 0167

Issued To CN=CA1, OU=IT, O=Huawei, L=, S=GuangDong, C=CN
Issued By CN=RootCA, OU=IT, O=Huawei, L=ShenZhen, S=GuangDong, C=CN
Valid Fram Now 15 2016 GMT

Valid Until Feb 23 2017 GMT

Serial Number 01 66

Root Certificate Information

Issued To CN=RootCA, QU=IT, O=Huawei, L=ShenZhen, $=GuangDeng, C=CN
Issued By CN=RootCA, QU=IT, O=Huawei, L=ShenZhen, $=GuangDong, C=CN
Valid From Nov 15 2016 GMT
Valid Until Feb 23 2017 GMT
Serial Number 9969 ee 72 bd a5 32 ec
Customize
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Omnwcanne napamMeTpos

Ta6u. 3-56 IMapametpsr u3 obnactu SSL Certificate Information

ITapamerp Omnmncanne

Issued To Undopmanus o monszoBarene cepruduxara SSL, Bktoyas:

e CN: uma monp30BaTes.

NMPUMEYAHUE
VYeranosure 1t CN nonHoe nomenHoe mmst cepsepa (FQDN — fully
qualified domain name), T.e. Mws xocma . HMmsi domena.

® OU: nenapraMeHT MOJIL30BATEIIS.

® O: KOMIaHUS WIXA OPTaHU3AIHUS TI0JIb30BATEIIS.

® L:ropox moip30BaTes.

® S:paifoH WM PErHOH pa3MEIlECHHS MOJIb30BaTEIS.

e C: CTpaHa IMOJb30BaTECJIA.

Issued By Wndopmanns o6 oprane, BeiasiieM ceprudukar SSL. IToms

Issued By u Issued TO moKHBEI OBITH OIHHAKOBLIMH.

Valid From Hara Bcryruienns ceprudukara SSL B cuiy.

Valid To Jara uctedeHus cpoka JieiicTBus ceprudukara SSL.

Serial Number

UACHTUPUKAINH U TIepeHOca CepTU(HKATA.

Cepuiinbiit HoMep ceptudukara SSL, KOTOpBIH UCTIONB3yeTCS IS

ITpouenypa

IIpocmotp undopmanun o tekymem ceprupuxare SSL

1. B nepese nasuramnuu Beibepure Configuration > SSL Certificate.
Ha skpane nosiButcst ctpanuna SSL Certificate.

2. B o6mactu SSL Certificate Information mpocmotpute HHGOPMAITHIO O TEKYIIIEM
ceprudukate SSL, HCMOIB3yEeMOM CEPBEPOM.

HacTpoiika nndgopmanuu o ceprudukare SSL n umnopr ceprudurara

L InPuMEYAHKE
JlaHHast oriepanys BBIIOJIHSAETCS IIPH [Toflade 3asiBKH Ha NotydeHue cepTudukara SSL.

1. Ha crpanune SSL Certificate naxxmure Customize.
Ha skpane mosiBUTCS cTpaHHUIA HACTPOHKHU HHpOpMaImu o ceptudukare SSL.

2. B oo6mactu 1. Generation CSR ykaxwuTe mapaMeTpbl HACTPONKH HHPOPMAIIUH O
cepTuduKaTe ¥ HOKMUTE Save.
B mosiBuBIIEMCS 11aOTOBOM OKHE 3KcnopTupyiTe daitn CSR Ha nokansHbii TTK.
B Ta6n. 3-57 mpuBeieHO onrcaHne MapamMeTpoB HACTPOUKH HHPOPMAIIUHU O
ceptudukare.
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Ta6a. 3-57 [lapameTpsl HaCTPOHKH HHPOPMAIINY O CepTU(DUKATE

ITapamerp Omiicanmne

Country(C) Crpana mosb30BaTelIs.

OO0s3aTenbHBIN MapamMeTp. 3HaYeHUE COCTOUT TOJIBKO U3 OYKB.

State(S) Paiion unu peruoH pa3MelieHus Moab30BaTes.

3Ha4YeHHUEe COCTOUT MaKCHUMYM U3 128 CHUMBOJIOB, BKJIFO4Asi: OYKBBHI,
uudpsbl, 1eGucH (-), CAMBOJIBI TOMYEPKUBAHUS (), JECATUYHbIC
TOYKH (.), U TPOOEIIBL.

City/Location(L) Topox mosbp30BaTels.

3HaYeHHUE COCTOUT MAKCHUMYM U3 128 CUMBOJIOB, BKJIIOYAsi: OYKBBI,
UG pbl, 1ePUCH (-), CAMBOJIBI TIOTYCPKUBAHYS (), JCCSITUIHBIC
TOYKH (.), U TPOOEIIBL.

Organization Kommanust monb3oBartes.
Name(O)

3HaueHNEe COCTOUT MaKCUMyM U3 64 CUMBOJIOB, BKJIOUasi: OyKBHI,
UG pbl, 1ePUCH (-), CAMBOJIBI TOMYePKUBAHUS (), JCCSITUIHbIC
TOYKH (.), © TPOOEIIBI.

Un

Organizational JlemapTaMeHT MOJIb30BaTeNs.

it(OU)

3Ha4YeHHEe COCTOUT MAKCHUMYM U3 64 CHMBOJIOB, BKJIOUasi: OYKBHI,
uudpsl, 1epucs (-), CAMBOIBI TOTYEpKUBaHUS (), JECATHYHBIC
TOYKH (.), U IPOOEIBI.

Common Name(CN) | Wwmst mosp30Bares.

OO0s3aTenpHBIN MapamMeTp. 3HaYCHUE COCTOUT MaKCHUMYM U3 64
CHIMBOJIOB, BKJIFOUast: OyKBHI, U PEI, Te(UCH (-), CAMBOIIBI
noguepkuBanus (), IeCATHYHBIC TOUKH (.), ¥ TIPOOCIIBL.

Ortnpasbte dkciopTupoBanHbiid (aiin CSR oprany, Beyiasmemy cepruduxat SSL, mis
MOJa4Y¥ 3asBKH Ha MOJy4YeHUs] HOBoro ceprudukara SSL.

[Tocite monyvyenus opunuansHoro cepriudukara SSL, coxpanurte ero Ha gokanbHbIi [TK.

B o6mactu Import Server Certificate naxxmurte Browse, seidepute daiin ceprudukara
SSL u Haxxmure Import.

CepTudukaT yCIemHo 3arpyKeH Ha CepBep, €CIIA Ha dKpaHe MOSBUTCS ClieIyromas
nHpOpMAIIHS:

Certificate imported successfully. The new certificate takes effect after the iBMC
is restarted.

Haxxmute Restart Now s HezamenutenpHOM nepesarpysku iIBMC unu HaxmuTe
Restart Later, uto0s! BEITOTHUTE TIepe3arpy3ky iBMC mosxe.

L lnpumeuanue

e lImmoprtupyemsiii aiin ceprudukara nopkeH ObITh B popmare *.crt, *.cer, wim *.pem U He JOJDKEH
npesbmuars 1 Mb.

e  ®aiin CSR csizan ¢ cepTudukartoM cepBepa, BonaBaeMbmM opranuzanueii CA. He renepupyiite
HoBbIi daitn CSR nepex nmmoprom ceptudukara cepsepa. B npotuBHOM cirydae HOBBIH daiin CSR
OyneT nepesanvcan moBepx ucxonHoro (aiina CSR, u ero Henb3s OymeT BoccTaHOBUTE. HOBBIN
(aiin CSR ucnonb3yercs Ui nofauu 3asiBKU Ha MOJIy4€HHE HOBOTO cepTU(HKara cepBepa OT
opranuzauu CA.
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HWmnopt ceprudpuxara SSL

L lnpumeuanue

e JlaHHas omiepalys BBIIOJIHAETCS TOJIbKO Korna cepTudukar SSL nocTyneH Ha KIueHTe.

e B nensx 6e30macHOCTH peKOMEHIYETCs HCTI0JIb30BaTh HAIOKHBIH alNropuT™ MIK(pPOBaHUS,
Harpumep RSA2048, nis HactpanBaemoro ceprugukara SSL.

Ha crpanure SSL Certificate maxxmure Customize.
Ha skpaHe mosiBUTCS CTpaHUIA HACTPOUKH WHpOpManuu o ceptudukare SSL.

B o6mactu Import Custom Certificate (Optional) Beimonasiercss uMnopt ceprudukara
SSL.

a. Haxwmure Browse nociie Certificate u Beibepute daiin ceprudurara SSL mst
HUMIIOpTA.

Daiin ceprudukara gomkeH OBITh B hopmare .pfx u .pl2 1 He MOXKET IPEBHIIATh
100 Kb.

6. B rtekcroBom mose Certificate Password Beeaure maposib s obecneueHus
0€e30IaCHOCTH B IIPOLIECCE MEPEAAYU CEPTU(HKATA.

Ecnu ceprudukar 3ammineH napoyieM, To HeOOXOANMO BBECTH Iapoiib. B
MIPOTHBHOM CiTy4ae cepTu(uKaT He OyJeT 3arpyKeH.

B. Haxwmure Import.

L InPumeYAHKE

Ecnu pa3mep 3arpyxaemoro ¢aiina npesbiraer 100 MB, To Ha 3xpaHe MOsSBUTCS COOOLIEHUE 00
omuOKe 3anpoca cTpaHuisl. OGHOBHUTE CTPaHUILY.

CepTudukar ycHneuHo 3arpyKeH Ha cepBep, €CJlIH Ha IKpaHe MMOSBUTCS CJIe Iy OLast
HHpOpMALIUS :

Certificate imported successfully. The new certificate takes effect after the
iBMC is restarted.

Hasxxmute Restart Now mis HezamemutenbHo# nepesarpys3ku iBMC wnu Haskmute
Restart Later, uro6s! BeImoaHUTS Hiepe3arpysky iBMC mosxe.

JobGaBieHne KopHeBOro cepTHHKaTa K Opay3epy

L lnpumeuanue

Ecnu ceprudukar SSL crenepupoBan caMocCTosITeNbHO (He noyueH u3 opranuzaiuu CA), To
NPOBEPBTE, €CTh JIU Ha Opay3epe KOpHEBO# cepTrudukar .

Jlanee, B KauecTBE PUMEPA, IS OMTUCAHMS TIOPSIIKA TPOCMOTpa U 100aBICHUS KOPHEBOTO
ceprudukara B Opaysep, ucnonbsyercs Internet Explorer.

1
2.

Ortkpoiite Internet Explorer.

Ha manenu uactpymenToB Beibepute T00ls > Internet Options.
Ha skpane nosiButcst quagorosoe okHo Internet Options.

Ha Bkiagxe Content naxxmure Certificates.

Ha skpane nosiButcs auanorosoe okuo Certificates.

Ha sxmanke Trusted Root Certification Authorities nposepsTe, ykasan i opras,
BeIIaBIIMN cepTrukaTt SSL.

- Ecnu na, nepetigure k 5.
- Ecnu wver, nepeiinute x ©.

[IpoBepbTe He WCTEK JIH CPOK AekcTBus cepTudukara SSL.
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- Ecnu na, nepeiinure x 6.
- Ecnu wer, nepeiinute x 7.
6. Ha sxiamke Trusted Root Certification Authorities maxxmure Import.

BrmonuuTe nMIopT KOpHEBOTO CepTHU(HKATa, B COOTBETCTBHU C HHCTPYKIIHSIMH.

7. Ortxkpoiite Internet Explorer cHoBa 1 mpoBepbTe 0TOOpa)xaeTcst I 3HAY0K 2,
aJpeCHOM CTpPOKE.

- Ecnu Ja, TO HUKaKuXx JIeiCcTBUM OOJIbIIIEC BBHITOJIHATE HE Tpe6yeTCiI.

- Ecnwm Het, oOparuTech 3a MOMOIIBIO B CITyK0y Texmomuep:kkn Huawei.

3.7.10 IMmnop1/DxcoopT

Omcanne pyHKIMN

Ha crpanune Import/EXport MoxHO BBITOIHATE UMIIOPT 1 dkcrmopT iBMC, BIOS u daiinos
koHburyparuu RAID-koHTpOIUITEpa.

L lnpumeuanue

e Hactpoiiku RAID-koHTposuIepa BCTYIHT B CHITY TOJIBKO TI0 CJIE 3aBEPLICHUS CaMOTECTUPOBAHMS IIPU
samycke cucreMbl (POST — system power-on self test).

e  Ecnu UMIIOPTHPOBaHHBIE DJIEMEHTHI KOH(GUTYpaLUK CBSI3aHbI ¢ M3MeHeHHeM Bepcun TLS umu
ceTeBoil KOHUTYpaIuK, yCTaHOBJICHHBIE BeO-COeAMHEHNUs OyayT pa3benuHeHbl. Eciy Ha sxpaHe
nosiBuTCs cooduienue «Import failed», To HeOOXOMMMO BEINOTHUTE TOBTOPHEIHA Bx0o Ha Web Ul
iBMC u ipocMOTpeTh KypHaI OTepaliuii, 4To0bl ONPEJSUTh YCIEIIHO CTh BBIIOJHEHHS OTIepaLlUK
HUMIIOPTHUPOBAHMSL.

HaHHyIO OIEparI0O MOXKET BBIITOJIHATH TOJIBKO aIMUHHUCTPATOP CHUCTCMBEI.

Onmcanue CTpaHMIIbI

[epeiinure k Configuration u3 menro u Beibepute IMport/Export u3 nepesa HaBuranumu.

Import/Export ¢

Import Configuration

Select File: Upload
Import Progress 0%

Import Status:

Export Configuration
Export File: Expart

Export Status:

IIpouenypa
Hmnoprt ¢aiiia kongurypanun
1. B o6mactu Import Configuration naxmure " nocne Select File n BeIOEpHTE (haii
KOH(UTypanuu Ui UCHIOPTA.
2.  Haxwmure Upload.
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Nwmnopr ¢aiina koHPHUTypaliK BHITOTHEH YCIEITHO, €CJIM Ha SKPaHe TOSBUTCS
coobmenune «File imported successfully. The configuration will take effect after iBMC is
restarted>»

®daiin KOHPUTypaIMK YCIEIIHO 3arPyKEH Ha CepBep, €CIIM Ha DKPAHE MOSBUTCS
ceayomasi HHPOpMaIysi:

File imported successfully. The configuration will take effect after iBMC is
restarted.

Haxwmure Restart Now mis HezameutenbHO#N nepesarpy3ku iBMC unu naxmute
Restart Later, yro6sl BeImonHUTE TIepe3arpy3ky iIBMC mosxe.

Ikenopt ¢aiina koHpuUrypauun

1.

3.8 Cucrema

Hasxxmute Export 8 obnactu Export Configuration, ykaxuTe kaTanor st COXpaHeHUS
skcnoptupyemoro ¢aiina u Haxmute OK.

Oxkcnopt daiina KOHGUrypayn BEIIOIHEH YCIEIIHO, €CIIH Ha 3KpaHe MOSBHTCS
coobmenue «File exported successfully.

3.8.1 Ctpanuma Operation Logs

Onucauue

Crpanuia Operation Logs mo3BossieT mpoCMaTpUBaTh U 3arpyKarh KyPHAIbI, 3alHCaHHbIE
BO BpPEMsl BBIIIOJHEHUS] CHCTEMHBIX ONEPaliid, BKI0Yask HH)OPMAIHIO O 3aIlyCKE CUCTEMBI,
W3MEHEHHMHU CTAaTyCOB, a TAK)KEe HACTPOHKaXx, BBIIOIHEHHBIX MoJb30BatessiMu Ha iBMC. iBMC
npenocrtapisieT oobem 200 Kb st xpanenus qo 2000 3amwmceil )xypHaa orepanui.

L InPumeYAHKE

KypHanb! onepanuii, KOTOpbIE 3aIMCHIBAIOT YCIICLIHBIC ONEPALMH 3aIlyCKa CUCTEMBI, BBIKJIFOYCHUS U
cOpoca, MOKa3bIBAIOT, YTO JIaHHbIE OTIEpaLi ObLIN YCIEIIHO HHUIIMMPOBAHBI, OTHAKO 3TO HE
00s13aTeNbHO 03HAYACT, YTO OTIEPALU ObUIM YCIICIIHO BHINOJIHEHBI HAa 000D yIOBaHHH.

Onwucasne cTpaHNUIIBI

B ctpoke meHto Beibepute System. B nepese HaBuranuu Beibepute Operation Logs. Ha
9KpaHe mosiBUTCs cTpanuita Operation Logs.
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Operation Logs

Download Logs

D Time

1804  2016-12-17 05:3%:14
1803 2016-12-17 05:31:38
1802  2016-12-17 05:31:27
1801  2016-12-17 05:20:01
1800 2016-12-17 05:19:51
1799 2016-12-17 05:19:42

1798 2016-12-17 04:08:04

Interface
WEB
WEB
WEB
WEB
WEB
WEB

WEB

¢ ®

User IP Address Details

Iss 10.10.80.254 Delete screen snapshot successfully
Iss 10.10.80.254 155(10.10.80.254) login successfully
test 10.10.80.254 test(10.10.80.254) logout successfully
test 10.10.80.254 1est(10.10.80.254) login successfully
test 10.10.80.254 test(10.10.80.254) login failed

Iss 10.10.80. Is5(10.10.80.254) logout successfully

lss 10.10.80.254 155(10.10.80.254) login successfully

1797  2016-12-17 04:07:47 NEB Iss 10.10. 1s5(10.10.80.254) login failed

1796  2016-12-17 03:39:29 WEB Iss 10.10.80.254 Iss{10.10.80.254) logout successfully

1795  2016-12-17 02:43:48 NEB Iss 10.10.80.254 Set power off timeout to (disable) successfully
Total Records: 1804 D 211345~ 181 Go 1 N

Omicaane napamMerpa

Ta6u. 3-58 Iapamerpsr Ha cTpanunie Operation Logs

ITapametp

Onmcaane

ID

ID onepamuu. ITocneaHss BBIIOJHEHHAS ONEpALUs IPEICTaBICHA B
CITHCKE MIEPBOM.

Time

Bpewmst BbITIOSTHEHUS OTlepaluy.

Interface

UnTepdodeiic, ¢ KoToporo ObL1a BBINOIHEHA ONEpaLusl.

User

[Tonp30BaTenb, BEIMOIHUBIIUN ONIEPALUIO.

3uauenue napamerpa User oroopaxaercs kak N/A (umst
MOJIb30BAaTENsl HE 0TOOpakaeTcsl) B CICAYIOUINX CIIydasx:

* Kuonka uaenruduxanuu nonsizosarens (UID — User
Identification) WK KHOIKA MHTAHUS HAXKATBL

* B xauectBe unTepdeiica ucronssyercss SNMPv1 wmm
SNMPv2c.

® B kauectBe uHTepdeiica ucnonbsyercs IPMI u IP-agpec :HOST
nin SMM (xypnain 3amuceiBaeT IPMI-coo0rienue,
OTIPABICHHOE CEPBUCHOM CUCTEMOIA).

e Jlns ceprepoB V3 IP-aapec iBMC u nmapois nonb3oBaresst root
OBUTH U3MEHEHBI C TIOMONIBIO JpKamiepa. s cepBepoB V5
IP-aapec iBMC u naposp mosib3oBarenss Administrator 6suim
COpOIICHBI C MMOMOIIBIO JKAMITEPa.

® BrIinosiHeHa 3aMeHa KOMIIOHEHTa B «ropsUCM» pEKUME.

IP Address

IP-aapec, ¢ koToporo OblIa BHITOJIHEHA ONIEPAIIHSL.

® 3naueHune SMM ToBOpHT O TOM, YTO orepalus OblIa 3ammyIieHa
VIPaBJISTFONIM MOJTYJIEM.

® 3payenne HOST roBoput 0 ToM, 4TO omepariys Oblia 3amyiieHa
CEepBHUCHOU CUCTEMOII.

® 3npayenue 127.0.0.1 roBopuT 0 TOM, YTO onepaus Oblia
3aMyIleHa JIOKAIBHBIM XOCTOM, B CIAEAYIOIIUX CIydYasx:

- Kunonka UID, paif3ep-KHONKa MaMaTH WIM KHOTIKA MUTAHUS
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ITapameTp Onmucanmne
HaXaThbl.

- B kauectBe nnTepdeiica ncnonnsyercs KK-nucnei uimu
JIOKaJIbHBIH 1OCJIe10BaTeNIbHBIN HOPT.

- [ns cepsepos V3 IP-anpec iBMC u maposb monb30BaTes
root ObUIM HU3MEHEHBI C MOMOILBIO JKamiepa. g cepBepos
V5 IP-aapec iBMC u napons nosnp3oBarenss Administrator
OBLTH M3MEHEHBI C TIOMOIIBIO DKaMITEPa.

— DBrInonHeHa 3aMeHa KOMIIOHEHTA B «ropsUCM» PCIKUME.

Details IMonpo6Hast nHdopmarus 00 oneparum.

Ecnu nocne o6HoBneHus ¢ ucnosip3oBanueM WebUI iBMC unun
CLI win IPMI, npoucxoaut nepesarpyska iBMC, To peructpauus
olepalyy BBINOJHIETCS B cienytomeM dpopmare:

* Interface: N/A

e User: N/A

e |P address: 127.0.0.1

e Details: The iBMC was successfully reset due to an upgrade.

[pumeuanue: Eciu 3nauenus napamerpos User u IP address ne ymamoch
[IPOaHAIU3UPOBATh, TO OHH OTOOPAXKAIOTCS Kak UNknown.

ITpouenypa
Crtpannua Operation Logs

1. B cTpoke MeHI0 BeIOepHTE System.
2. B nmepese naBuramnuu Beioepute Operation Logs.
Ha skpane nosiButcst crpanuna Operation Logs.

3arpy3ka ;KypHaja onepanui

1. Haxwmure Download Logs.
Ha skxpane osBUTCS 11aiorOBOE OKHO Save.

2. BriOepure nOKaNBHBIN KaTaNOT JJIsl COXPAaHEHUS 3arpyKEHHOro (aiina )KypHana
omnepanui.

3. Haxwmure Save.

3arpyxeHHbIH (ailsn OyaeT coxpaHeH B YKa3aHHBIN KaTajor.

3.8.2 Crpanmuma Run Logs

Onwucanne
Ha ctpanune Run Logs npencrapnensl )xypHaisl RAS. iBMC npenocrasiser oobem 200 Kb
quist XxpaHenus Jo0 2000 3ammceld pabouero KypHaa.
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GUI

Bribepute System w3 rmaBHOTO MEHIO U BhIOepuTe RUN LOQS U3 nepeBa HaBHTaIUH.

Ha sxpane nosiButcs ctpanuna Run Logs.

Run Logs

D Time

Level Details

295 2016-07-18 07:07:53 INFO Enable CDC successfully

294 2016-07-18 07:07:53 INFO Disable Viral successfully

239 2016-07-18 07:07:24 INFO Disal

288 2016-07-18 07:07:24 INFO Disal

INFO Disable IOMCA successfully
INFO Enable EMCA successfully
INFO Enable FDM successfully

INFO Enable CDC successfully

Viral successfully

ACA successfully

287 2016-07-18 07:07:24 INFO Enable EMCA successfully

286 2016-07-18 07:07:24 INFO Enable FDM successfully

Total Records: 295

Onmucanne napamerpa

DZBJE"‘EC Go 1 b

Ta6a. 3-59 ITapameTpsi Ha cTpanuiie Run Logs

ITapamerp Omnmcanne

Time Bpems mosiBnieHuns OMIMOKY PU BBIMOTHEHUH OIIEPaLUy.

Level VYpOoBeHB CEphE3HOCTH aBAPUIHOTO CHTHAJA OIMINOKH IIPH
BBITIOJTHEHHUH OTICPAITHH.

Details [MoapoGHas undopmanug 06 omrdke Npy BHIIOIHEHUN ONEPALIUH.

ITpouenypa

3.

B cTpoke meHto BrIOepuTe System.

B nepese naBuranuu Beidepure Run Logs.

Ha skpane nosiButcs crpanuiia Run Logs.

IIpocMoTpurTeE BCE )KypHANBI BBIIOIHEHHUS ONIEPaLIHil.

3.8.3 Crpanuna Security Logs

Onomcaaue

iBMC npenocrasnser oosem 200 Kb ans xpanenus go 2000 3anuceit sxypHana
6e3omacHocti. Ha ctpanuiie Security LOgS MOXXHO BBITONHUTE CIICAYIOIINE ONEPAIHH

[TpocMmoTp xkypHanoB Bxona U Beixoga iBMC uepes mocienoBarenbhblid mopt SSH u
MIPOCMOTp MapaMETPOB HACTPOHUKH ONEpaIUi.

[TpocMoTp KypHATIOB O 3aMpOoCe U BBITOJHEHUH onepanuii mo SNMP.

3arpy3ka xKypHana 0e301acHOCTH.
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OmnwucaHne cTpaHNUIIBI
BriGepute System u3 riaBHOTO MeHIO M BbIOepuTe Security Logs u3 nepeBa HaBUTAIIHH.
Ha skpane mosiButcs ctpanuia Security Logs.

Security Logs e

Download Logs

jir] Time Interface Host Details

47 2016-07-15 07:42:17 xinetd[1807] 21023... EXIT: ssh pid=11835 duration=941(sec)

46 2016-07-15 07:42:17 sshd[11835] 21023..  pam_unix(sshd:session): session closed for user root

45 2016-07-15 07:42:17 sshd[11835] 21023.. Disconnected from 192.168.2.10

44 2016-07-15 07:42:17 sshd[11835] 21023... error: Received disconnect from 192.168.2.10: 0:

43 2016-07-15 07:26:41 sshd[11835] 21023..  pam_unix(sshd:session): session opened for user raot by (uid=0)

42 2016-07-15 07:26:41 sshd[11835] 21023..  Accepted password for root from 192.168.2.10 port 4945 ssh2

41 2016-07-15 07:26:36 xinetd[1807] 21023... START: ssh pid=11835 from=:ffff:192.168.2.10

40 2016-07-12 03:54:43 xinetd[1958] 21023..  EXIT: ssh pid=20665 duration=660(sec)

39 2016-07-12 03:54:43 sshd[20665] 21023..  pam_unix(sshd:session): session closed for user root

38 2016-07-12 03:43:51 sshd[20665] 21023..  pam_unix(sshd:session): session opened for user root by (uid=0)
Total Records: 47 D 22l alls Go 1 »

Onmucanne napamerpa

Ta6u. 3-60 Iapamerpst Ha cTpanuie Security Logs

ITapameTtp Onmncanne

ID ID onepanuu. [locneaHsas BeIIOTHEHHAs ONepalys IpeACTaBIeHa B
CITHCKE MEPBOM.

Time BpeMst BBITIOTHEHHST OTICPAIIHH.

Interface UnTepdoeiic, ¢ koToporo ObLia BBIMOIHEHA ONEpaLusl.
Host Nms xocta iBMC.

Details [Monpo6Hast napOpMarms 00 omepanuu.

IIpouenypa

IIpocMoTp KypHAJIOB 6€30MACHOCTH

1. Ha Bkmazake Security Logs mpocMoTprTe KypHAIBI BXoja u Beixoa iBMC.

3arpy3ka :kypHaja 06e30nacHOCTH

1. Ha crpanure Security Logs naxxmure Download Logs.
Ha skpane mosiBUTCS JMAIOTOBOE OKHO Save.
VYKakuTe KaTallor Ui COXpaHeHHs 3aTpYKEHHOro (aiina.
Haxwmute Save.
3arpykeHHBbIH (ails OyaeT coXpaHeH B YKa3aHHBIH KaTajor.
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3.8.4 Crpannma Work Records

Onmcaaue

Ha crpanune Work Records moxxuo 106aBisTh 1 mpocMarpuBaTh pabouune 3amucu. iBMC
npenoctapiser 00beMm 200 Kb ans xpanenus no 2000 3anuceit pabouero xxypHaa.

L InPumeYAHKE

e Paboune 3anmcu cozeprxar MakcuMyM 255 cumBoJioB. CHcTeMa ToIepKUBaeT JoOaBIeHne
MakcumyM 20 pabounx 3ammceit. Ecim xonmmuectso 3anmceit npespmaet 20, To cuctema oymer
BBITTOJTHATH TIePE3alyCch HOBBIX pab0oUunX 3aIicei IOBEPX CYIIECTBYIOMINX.

e Paboune 3amucu MoI YT IpOCMAaTpuBaTh U pE€AaKTUPOBATHL BCE IOJIL30BATEIIN.

GUI

Iepeiiaure k System u3 raBHoro mMexo u Beibepure Work Records us nepesa HaBurammu.

Ha skpane nosiButcs ctpanuna Work Records.

Work Records e ®
= Add

ITpouenypa
Jlob6aBnenue padoueii 3anucu

1. B cTpoke MeHI0 BeIOepHTE System.
2. B nmepere HaBuranuu Beioepute Work Records.
Ha skpane nosieutcs crpanuiia Work Records.
3.  Haxwmure Add u 106aBbTe pabouyo 3aMKCh B MOSBHUBIIEMCS TEKCTOBOM IIOJIE.

4. Haxmure Save.

HN3meHnenne padoueii 3anucu

Ay
»

1. Haxwmmure JUTSL I3MEHCHHUS pabodeif 3armiucy B TEKCTOBOM IIOJIE.

2. Haxwure Save.

Ynanenue paGoueii 3anucu

et
1. Haxmure # JUTsl ynaneHus pabodeil 3ammcH.
Ha skpane nosiButcs cneyroniasi HGoOpMaIusi:

Are you sure you want to perform this operation?

2.  Haxwmure Yes.

3.8.5 Crpanuria Online Users

Onucauue

Ha crpanume Online USers Mo)KHO BBIITOJHHTE CJIEAYIOLINE ONEPALHH:
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3 Be6-unrepdeiic monpzosarens (WebUI) iBMC

[IpocMoTp monk30Bateseld, KOTOpbIe BHIOIHWIN BXx0 B iBMC.

® [IpuHynUTENbHBINA BBIXOM OHJIANWH-NIONIB30BaTENEH U3 CUCTEMBL.

TosbKO aIMUHHACTPATOP MOKET BBITOJIHUTH IIPUHYIUTEIBHBIN BBIXO OHIIANH-TI0JIB30BaTEIICH

U3 CUCTCMBI.

Onmcaaue

Beibepure System u3 rinaBaoro meHio u Beidepute Online Users u3 nepeBa HaBUranum.

Ha skpane mosiButcst ctpanuiia Online Users.

Online Users

User Name
root
root
root
root

root

Omnncanne napamMeTpos

Login Method IP Address Login Time Operation

GUL

Ccu

Ccu

KVM (Shared) 192.168.38.53 2016-06-14 16:45:18

VNC (Shared) 192.168.38.53 2016-06-14 16:43:51

192.168.38.53 2016-06-14 16:43:33 N/A

*

COoM 2016-06-14 16:32:43

*®

192.168.38.53 2016-06-14 16:26:07

® X

Taou. 3-61 IMapametpst Ha ctparuue Online Users

ITapameTp

Onmcaane

User Name

Wwmst monb3oBarens, BomeAmero 8 iBMC umn KVM.

Login Method

Cnoco0 Bxofa MmoJb30BaTes.

st BEIOOpa JOCTYIHBI CIIEAYIONIHE PEKUMBI:

¢ GUI: nons3oBarens Bomen B iBMC uepe3 WebUL
® CLI: nonb3oBarens Bomen B iBMC yepes CLI.

e KVM: nonw3oBateins Bomren B OC uepe3 ynaaeHHYIO
BUPTYaJbHYIO KOHCOJIb.

¢ Redfish: moms3oBarens Bomen B iBMC uepes untepdeiic
Redfish.

* VNC: nonb3oBarens Boweda B OC yepes BUPTyalbHYIO CETEBYIO
KOHCOJIb. JlaHHBIH c10cO0 BXOa NOANEPKUBAIOT TOJIBKO
cepBephl V5.

IP Address

IP-anpec mist mogxiroueHus U Bxona B iBMC.
3unavenus: [P-agpec unu COM

NMPUMEYAHUE
3uauenne COM ToBopur o Tom, uTo nosp3oBarens ouied B iBMC uepe3
I10 CJIEIOBATEIIBHBIN TIOPT.

UYepes nocnenoBarenbHbli IOPT OMHOBPEMEHHO BOITU B CUCTEMY MOTYT
MAaKCUMYM IITh MOJIB30BaTeNCH.

Login Time

Bpewms Bxona nons3oBatens B iBMC.

Operation

HpI/IHy,I[I/ITeJ'IBHHﬁ BBIXO/ ITOJIB30BaTCIA.
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IIpouenypa
IIpocMoTp oHJIAlTH-TIOIB30BAaTe el

1. B cTpoke MeHIo BeiOepuTe System.
2. B nepese nasurammu Beioepute Online Users.
Ha skpane nosiButcst ctpanuna Online Users.
3. Ha crpanune Online Users mpeacrasieHa uagopmanus 060 BCeX MOIb30BATENSAX,

kotopsie Bonu B iBMC.

Brixon mosab3oBaTeist

1. Ha crpanure Online Users naxxmure #% [ociIe Mob30BaTeIs.
Ha skpane mOSBHTCS JHaj0roBO€ OKHO C IIPOCHOO0M MOATBEPIUTD BAlllK JEHCTBHS.
2.  Haxwvure OK.

EyneT BBIITOJTHCH HpHHy}IHTeHBHLIﬁ BBIXOI ITOJIB30BATC/ISI U3 CUCTEMBI, U I/IH(I)OpMaHI/IH (o)
moJib30Baresie OoJbie He Oyaet otobpaxkarbes Ha ctpanuie Online Users.

3.8.6 Crpanuiia Firmware Upgrade

Onucauue
Ha crpanune Firmware Upgrade Mo)HO BBITOJIHSTE CJIEAYIOLIHME ONEPALHH:

® [Ipocmotp uHpOpMaIuu o Bepcuu BcTpoeHHoro [10 ceprepa.

® [lepesarpyska iBMC.

® [lepekmoueHre MeXIy aKTHBHBIMHU M pe3epBHBIMU 00pazamu iBMC.

®  Oo6nosnenue BctpoeHHoro [1O cepsepa.

iBMC nmeer 1Ba 06pasa, pa3BepHYyTHIC B PSKIME aKTHBHBIH-pe3epBHEIH. CHavaa
BBITIOJTHACTCSI OOHOBIIEHIE aKTUBHOTO 00pasa, 1 yke 3aTeM pesepBHoro. Ilocie oOHOBIEHUS
pe3epBHOTO 00paza BeIONHACTCS Hepesanyck iIBMC u aBroMaTndeckoe MepeKkiIoucHre Ha

pe3epBHbIi (aitn oOpa3za. Eciu aproMaTrueckoe NepeKIIOUeHUE HE BBITIOTHSIETCS, TO
HE0OXOIMMO BPYUHYIO IIEPEKIIIOUUTh CEPBHUCHI Ha Pe3epBHBIN 00pas.
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ABHMMAHME

® B mporecce 00HOBIEGHHS HE OTKIIOYAliTe MUTAaHUE CEPBEPa U HE BHIONHINTE
niepesarpy3ky iBMC.

® [locne obHOBNeHUs BcTpoeHHOTO I10 iIBMC HEeo0x0auMO BHIIOIHUTE Hepe3arpysKy
iBMC, uto05!I HOBast Bepcusl BCTynmia B crury. OJJHaKO HET HUKaKOH HEOOXOANMOCTH
BBINIOJTHATE TIepe3arpy3Ky cepsepa. [103ToMy 3To HHKak He TOBIUSCT Ha YCIYTH,
paboratomiue Ha cepBepe.

e He Hy>XHO BBINOJHATH NIEpe3arpy3Ky cepsepa nocjie o0HOBIeHUsS BcTpoeHHoro 110
KK-nucrutes u 6noka nuranus. O1HaKo HEOOXOAMMO BBIIIOJHUTH Mepe3arpys3Ky cepaepa,
4yTOOBI HOBast BEPCHsI BCTYNWJIA B CHITY, TOCsie OOHOBJICHHUS ClleyIommero BctpoeHHoro [10:

® Bcrpoennoe 110 BIOS

® Bcrpoennoe 10 cnoxHOI nporpaMmMupyeMon JTorudeckoi nurerpainbHon cxemsl (CPLD
— Complex programmable logical device) MaTrepuHCKOil mIaThl

® Bcrpoennoe [10 CPLD murarsr LT (Bctpoernoe 110, 3a uckmouennem RHE100 V3)

e Bcerpoennoe I10 CPLD ¢ponTansHO# muaTel BBoga-BeBoza (BctpoerHoe 10, 3a
uckmodeHrnem RH8100 V3)

e Bcrpoennoe [10 CPLD 3anneit miatsl BBoga-BeiBoga (BctpoeHHoe [10, 3a nuckitoueHuEM
RH8100 V3)

® Bcrpoennoe [10 o0beIMHUTEIBHOM TUIATHI )KECTKUX JTUCKOB.

® Bcrpoennoe 10 CPLD paiizep-kaptel PCle ¢ BO3MOKHOCTBIO 3aMEHBI B «TOPAYE M)
pexuMe

[Iepen oOHOBiEeHHEM BcTpoeHHOro I10 HeoOxonuMo 0OHOBUTE Bce padOTaIOIINE CEPBUCHI
Ha cepaepe. DTO MO3BOJIUT NPEAOTBPATUTD IIPEPhIBaHIE 00CIYKUBAHUS IPU IIepe3arpy3ke
cepsepa.
® s obHOBIeHUs BeTpoeHHOro [10 CPLD nepenHeit miaTsl BBOJa-BBIBOJA B
JIByXCHCTEMHOM pEKUMe, HeoOxoaumMo BoiTH B cucteMy B iBMC, a 3atem BoHTH B
cucremy A iBMC, uto651 00HOBUTE BcTpoeHHOE I10 CPLD 3axmeil mnaTel BBoAa-BBIBOA.

B iBMC Help npuBeneHo onucanue nopsaka ooHosneHus BcrpoeHHoro [10 na WebUI iBMC.
Jinis nony4enus 6onee moapoOHOM HH(POPMALIUU O MOPSAKE MOTYYSHHS TTAKETOB OOHOBIICHUH
BcTpoeHHOro 10 1 cpaBoYHO# JOKyMEHTAIMH, O0PATHTECh K PYKOBOICTBY, IIOCTABIIEMOMY
BMECTE C CEPBEPOM.

Ha Puc. 3-33 nokasan npoiecc 00HOBIeHUS BcTpoeHHoro [10.
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Puc. 3-33 IIpouecc o6HOBIEHHS BcTpoeHHOro [10

( Hewo )
!

IMomyunTte naker
OOHOBIIEHHH H PYKOBOJICTEO

v

Boiimie B cuctemy iBMC

v

lIpocMoTpuTe HHGOpPMaTIHIO
00 aBapuax

[Tposeprre BepeHio
seTpoeHHoro 110

byzner mn
OOHOBIATHCA BCTPOSHHOE
o iBMC

Ha Her

ODHOBHTE BCTPOEHHOE O0HoBuUTE NpyrUe
[1O iBMC HPOIPaMME
v v
[TpoBeprTe pesyisTaT [IpoBepLTe peaynLTaT
00OHOBJICHHA OOHOBICHHA

l |

(Ko )

GUI
B ctpoxe meHro BeiOepute System. B nepese HaBuraiuu Beioepute Firmware Upgrade. Ha
9KpaHe mosiBUTCs cTpaduiia Firmware Upgrade.
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Firmware Upgrade

Firmware Version Info
Primary Partition Trmage Version:  2.80
Backup Partition Image Version:  2.60
BIOS Versian: A16

CPLD Yersion: 112

Firmware Upgrade

After the iIBMC or 5D contreller firmware is upgraded, the iIBMC will automatically restart for the upgrade take effect.

If the BIOS is upgraded without shutting down the OS, the upgrade takes effect after the OS is restarted.

Image Switchaver Restart BMC

Do not power off the server or restart iIEMC during the upgrade.

Upgrade File:
Upgrade Progress:

Upgrade Status:

Omnmcanne napameTpos

Ta6u. 3-62 ITapameTpsl Ha cTpanuie Firmware Upgrade

¢ @

ITapameTp

Onmcaane

Firmware Version Info

Primary Partition
Image Version

Howmep Bepcun Berpoernoro [10 iBMC ocHOBHOTO pasjerna JAuCKa.

Backup Partition
Image Version

Howmep Bepcun Bcrpoennoro 10 iBMC pesepBHOTo pasaena AucKa.

BIOS Version

Howmep Bepcun BIOS.

CPLD Version

Bepcus Berpoennoro 1O CPLD.

Image Switchover

[epexmrouenne mexay oopazamu iBMC 0CHOBHOTO U pe3epBHOTO

pasaciia IMuCKOB.

Restart iBMC

[Mepesamyck iBMC, 4T0o0BI 0OHOBIICHUS BCTYIHIIN B CHITY.

OonoBenne Becrpoennoro IO

INPUMEYAHHUE

e B upouecce odbnoBeHns Bectpoentoro [10 iBMC ceprepos V3, KVM, ¢dyHxunm coznanus

CKpHUHIIOTOB U q)yHKI_[I/II/I BUACO HEIO CTYIHBI.

e Jlnsa npumenenus BctpoeHnoro 10 mocne 3aBeprienus ooHoBiaeHus iBMC win SD-kapThl, Oyner
BBINOJIHEH nepe3amyck iBMC.

e Ecmu o6noBnenue BIOS Brimonnsercs 6e3 BeikimodeHnst OC, To 0OHOBJICHHE BCTYIIUT B CHITY TIOCTIE

nepesarpysku OC.
e He BrIkiTIOUaliTe MMTaHNE CEpBEpa WM HE BHINOJHSITE nepe3arpy3ky iBMC B nmponecce
OOHOBIICHYS.
Upgrade File BeiOepuTe JOKaIbHBINA KaTaIor, B KOTOPOM OyIeT XPaHUThCS HaKeT

¢ ooHogyieHussiMu BetpoeHHoro [10. TTakeT ¢ 0OHOBICHUSIMHU
Bctpoennoro 10 sto daiin B popmare *.hpm.
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ITapametp Ommcanne

MeTtoap! HACTPOMKN:

1. Haxmure

Bri0epuTe 0KaNbHBINA KaTaJIor, B KOTOPOM OyZleT XpaHUThCS
nakeT ¢ oOHoBneHUsIMA BeTpoeHHoro [10. Haxxmure Open. Ha
9KpaHe MosBUTCs cTpanmiia Firmware Upgrade.

2. Haxwmmure Upgrade. Ha skpane mosiBUTCS CiIeayIOIIee
cooOuIeHHe:

Are you sure you want to perform this operation?

3. Haxwmure Yes n iBMC nauner oOHOBJICHHE.

Upgrade Progress [Iponecc obHoBneHus BcrpoenHoro I10.

Upgrade Status Craryc o0HOBJIeHHs BcTpoeHHOTO [10.

IIpouenypa

IIpocmoTp Bepcuii Bectpoennoro IO

1. B crpoke meHI0O BeiOepuTe System.

2. B nepese naBuranuu Beioepute Firmware Upgrade.
Ha skpane nosiButcst ctpanuna Firmware Upgrade.

3. IMocmotpute Bepcuu iBMC, BIOS u CPLD.

OoHnoBnenue Berpoennoro IO iBMC.

1. Ha crpanune Firmware Upgrade Beibepute maket ¢ ooHoBnenusmu u3 Upgrade File, B
COOTBETCTBHH C METOJaMH, IIpeCTaBICHHBIMU B Tabm. 3-62.

2. Haxwmmre Upgrade.
Ha skpane otobpasurcst cienyromas HHpOPMAIHs:
Are you sure you want to perform this operation?

3.  Haxwmute Yes.
iBMC nauunaet obHoBieHue a B obnactu Upgrade Progress oto6paxaetcs mpoiecc
OOHOBJICHUSI.
IMocrne 3aBepiueHust 0OHOBIEHHUs Ha 3kpane mon Upgrade Status 6ymer otobpakeHo
clenyromniee cooOIeHue:
The upgrade is complete.

4. TloBropute maru ¢ 1 mo 3 mis oOHOBICHHS akTUBHOTO 00pa3a iBMC.

OoHoBJIeHMe Apyroro Bctpoennoro IO

1. Ha crpanune Firmware Upgrade Beibepute maket ¢ obHoBnerusmu u3 Upgrade File, B
COOTBETCTBHH C METOJaMH, NIPEJICTaBICHHBIMU B Tabu. 3-62.

2.  Haxwmute Upgrade.
Ha skpane oToOpasuTces cieayromas HHQopMaIus:
Are you sure you want to perform this operation?

3. Haxwmmure Yes.
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iBMC naunnaet obHoBieHue a B odmactu Upgrade Progress otoOpaxaercs mporiecc
OOHOBJICHHUS.

IMocre 3aBepuienust o0HOBIeHUs Ha 3kpane nox Upgrade Status Gymet otobpaxkeHo
CJeayIOoIIee COOOIIEHUE:

The upgrade is complete.

I[Tocune 3aBepuieHus odHoBneHust BetpoenHoro [10 BIOS Ha skpane noxg Upgrade Status
OyzneT 0ToOpaxeHo CleAyIoNIee COOOIIECHUE:

File upload successfully. The upgrade takes effect automatically after the next

power-off or restart

BrinosHeHne nepexk/rodeHusi 00pa3os Ais BetpoeHHoro IO iBMC

BeimonmasaTe nepekitoueHne 00pa3oB BctpoeHHOro [10 iBMC pekoMeHayeTes TOIBKO TIPH
HeobxomuMocTH. [lepekitoueHre 0Opa3oB BHITOIHACTCS OMIIMOHAIBHO B TIpoIiecce
OOHOBJIEHHS.

1.

Ha crpanune Firmware Upgrade naxvute Image Switchover.

Ha skpaHe mosiBUTCS cienyroniee cooOneHne:

iBMC will restart after the switchover is complete. Continue?

Haxxmure Yes.

Hcnonp3yeTcs ucxoaublid (haiin oOpasa pesepBHOI konuu BectpoeHHOro [10 iBMC.
Ha skpaHe nosiBUTCS CTpaHUIIA CO CIIEAYIOUIUM COOOIICHUEM:

iBMC is restarting. Please wait a few minutes.

[Mocne mepesanmycka iBMC Ha 5kpaHe HOSBHUTCS CTpaHHUIA BXOA.

Iepe3anyck iBMC

Brmonusiite nepezanyck iBMC npu HeobxogumocTy. laHHas onepanus He sBIsSETCs
00s13aTeIbHOI B Iporecce 00HOBJICHHUS.

1.

Ha crpanune Firmware Upgrade naxxmure Restart iBMC.

Ha skpane otoOpasutcs cieayromas nHpopMaLus:

Are you sure you want to perform this operation?

Haxxmute Yes. [Tocie aToro 0yaeT BeinoaHeH nepesamnyck iBMC.
Ha 9KpaHC€ MOSABUTCA CTpaHUIa CO CICAYIOIIUM COO6H.[€HI/I€MI
iBMC is restarting. Please wait a few minutes.

[Mocne nepesamycka iBMC Ha 5kpaHe MOSBUTCS CTPAHHUIIA BXO/A.

3.8.7 Crpanumna Language Update

Onucaumue

Ha crpanune Language Update MoXHO yCTaHOBHTH H YIalHWTh MAKET S3bIKOB, H3MEHHUTh
SI3BIK, HCTIONB3yeMbIi B IBMC.

(L

e Tonbko iBMC Bepcuu 2.56 1 6ojiee O3IHNUE BEPCHHU MOJEPKUBAIOT YCTAHOBKY M YIAJICHHE MaKeTa

NPUMEYAHME

S3BIKOB.

e  Tonbko AIMHUHUCTPATOPaM U IOJIb30BATEJIAM, KOTOPBIE MOI'YT BBITIOJIHATH OOBIYHEIC HaCTpOﬁKH,

pa3peleHo yCTaHaBINBATh W YIAJSTh MAKET SI3bIKOB.

e TOJBKO MAKET C SITOHCKUM SI3BIKOM MOKHO YaaJuTh 1 OOHOBHTb.
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o [lakeThl C aHINIMIICKUM U KUTAHCKUM SI3bIKOM YIATUTH HEJb3s1.

GUI

BeiGepure System u3 riaBHoro MeHio u Beidepute Language Update us nepesa HaBurammm.
Ha skpane mosisutcs ctpanunna Language Update.

Language Update ¢ @

Installed Languages
Language Code Language Name Language Pack Version
en English 1.00
zh 230°4 1.00
ja BEE 1.00

Install Language Pack

ITapameTpsbI1

Ta6un. 3-63 Crpanmia Language Update

ITapameTpsI Onmucanne

Installed Languages

Language Code Kon si3pika. Hampumep en o3navaeT aHTIHHACKHAH s13B1K, Zh — 310
KHUTAWCKHU, a & ATMOHCKUH SI3BIK.

Language Name SI3bIK, COOTBETCTBYIOLIUI KOIY.

Language Pack Bepcust makera s13pIk0B, ycTaHOBIeHHAas Ha iBMC.
Version

here Haxxmurte here mmst mepexona co crpanumisl Firmware Upgrade na
OOHOBJICHHE TAKETa S3BIKOB.

ITpouenypa
3anpoc yCTAHOBJIEHHBIX MAKETOB SI3bIKOB
1. B rnaBHOM MeHIO BbIOepuTe System.
2. U3 nepesa nauraimu Beibepute Language Update.

Ha skpane nosiButcs ctpanuiia Language Update.

ITox Installed Language Packs npencrasieHs! ycTaHOBIEHHBIE MTAKETHI SA3BIKOB.
YeTaHOBKA MW 0GHOBJIEHHE MAKETA ¢ A3bIKAMHA

1. 3arpyska [eNeBOro nakera si3bIKOB.
a. llepeiimuTe Ha BeO-calT KOPIIOPATUBHOM MOIEPKKN Kommannu Huawei.
6. Bribepure Support > Software Download > Server.
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Ha sxpaHe mosiBATCS cepBepHBIC POIYKTHL
B. Bribepure neneBoii cepsep.

Ha sxpaHe nosBUTCA CTpaHUIa BHIOPAHHOTO cepBepa.
r. Ilepeiinure na Biaanky Downloads.

Ha sxpaHe mosiBUTCA CITMCOK BEPCHIA cepBepa.
1. BreiOGepure HEOOXOIUMYIO BEPCHIO.

3arpy3ute naker s3bik0B, Harmpumep 2288H_V5-iBMC-LANG-JA-V257.zip na
nokaibHbi TTK.

2. OOHOBIICHHE MaKeTa S3bIKOB.

a. BemomauTe Bxon B BeO-unTepdeiic iBMC.
6. Bribepure System > Firmware Upgrade.

Ha skpane nosiButcst ctpanuiia Firmware Upgrade.
B. BriGepure maket menesoro s3bika u3 Upgrade File.
r. Haxwmure Upgrade.

Ha skpaHe nosBuTCS cienyromas nHGopMarivs:

Are you sure you want to perform this operation?
n.  Haxwmure Yes.

iBMC naunnaeT 0OHOBJIEHHE TIAKETA A3LIKOB, a B obmactr Upgrade Progress
TIOSIBUTCSI TIPOIIECC OOHOBIICHHUSI.

[Mocne 3aBepuienus oOHOBIEHUs Ha 3kpane moq Upgrade Status nossurcs
cienyroliee cooOImeHue:

The upgrade is complete.

BribepuTe sI3bIK U3 BBINMAIAIONIETO CITUCKA B BPEXHEM ITPABOM YTITy CTPAHHUIIBL
Vianenue nmakera si3bIKOB

1. Ha sxmaake Language Update mox Installed Language Packs BeiGepute naker si3bikoB
IUTSL Y TAJICHUSL.

2. Haxwure Uninstall.

[TakeT SA3BIKOB YCIEUIHO YAAJCH, €CIIM Ha SKpaHe MOsIBUTCS coodmmeHue «Operation
successful>

3.9 Crpanuiia Remote Console

Onomcaaue

Ha ctpanune Remote Console MokHO yBUIETh MAKCHMAIBHOE KOJUUECTBO CECAHCOB U
KOJINYECTBO aKTUBHBIX CEAHCOB YIAJIEHHON KOHCOJIH, BUPTyaJIbHbIe HOCUTENH U cepBUC VNC,
a Takke noiay4uTh f1ocTyl k OC cepBepa, UCTIONB3Ysl YAICHHYIO BUPTYalbHY IO KOHCOJIb.

L InPumeYAHKE

Toneko cepepsl V5 noanepxusatot cepsuc VNC.

GUI

B rmaBHOM MeHro BeiOepute Remote Console.
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Ha skpane nosiButcs ctpanuia Remote Console.

Remote Console e

Integrated Remote Console

ated remote console requires Java Runtime Environme here oad JRE. More information...
egrated Remote Console (Private)
egrated Remote Console (Shared)
HTMLS Integrated Remote Console (Private)
HTMLS Integrated Remote Console (Shared)
Independent Remote Console
the Independent Remote Console (IRC), you can access and manage the server in real time. The IRC does not depend on the browser, OS, or JRE version. Download
Remote Console Settings
Timeout Period (min) 0
Maximum Sessions 2
Active Sessions 0
Encryption
Enable Local KVM
Persistent Virtual Keyboard and Mouse
Save
Virtual Media
Maximum Sessions 1
Active Sessions 0
Encryption
Save
VNC Service
Timeout Period (min) 0
Keyboard Layout English(US)
VNC Password
Confirm Password
Password Validity (Days) Unlimited
Lagin Rules Rulel Rule2 Rule3 View login rules
SSL Encryption
Maximum Sessions 5
Active Sessions 0
Omnmncanne napamerpa
Ta6u. 3-64 Iapamerpsr Ha ctpanuiie Remote Console
ITapametp Omrcanne
I/IHTerpI/II)OBaHHaﬂ YiajieHHasi KOHCOJIb
Here s pa®oThI BCTPOCHHOMW yIaleHHON KOHCOH Java HeoOXomIuMo

ycTaHOBUTH cpeny Java Runtime Environment (JRE). Haxmure
Here nns ee 3arpy3ku.

More information Haxxwure More information ns monydenust uagopmMarmu o
MOPSIIKE YCTpaHEHHUs 00MHUX MpoGiIeM ynaaeHHONH KOHCOIIH.

HTMLS5 Integrated IIpuBaTHBIM pexXUM MO3BOJISET TOJIBKO OJJHOMY TOJIB30BATEIIO

Remote Console HMCIIOJIb30BaTh YIAJICHHY KOHCOJIb JJIsI JOCTYIA Y BBIIOJIHCHUS

(Private) orepaluil Ha cepBepe.

HTMLS5 Integrated B pexume cOBMECTHOTO UCTIOIB30BAHUS JIBA MOJIH30BATEISI MOTYT

Remote Console OJJHOBPEMEHHO MCIOJIb30BaTh YAAJEHHYIO KOHCOJb JUI JOCTYyMNa U
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ITapameTp

Omnmcaane

(Shared)

BBIITIOJITHCHUSA onepaunﬁ Ha CCpBEPEC. KaxxnpIii moap30BaTelb MOXKET
npocMaTrpuBaTh On€panun, BEIIIOJIHACMBIC JPYTUM IIOJIb30BATCIICM.

HTMLS5 Integrated
Remote Console
(Private)

[IpuBaTHBIA PeKUM MO3BOJIIET TOJIBKO OTHOMY MOJIH30BATEIIO
HCIIOJIb30BaTh YAAJCHHYIO KOHCOJIb ISl JOCTYIA U BBIIOJIHEHUS
omepaunui Ha cepBepe.

HTMLS5 Integrated
Remote Console
(Shared)

B pexume coBMECTHOr0O UCIIOIB30BaHUS JBa MOJIb30BATEN MOTYT
OJTHOBPEMEHHO HCII0JIb30BaTh YIAJEHHYIO KOHCOJIb JUI TOCTYIa U
BBINOJIHEHUS onepanuii Ha cepBepe. Kaxkplil moiap30BaTeab MOXET
MPOCMAaTPUBATh ONEPALIMH, BBIIIOJIHAEMBIE APYTUM I10JIb30BATEIIEM.

He3aBucumas YiajieHHass KOHCOJb

Download

Hesasucumas ynanennas koucoib (IRC — Independent Remote
Console) m03BoJISIET TONB30BATEISIM OTYIUTH JOCTYI U
YIPaBISITH CEPBEPOM B pekuMe peasibHoro BpemeHu. IRC He
3aBHCHUT HH OT Bepcuu Opaysepa, Hu or OC, Hu oT Bepcun JRE.

HacTtpoiikn ynaneHHO KOHCOIH

Timeout Period
(min)

MaxkcumanbHoe BpeMs IpocTos (B MUHYTaX) HOce MOCieaHen
ornepanuy (BKJI04asi oepaliy YTeHUs JaHHBIX Ha BUPTYaJlbHOM
CD-nucke) Ha ynaneHHOH KoHcou. Ecii B TeueHue
OIPEJICJICHHOTO TIEPHOo/ia BpEMEHH HU OyJIeT BHIITOJTHEHA HU OJHA
oreparys, To OyIeT BBITOJHEHO aBTOMAaTHUECKOE Pa3heIIMHCHIE
yAaJeHHOM KOHCOJIH.

Hwnamazon 3nauenuii: ot 0 go 480

3unauenne 0 o3HavaeT HEOTPaHNUYCHHOC BPEMH.

Maximum Sessions

MaxkcumanbHO€ KOJIMUYECTBO I0JIb30BaTeNeH, KOTOPBIM pa3peLeHo
WCII0JIb30BaTh YAJICHHYIO KOHCOJb JJISl MOAKITIOYEHUS K
cepBepHoO# cucteme. [lapamerp nmeet GUKCUPOBAHHOE 3HAYCHHE

2.

Active Sessions

KonnyecTBo mosib3oBareseil, MOAKIIOUCHHBIX B HACTOSIIEE BpEMs K
cepBepy uepes ylIaJeHHYIO KOHCOJb.

st nomyyenust Ha ctpanuity Online Users u nomy4enust
HHOPMAIINH O TTOJIF30BATENAX, HAKMHUTE Ha HOMED.

Encryption

Oynkuus mmppoBanus nanHeix KVM nepen nepenadeii.

[Tpu BrITIOUeHNM NaHHOW (DYHKITUH BBITOJHSETCS MIH(PPOBAHUE
JTAHHBIX ¢ ucmoyb3oBaHueM anroputMa AES128 nepen nepenaueit
MEXKTy CEPBEPOM U KIUEHTOM.

ITo ymomuanuto mmdposanue ganapix KVM otkitoueno. Jlis
1essIX 6e30MacHOCTH PEKOMEHYSTCS BKIIOUNTD JAHHYIO
(yHKIHIO.

INPUMEYAHUE

KVM-1udpoBanue Moxxer ObITh OTKIIFOYEHO TOJIBKO IO CIIE OTKITIOYCHHUS
mudpoBannst VMM 1 coxpaHeHHUs HACTPOEK.

Enable local KVM

OYHKIMS BKIIOYEHUS WM OTKIIIOYeHU ToKanbHO KVM.

¢ IlIpu sxmouernn Enable local KVM nokansras KVM u
ylaJeHHas: BUPTYallbHAsE KOHCOJb MOTYT HCITOJB30BATHCS JUIS
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ITapametp Ommicarne

JIOCTyTIa K CepBepY.

¢ Ecuu nmapamerp Enable local KVM He BbIOpaH, To jToKaibHas
KVM nenoctynna. Tonpko ygajaeHHas BUPTyaibHas KOHCONb
OyzeT UCTIONB30BATHCS IS JOCTYIIA K CEPBEPY.

Io ymomuanuto mapametp Enable local KVM BribpaHn.

Persistent Virtual DYHKIUS BKITIOIECHUS WM OTKITFOUEHHUS TIOCTOSHHOTO
Keyboard and Mouse | momkiroueHust KJaBHATyphl U MBIIIIH.

¢ [lpu BIIOYCHNH TaHHOW (YHKIMH BHPTyajbHAs KIaBHATypa
iBMC n MpIbs Oymy T Bceraa MOAKIIOYEHBI K
USB-konTtpomepy UHCI iBMC.

® Ecnu nanHasg QyHKUMS OTKIIIOYEHA, TO BUPTYyaIbHAS
knaBuarypa iBMC u MbllIb JUHAMUYECKU TOAKIIOYAIOTCS K
koutposiepy UHCI iBMC tonbko mpu 3amycke TpUIoKeHUs
Remote Console u noaknrouenun k iBMC. DTo no3Bonser
SKOHOMHTH 3JEeKTpodHepruto, korna OC cepBepa He paboTaer,
COOTBETCTBEHHO HET HEOOXOAUMOCTH B MOAKIIOUCHUH
BupTyainpbHoi USB-kitaBuarypsl v MbIIIm.

ITo ymonuanuto napametp Persistent Virtual Keyboard and
Mouse BrIOpaH.

BHpTya.TH)HLIe HOCHUTECIHU

Maximum Sessions MaxkcumanbHOe KOJIMYECTBO OAHOBPEMEHHBIX MOJIb30BaTelNeH,
KOTOPBIM pa3pellieHO UCII0Ib30BaTh BUPTyaJlbHbIE HOCUTENIH
(Buptyansabie DVD-nucku nin Qonmm-aucKy) yiaieHHOH
BUPTYaJIbHOI KoHCONH. [lapameTp mMeeT GUKCHPOBaHHOE
3HaueHue 1.

Active Sessions KonnuecTBO nosip30Batesneii, KOTOPbIM pa3pelieHo UCII0Ib30BaTh
BUpTyalbHble HOCUTENU (BUpTyanbHble DVD-nucku umu
(hrronmnu-AUCKK) ynaneHHOW BUPTYaJbHONH KOHCOJIH.

Jli1st TIoTydeHus MHPOPMAIIUH O TTOJIB30BATENAX TIEPEHINTe Ha
crpanuiy Online Users u Haxxmute HOMep.

Encryption OyHKIMS MMpPOBaHUS TaHHBIX BUPTYAIEHOTO HOCHTEIS TIEpPex
nepenaveil.
[pu BruttoueHUM QYyHKIMH BHITOTHACTCS MUPPOBAHUE JAHHBIX

BUPTYaIbHOI'O HOCUTENS C UCIOIb30BaHuEM anropurMa AES128
nepej nepenadeil Mexxay cepBepoM U KIHEHTOM.

ITo ymonmuanuio mmppoBaHnue JaHHBIX BUPTYaJIbHOTO HOCUTEIS
OTKITIFOYEHO. JIJ1st nessix 6€30MacHOCTH PEKOMEH/IYETCS BKIIFOYHUTD
JAHHYIO QYHKIIHFO.

NPUMEYAHUE
VMM-1mndpoBanne MOXeT ObITh BKJIOYEHO TOJIBKO IO CJIE BKIFOYEHHS
mrdposanus KVM u coxpaHeHHs HACTPOEK.

Cepsuc VNC

CepBI/IC VNC no3BojseT IIOAKIOYAThCA K ocC CEpBEpa U BBIIIOJHATH OII€pallii Ha
KJIaBHaType€, BUAC€O U MBI CEPBEpPA.

INPUMEYAHHUE
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ITapameTp

Omnmcaane

Tonbko cepBepbl VS nopnepkuarot cepBuc VNC.

Timeout Period
(min)

MaxkcumanbHOe BpeMsi OKUJaHUA (B MUHYTaX) MOCJE BBITOJIHEHUS
nocieaHen onepauun Ha uatepgeiice VNC. Ecnu B TeueHue
OTIpeIeJICHHOrO NIepUo/ia BpeMEHU He OyleT BBITOJIHEHA HU OJHA
orepanus, To MPOU30HIET aBTOMAaTUUECKOE Pa3beIUHEHUE OT
untepdeiica VNC.

Hwnamazon 3nadenuii: ot 0 go 480

3nayenue 0 03HA4YaeT HEOTPAHUUECHHOE BPEMSI.

Keyboard Layout

Packnazaka knaBuarypsl OC, ynpasisiemoit VNC.
3HavyeHmue:

* Japanese

e English

3HaueHHe 0 yMogaHuio: Japanese

VNC Password

ITapons mis Bxona B untepdeiic VNC.

* Ecmu MIPOBCPKaA CIIO)KHOCTHU MAPOJIA OTKIIFOUYCHA, TO B KAYCCTBE
napoJisa VNC MOXET HCITOIb30BaThCs CTpOKa, JIIMHOM oT 1 1o 8
CHMBOJIOB.

¢ Ecnu nmpoBepka CI0KHOCTH Iapoiis BKIOUEHA, TO B KaueCTBE
naposst VNC MoXeT HCIOIb30BaThCsl CTPOKA, cocTosALIast U3 8
CHUMBOJIOB.

IMapons VNC Taxxe JOIKEH COOTBETCTBOBATh ONPEAEICHHBIM
TpeOOBaHUSIM:

- colepkarb, Kak MUHUMYM, OJIMH MPOOEIT WK OIMH U3
CJICIYIOUINX CTICIHATbHBIX CUMBOJIOB:

~1@#$%N&*()-_=+\[{}];:",<.>/?

- JlomkeH copepxarb, Kak MUHAMYM, CUMBOJIBI CJIE Ty FOIIINX
JIBYX BHJIOB:

- 3arnaBHbIC OYKBHL: OT A 10 Z
— Ctpounbie OyKBEI: OT a JI0 Z

- Hudpst: ot 0 10 9

Confirm Password

Wms cooOriiecTna 1Jis MOATBEPHKACHHUS.

MNPUMEYAHUE
Tocne naxkarust Save Ha HKpaHe MOSIBUTCS AUaoroBoe okHo User
Password. TTapois VNC MOXXHO yCTaHOBHTB YCIICIIIHO TOJIBKO MOCIIC BBOZA
napoJst a1 Bxona B iBMC.

Password Validity

Cpoxk peiictus napoist VNC.

(Days)
Login Rule [IpaBuna Bxoaa, mpumeHsieMble K monb3oBaresiMm VNC.
Jliis mpocMOTpa HaCTPOEHHBIX mpaBwil Haxkmure View login rules.
SSL Encryption OyHKIWS BKIIOYCHHS WIH OTKIIOUeHUs mudpoanus SSL.
B nemsix 6e30macHOCTH peKOMEHTYETCsI BKIIFOYUTh JaAHHYIO
dyskuto. Ecnin mudpoanue SSL otkiirodeHo, To kimeHT VNC
3amycKaer nporuecc yaaieHnoro Oydepa kaapos (RFB — Remote
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ITapametp Ommicarne

Frame Buffer).

MIMPUMEYAHUE
Ecnu mmudposanune SSL BKiroueHO, To TosbKO KineHTHl VNC ¢
BKJIIOUCHHOW (yHKuueil mudpoBanus SSL MoryT nogkmodarsesi kK OC
cepsepa. Ecim kimment VNC He nopepsxuBaeT QyHKIMIO MN(POBaHUs

SSL, To mys peanm3anmu mugpoBanus SSL ucHonb3yeTcs: TYHHETHPOBaHHE
SSL.

ITo ymonuanuto napamerp SSL Encryption seiopas.

Maximum Sessions | MakcrMasbpHOE KOJMYECTBO [10J1b30BaTelIei, KOTOPBIM pa3pereHo
noyduTs goctyn k uarepdeiicy VNC. Ilapamerp nmeer
(uKCcUpoBaHHOE 3HAYCHHUE 5.

Active Sessions KonmnuectBo monp3oBaresieil OAHOBPEMEHHO MOJYUYUBIINX JOCTYI
k unrepdeiicy VNC.

Jli1s mostyyeHus MHGOPMaLUHK O MOJIB30BATENX IepeiauTe Ha
ctpanuiy Online Users u HaxxmuTe HOMED.

B Ta6n. 3-65 npuBeneHo onucaHue onepaluoOHHbIX cCUCTeM, Opay3epos, u cpen JRE, kotopsie
HEOOXOIUMBI JIJIsl HCTIONIb30BaHMS YAaJICHHON BUPTYaIbHOW KOHCOJIH.

L lnpumeyanmE

e Jlns 3arpy3ku JRE HeoOxonnmMoii Bepcuy, repeianre Ha opunmanbHblil Be0-cait [10.

e [lpu ucnons3oBanuu JRE Bepcun 1.7 win 1.8 u ecian npuiiokeHue ylajieHHOH KOHCOIH
0CTaHABJIMBAETCS TIPH TOTIBITKE €r0 3aMyCTUTh, o0parutech Kk pazaeny 3.10.1 COoii pu OTKpBITUH
YIaJICHHOH BUPTYalnbHON KOHCOJIH.

Taodn. 3-65 Pabouast cpena

OoC bpaysep JRE

Windows 7 (32-bit) Internet Explorer JRE 1.7 U45

Windows 7 (64-bit) 9.0/10.0/11.0 JRE 1.8 U45
Mozilla Firefox 39.0/54.0 JRE 1.8 U144
Google Chrome 21.0/44.0

Windows 8 (32-bit) Internet Explorer 10.0/11.0 | JRE 1.7 U45

JRE 1.8 U144

Google Chrome 21.0/44.0

Windows 10 (64-bit) Internet Explorer 11.0 JRE 1.8 U45

Mozilla Firefox 39.0/54.0 | JRE 1.8 Ul44

Windows 2012 R2 64-6ut Internet Explorer 11.0 JRE 1.8 U45

Mozilla Firefox 39.0/54.0 | JRE 1.8 Ul44

Windows 2016 (64-bit) Internet Explorer 11.0 JRE 1.8 U45
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OoC bpaysep JRE

Mozilla Firefox 39.0/54.0 | JRE 1.8 Ul44

Windows Server 2008 R2 Internet Explorer JRE 1.7 U45
(64-bit) 9.0/10.0/11.0 JRE 1.8 U45

Mozilla Firefox 39.0/54.0 JRE 1.8 U144

Google Chrome 21.0/44.0
Windows Server 2012 (64-bit) | Internet Explorer 10.0/11.0 | JRE 1.7 U45
Mozilla Firefox 39.0/54.0 | JRE 1.8 U45
JRE 1.8 U144
Google Chrome 21.0/44.0
64-6urnas Red Hat 6.0 Mozilla Firefox 39.0/54.0 JRE 1.7 U45
JRE 1.8 U45
JRE 1.8 U144
MAC X v10.7 Safari 8.0 JRE 1.7 U45
Mozilla Firefox 39.0/54.0 | JRE 1.8 U45
JRE 1.8 U144

IIpouenypa

OTkpbITHE YIaJeHHON BUPTYAJbHOH KOHCOJIH

LLInPumeuanmE
Ipu BBozme maposst OC wm BIOS Ha BUpTyansHON yaaaeHHOH KOHCOMH:

e Ecmm ucnons3yeMast KIIaBHarypa COOTBETCTBYET HacTpoiikaM kiaBuarypsl OC, To HCIONb3yiiTe
(hakTHUECKYIO KIIABHATYDY.

e Eciu ucnospzyemas KjiaBuarypa He COOTBETCTBYET HacTporikam kiaBuarypbl OC, To ucrosnb3yiiTe
kiaBuarypy OC.

OTKpBITh YAAJICHHYIO KOHCOJb MOXHO JIFOOBIM U3 CJIEIYIOUINX CIIOCOOO0B:!

®  Ha crpanurie Remote Console naxxmure Java Integrated Remote Console (Shared),
Java Integrated Remote Console (Private), HTMLS5 Integrated Remote Console
(Shared) umn HTMLS5 Integrated Remote Console (Private).

B PEKUME COBMCCTHOI'O UCIIOJIB30BAHUS ABA IOJIB30BaTEIsI MOTYT OTHOBPCMEHHO
HCTIOJIb30BaTh YJAJICHHYIO KOHCOJIb JJId JOCTYIIa U BBIIIOJIHCHUS onepaunﬁ Ha cepBeEpeE.
KaxxpIit mop30BaTeib MOKET ImpocMaTpuBaTh OINI€PAlINU, BBIIIOJIHACMBIC JPYTUM
II0JIB30BATCIIEM.

[IpuBaTHBIA PEXUM IO3BOJIAET TOJIBKO OJHOMY I0JIb30BATEIIO NCIIOIb30BaTh yAaIeHHYIO
KOHCOJIb JUIsl JOCTYIIA U BHIIIOJHEHHs onlepaluii Ha cepBepe. [Ipu BeiOOpe naHHOTrO
pexuMa, GyHKIUS CO3JaHNUs CKPUHIIOTOB BPYUHYIO OyleT HEAOCTYIIHA.

®  OrtkpoiiTre bpay3ep U BBEIUTE:
- https://1Paddress/remoteconsole
- https://1Paddress/kvmvmm.asp
- https://1Paddress/bmc/pages/remote/kvm.php
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- https://1Paddress/login.html?redirect_type=1

L InPUMEYAHUE
IPaddress — ato IP-anpec iBMC.

Ha skpane nosiButcs ctpanuia sxoga WebUI iBMC. BemonauTe crnenyromue
oTiepaluu:

a. Bribepure s3bIK.
BBenuTe uMs MONB30BaTENS U AP0,

Wwmst monb30BaTesnts v mapois o YMOJTYaHHIO [Tt cepBepoB V3: root u
Huaweil2#$, cootBeTcTBeHHO. M3 TIOITB30BaTENSI ¥ TAPOIH TIO YMOTYAHHIO IS
cepsepoB V5: Administrator u Amin@9000, cooTBeTCTBEHHO.

B. Bribepure This iBMC win LDAP 1npu HE0OX0AMMOCTH.
r. Haxwmure Log In.

IMpocMoOTp KOJTUYECTBA CEAHCOB CBSI3M

1. B rmasaom meHro BeiOepure Remote Console.
Ha skpane mosiButcs ctpanuiia Remote Console.

2. Ha neii 6yner otoOpaskeHa HHPOPMANNSI O MAKCHMAIIFHOM KOJIMUECTBE CEAHCBO CBSI3H 1
KOJINYECTBE aKTHBHBIX CEAHCOB CBS3M YHAJCHHON KOHCOINM, BUPTYAIbHBIX HOCHTEISIX U
cepsuce VNC.

3. Bribepute HOMEp ceaHca CBs3U Ul epekiioueHus Ha cTpanuiy Online Users u
MIPOCMOTPUTE UHPOPMAIIHIO O TIOJIH30BATEISAX.

Hacrpoiiku ynajJJeHHOH KOHCOJIH

1. Ha crpanurie Remote Console ycranoBuTe mapamerpsl B o6nacta Remote Console
Setting.
[Monpobuast mHpopMmams npuseneHa B Taom. 3-64.

2. Haxwmute Save.
HacTpoiika BBITOIHEHA YCHEIIHO, €CIIM HA 3KpaHe MOSBUTCS coobmenue «Operation
successful>

Bruroyenne mmndpoBanus Npu nepesayu HHGOPMALMU BUPTYAJbHBIX HOCHTEJIEH

Ha crpanunie Remote Console Beioepute Encryption B oomactu Virtual Media u naxxmure
Save.

Hacrpoiika ceppuca VNC

1. Ha crpanunie Remote Console ycranosure napamerpsl B ooaactu VNC Service.
[Monpobuast uapopmarms npuBeneHa B Taom. 3-64.
2. Haxwmure Save.

Hactpoiika BbIITOJIHEHA YCTIETITHO, €CIIM Ha 3KpaHe MosBUTCA coobmienne «Operation
successful>»
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3.9.1 YoanenHas BupTyajipHasA KOHCOJIb Java

Onncanne
bnaronaps ynaneHHON BUpPTyalbHON KOHCOJH Java, Bbl MOXKETE MOIYIUTh JOCTYI K CEPBEPY U
YIOPaBIATh CEPBEPOM JUCTAHLIMOHHO, YCTAHABIMBATh UM BoccTaHOBUTh OC, a Takxke
yCTaHaBJIMBATh ApaiBepsl Ha CEPBED.
biraronapst BCTpOEHHON ynaIeHHOW KOHCOJIM MOXKHO:
®  lcnonp30BaTh KIAaBUATYPY W MBI JoKaabHOTrO ITK 111 TMCTaHIIMOHHOTO yIpaBiIeHUs
CEpBEPOM.
®  BxirouuTh cepBep AU YIAJIEHHOTo AocTyna K jJokaiasHomy 11K o cetu, ¢
ucnoip3oBanueM (uonmu-aucka (FDD) unun DVD-aucka. [{i1st cepepa ucmoib30BaHue
BupryanbHoro FDD wmiu Bupryansnoro DVD-aucka 310 TO %€ camoe, 4To U
ucnoip3oBanue gusnueckoro USB-ycTpoiicTsa.
| InPUMEYAHME
B kauectBe HOcuTens Ha JokaiabHOM 1K MOXKeT MCHOIp30BaThCs JIOKAIBHBIN ke cTKuM quck FDD v
DVD-nauck, unu ¢monmu-nuck, wim ¢aiin odpaza DVD, koTopslit xpanutes Ha siokansHoM TTK
CETCBOM JIMCKCE.
B Tab6n. 3-66 npuBeneHO onKcaHue 3HAYKOB Ha 3kpane KVM.
Ta6u. 3-66 3naukn Ha 3kpane KVM
3Hauok Omnmncaane
ﬁ broxnpoBKa naHeIN HHCTPYMEHTOB.
CkpbITHE TTaHETM UHCTPYMEHTOB.
Pabounii cTon cepBepa B MOJHOIKPAHHOM PEXUME.
NNPUMEYAHUE
14 nepexiroueHus ¢ MOJTHO3KPAHHOTO B OKOHHBIHN pexiM,
NICPEMECTUTE YKA3ar€iib B BEPXHIOIO YaCTh MOJTHOIKPAHHOTO pEXUMa
i Haxmure Ctri+Alt+Shift 1is otoOpakenus nanenu
HMHCTPYMEHTOB U HAXKMHUTE “.
= CHHXpOHHU3AIUS MECTOIOJI0KEHHST MBIIIIH.
INPUMEYAHUE
JlaHHas KHOIIKA IO CTYIHA HAa MAHEIW MHCTPYMEHTOB TOJIBKO KOTHa
pabouwnii CTOI cepBepa OTOOpaKACTCs B MOJTHOIKPAHHOM PEXKHME.
: ' N3MeHeHne pexuma MBIIIH.
INPUMEYAHUE
HaHHa}I KHOIIKa NOCTYIIHA Ha MMaHCIN HHCTPYMCHTOB TOJIBKO KOrla
pabouuii cToJ cepBepa 0TOOpaXkaeTcst B TIOJTHOIKPAHHOM PEKHUME.
&) BosBpar otoOpaxenus pabodero cTosa ceppepa K OKOHHOMY
PEXKUMY.
NNPUMEYAHUE
JlaHHas KHOTIKa IO CTYIHA HAa MAHEIU UHCTPYMEHTOB TOJIBKO KOT/Aa
pabouwuii CTOI cepBepa OTOOpAKACTCS B MOJTHOIKPAHHOM PEXKHME.
OToOpakeHHe MEHIO YIIPABJICHUS TUTAHUEM, BKITIOUAs:
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3Hauok Onmcanmne
* Power On

¢ Forced Power Off
¢ Normal Power Off
¢ Forced System Reset
¢ Forced Power Cycle

3amuch BUACO Olepaliuii, BEIOJHIACMBIX Ha CepBEpE.

&N

VhpapneHue MbIIb0 cepsepa. [loaaepKuBaroTcs CleyroIme
Ornepanunu:
e Mouse Acceleration

VYckopeHne MBIMY pabodero cToja cepBepa At
CHHXPOHU3AIMH PabOThI C MBIIIBIO HA JIoKaidbHOM [1K.

INPUMEYAHUE

B Gosee pannux Bepcusix, ueM SUSE 12, nannas oneparus He
IO/ IeP>KUBACTCSL.

¢ Single Mouse

CkprrTre Mpimm JokansHoro [1IK i oToOpakeHue Memm
pabouero cTona cepaepa.

* Mouse & Key Reset

WNmuranus ynanenus u ycranoBku USB-knaBuatypsl u
MpImu. Korna xmaBuatypa u MBIIIs Ha pabodeM cTole
cepBepa IepecTaroT 0TBedaTh, HaxmuTe Mouse & Key
Reset w1 BoccTaHOBIEHHUS.

Hacrpoiiku no ymonuanuto: Mouse Acceleration

Br16op 1 ucnions3oBanue BUpTyansHoro DVD-aucka.

Br160p 1 ncnonb30BaHie BUPTYaJIbHOTO JKECTKOTO JIMCKA
FDD.

Hcnons3oBanre DVD-nucka niau FDD nnst co3nanus daiina
oOpa3za.

OTmpaBKa WM HACTPOIKa KOMOWHAIINY KJIABHII.
[MonnepxuBaroTCs cleaAyromue KOMOUMHAIINH KIIABUIIL:

e Ctrl+Shift: nepexirouenne Mexay crocobamMu BBOJIA.
e Ctrl+Esc: pacmupenne win cBopaunBanue MeHio Start.

e Ctrl+Alt+Del: 6nokuposka okaa OC, BeIxon
M0JIL30BATENIs, H3MEHEHHE apoJIsl, OTKpEITHE JlucreTdyepa
3aja4 WK TIepe3arpys3Ka cepBepa.

e Alt+Tab: nepeknrodenne Mexay paboOTaIONHMK
TPUIIOKESHUSIMH.

e Ctrl+Space: BKIItOueHIE WM OTKIIFOUEHHE CII0CO0O0B
BBOJIA.

¢ ResetKeyboad: MmomenupoBanue OT:KaTHs KHOTIKH Ha
KJIaBUATypeE.

Image Clarity

Hacrpoiika yeTkocTi n300paxeHus pabodero cToiia cepeepa.
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3HauoK Omnmcaane
num M Craryc xnaBumu Num Lock cepsepa.
caps | Craryc xnasuum Caps Lock cepsepa.
scroll | Craryc xnasumm Scroll Lock cepsepa.

ITpu Haxatnn knasum Ctrl+S no ommobke nocie nepexona K
CHUMBOJIBHOMY pekuMy Linux, sxpaH OymeT 3a0I0KHpOBaH.
Hasxxmure Scroll Lock mst pa3émokupoBku sxkpana.

INPUMEYAHUE
Ecnu npu ynipaBneHun cepBepoM ¢ UCHONB30BAHUEM YIAICHHON
BUPTYaJIbHOI KOHCOJIM BO3HHKJIA OIIMOKA BBOJIA KJIABHATYpPbI, CHaYasa
nposepsre craryc suagxos NUM M caps W ; scroll |

@

CrpaBoyHast uH(pOpMaLKsL.

[Ipumeuanue: 3HaUKK Ha SKpaHE YIAICHHOH BUPTYaIbHOW KOHCONU U UX (DYHKIUU
pasiaMyaroTcs B 3aBUCUMOCTH OT MCIIOJIb3YEMON MOJIENN CepBepa.

Ha Pwuc. 3-34 moka3aH nporecc HCTob30BaHusI BUpTyansHoro DVD-nicka Ha manenn
HHCTpYMEHTOB. [Ipouiecc ncnonp3oBanus Qaiina obpasza wiu BupTyansHoro FDD He
OTINYAIOTCA OT JAHHOIO IIpolecca.
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Puc. 3-34 IIpouenypa

[TepeRIMUTECE HA VIATCHHY )
BHPTYVANEHVE) KOHCOME.

Cosnactes 1 Her
ihaiin obpasa Ha TOKATEHOM

KoMIbloTEpE”

Coznaiite daiia obpasa.

+

_ CMOHTHDYHTC BHPTYAIRHEIH CMOHTHPVHTE BHPTVATTRHEIH
CD/DVD nHecKOBOI ¢ IOMOIERD CD/DYVD nuckoBom,
dpaiing obpasa, H sarpyamre

daiin ohpaza HA BHPTYANRHKIH
CD/DVD auckopon

ChOVD e
Y

( Komnen )

GUI

Beibepure Remote Console u3 rnasaoro mento u Haxkmute Java Integrated Remote
Console (Shared) unu Java Integrated Remote Console (private).

[TosiBuTCs 3kpan KVM.

El:]I'IPHME'-IAHHE

Tocne BriGopa Java Integrated Remote Console (Shared) nea nons3oBaresnst MOTYT OTHOBPEMEHHO
MOJIyYUTh JIOCTYII K CEpBEPY ¥ BBHITIOJIHATH OTIEpaniy Ha cepBepe. Kaxaplil mosms3oBarens MoXKeT
IMpocMarpuBarh OIepalyvy, BbIIIOJHAEMBIC IPYIUM II0JIb30BAaTEJIEM, YTO MOXET IPUBECTHU K
OIIPECACIICHHBIM PUCKaM 0€30I1aCHOCTH.

Okpan KVM cocront u3 tpex obnactei, kak nokaszano Ha Puc. 3-35. B Tabn. 3-67
MPUBEIEHO OIMCaHUe STUX o0nacTeil.
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Puc. 3-35 Dkpan KVM

@ kM -

Moazilla Firefox

12 3.11/bmc/pages

ji=] ﬁ r_'_' @ @ ) 31.‘% Image Clarity 1} num M caps M scroll W (7)

in  mid  max

4

Please prass "Ctrl-Alt-Shift" keyto shows toolbar if infull screen or split Received: 13445 Sent 40 Framelfum: 1

1 3

Ta6u. 3-67 OGnactu Ha skpane KVM

No | Iitorags DyHKO A

1 ITanens 3HAUKU Ha MaHeNU UHCTPYMEHTOB HCIONbB3YIOTCS Ul YIAIEHHOTO
HHCTPYMEHT | YIPAaBJICHHS CEPBEPOM.
OB

2 PaGounit C noMolbI0 KJIaBUaTypbl UM MBI Balero JiokansHoro ITK
CTOJI cepBepa | MOXKHO YNPaBIATh CEPBEPOM B PEKUME PEAILHOIO BPEMEHH.

3 Crpoka OTtobOpake6HHE MOACKA30K I pabodyero cToia cepBepa U JaHHBIX
COCTOSIHUS CBS3U MEXIY cepBepoM U JokaibHbeM IIK B pexxrMe peanbHOTo

BPEMEHHU.

ITpouenypa

OTnpaBka KOMOMHAIMM KJIABHII

LS

1. Ha skpane KVM-KkoHCOIM Ha TaHEIN HHCTPYMEHTOB Haskmute IRl

Ha 9KpaHC€ MOSAABUTCA AUAJIOTOBOC OKHO KOM6I/IHaLII/II/I KJIaBHIII.
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2. Beibepure KOMOMHALINIO KIIABHIIL.

CepBep BBIIIOJIHUT ONI€paliuio B COOTBETCTBHU C KOM6HH3.L[PI€I>‘I KJIaBHIII.

L InPumeuAHuME

Ecin Heo6X0MMO HACTPOUTH KOMOMHAIMEIO KIIABHII, BBEIMTE KIABUIIN B TEKCTOBOM TIOJIE MO CIIE
Custom u Haxxmure Send.

MonTuposka DVD-aucka
MonTposka DVD-aucka Ha nokainsaoM [IK Ha cepsep.

=)
1. Ha skpane KVM-KOHCOJIM Ha IaHEIN UHCTPYMEHTOB HAKMHUTE 5,

OTKpoeTCs IUaNoroBoe OKHO, Moka3anHoe Ha Puc. 3-36.

Puc. 3-36 CmonTHpY#iTEe BUPTYasibHBIH DVD-1uck.

@ CD/DVD G v Connect
(") Image File Browse Eject

(") Directory R

Bri6epute CD/DVD.

W3 Beimagaromero cnricka Beibepute OykBy aucka DVD-mucka Ha nokansHoM [1K,
Hanpumep G:.

4., Haxwmure Connect.

Haunercs moutuposka DVD-nucka nokansHoro T1K Ha cepsep.

{ L InPUMEYAHWE

Jlnst ormenbl MoHTHpOBKHM DVD-ncka Haxkmure Disconnect. 3arem Haxkmute YES B MOSIBUBIIIEMCS
nuanorosoM okae Confirm.

3arpy3ka daiina o6pa3a c sokaasHoro K yepe3 Bupryansnsiii DVD-guck

MomnTpoBka DVD-nucka nokansHoro [1K u 3arpyska daiina obpasa c nokanpaoro 1K Ha
cepsep.

1. Ha skpane KVM-koHCONMM Ha MMaHEIN HHCTPYMEHTOB HAKMHUTE .
OTKpoeTcs IUaloroBOe OKHO, MokazaHHoe Ha Puc. 3-36.
Bribepure Image File.
Haxwmure Browse.
Ha skpane mosiButcs auanoroBoe okHo Open.
4. Bribepure ¢aiin oOpasa, koTopblil xpanutcs Ha JokanbHoM [1K n Haxxmute Open.
OTKpoeTCs IUanoroBoe OKHO, Moka3anHoe Ha Puc. 3-36.
5. Haxwmure Connect.
Bupryansabiii DVD-auck ycnieniHo CMOHTHPOBaH Ha cepBep u (aiin oOpasa ycrenrHo
3arpy»eH.
L InPumeYAHKE

e Jlust 3arpy3ku apyroro ¢aiina oopasa Haxxmute Eject u ussnexure cymecryroiuuit daiin oopasa
DVD, Bribepute HOBBI (aiin oOpa3a DVD u naxxmute Insert.
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o  Jlnst pasmonTupoBkr DVD-aucka Haxkmure Disconnect. 3arem Haxkmure YES B MOSIBUBIIEMCS
nuanoroBoM okne Confirm.

MonTtHpoBka BupTyaiabHoro FDD

Montupoka FDD nHa nokansHoMm IIK s cepsepa.

1. Ha skpane KVM-koHCONMM Ha MMaHEIN HHCTPYMEHTOB HAXKMHUTE @

OTKpoeTcs TUalloroBOe OKHO, MMoKazaHHoe Ha Puc. 3-37.

Puc. 3-37 MonTupoBka BupryaisHoro FDD

@ Floppy A * | || Write Pru:ute-:t

Image File Browse Eject

Bri6epure Floppy.

Bri6epure 6yKBy nucka FDD na nokansrom [1K 13 Belnagaromero cnucka, Hanpumep
A

4. Vcranosute ramouky Write Protect.

L lnpumeyanmE

Write Protect — 5To MexaHN3M, KOTOPBIi NPEJOTBPAIIAeT H3MEHEHHE HIIH CTUPaHUE BOKHBIX TaHHBIX.
ITpu BeiGope Write Protect mannsie He MOTYT GBITH 3anMcaHbl Ha ykazanHbIid FDD.

5.  Haxwmure Connect.

FDD cMoHTHpOBaH Ha cepsep.

L lnpumeyanmE

s pasmontupoBku FDD nHaxkmure Disconnect. 3arem naxxmure YES B MOSIBUBIIEMCSI THAIOTOBOM
okue Confirm.

3arpy3ka ¢aiisia odpasa c gokaabHoro IIK yepe3 Bupryanbusiii FDD

MownTpoBka FDD nokansnoro I1K u 3arpy3ka ¢aiina oopasa ¢ nmokansaoro 1K Ha cepsep.

1. Ha skpane KVM-KkoHCOJIM Ha TTaHEI HHCTPYMEHTOB HAXKMUTE @
OTKpoeTcs IuaioroBOe OKHO, MoKazaHHoe Ha Puc. 3-37.
Bribepure Image File.
Haxwure Browse.
Ha skpane nosiButcst muanorosoe okao Open.
4. Bribepure ¢aiin oOpasa, koTopblil xpanutcs Ha JokanbHoM [1K n Haskmute Open.
OTKpoeTCs qUanoroBoe OKHO, IMoka3anHoe Ha Puc. 3-37.
5. Haxwmute Connect.

Daiin obpasa OyaeT yCIHEIIHO 3arpy’KeH Ha CepBep.

L InPumeYAHKE

e Jlust 3arpy3ku apyroro daiina 06pasa Haxmure Eject 1t n3BiedeHns cyiiecTByOLIIEro
BuptyansHoro FDD, BeiOepuTe HOBBII (aiin oOpasa u Hakmure Insert.

o Jlust pasMOHTHPOBKH BUpTyansHOTO FDD Haskmure Disconnect. 3arem Haxmute Yes B
rmosiBMBIIEMCS Aranorosom okae Confirm.

Co3nanue ¢aiiiia odopasza
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Cosnanue daiina odpasa ¢ momomnipto ¢uonmnu-aucka #Ha FDD unu DVD wa DVD-nucke
nokansHOTO I1IK. Co3mannsrii daiin oOpasa xpanutcs Ha gokansHOM [1K.

[lepen BRIMOIHEHWEM TAHHOW OTNEPAIMN HEOOXOMUMO YOS UTHCS, YTO (IO -IUCK BCTABICH
B FDD nnu DVD-auck BctaBieH B DVD-npusog nokansaoro TIK.

0
1. Haskpane KVM-koHCOMM Ha MTaHEIN HHCTPYMEHTOB HAKMUTE U

OTKpoeTcs UanoroBoe OKHO, rokazanHoe Ha Puc. 3-38.

Puc. 3-38 Co3nmanue ¢aiina oopasa

Driver G w | Path

Progress I 1L Malee

2. W3 Bemaparomero crucka Driver Beidepute 6ykBy mucka FDD wiun DVD-aucka Ha
soxkansHoM 1K,

3.  Haxwmure Browse. Ha skpaHe NOSIBUTCS TUAIOrOBOE OKHO Save.

BribepuTe katanor [uis coxpaHeHus Qaiina oopasa u B TekcToBoii crpoke File Name
YKaXUTE UMSA (aiina.

L lnpumeuanue

Cucrema MoJUIep KUBAET CO3/IaHKe TOJIBKO (haityioB 00pa3oB *.iso, ¢ ucmnoap3oBanrneM DVD-aucka u
(aitnos 0Opa3zoB*.img ¢ ucrnoap3oBanuem FDD.

5. Haxwmure Save.
OTKpoeTcs TUuanoroBoe OKHO, rokazanHoe Ha Puc. 3-38.
6. Haxwmure Make.

Progress — 3to xon coznanus aiinza obpasa.

L lnpumeyanmE

Jist ocTaHOBKY co3naHus Qaiiia 00paza Haxmure Stop.
MoOHTHPOBKA BUPTYaJbHOI0 KATAJIO0ra

MoHnTtrpoBKka KarajoroB Ha JokanbHoM [1K Ha cepBep, 4T0OBI cCEpBEep MOTY MOIYYUTh JOCTYII
K JIOKQJIbHBIM KaTajoraM B PEeXUME «TOJIBKO JUIS YTCHUS.

ABHMMAHME

ITepen MOHTHPOBKOH KaTajora, CKOmupyire Heooxoxumble (aiinsl B karanor. [Tocie
MOHTHPOBKH KaTayiora, BEI HE CMOXKETe T00aBIATh (paiiibl B KaTaJor WM yIaIATh (aiiiel 13
KaTajora.

1. Haskpane KVM Haxkmute 5= Ha maHejId HHCTPYMEHTOB.

OTKpoeTCcs IUalloroBOe OKHO, MMoKazaHHoe Ha Puc. 3-39.
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5.

Puc. 3-39 MoHTHpOBKa BUPTYaJIbHOTO KaTajuora

@ CD/DVD G: v Connect
) Image File Browse Eject

) Directory

™
®
"
"

Bribepute Directory.

Haxxmure Browse.

Ha sKkpaHe MOSIBUTCS TUATIOTOBOE OKHO BBIOOPA JIOKABHOIO KATAJIOora.
Bei6epute kaTasor u Haxmure Open.

Haxxmure Connect.

L lnpumeuanue

e Ecii NogK/II04eHHE BBIOJIHEHO YCIIEIIHO, TO BUPTYaJIbHBIH Karanor Oyner oroOpaxeH B crucke OC
cepBepa. Bel MoxkeTe KonMpoBarh (aiiibl U3 JaHHOTO Karajora.

e ][y pa3sMOHTHPOBKH BUPTYaIBHOTO Karanora Haxmure Disconnect.

BruroueHnne cepBepa

1.

Ha skpane KVM naxxmute Ha MMaHeJIu UHCTPYMEHTOB U BbiOepute Power On u3
MEHIO.

ITosiButcs nquanorosoe okHo Confirm.
Haxxmure Yes.

BKJIFOUAC€TCs IMMUTAHUA CEPBEPaA

L lnpumeyanmE

Bpewms 3amycka OC paznuyaercst B 3aBUCUMOCTH OT KOH(Urypauuu cepsepa.

BrikiIoueHue cepsepa

ABHMMAHME

Hepe):[ BBIKJIFOUCHUECM IMUTAHHA CEPBEPA H606XOI[I/IMO Y66,I[I/ITI>C${, YTO BCC€ CEPBUCHI
OCTaHOBJICHBI.

BriGepuTe peskuM BBIKITIOUSHMSI MM TAHUS, B 3aBUCUMOCTH OT TpeboBanuid. [lonpoOHas
“HbOpMALKA O Pa3NUUYMAX MEXAY PEKUMaMU BBIKIIOUEHHUS IUTaHUs IPUBEJIEHa B
pasznene 3.6.1 YnpasieHrue MUTaHUEM.

Ha sxpane KVM naxxmure Ha [aHeJIH HHCTPYMeHTOB U BeiOepute Normal Power
Off u3 meHto.

IHosiBuTCcst quanorosoe okHo Confirm.
Haxxmure Yes.

[Turanue cepBepa OyeT BHIKITIOUCHO.

IpunytuTeIbHAs Mepe3arpy3ka Wil NepuoanYecKoe BKIKOYEHHE U BHIKIIOUEHHE
NUTAHHUA cepBepa
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BHUMAHUE

L] HpI/IHy,Z[I/ITeJ'H:HaH nepe3arpys3ka MOXET IPUBECTU K TOBPEIKACHUIO ITOJIB30BATCIILCKUX
nporpaMm MM K NMNOTEPEC HECOXPAHCHHBIX TaHHBIX.

L Hepez[ BBIITOJTHCHHUEM HpHHyZ[HTeHBHOﬁ MEePe3arpy3Kku CUCTEMbI WJIN TPUHYAUTCIIbHBIM
BKJIFOUCHUEM U BBIKIIFOUCHUCM IUTaHUA CEPBEPA, HeO6X0}II/IMO y6e):[I/ITI>C$[ B OTCYTCTBHUU
CCPBUCHBIX PHUCKOB.

e Bridepute pexxum (Forced System Reset nm Forced Power Cycle) B saBucumocTu ot
cepBUCHBIX TpeGoBaHuit. [Toapo6OHas HHGOPMAIHS O PA3THUMSIX MEXIY IBYMS PEXUMAMU
npuBeieHa B pasnere 3.6.1 Yipasienue nuranuem.

Ha sxpane KVM Haxmute Ha MaHeJIH HHCTPYMEHTOB U BbiOepuTe Forced System
Reset wu Forced Power Cycle u3 mewto.

ITosiButcs muanorosoe okHO Confirm.
Ha>xxmure Yes.

ITocne aTOro cepBep HauUHET Mepe3arpy3Ky WM BKIIOUEHUE U BBIKJIIOUEHUE MUTAHUS.

L InPumeYAHKE

JnnTenbHO CTh Mepe3arpy3Ky WK BKIIFOUCHISI U BHIKITIOYCHIS TIMTAHKS CEpBEpa 3aBHCHT OT
KOH(HUrypanuu cepaepa.

B03BpaT KJIAaBUATyPbl U MbIIIIA B UCX0ITHOE€ COCTOSAHUE

MonenupoBanue ynaneHus 1 yctaHoBku USB-kiiaBuaTypbl U MBIIIH, KOTAA KJIaBHATypa U
MBIIIL Ha pabodeM CTOJIe cepBepa IEPECcTaioT OTBEYaTh.

1.

o
Ha skpane KVM naxkmute = ! Ha maHenw HHCTpYMEHTOB U BeiOepute Mouse & Key

Reset u3 Mmenro.
TTosButcs nquanorosoe okHo Confirm.
Haxxmure Yes.

[Tocne sToro npomsoiiner copoc USB-kiaBHaTyphl U MBIIIH.

3anucek Bujeo padodero cTosia cepsepa

3anuchk BUAEo pabouero cTojia 0ToOpakaeTcs Ha yIaJIeHHOW BUPTYyalbHONH KOHCOJH.

1.

Ha sxpane KVM-koHCONIM Ha MaHeIW HHCTPYMEHTOB HAXKMUTE E
Ha sxpane nosButcst quanorosoe okuo Confirm.

Haxwmure Yes.

Ha skpane mosBHTCS THaJIOrOBOE€ OKHO Save.

Br10Gepure kaTajor s cOXpaHCHHS 3alIMCBIBAEMOTO BHIeo(aiiia 1 B TEKCTOBOM CTpOKe
File Name ykaxxute ums aiina.

Haxxmure Save.

[TosiButcs s3xpan KVM u HauHeTCs 3aUCh BUJEO.

ITociie 3amucy BUIEO HAXKMUTE ﬁ
Ha skpane nosiButcst auanorosoe okuo Confirm.
Haxxmure Yes.

Buneodaiin Oynet coxpaHeH B yKa3aHHBIH KaTaJior.
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Buneodaiin — ato daiin ¢ paciupenuem .rep. Ha crpanune Play Back moxzo
BOCTIPOM3BECTH BHUICO(ail.

HcnoabzoBanue pynkuuu Single Mouse

Ecnu mpib nokansaoro 1K He cuHXpoHU3MpOBaHa ¢ paboYMM CTOJIOM CepBepa, TO sl TOTO,
4yTOOBI CKPBITH MBIIIb Ha JoKaJdbHOM [1K ncnonssyercs ¢pynkuus single-mouse. [Tpu atom
MBIIIb OyZeT 0TOOpaXkaThbCs TOJIBKO Ha paboyeM CToje cepBepa.

For .
1. Ha skpane KVM naxkmure .0 Ha maHeaw MHCTpYMEHTOB U BbIOepuTe Single Mouse

W3 MEHIO.
Ha skpane mosiButcst auanorosoe okuo Confirm.
2.  Haxwmure Yes.

Ha skpane KVM otoOpaxkaeTcst TOJIBKO MBIIIb pabouero croja cepaepa.
YckopeHnne ynajgeHHONH MBIIIHA
YcKkopeHHe MBIII padoduero cTojia cepBepa il CHHXPOHHU3AINH PabOThI C MBIIIBIO HA

nokanbpHaoM I1K.

o
1. Haoskpane KVM naxxmvute = . Ha manenw MHCTpyMeHTOB M BEIOepuTe Mouse

Acceleration u3 meHro.
Ha »>kxpaHe nosiBUTCA 1MaOroBO€ OKHO Confirm.
2.  Haxwmure Yes.

Pabora MpImm cepBepa CHHXpOHU3UPOBAHA C MBIIIBIO Ha JIokajdbHOM [1K.

3.9.2 BcrpoenHnas ynasienHass Kouncosib HTMLS

Omnmcanne pyHKIMN

Bbnaronaps ynaneHHON BUPTyaabHON KOHCOIM Java, BBl MOXKETE MOJIyYUTh JOCTYII K CEPBEPY U
YHPaBJIATh CEPBEPOM AUCTAHLIMOHHO, YCTaHABIMBATh UM BoccTaHOBUTH OC, a Takxke
yCTaHaBJIMBaTh JpaliBEphbl Ha CEpBep.

brnaromaps BcTpoeHHOU yiaqeHHON KOHCOIH MOXKHO!
®  lcnonb30BaTh KJIaBUATYpy W MBI JIokaabHOTO [1K 111 tuctanIimonHoro ynpasieHus
CEpBEPOM.

®  BxIouuTh cepBep A YIaJIeHHOro A0CTyna K jokansHomy I1K mo certn, ¢
ucnosb3oBanueM ronnu-aucka (FDD) unu DVD-aucka. /st cepBepa uconb3oBaHue
BupTyasnsHoro FDD wnu BuptyansHoro DVD-aucka 3to TO e caMoe, 4To U
ucrnonb3oBanue ¢pusnueckoro USB-ycTpoiicTaa.

L InPumeYAHKE

B xagecTtBe HO cuTens Ha JokaabHOM ITK MOXKET MCIONB30BaThCs JIOKANBHBIN JkecTKHi nuck FDD wmmm
DVD-nuck, wu dronnu-auck, win haitn oopasza DVD, xotopslii xpanuTes Ha okanbaoM [TK win
CETEBOM JIHCKE.

B Tab6n. 3-66 npuBeneHo onrcaHue 3HAYKOB Ha dKpane KVM.

Beimyck 06 (13.11.2017) Koubunenunanpaas uadopmarnus Huawei 174
Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.



Croeunslii cepep Huawei

PykoBoncTBo none3oBareist iBMC (ot V250 o V259)

3 Beb-unrepdeiic nmonszonarens (WebUI) iBMC

Taoa. 3-68 Onucanue 3Ha4YKOB

3HavuoK

OmnmcaHne

*

biioxnpoBKka naHeI UHCTPYMEHTOB.

CKpbITHE TTaHEJIH HHCTPYMEHTOB.

Pabounii cTon cepBepa B MOJHOIKPAHHOM PEXUME.

OTMeHa NOJIHO’KPAaHHOTO 0TOOpaxkeHHus paboyero cTona
cepsepa.

MeHnro YIIpaBJICHUA MATAHUCM, BKIIHOYasd:

Power On

Forced Power Off
Power Off

Forced System Reset
Forced Power Cycle

YcTaHOBKA IIEPBOTO 3aTPY309HOTO YCTPOICTBA, ¢ KOTOPOTO
OymeT BBIMONHATHCS 3arpy3ka OC. Cuctema nmojiepKuBacT
CIICYIOITHE TapaMeTpHhI:

No Override: 3arpy3ka OC ¢ epBoro 3arpy304Horo
yCcTpoicTBa, ykazanHoro B BIOS.

Hard Drive: 3arpyska OC ¢ jkeCTKOTO AuCKa.
DVD-ROM: zarpy3ka OC ¢ KOMIAKT-ANUCKa WK
DVD-aucka.

FDD/Removable Device: sarpyska OC ¢ BUpTyaabHOTO
¢mronmu-nucka (FDD) unu mepeHocHOro AnCKa.

PXE: 3arpy3ka OC n3 cpens! BEITOTHEHUS
npensapurenbHoi 3arpy3ku (PXE — Preboot Execution
Environment).

BIOS Setup: orobpaxenue meHto BIOS Setup npu
3aIycKe cepBepa.

OTtnpaBKa WK HacTpoilka KOMOMHAIMK KJIABUIIL.
[TonnepkuBaroTcs cleayolue KOMOUHAMK KIIABUIIL:

Alt+Tab: nepekiroueHne Mexay padbOTarOIIUMU
MIPUJIOKCHUAMMU.

Ctrl+Esc: pacimpenue win cBopadrBaHue MeHo Start.
Ctrl+Shift: nepexnroueHre Mexay crocodamu BBOAA.

Ctrl+Space: BxioueHHE WM OTKIIOYEHHE CIIOCOO0B
BBOJA.

Ctrl+Alt+Del: 6noxuposka okaa OC, BeIxon
HOJIL30BATeNs, U3MEHEHHE HapoIs, OTKpLITUE JlHceTuepa
3a/1a4 MM IIepe3arpysKa cepBepa.

'%

VYnpasieHue MbIIIbIO cepBepa. IloaaepkuBaroTcs cieayromue
olepaluu:

Beimyck 06 (13.11.2017)

Koubunenunanpaas uadopmarnus Huawei 175
Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.




Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 3 Be6-unrepdetic nomp3oparens (WebUI) iBMC

3HavoK Omnmcaane

e Mouse Acceleration
YckopeHre MbIIIN pabodero cTojia cepepa s
CUHXPOHHU3allNN pa60T1>1 C MBIIIBIO Ha JIokajisHOM [1K.

MNPUMEYAHUE
B Gosee pannux Bepeusix, ueM SUSE 12, nannas oneparus He
TIO/IJICP)KUBACTCS.

¢ Single Mouse

CkporTre Mpinm JtokansHoro [1K i oToGpakeHue MBIIT
pabouero cTona cepaepa.

* Mouse & Key Reset

Wmuranus ynanenus u yctanoBku USB-knaBuatypsl u
Mmbiy. Korna kinaBuatypa u Mbllib Ha paboyeM cToje
cepBepa nepecTarT oTBedars, Haxmure Mouse & Key
Reset 11 BoccTaHOBIEHUS.

Hacrpoiiku no ymonuanuto: Mouse Acceleration

o Br160p u ucnonb3oBanue BupTyansHoro DVD-nucka.
B Bei0op 1 HCIIoNb30BaHHE BUPTYaIBLHOTO JKECTKOTO JICKA
' FDD.
.ii:. 3anuch BUIEO ONEPALMii, BBIIOIHIEMBIX Ha CEPBEPE.
e CrpaBouHasi HH(OpMAIIHSL.
Smooth Clear | HacTpoiika ueTkocTH H300paXkeHus pabodero cTona cepeepa.
O Craryc knasumm Num Lock cepsepa.
MNurn
O Craryc knaBumu Caps Lock cepsepa.
Caps
O Craryc knasuru Scroll Lock cepsepa.
-zl MPUMEYAHUE

Ecnu mpu ynpaBneHun cepBepoM € HCIONb30BAaHUEM YIATEHHON
BHUPTYaJIbHOW KOHCOJIM BO3HHUKJIA OLITHOKA BBOJA KIIABHATYpPHI, CHAYAa
O O O

Num Caps _ Scroll
, .

TIPOBEPETE CTATYC 3HATKOB

GUI
Beibepure Remote Console u3 rmasaoro mento u naxkmure HTML5 Integrated Remote
Console (private) wmu HTML5 Integrated Remote Console (Shared).
[TosButcs sxpan KVM.
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o

L InPuMEYAHME

TMocne Beibopa HTMLS5 Integrated Remote Console (Shared) nga nmone3oBarens Moryt
OJIHOBPEMEHHO MOJIYYHTh J0CTYII K CEPBEPY U BBIMOJIHATH OIEpaliy Ha cepBepe. Kakuplii
TI0JTB30BATEIh MOYKET TIPO CMATPHBATH OTIEPAIINH, BBITIOJIHAEMBIE IPYTHM T0JI30BATENEM, YTO MOKET
HPHUBECTH K ONPEIENICHHBIM PHCKaM Ge30T1acHO CTH.

Okpan KVM coctout u3 Tpex odnacteid, kak nmokasano Ha Puc. 3-40. Taon. 3-68 npuseneHo
OITHCAaHUE ITHX obnacTeil.

Puc. 3-40 Dxpan KVM

+EOEMYPO = e

Ta6ua. 3-69 O6mactn Ha sxpane KVM

No | O0s1acTh DyHKIIA

1 [Tanens 3Ha4yKM Ha [IAHEJIU UHCTPYMEHTOB MCIIONIB3YIOTCA JJIS YIaJIEHHOIO
UHCTPYMEHT | YIIPaBJIECHUS CEPBEPOM.
OB

2 PaGounit C nomouipIo KJIaBUaTyphl WM MBIIIM Bamero jJokaapHoro 11K

CTOJI CEpBEpPaA | MOXHO YIIPaBJIATbH CEPBEPOM B PCIKUME PCAJIBHOTO BPEMEHH.

3 Crtpoka OroOpaxke6bHIE TIOACKA30K i1 paboduero cToja cepBepa U JJaHHBIX
COCTOSIHUSI CBSI3M MEXIY cepBepoM H JIokanbHbM [1K B peximMe peansHOro
BPEMCHU.
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IIpouenypa

BxuroueHnne cepsepa

Falh
| |

Ha skpane KVM Haxxmute = Ha MaHeNIW HHCTPYMEHTOB M BbiOepuTe Power On u3
MEHIO.

[MuTtanue cepsepa OyaeT BKIIOUEHO.

L InPumeyAHKE

Bpewms 3amrycka OC pazmirgaercsi B 3aBHCHMO CTH OT KOH(MUT'Ypalnuy cepBepa.

BrikiIoueHue cepsepa

ABHMMAHME

L] Hepez[ BBIKJIFOUCHUCM IMUTAaHHA CEPBCPaA HeO6XOZ[I/IMO Y6e,ZlI/ITI:C$I, YTO BCC€ CCPBUCHI
OCTaHOBJICHBI.

® BribepuTe peXUM BBIKIIIOUECHUS MUTAHUS, B 3aBUCUMOCTH OT TpeboBaHuid. [TogpoOHast
“HGPOPMALIKS O PATHUYMIX MEKAY PEKUMAMH BBIKIIOUCHHS [TMTAHUS IPUBEJICHA B
pasznene 3.6.1 YnpaBieHre NHUTaHUEM.

o
Falnh
! |

Ha skpane KVM naxxmuTe = Ha maHejId HHCTpYMEeHTOB U BbiGepure Forced Power Off
i Power Off.

[Mutanue cepsepa OyaeT BBIKIIIOUEHO.

[punynuTeabHasi mepe3arpy3ka Wi MepuoInvYeckoe BKIKUYEHHE U BHIKJIIOYeHne
NUTAHHUA cepBepa

ABHMMAHME

® HpI/IHyI[I/ITCHI)HaSI rnepe3arpyska MOXKET MPUBECTH K MMOBPEIKIACHUTIO MMOJIB30BATCIIbCKUX
ImporpaMm HJik K IMOTEPE HECOXPAaHCHHBIX JaHHBIX.

e [lepen BINOJIHEHUEM IPUHYAUTENBHOM Nepe3arpy3Ku CUCTEMBI UM IPUHYAUTEIbHBIM
BKJIIOYEHHEM U BBIKJIIOUEHHEM ITUTaHUS cepBepa, He0OX0AUMO yOeAUThCs B OTCYTCTBUI
CEPBUCHBIX PUCKOB.

® Bribepute pexum (Forced System Reset wiu Forced Power Cycle) B 3aBucumocTs ot
CepBUCHBIX TpeboBanuil. [TogpoOHas nH(OpPMAIUS O pa3NUINIX MEXKIY IBYMS PSKUMaMU
mpuBeseHa B pasnerne 3.6.1 YinpaneHue nuTaHuEM.

Fales
| ]
Ha skpane KVM naxxmuTe = Ha naHejM HHCTPYMEHTOB W BbiGepute Forced System

Reset unm Forced Power Cycle.

Ilocne storo CECPBEP HAYHCT N€PE3arpy3Ky WM BKIIIOYEHUC U BBIKJIFOYCHUC MATAHUA.
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L InPumeYAHKE

JIMTenbHO CTh epe3arpy3Ku WK BKIIFOUCHIS! 1 BHIKITIOUCHHS TIMTAHUS CepBEpa 3aBUCHUT OT
KOH(Urypanum cepaepa.

YcTaHOBKA MEPBOro 3arpy304HOro yCTpPoiicTBa, ¢ KOTOPOro 0yIeT BbIMOJIHATHCSA
3arpyska OC

1. Haskpane KVM HaxxmuTte Ha MaHeJ UHCTPYMEHTOB.
Ha skpaHe mosiBsTCS apaMeTphl 3arpy304HOTO yCTPOHCTRA.
2. Beibepure nepBoe 3arpy304Hoe yCTPOHUCTBO, B COOTBETCTBUU C TPEOOBAHUSIMHU.

[onpoOHas undopmanus npuseneHa B Tadm. 3-68.

OtnpaBka KOMOMHAIMHU KJIABHII

1. Ha skpane KVM-KkoHCOIM Ha MTaHETH HHCTPYMEHTOB HAXKMHUTE E .
Ha skpaHe nosBUTCS 11aIorOBO€ OKHO KOMOWHAIIMM KJIABHUILL

2. BribepuTe KOMOMHAIMIO KIABHIII

CepBep BBIIOJHUT OMEPAIUIO0 B COOTBETCTBUM C KOMOMHAIIMEH KIIaBHIIL

L InPumeYAHKE

Ecin Heo6X01MMO HACTPOUTH KOMOMHAIMIO KIIABHII, BBEIMTE KIABULIN B TEKCTOBOM TIOJIE 1O CIIE
Custom u maxxmure Send.

YckopeHnue y1ajieHHOM MbIIIH

YcKkopeHue MBIII paboduero crojia cepBepa il CHHXPOHHU3AIUU pabOThl ¢ MBIIIBIO Ha
JnokansHoM ITK.

D)

Ha sxpane KVM Haxmute
Acceleration.

Ha [TaHeJIM UHCTPYMEHTOB U BbIOepuTe Mouse

Pabora MpIu cepBepa CHHXPOHU3UPOBAHA € MBIIIBIO Ha JIokanbHOM [1K.
Hcnoan3osanue pynkuun Single Mouse

Ecnu mpiub nokansaoro [1IK He cuHXpoHU3MpoBaHa ¢ paboyrM CTOJIOM CepBepa, TO LIS TOTO,
4yTOOBI CKPBITH MbIIIb Ha JIoKajdbHOM [IK ncnonesyercs ¢ynkuus single-mouse. I1pu atom
MBIIIb OyZeT 0ToOpaXkaTbCs TOJIBKO Ha paboyeM CToje cepBepa.

D)

B03BpaT KJIaBHATypPbl U MbIIIIXA B UCXO0IHOE€ COCTOSTHUE

Ha sxpane KVM Haxwmute HA MIAHEeJIM HHCTPYMEHTOB U BbiOepuTe Single Mouse.

MonenupoBaHue ynaneHus u yctanoBku USB-kimaBuaTypbl ¥ MBIIIH, KOTJa KJIaBHATypa H
MBIIIL Ha padodeM CTOJIe cepBepa IEPECTaioT OTBEYaTh.

'ﬂ
Ha sxpane KVM Haxmute J
Reset.

Ha MaHelu HHCTPYMEHTOB H BbiOepute Mouse & Key

[Tocne sToro Gynet BeIMOIHEH Bo3BpaT USB-KiTaBUATyphl H MBIIIH B HCXOJHOE COCTOSIHHE.
MonTtposka DVD-gucka

MontupoBka DVD-aucka na noxansnom I1K Ha cepsep.
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1. Ha skpane KVM naxmuTte o Ha [aHEeJIu UHCTPYMEHTOB.

ITostBuTCS BKpaH, mokasaHHelil Ha Puc. 3-41.

Puc. 3-41 Montuposka DVD-mucka

Coy OV

# Image File rrr

Local File

2. Bribepute Image File.

3. Haxwure

Ha skpane nokansnoro 1K nosButcst auanoroBoe okHo Open.
4. BriGepure daiin *.is0 u Haxxmure Connect.

OTKpoeTcs SKpaH, MoKazaHHbI Ha Puc. 3-41.

®aiin obOpasa OyJeT yCIEeNTHO 3arpy»KeH Ha CepBep.

[ L InPUMEYAHME

e Jlust 3arpy3Ku apyroro ¢aiina obpasa Haxxmute Eject, BeiOepure (aiin *.iS0 1y1st 3arpysku u
Hakmure Insert.

e st pasmMonTHpoBKM DVD-mcka Haxkmure Disconnect.
MonTtHnpoBka ¢aiiia

MownTrpoBka (aiina Ha mokaasaoM 1K Ha cepBep, 4TOOBI cepBep MOTY IOIYYHTH TOCTYII K
¢ailny B pexXUMe «TOJIBKO IS YTSHUSD.

1. Haskpane KVM Haxxmute o Ha TIaHelu UHCTPYMEHTOB.

OTKpoeTcs SKpaH, MoKazaHHbI Ha Puc. 3-42.

Puc. 3-42 MonTupoBka (aiina Ha JoxanbHbI [TK
Ch/DVD
# Image File rrr

Local File

2. Brioepure Local File.

3. Haxwmmure

Ha skpane nokansaoro 1K nosiButcst auanoroBoe okao Open.
4. Beibepure ¢aiii 1ii MOHTHPOBKH.

[MosiBuTCSs 3KpaH, moka3aHHbINH Ha Puc. 3-42.
5.  Haxwmute Connect.
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®aiin Ha [1K OyzmeT ycnenmHo CMOHTHPOBAH Ha CepBep.

_LInPuMEyAHKE
e Jlocne ycremHo# MOHTHPOBKH (aiiiia, OTKpoiTe 1 pocMoTtpute daiin B OC ceprepa.

e Jlys pasMOHTHPOBKH (aiina HaxmuTe Disconnect.
3arpy3ka ¢aiisia odpa3a c gokaabHoro IIK yepe3 Bupryanbusiii FDD

MownTupoBka FDD nokanenoro T1K u 3arpy3ka ¢aiina oopasa ¢ nokansaoro 11K Ha cepsep.

1. Haoskpane KVM HaxkmuTe ' Ha IMaHeIH HHCTPYMEHTOB.

[TostBUTCS 9KpaH, NOKa3aHHEIH Ha Puc. 3-43.

Puc. 3-43 MonTupoBka (aiina o0pasa ¢ HCIIOJIb30BaHHEM BHpTYasibHOTO FDD

FoO

# Image File wre

2. Haxwmure

Ha sxpane noxansroro [1K nossutcs nuanorosoe okH Open.
3. Bribepure aiin *.img u maxxmure Connect.

OTKpoeTcs SKpaH, MmokazaHHbI Ha Puc. 3-43.
4. Haxwmure Connect.

daiin oOpaza OygeT yCHenrHo CMOHTHPOBAH Ha CepBep.

L lnpumeuanue

e J[ia 3arpysku apyroro ¢aiina o6paza Haxxmure Eject 1ust u3BnedeHus CymecTByIOmEero
BuptyansHoro FDD, BeioepuTe HOBBII (aiin oOpasa u Haxmure Insert.

o Jlust pa3sMOHTHPOBKH BUpTyansHoro FDD Haxmure Disconnect.
3anuch Bueo padouyero cToJia ceppepa

3anuch Buaeo pabodero croja 0ToOpaXkacTcsl Ha YAAJICHHONW BUPTYaIbHOM KOHCOINH.
|__/.\l:|
1. Haskpane KVM-koHCONMM Ha MMaHEIN HHCTPYMEHTOB HAKMUTE

L]
Korna 3Hau0k U3MEHUTCS Ha HA4YHCTCA 3allMCh BHUCO.

[
2.  Haxmure JUISL OCTAaHOBKHM 3aIIUCH BUIEO.

Buneodaiin OyneT aBromatndecky 3arpy’keH U cOXpaHeH Ha JokanbHbIi [TK.

Bupeodaiin — sto daiin ¢ pacumpenuem .rep. Ha ctpanune Play Back moxto
BOCIIPOM3BECTH BUACODAMI.
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3.10 YcrpaHeHMe HeucripaBHOCTe yaaJIeHHOM
BUPTYaJIbHOM KOHCOJIN

3.10.1 COov1 mpm OTKPBITUNA yAaJI€eHHOM BUPTYaIbHOV KOHCOJIN

ITpu3HaKM HeMCcIpaBHOCTH

CyMOTOMBI Bo3Mo>KHBIe TPUYIMHBI
He ymaercst OTKpBITh yIaJe€HHYIO * Bepcus JRE He npaBuibHas.
BUPTYa/bHYIO KOHCOIIE. * Bepcusa JRE necoBmectuma ¢ iBMC.

Perrrtenmne

ITar 1 TIIposepsTe ycTaHoBIeHa v npaBuibHa Bepcus JRE.
iBMC nmognepxusaet JRE Bepcun 1.7 u 1.8.

®  Ecuu Aa, BEIIOJIHUTE IHar 3.

®  Ecnu HeT, BBITOJIHHTE 1iar 2.
ITar 2 Ycranosute Bepcuto JRE, nonaepxxusaemyro iBMC.
Yeranosute JRE Bepcuu 1.7 unu 1.8 u BeimonHute wmar 3.
[Tar 3 Usmenure koHUTypamuio 6e30MacHOCTH Java.

1. TIposepbte Bepcuio Java KiIreHTa.
Ha CLI Windows uiu ycTpoiicTBe Linux BBITOJTHHTE KOMaHIy java —version.
2. Ortkpoiite Java Control Panel.
- B OC Windows otkpoiite Java Control Panel yepe3 manens ympaBieHus.
- B Linux:
i.  OTKpoiiTe KIHEHT.
ii. IlepeiinuTe K KaTamory ycranoBku Java, Hanpumep /usr/javal/jrel.7/bin.
iii. 3amycrure maHesnp ynpasineHus Java.
3. Pemwre npobnemy HecoBmectumocT Mexny JRE n iBMC.

Pemute mpobieMy HECOBMECTHMOCTH MOKHO ITyTeM U3MEHEHHSI KOHPUTypaIiu
6e3omacHocTH Java.

- IIpu ucnons3oBanuu Bepcuu JRE 1.7, BelosHUTE Criegyromniee:

i.  Ha nanenu ynpasnenus Java yctaHoBUTe ypoBeHb OezonacHoctn Medium u
Haxxmure OK.

ii. BrmoaauTe mepe3arpysky Bed-6paysepa.
- Tlpwu ucnionb3oBannu Bepcun JRE 1.8, BbIMOnHKTE cleayromee:
i.  Ha Bxmamke Security maxxmure Edit Site List.

ii. Ho6assre IP-anpec iBMC u HOoMep mopTa (443 1m0 yMOJIYaHUI0), HAPUMED
https://192.168.2.10:443/ x crmcky.

iii. CoxpaHuTe HaCTPOWKH M Iepe3arpysure opaysep.
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iv. BoiiguTe Ha yIalIeHHYO BUPTYaIbHYIO KOHCOJIb U IPOUTHOPHPYITE JIH000¢e
otoOpaxaemMoe cooOIIeHHE 0 OE30MaCHOCTH.

----Koneng

3.10.2 He ymas1och OTKpPBITH YIaJIEHHYIO BUPTYaJIbHYIO KOHCOJIb
B Google Chrome

ITpm3HaKkM HeMcIIpaBHOCTU

CrMIITOMBI Bo3Mo>KHBIe TPUYIMHBI

He ynanoch OTKpBITh yIaJleHHYIO Wntepdeiic mporpaMMupoBaHUs IPHIOKEHIH
BUPTYaIbHYIO KOHCOIb B Google Netscape Plugin (NPAPI — Netscape Plugin
Chrome, u Ha ’KpaHEe NOSBISLCTCS Application Programming Interface) ue
coo0IeHne 0 TOM, YTO TUIATHH He noAnepkuBaeTcs Win He BkiodeH Google Chrome.
MOAZICP>KUBAETCSL.

L InPUMEYAHME

Jlnist 3ammycka yjaleHHOH BUPTYaJIbHOHM KOHCOJIM TpedyeTcs miarut Java, coorBercTByroniid NPAPIL.
[Nepen oTKpBITHEM yHaleHHOW BUpTyaibHOM KoHCOHM B Google Chrome ydemurecs, uto NPAPI
BKJIIOYEH.

Permenne
Google Chrome Bepcuu 45 u Goree mo3HUE Bepcuu Oolibliie He momaepkuBatoT NPAPL

1. TlIposepste Bepcuro Google Chrome.
- Ilpm ucnone3oBannu Google Chrome Bepcun 42, 42 wim 44, nepeiianTe K mary 2.

- Ecnum ycranosnen Google Chrome Bepcuu 45 unu 6osnee no3aHeit BEpcuu, TO
PEKOMEH IyeTCs HCTIOIb30BaTh JPYroi Be0-0paysep.

2.  Bxmounte NPAPI nis Google Chrome.

a. Beemure chrome://flags/#enable-npapi B anpechoii ctpoke Google Chrome u
Haxxmute Enter.

6. Ilepesarpysure Google Chrome.

3.10.3 He ynasiochk OTKpPBITh yAaJI€eHHYIO BUPTyaIbHYI0 KOHCOJIb
n3-3a craporo mwiarnaa Firefox B OC Linux

HPI/ISHEIKI/I HEMCITPaBHOCTU

CHMIITOMBI Bo3smoskHBIE IIPpUYIMHBI

Korna 3amyck ynajaeHHOM CrumikoM ctapast Bepcus marusa Firefox.
BUPTYaJbHON KOHCOJIH BBIMOJHACTCS
pu ucnoiab3oBaHuu Firefox B
Linux, To Ha 9KpaHe MOSIBUTCS
COOOIIIEHNE O TOM, YTO HEOOXOIUMO
obnoBuTH Iarud Firefox.
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Perenne
HTar 1 [lepeiinure B katanor ¢ marnHoM Firefox.
Hanpuwmep, semomnnute xomaugy cd /usr/lib/mozilla/plugins.
ITTar 2 Co3paiite nporpaMMHYIO CCBUIKY K (aitny libnpjp2.50 B ycTaHOBOUHOM Karajore java.
Hanpumep, Bemmonaute komanay In -s /usr/java/jrel.6.0_25/lib/libnpjp2.so.
HTar 3 BemonauTe nepe3arpy3ky Firefox.

----Konen

3.10.4 Ha ynasieHHOV BUPTyaIbHOV KOHCOJIV HEOCTYIIHBI
MBIIIb ¥ KJIaBMaTypa

HPI/ISHaKI/I HEeVCIIPpaBHOCTU

CyMOTOMBI Bo3Mo>KHBIEe TPUYMHBI

Ha ynanennoit BuptyaibHoi RAID-konTpomnep LSISAS3108 nactpoes,
KOHCOJH He pabOoTaroT KJIABUATypa U | OTCYTCTBYET MOCTOSHHOE IOIKITIOYCHIE
MBIIIb. KJIABHATYPBI M MBITIIH.

Perreramne

[Iar1 Ha crpanunie Component Info mpoBepsTe CKOHGUTYPUPOBAH JH CEPBEP C
RAID-konTpomnepom LSISAS3108.

®  Ecuu aa, BHITIOJIHUTE IHIar 2.

®  Eciu HET, BBINOJIHUTE mar 4.

[Tar 2 Ha ctpanuue Remote npoBepsTe BKIIOYEHO JIM IOCTOSIHHOE MOJKIIOYEHUE KIaBHATYPHI U
MBIIIIH.

®  Eciu ja, BBIIOJHHUTE 1ar 4.

®  EciM HeT, BRINOJHUTE IIar 3.

[Tar 3 BxitounTe NOCTOSHHOE MOJKIIOYCHUE KIaBUATYPHI U MBIIIM U BBITIOJIHUTE TIEPe3arpys3Ky
cepsepa. [locie mepesarpy3ku cepBepa IpoBepsTe, pelicHa JIu podieMa.

®  FEcnu 51a, TO HUKAKHUX JISHCTBUI OOJIBIIE BHITIOJIHATH HE TPEOyeTCs.

®  Eciau HeT, BLIMOJHUTE miar 4.
IIIar 4 OO6paruTeck 3a TOMOLIBIO B CITy)0y TeXHUUIeCcKoH nomnepkku Huawei.

----Koneny
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3.10.5 He ynanocek OTKpBITh yAaIeHHYIO BUPTyaIbHYI0 KOHCOJIb,
I10CJIe TIOsIBJIEHMSI 3HauyKa 3amycka Java Web

HPI/ISHEIKI/I HeVCIIPaBHOCTU

OTKpBIBACTCS.

yoajleHHasA BUPTYyalJibHasd KOHCOJIb HE | HEAOCTYIIHBIL.

CrMIITOMBI Bo3Mo>kHBIe NPMYIMHBI
[Tocne nosiBIEHUA U 3aKPHITUS [Ipu 3amycke ynaneHHON BUPTyalbHOM KOHCOJH B
CTpaHUIIBI 3ammycka Java web, pexume Java web, BpeMeHHbIE (ailiibl

Perreramne

HTar 1 Ortkpoiite Java Control Panel Ha sokansroMm I1K.

Ilar 2 Haxwmure Settings na knaake General.

IIIar 3 B oxue Temporary Files Settings seibepure Keep temporary files on my computer u

naxxmute OK, kak mokasano Ha Puc. 3-44.

Puc. 3-44 Hactpotika pexxuma 0TOOpaKEHHsI apXUBHBIX (haiiioB

[£] 1ava Control Panel = | = [ 52| TemporaryFiles Settings

General | Update | Java | Security | Advanced

About
Wigw wersion information about Java Control Panel.

[ About..
Metwark Settings

Metwark settings are used when making Internet connections. By defaulk, Java will use the network
settings in your web browser, Only advanced users should modify these settings,

Metwark Settings, .,

Temporary Internet Fiies

Files you use in Java applications sre stored in a special folder For quick execution later, Only

adwanced users should delete files or modify these settings.
Settings... Visw...

Javain the browser is enabled.
See the Security tab

Cancel Apply

Location
Select the location where temporary files are kept:
Isers|huawel|AppDats|LocalLow|Sun JavalDeploymenticache | | Change...
Disk Space
Select the compression level For JAR files: Mone -
Set the amount of disk space For storing temporary Fles:
) s2reals MB
[ DeleteFies.. | [ RestoreDefauls |

HTar 4 CoxpaHeHHe HACTPOCK U Tepe3arpyska Opaysepa.

----Koneny
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3.10.6 HeaBTOpm30BaHHBIN I10JIb30BaTesIb Ha yda/IeHHOM
BUPTYaJIbHOVI KOHCOJIN

HPI/ISHaKI/I HeVCIIPaBHOCTU

CrMIITOMBI Bo3Mo>kHBIe NPMYIMHBI

1. Korna mosnp30BaTensb MBITAETCS B nponecce 3amycka KVM nomkHa GbITh
OTKPBITh YIAJICHHYIO BBIIIOJIHEHA aBTOPU3aLMs, KOTJa KIMEHT
BHUPTyaJIbHYI0 KOHCOJIb, Ha nofkirodaeTes k cet MaTepHet. Ecin KilmeHTCKas
9KpaHe MOsABIACTCS 3HaYO0K ceTh HaxomuTcs B pexxume offline, To Bpems
samycka Java web. ayTeHTH(HUKAIIMN MOXET HCTeUb, YTO PUBENET K

2. YnameHHas BUPTyaslbHas cboro 3amycka.

KOHCOJIb OTKPOETCSI 110
HCTEYEHHNH JUTUTEILHOIO
HepI/IO,Z[a BpeMCHI/I, KaK TOJIBKO
3HAYOK Java web UCUe3HET ¢
9KpaHa.

3. Tocre mosBieHUs HA dKpaHEe
yIanieHHOW BUPTyaJbHOMI
KOHCOJIH, Ha 9KpaHEe MOSIBISACTCS
coobmenne «Unauthorized
User>

Permenne

Pemmts nanHyio mpobneMy MOXKHO JIIOOBIM U3 CICAYIONIUX CIIOCO0O0B:

® [loakmioynTe KIMEHT, KOTOPHIA UCIIONB3YETCs I JOCTYIA K yIAICHHOH BHPTYaJIbHOM
KOHCOJIH € ceTH HTepHeT.

®  VkaxuTe nmapameTpsl Java.
a.  Ortkpoiite Java Control Panel Ha nokansaom TTK.
6. Ha ekuagke Advanced Bei6epute Do not check ms mapamerpa Perform signed

code certificate revocation checks on xak nokasauno na Puc. 3-45.
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Puc. 3-45 N3zmenenune napameTpoB Java

[£:] lawa Contral Panel EI = @

ceneral | Update | Java | Security | Advanced

eI INSEA IF FiRCEd &N snorrcue
: Mever inskall
Execukion Enviranment Security Setkings
-] Allow user ko grant permissions ko signed conkent
-] Show sandbox warning banner
[ Allow user ko accept JMLP security requests
-] Don't prompt For client certificate selection when no certificates or only one exists
-] Warn if site certificate does not match hostname
Show site certificate From server even if it is valid
ixed code (sandboxed ws, trusted) security verification
(@ Enable - show warning if needed
Enable - hide warning and run with protections
Enable - hide warning and don't run untrusted code
Disable verification {not recommended)
Perform signed code certificate revocation checks on
Publishet's certificate only
All certificates in the chain of trust
(@ Do not check {nok recommended)
heck For signed code certificate revocation using
Certificate Revocation Lists (CRLs)
Cnline Certificate Status Prokocol (QCSP)
Both CRLs and OCSP
Perform TLS certificate revocation checks on
Server certificate only
i@ All certificates in the chain of trust
Do naot check {not recommended)
C!‘IEEk for TLS certificate revocation using A

=

m

[}

(a4 J | Cancel Apply

B. CoxpaHeHue HacCTpPOEK U Iepe3arpyska Opaysepa.

3.11 Coop mHPOpMaTMM OJHUM HIETIKOM KHOIIKM
MBI

Ta6u1. 3-70 Coop nrbpOpMAIMN OTHUM IIEITIKOM KHOIKH MBI

Karanor | ITogkarasor MM darma Copnep>xanmne daria
- [lepeuens nHpopmanuy,
dump_app_log cobpannoii iBMC.
dump._log Pesynbrarel coopa nahopManun
OIHUM MIETYKOM KHOIIKH MBIIIIH.
AppDump | Lcd Lcd_dfl.log Nudopmanus o KK-momyre.
User User_dfl.log ubopmarms o
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Karanor | Ilogxarasior MM darima Conep>xanme dariia

TMMOJIb30BAaTCIILCKOM MOIYJIC.

card_manage WNndopmauus o mogyne

card_manage_dfl.log Card_Manage

Wudopmanus o marax,

card_info CKOH(HUTYPHPOBAHHBIX HA
cepBepe.
BMC BMC_dfl.log Nudopmanus o mogyiae BMC.
fruinfo.txt Hudopmanus 06 yTHIHTAX.

Hudopmanust o KOHGHUTYpauH

net_info.txt .
- ceteBoro uHTEpdeica

WNudopmanus o Gnokax mUTaHUS

psu_info.txt
cepsepa.

PowerMgnt PowerMgnt_dfl.log Nudopmanus o momyne
YIpaBJICHUS TUTAHUEM.
UPGRADE Nudopmanus
UPGRADE_dfl.log 0 MofyIe
OOHOBIICHUH.

. Bepcus ycTpoiicTB, CBA3aHHBIX C
upgrade_info peui ye1p ’

BMC.
BIOS BIOS_dfl.log Hudopmanus o BIOS.
S Kondurypannonnas nadopmanms
bios_info BIOS.
ClpConfig0.ini HNudopmanns o kKoHGHUrypayun

iBMC ua BIOS.

Wudopmanus 06 oTBeTHOH
ClpResponse0.ini urdopmanuu iBMC,
ckoHpurypupoBanHoi Ha BIOS.

Kon¢urypannonnas uapopmanus

options0.ini BIOS.
chanoedo.ini CrmcoK M3MEHEHHBIX ITYHKTOB
ged®. koH(purypamuu BIOS.
. . OTobpaxaemast HHpOpMAITHS
display0.ini BIOS.
Peructpaunonnsiii ¢aitn BIOS,
registry.json coJep KA KOHPUTYpAHOHHYIO

uHpopmanuio BIOS.

. Nudbopmanust o Tekyuien
currentvalue.json (opua v

koH(purypanuu BIOS.
setting.json Nupopmamus o HacTpoikax
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Karanor | ITogkarasior

MM darima

Conep>xanme dariia

BIOS, co3maHHBIX ¢
ucnonb3oBanueM Redfish,
KOTOpBIC HE BCTYIH/IN B CHITY.

result.json

Pesynprarel Hactpoek BIOS,

CO37IaHHBIE C UCTIONB30BaHUEM
Redfish.

discovery

discovery_dfl.log

Nudopmanus o Mmoayne
oOHapyKeHusl.

diagnose

diagnose_dfl.log

WNndopmanus o Mmoayne
pacro3HaBaHUsl.

diagnose_info

Wudopmanus o AHarHoCTHKE
HeucrpaBHoCTeH o mopty 80.

Snmp

Snmp_dfl.log

Wudopmanus o mogyne Snmp.

cooling_app

cooling_app_dfl.log

Wndopmanus o Monyne
OXJIAXKICHUSL.

fan_info.txt

HNudopmanus o Moaensx
BEHTHJISITOPOB ¥ CKOPOCTH UX
BpaIeHUSL.

CpuMem

CpuMem_dfl.log

HNudopmanus o mogyne CpuMem.

cpu_info

Monpo6uast uadopmaryst o LI,
CKOH(UTYPHPOBAHHBIX IS
cepaepa.

mem_info

[oapo6nast uapopManus o
DIMM, ckoH(}HUTYpHPOBaHHBIX
JUISL cepBepa.

kvm_vmm

kvm_vmm_dfl.log

HNudopmanus o moayne
KVM_VMM.

ipmi_app

ipmi_app_dfl.log

HNudopmanus o moxgyne IPMI.

Dft

Dft_dfl.log

HNudopmanus o mogyne DFT.

net_nat

net_nat_dfl.log

Nudopmanus o momyne Net NAT.

PcieSwitch

PcieSwitch_dfl.log

HNudopmanus o Mmoayne
PcieSwitch.

sensor_info.txt

current_event.txt

sensor_alarm

sensor_alarm_dfl.log

Wudopmanms
0 Momyne
Sensor_Alar
m.

Crucok Bcex JAaTYNKOB CEPBEpa.

Tekymee pabouee cOCTOSHUE U
aBapHiHbIE CUTHAJIBI CEpPBEpa.
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Karanor | Ilogxarasior MM darima Conep>xanme dariia
3aapXMBHPOBAHHBIN TTaKeT
sel.tar TEKYIIUX W apXUBHBIX J)KypHAJIOB

sensor_alarm_sel.b
in.md5

sensor_alarm_sel.b
in.bak.md5

sensor_alarm_sel.b
in.sha256

sensor_alarm_sel.b
in.bak.sha256

sensor_alarm_sel.b
in.bak

sensor_alarm_sel.b
in

sel.db

LedInfo

sensor_alarm_sel.b
in.tar.gz

coObrtuii cucteMsl (SEL).

Koz mpoBepku nienoctHOCTH 115t
ucxonubix SEL.

Kon mpoBepkH 11eJ0CTHOCTH AT
pe3epBHBIX U UcXoAHBIX SEL.

Kox mpoBepku 11e10CTHOCTH st
ncxonubix SEL.

Koz mpoBepku nienoctHoOCTH 1151
pe3epBHBIX U HcxoaHbIX SEL.

Ucxonanas nnpopmanus o
PE3epBHOM KOITUPOBAHUH U

IIPOBEPKa 3HAYCHUS TEKYILIHUX
SEL.

Hcxomuast nHpOpManus u
MPOBEpKa 3HAYCHHS TEKYIIIX
SEL.

Nudopmanus o 6a3e gJaHHBIX
tekynmx SEL.

Craryc HHAMKaTOpa TOKa cepBepa.

3aapXUBHUPOBaHHBIM MAKET C
apxuBHbIMH SEL.

MaintDebug . Hudopmanus o Momayie
MaintDebug_dfl.log MaintDebug.
FileManage FileManage_dfl.log I/I.H(bopMaI_II/ISI 0 MopyJe
FileManage.
switch_card . Wudopmanus o Momyie
switch_card_dfl.log Switch_Card.
. . Nuadopmarmsa o peructpe PHY
phy_register_info 33;2145 AT, P P
ort adaoter info HNudopmanus 06 untepdeiicHom
port_adapter_ YCTPOMCTBE 3aJHAX IUIAT.
StorageMgnt HNudopmanus o Mmoayne
StorageMgnt_dfl.log StorageMgnt.
RAID_Controller_Inf Mugopmanus o
o txt RAID-konTpOIIepe, 1orudeckom
' IIFICKE M JKECTKOM JIHCKE.
rimm Hudopmanus o Moxyie

rimm_dfl.log

StorageMgnt.
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Kartasmor

ITogkaraJsior

MM darima

Conep>xanme dariia

redfish

redfish_dfl.log

HNudopmanus o moayne Redfish.

dfm

dfm.log

HNudopmanus 06 00beKTaX,
ynpasnseMsix DFM.

dfm_debug_log
dfm_debug_log.1

Kypnan peructpannu coOsITHIA
omianku cTpykTypsl PME.

httpd.conf

httpd-port.
conf

httpd-ssl.c
onf

httpd-ssl-p
ort.conf

httpd-ssl-p
rotocol.co
nf

3rdDump

error_log

Kypnan
omuboK
Apache.

access_log

Kypnan
JoCTyIa
Apache.

KoH¢urypannonssiii ¢pain
Apache HTTP.

Kon¢urypaunonnsiii ¢aiin nopra
Apache HTTP.

Kondurypannonusiii ¢ain
Apache HTTPS.

Kou¢urypannonHsiid ¢aiin nmopra
Apache HTTPS.

KoHu¢urypannonHsrii ¢aitn ¢
Bepcuel npoTtokona Apache
HTTPS.

CoreDum
p

core-* (aitnepl,
HAYMHAIOIIHECS C
«core-»)

daiin mamMmuHra MaMsTH.
OcHOBHOI (haii TamMmuHTa
MIPUKJIATHOM MPOTPaMMBIL.
Co3gaeTcst OMUH UIH HECKOJIBKO
(ailyioB B 3aBUCUMOCTH OT
paboyero craryca CUCTEMBIL.

RTOSDu
mp

sysinfo

cmdline

[TapameTpbl KOMaHIHON CTPOKHU
spa.

cpuinfo

Nudopmanus o mukpocxeme LII1
siapa iBMC.

devices

Hudopmanus o ycTporcTBax
iBMC.

df_info

HNudopmanus 00 uconb30BaHUH
pazznenos iBMC.

diskstats

Wndopmanus o craryce TUCKOB
iBMC.

filesystems

HNudopmanus o daitnoBoit
cucteme iIBMC.
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HNudopmanus o q0CTymHOM

free_info namsatu iBMC.

. Wudopmanust 0 mpepsIBAaHUAX

interrupts iBMC.

incs Nudopmanus 06 ouepenu

Pcs_g nporieccos iBMC.

. . [Moapo6Hast mapOopMarHs 00

Ipcs_q_detail odepeau mporeccos iBMC.

incs s Wudopmanus o pydHoit

pes_ curHanm3aimu nporecca iBMC.
[oapobnast unpopmanus o

ipcs_s_detail pYYHOU CHTHAIH3ALKY Mpolecca
iBMC.
HNudopmanus o pabodeii Harpy3ke

loadavg cuctemsl iBMC.

locks Criucok 3a0I0KMPOBAHHBIX
¢aitnoB papa iBMC.

. Nudopmanus 06 ucmnonbp3oBaHUH

meminfo namstu iBMC.

modules Crcox monyieit iBMC.

mtd Hudopmanus o KOHGHUTYpaLuH
pazznenos iBMC.

partitions Nudopmanus o pasgenax iBMC.
ps -elf

ps_info IMonpoGHast nudopMarms o
nporeccax iBMC.

slabinfo Wudopmanus o slab iBMC.

stat Hcnonp3oBanue 111 iBMC.
top -bn 1

top_info Nupopmanms o pabOTAIONMIX
TEKYIIHX MPOIeccax.
uname -a

uname_info Teky1uii cTaTyc MpoIeccoB
iBMC.

uptime Pabouee Bpems cuctemsl iBMC
Bepcus onepanmoHHON CUCTEMBI,

. paboTaroliei B pexume
version

peanbHoro BpemeHH (RTOS)
iBMC.
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vmstat CTaTHCTHIIeSKaﬂ HHq)quauHﬂ
BUpTya bHOU namsiti iBMC.
versioninfo ibme revision txt .I/IH(I)OpMaHI/IH 00 MCTIPaBIEHISIX
- iBMC.
app_revision.txt WNudopmanus o Bepcun iBMC.
build_date.txt Bpewmst coznanus Bepcun iBMC.
. HNudopmanus 00 €K TPOHHOM
fruinfo.txt vetke FRU.
RTOS-Release WNndopmanus o Beimrycke RTOS.
RTOS-Revision Mapxkuposka ¢ Bepcueii RTOS.
server_config.txt Mngopmanus o Texymeii
KOH(UTypanuy cepeepa.
networkinfo CeteBas undopmarust. s

ifconfig_info MONyYeHHs JaHHOH nH(popMamuu
BoIONHUTE KOoMaHy ifconfig.

. . Nudopmanus o koHPuUrypauuu

ipinfo_info (opman (urypan

cetn iBMC.

_data_var_dhcp_dhcli

ent leases ®aiin apersr DHCP.
dhclient.leases ®daiin apenasr DHCP.
dhclient6.leases ®aiin aperasr DHCP.

dhclient6_ethO0.leases

®aiin apengst DHCP.

dnhclient6_eth1.leases

®aiin apenast DHCP.

dhclient6_eth2.leases

®aiin apenast DHCP.

dhclient.conf

®aiin xordurypannu DHCP.

dhclient_ip.conf

®Daiin xoupuryparun DHCP.

dhclient6.conf

®aiin kordurypamun DHCP.

dhclient6_ip.conf

®aiin xordurypannun DHCP.

resolv.conf

®aiin koHpurypaun DNS.

ipinfo.sh

Crenapuii KOHQUTYpaLH CETH
iBMC.

netstat_info

netstat -a

Texy1ue ceTeBble MOPTHI U CTATyC
UX MOJKIIIOYEHUS.

route_info

route

Texyuiast uHGOpMAIIHS O
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MapuIpyTU3aLHH.
services Wudopmanus o cepBUCHOM MOPTE.
her_inf K i
other_info extern.conf . oH(uUrypanus ¢aina xKypHaia
iBMC.
Kondurypaunonusiit ¢aiin
remotelog.conf urypan b
Syslog.
ssh Kondurypanus cepsuca SSH.
. Kondurypannonnsiit ¢pain
sshd_config urypan b
- cepsuca SSHD.
@alin, B KOTOPOM 3aIlUCaH CTaTyC
logrotate.status ’ p y
logrotate.
IIpaBuna BXozna B cucTeMy JUIs
login [IPUBUIIETUPOBAHHBIX YUETHBIX
3aIACEH.
[IpaBuna Bxona B cUCTEMY JUIs
sshd MIPUBUJIETUPOBAHHBIX YUETHBIX
3anuced SSH.
[IpaBuna Bxozna B cUCTEMY JUIs
sfcb NPUBHJIETHPOBAHHBIX YYETHBIX
3anuceit CIM.
datafs_log JKypHai mpoBepKH JaHHBIX.
ntp.conf Kongurypanus cepsuca NTP.
IIpaBuina BXozna B cucTeMy JUis
vsftpd MIPUBUIIETUPOBAHHBIX YUETHBIX
3anuceit FTP.
driver_info Wudopmanus o 3aImycKe CHCTEMEI
dmesg_info (pe3ynbTaThl BBITOIHEHHUS
koManer dmesg).
. HNudopmanus p 3arpykeHHBIX
Ismod_info .
- IpaiiBepax.
kbox_info Nudopmanus kbox.
edma_drv_info CratucTuka npaiiBepa edma.
. TaTHUCTHKA JpanBepa
cdev_drv_info Cratuc APaUBeD
- - CHUMBOJIBHOTO YCTPOHCTBA.
. CratucTtuka apaiisepa
veth_drv_info /IPAtBeps
- - BUPTYaJIbHOM CETEBOI KapThl.
- LSI_RAID_Controlle
- - Kypuansr konTposmepa RAID
LogDump r_Log

LSI_RAID_Controlle

LSI.
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r Log.l.g9z

LSI_RAID_Controlle
r_Log.2.9z

PD_SMART_INFO_
C*

Kypnan SMART xectkux
JIUCKOB. * —3TO CepUIHBIA HOMEP
RAID-xonTposiepa.

linux_kernel_log
linux_kernel_log.1

Kypuanst simpa Linux.

operate_log
operate_log.tar.gz

XKypHan onepaiuii noyup3oBares.

remote_log
remote_log.1.9z

JKypHauns! onepanuii 1 )KypHasl
SELmis rectupoBanust  Syslog.

security_log
security_log.1

Kypnansl 6e30macHOCTH.

strategy_log
strategy_log.tar.gz

XypHans! pabOTHI CHCTEMBL

fdm.bin
fdm.bin.tar.gz

KypHan nepBUUHBIX
HeucnpaBHocTeld FDM.

fdm_me_log
fdm_me_log.tar.gz

Kypnan neucnpasrnocreit ME.

fdm_pfae_log

KypHan ¢ npenynpexxaeHUIMA
FDM.

fdm_mmio_log
fdm_mmio_log.tar.gz

KypHanbsl KOHUTYpaLUH TUIAThI
FDM.

maintenance_log

maintenance_log.tar.g
z

Kypuaisr Texo0cmy>KnBaHUS.

ipmi_debug_log

ipmi_debug_log.tar.g
z

Kypuansr momynst [IPML

ipmi_mass_operation
_log
ipmi_mass_operation
_log.tar.gz

JKypHains! oneparuii Moxymns
IPMI.

app_debug_log_all

app_debug_log_all.1.
gz
app_debug_log all.2.

KypHanbl omIaJKy MpUiI0KEHNH.
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0z
app_debug_log_all.3.
gz
agentless_driver_log
agentless_driver_log.
1.0z .
. JKypHainbl oTianku apaiiBepa
agentless_driver_log. Agentless.
2.9z
agentless_driver_log.
3.0z
kvm_vmm_debug_lo
g Kypnans! mogyns KVM.
kvm_vmm_debug_lo
g.tar.gz
ps_black_box.log 21;};1;1:{1151 YEPHOTO SIIKKa OIoKa
- Nudopmanus o
systemcom.tar nocienoBarensHOM opte SOL.
. . O0pa3 nocleJHero CKPUHIIOTa
*
OSDump img*.jpeg OC cepsepa,
- ABTOMaTH4eCKHU 3alIUCaHHBIE
.rep .
BUJIcO(aIIbL.
DeviceDu i2¢c_info .. I/IH(bOE)MaLII/Iﬂ 0 MMaMATH
m _info yctpoiictBa 12C nnu 06 obnacTtu
p MaMSTH.
— Wudopmanus o peructpe
CJIOKHOM IIpOrpaMMHUpyeMon
Register cpld_reg_info JIOTUYE CKOM WHTETPAIIbHON CXEMBI
(CPLD — Complex programmable
logical device).
pram filelist Crucok QaitioB B karanore
IPUMEYAHME /opt/pme/pram.
B nanmoii mamke | g155 FileName Mndopmarus SMBIOS.
cozepxarcst pansl
H3 Karajora H H
Joptipmelpram. BIOS_OptionFileNa | Koudurypaimontast nadopmarms
Daiispl, KOTOpPHIE me BIOS.
Optpme HEC BXOJAT B . o
NAHEYIO TIALKY, BMC_dhclient.conf ®aiin koudurypaunu DHCP.
NPENCTaBIA0T .
coboii BMC_dhclient.conf. Kox mpoBepku nienoctHoCTH.
NPOMEKYTOYHbBIE md5

(ailiibl, co3naHHbIe

BO BpeMsi paboThI
MPOTPaMMBI, U Yy

BMC_dhclient.conf.s
ha256

Kon nmposepku 1ienoctHocTH.
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KOTOPBIX HET
mpobiem ¢
nH(OPMALHOHHOM
0€301aCHOCThIO.

BMC_dhclient6.conf

®aiin kordurypamuun DHCP.

BMC_dhclient6.conf.
md5

Kop mpoBepku nenocTHOCTH.

BMC_dhclient6.conf.
sha256

Kon mpoBepku 1eT0CTHOCTH.

BMC_dhclient6_ip.co
nf

®aiin xordurypannun DHCP.

BMC_dhclient6_ip.co
nf.md5

Kog mpoBepku nenocTHOCTH.

BMC_dhclient6_ip.co
nf.sha256

Kon IMPOBEPKHU LECJIOCTHOCTH.

BMC_dhclient_ip.con
f

®daiin korpurypamuun DHCP.

BMC_dhclient_ip.con
f.md5

Kon nposepku 1ieocTHOCTH.

BMC_dhclient_ip.con
f.sha256

Kon IMPOBEPKHU LECJIOCTHOCTH.

BMC_HOSTNAME

HMwmsa xocTa.

BMC _HOSTNAME.
md5

Kon nmpoBepku 1eT0CTHOCTH.

BMC_HOSTNAME.s
ha256

Kon mpoBepku 11€10CTHOCTH.

CpuMem_cpu_utilise

Ucnons3osanne LTI ceprepa.

CpuMem_mem_utilis
e

Hcnonb3oBaHue mamsaTy cepBepa.

cpu_utilise_webview.
dat

JlaHHbIE KPUBOM HUCIIOJIB30BAHUSA

LT

env_web_view.dat

JlaHHBIE KPUBOU TEeMIEPaTyphl
OKpY>Karouled cpebl.

fsync_reg.ini

Daiin koHUTYypanuHn
CUHXPOHU3aIMU (aiaos.

lost+found

ITamka.

md_so_maintenance_
log

XKypnan texobcayxuBaHusI.

md_so_maintenance_
log.tar.gz

[Taker xypHana
TeX0OCTy KUBaHHUS.

md_so_operate_log

JKypHan onepauuii moiab30BaTeNsl.

Beimyck 06 (13.11.2017)

Koubunenunanpaas uadopmarnus Huawei
Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.

197




Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259)

3 Beb-unrepdeiic nmonszonarens (WebUI) iBMC

Kartasmor

ITogkaraJsior

MM darima

Conep>xanme dariia

md_so_operate_log.m
ds

KO,Z[ IMPOBCPKHU HECJIOCTHOCTHU.

md_so_operate_log.s
ha256

Kop mpoBepku nenocTHOCTH.

md_so_operate_log.ta
r.gz

[TakeT xxypHana onepauui
MIOJIb30BATEIS.

md_so_strategy log

XKypHan noauTHK.

md_so_strategy log.
md5

Kog mpoBepku nenocTHOCTH.

md_so_strategy _log.s
ha256

Kon IMPOBEPKHU LEJIOCTHOCTH.

md_so_strategy_log.t
ar.gz

ITakeT >xypHaJsia HOJIUTHUK.

memory_webview.dat

OnepauuonHas nHGpopManus oo
yHIpaBiIsieMOM 00BEKTe.

per_config.ini

®Daiin NOCTOSIHHON KOH(PUTYpAIHH
iBMC.

per_config.ini.md5

Kon mpoBepku 11e10cTHOCTH.

per_config.ini.sha256

Kon nmpoBepku 1eT0CTHOCTH.

per_config_permanen
t.ini

®Daiin NOCTOSIHHON KOH(PUTYPAIHH
iBMC.

per_config_permanen
t.ini.md5

Kon IMPOBCPKHU LHECIOCTHOCTH.

per_config_permanen
t.ini.sha256

Kon nmposepku 1ienocTHoOCTH.

per_config_reset.ini

®Daiin NOCTOSIHHON KOH(PUTYpALIH
iBMC.

per_config_reset.ini.b
ak

daii mocTossHHOW KOH(HUTYparuu
iBMC.

per_config_reset.ini.b
ak.md5

Kon mpoBepku nenocTHOCTH.

per_config_reset.ini.b
ak.sha256

Kon IIPOBCPKHU LHECIOCTHOCTH.

per_config_reset.ini.
md5

Kon mpoBepkn nenocTHOCTH.

per_config_reset.ini.s
ha256

Kon nmposepku 1ienoctHocTH.

per_def_config.ini

®aiin nocTosHHOW KOH(HUTYpaun
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iBMC.

per_def_config.ini.m
d5

Kon IMPOBCPKHU LHECIOCTHOCTH.

per_def _config.ini.sh
a256

Kop mpoBepku nenocTHOCTH.

per_def_config_perm
anent.ini

®Daiin NOCTOSIHHON KOH(PUTYpAIHH
iBMC.

per_def_config_perm
anent.ini.md5

KO,Z[ IMPOBEPKHU HECIOCTHOCTH.

per_def_config_perm
anent.ini.sha256

Kop mpoBepku nenocTHOCTH.

per_def _config_reset.
ini

daiin 1OJIroBEeYHOCTH
koH(purypammu iBMC.

per_def config_reset.
ini.bak

Daiin MoCTOSHHON KOH(UTYpannuu
iBMC.

per_def_config_reset.
ini.bak.md5

Kox nposepku 1ienoctaocTH.

per_def_config_reset.
ini.bak.sha256

Kopg, IMPOBEPKHU LECIOCTHOCTH.

per_def_config_reset.
ini.md5

Kon mpoBepku 11e10cTHOCTH.

per_def_config_reset.
ini.sha256

Kon mpoBepku 1IeT0CTHOCTH.

per_power_off.ini

®Daiin NOCTOSIHHON KOH(PUTYpAIHH
iBMC.

per_power_off.ini.md
5

Kon mpoBepky nenocTHOCTH.

per_power_off.ini.sha
256

Kon nmpoBepku 1ienoctHocTH.

per_reset.ini

®dailyl TOCTOSTHHOW KOH(UTypaIiu
iBMC.

per_reset.ini.bak

Daiin moCTOSHHON KOH(UTYpauu
iBMC.

per_reset.ini.bak.md5

Kon nmposepku 1ienocTHoOCTH.

per_reset.ini.bak.sha2
56

Kog IMPOBEPKHU LHECIOCTHOCTH.

per_reset.ini.md5

Kox mpoBepku 1iemocTHOCTH.

per_reset.ini.sha256

Kon nmposepku 1ienoctHocTH.
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pflash_lock briokuposka dui-daiina.

OnepanuonHas HHGoOpMAIHs 00

PowerMgnt_record
- YIIpaBIsieMOM OOBEKTE.

powerview.txt @aiin CTaTUCTUKU MUTAHUS.

proc_queue [Tanxka ¢ ID oyepenu nmponeccos.

OnepanuoHHas HHPopMaIus oo

ps_web_view.dat
- - yHpaBIsieMOM 00BEKTe.

sel.db Bbasa naunsix SEL.
brokupoBka CHHXpOHU3AIINU

sel_db_sync 0a3el gaHHbIX SEL.

semid [Tanka ¢ ID py4noit

CUTHAJIM3alluy IPOLECCOB.

sensor_alarm_sel.bin | Mcxonusrit daiin SEL.

sensor_alarm_sel.bin.

Kop npoBepku 11€JI0CTHOCTH.
md5 Al IpOBEpIH I

sensor_alarm_sel.bin.

Kox mpoBepkH 1ETOCTHOCTH.
sha256 /L IPOBEPIH I

sensor_alarm_sel.bin. | ITamka ¢ maketamu apXHUBHBIX
tar.gz SEL.

Snmp_snmpd.conf ®aiin koudurypanuu SNMP.

Snmp_snmpd.conf.m
ds

Kop mpoBepku nenocTHOCTH.

Snmp_snmpd.conf.sh

Kon nmpoBepkH LIETOCTHOCTH.
2256 AL IPOBEPA I

Snmp_http_configure | Kouduryparmonnas marmka HTTP.

Snmp_http_configure

Kox mpoBepkH 1ETOCTHOCTH.
.md5 /L TIPOBEPIH 1L

Snmp_http_configure

.sha256 Kon IMPOBEPKHU LECJIOCTHOCTH.

Snmp_https_configur | Koudurypamnurontas namnka
e HTTPS.

Snmp_https_configur

Kox mpoBepkH 1ETOCTHOCTH.
e.md5 /L TIPOBCPKH 1L

Snmp_https_configur

Koz mpoBepKH 11€I0CTHOCTH.
e.sha256 /L TIPOBEPKH 1L

Kon¢urypannonnas nanka TLS

Snmp_https_tsl HTTPS.
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Snmp_https_tsl.md5 | Kox mpoBepku meiIoCTHOCTH.
Snmp_https_tsl.sha25
6 Koz mposepku nienoctHoCTH.
up_cfg Kon¢urypaunonnas nanka ¢

- OOHOBJICHUSAMH.
[IpaBwiia Bxoza B cCUCTEMY ISt
User_login MPUBUIIETUPOBAHHBIX YYECTHBIX
3aIHCeH.
User_login.md5 Kop mpoBepky 1enoCTHOCTH.
User_login.sha256 Ko nmpoBepk# LETOCTHOCTH.
[TpaBuna BXoga B CUCTEMY IS
User_sshd MPUBIICTUPOBAHHBIX YICTHBIX
3anuceit SSH.
User_sshd.md5 Kon mpoBepk# 11e10CTHOCTH.
User_sshd.sha256 Kon nmpoBepk# 1ETOCTHOCTH.
User_sshd_config Kondwuryparmonnsiii ¢paiia SSH.
User_sshd_config.md
5 Kon mpoBepk# 11eT0CTHOCTH.
User_sshd_config.sha
256 Kon nmpoBepk# 11en0CTHOCTH.
[TpaBuia BXoma B CUCTEMY IS
User_vsftp MPUBIIETUPOBAHHBIX YIETHBIX
3armmceit FTP.
User_vsftp.md5 Kox mpoBepku 1ea0CcTHOCTH.
User_vsftp.sha256 Kon nmpoBepk# 1IETOCTHOCTH.
eo.db Basa nannsix SEL.
save - Criucok (QaiinoB B Karayiore
filelist Jont/ome/oram
NPUMEYAHUE optpme/pram.
B nanmnoi name BIOS_FileName Hudopmanus SMBIOS.
cozeprkarcs (haiiisl -
M3 Karajora H 9] 9
Joptipme/save. B Bll\/IC_dhCIIent.conf.b E&;jecp;Hbm (aitn KoHpHUTypauu
¢aitne *.md>5 a )
COJIEPYKUTCA KOJ .
BMC_dhclient.conf.b
TIPOBEPKHU — Kox mpoBepkH 1ETOCTHOCTH.
HenoctHoct. B ak.md5 poBep
daiine *.sha256 BMC dhli b
client.conf.
COICPIKUTCA KO —
HpoBEpKI ak sha256 Kon npoBepk# 1IeT0CTHOCTH.
€710 CTHO CTH. :
®daitn *.bak — 310 BMC_dhclient.conf. K
peaepBEE hair, md5 OJf IPOBEPKH [IEIIOCTHOCTH.
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Kartasmor

ITogkaraJsior

MM darima

Conep>xanme dariia

Oaiin *.tar.gz — 310
pacnakoBaHHBIN
naket. Daiin
per_*.ini — sto
(aiin 1o cTosHHO M
KOH(UTypaIuu.
daiin *sel.* — aro
(aitn xypHanma
COOBITHI CHCTEMBI
(Paiinbl, KOTOPBIE
HE BXOJIT B
JIAHHYIO TIATIKY,
NIPECTaBIIAIOT
coboii
MIPOMEXKYTOUHbIC
(aiiiibl, co3naHHbIe
BO Bpemsi paboThI
MPOTPaMMBI, U Y
HHX HeT Ipo0ieM ¢
UH(OPMALOHHO
0€3011aCHO CThIO).

BMC_dhclient.conf.s
ha256

KO,Z[ IMPOBEPKHU HECIOCTHOCTH.

BMC_dhclient6.conf.
bak

PesepBHBIil (aiin koHUTYypanun
DHCP.

BMC_dhclient6.conf.
bak.md5

Kog IMPOBEPKHU LECJIOCTHOCTH.

BMC_dhclient6.conf.
bak.sha256

Kop mpoBepkyn menocTHOCTH.

BMC_dhclient6.conf.
md5

Kog mpoBepku nenocTHOCTH.

BMC_dhclient6.conf.
sha256

Kon mpoBepku 1eT0CTHOCTH.

BMC_dhclient6_ip.co
nf.bak

PesepBHbIil Qaiin KoHGUTYpanuu
DHCP.

BMC_dhclient6_ip.co
nf.bak.md5

Koz nmposepku nienoctHocTH.

BMC_dhclient6_ip.co
nf.bak.sha256

Kog IMPOBEPKHU LECJIOCTHOCTH.

BMC_dhclient6_ip.co
nf.md5

Kon mpoBepku 11e10cTHOCTH.

BMC_dhclient6_ip.co
nf.sha256

Kon mpoBepku 11€10CTHOCTH.

BMC_dhclient_ip.con
f.bak

PesepBHbIil Qaiin koHGUTYpanuu
DHCP.

BMC_dhclient_ip.con
f.bak.md5

Kon mpoBepkyu nenocTHOCTH.

BMC_dhclient_ip.con
f.bak.sha256

Kon nmposepku 1ienoctHocTH.

BMC_dhclient_ip.con
f.md5

Kox mpoBepku 1niemocTHoCTH.

BMC_dhclient_ip.con
f.sha256

Kon mpoBepku nenocTHOCTH.

BMC_HOSTNAME.
bak

PesepBHblil daitn koHbUTypaunn
UMEHH XOCTa.

BMC _HOSTNAME.
bak.md5

Kog IMPOBEPKHU LHECIOCTHOCTH.

BMC _HOSTNAME.
bak.sha256

Kon nposepku 1ienoctHocTH.

BMC_HOSTNAME.

Kog IMPOBEPKHU LECJIOCTHOCTH.
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Kartasmor

ITogkaraJsior

MM darima

Conep>xanme dariia

md5

BMC _HOSTNAME.s
ha256

Kon IMPOBCPKHU LHECIOCTHOCTH.

CpuMem_cpu_utilise

OnepanuonHas HHGoOpMAIHs 00
yHpaBIsieMOM 00BEKTe.

CpuMem_mem_utilis
e

Onepanmonnas uHpopmanus 06
VIIPaBISIEMOM OOBEKTE.

md_so_operate_log.b
ak

XKypHan onepaiuii noyup3oBaress.

md_so_operate_log.b
ak.md5

Kop mpoBepku nenocTHOCTH.

md_so_operate_log.m
d5

Kon mpoBepku 1IeT0CTHOCTH.

md_so_operate_log.b
ak.sha256

Kon mpoBepkyu nenocTHOCTH.

md_so_strategy log.b
ak

KypHan nonutuk.

md_so_operate_log.s
ha256

Kopg, IMPOBEPKHU LECIOCTHOCTH.

md_so_strategy _log.b
ak.md5

Kon mpoBepku 11e10cTHOCTH.

md_so_strategy log.b
ak.sha256

Kon mpoBepku 1IeT0CTHOCTH.

md_so_strategy_log.
md5

Kon IMPOBEPKHU LHECIOCTHOCTH.

md_so_strategy log.s
ha256

Kon mpoBepky nenocTHOCTH.

per_config.ini

®aiin nocTosHHON KOH(HUTYpaun
iBMC.

per_config.ini.bak

®dailr OCTOSTHHOW KOH(HUTYpariu
iBMC.

per_config.ini.bak.md
5

Kon mpoBepku nenocTHOCTH.

per_config.ini.bak.sha
256

Kon nposepku 11e10cTHOCTH.

per_config.ini.md5

Kog IMPOBEPKHU LHECIOCTHOCTH.

per_config.ini.sha256

Kox mpoBepku 1iemocTHOCTH.

per_def config.ini

®dailsl TOCTOSHHOW KOH(HUTYpaIiu
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Kartasmor

ITogkaraJsior

MM darima

Conep>xanme dariia

iBMC.

per_def_config.ini.ba
k

®daii mocTossHHOW KOH(HUTYparuu
iBMC.

per_def_config.ini.ba
k.md5

Kop mpoBepku nenocTHOCTH.

per_def_config.ini.ba
k.sha256

Kog IMPOBEPKHU LECJIOCTHOCTH.

per_def_config.ini.m
d5

KO,Z[ IMPOBEPKHU HECIOCTHOCTH.

per_def _config.ini.sh
a256

Kop mpoBepku nenocTHOCTH.

per_power_off.ini

®daiin NOCTOSIHHON KOH(PUTYpALHH
iBMC.

per_power_off.ini.bak

Daiin MoCTOSHHON KOH(UTYpannuu
iBMC.

per_power_off.ini.bak
.md5

Kox nposepku 1ienoctaocTH.

per_power_off.ini.bak
.sha256

Kopg, IMPOBEPKHU LECIOCTHOCTH.

per_power_off.ini.md
5

Kon mpoBepku 11e10cTHOCTH.

per_power_off.ini.sha
256

Kon nposepku 11e0cTHOCTH.

PowerMgnt_record

OnepanmonHas uHpopmanus 06
VIIPaBIsIEeMOM OOBEKTE.

sensor_alarm_sel.bin

Wcxomusnii ¢aitn SEL.

sensor_alarm_sel.bin.
bak

Ucxonnsiii daitn SEL.

sensor_alarm_sel.bin.
bak.md5

Kopg, IMPOBEPKHU LECIOCTHOCTH.

sensor_alarm_sel.bin.
bak.sha256

Kon mpoBepku nenocTHOCTH.

sensor_alarm_sel.bin.
md5

Kon nposepku 1ienoctHoCTH.

sensor_alarm_sel.bin.
sha256

Kog MMPOBEPKU LHEJIOCTHOCTH.

sensor_alarm_sel.bin.
tar.gz

[Taker ¢ apxuBHbIMU SEL.

Snmp_http_configure

PesepeHbliil daiin koHpuUrypanun
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Kartasmor

ITogkaraJsior

MM darima

Conep>xanme dariia

.bak

HTTP.

Snmp_http_configure
.bak.md5

Kon IMPOBCPKHU LHECIOCTHOCTH.

Snmp_http_configure
.bak.sha256

Kon mpoBepku nenoCTHOCTH.

Snmp_http_configure
.md5

Kog IMPOBEPKHU LECJIOCTHOCTH.

Snmp_http_configure
.sha256

KO,Z[ IMPOBEPKHU HECIOCTHOCTH.

Snmp_https_configur
e.bak

PesepBHbIil daitn koHbUTYpanuu
HTTPS.

Snmp_https_configur
e.bak.md5

Kon mpoBepku 1IeT0CTHOCTH.

Snmp_https_configur
e.bak.sha256

Kon mpoBepkyu nenocTHOCTH.

Snmp_https_configur
e.md5

Kox nposepku 1ienoctaocTH.

Snmp_https_configur
e.sha256

Kopg, IMPOBEPKHU LECIOCTHOCTH.

Snmp_https_tsl.bak

PesepBHbIil Qaiin koHGUTYpanuu
TLS HTTPS.

Snmp_https_tsl.bak.
md5

Kon mpoBepku 11€10CTHOCTH.

Snmp_https_tsl.bak.s
ha256

Kon IMPOBEPKHU LHECIOCTHOCTH.

Snmp_https_tsl.md5

Kon mpoBepky nenocTHOCTH.

Snmp_https_tsl.sha25
6

Kon nmpoBepku 1ienoctHocTH.

Snmp_snmpd.conf.ba
k

Pesepeubliil ¢aiin koHpuUrypanum
Snmp.

Snmp_snmpd.conf.ba
k.md5

Kon mpoBepku nenocTHOCTH.

Snmp_snmpd.conf.ba
k.sha256

Kon nposepku 1ienoctHoCTH.

Snmp_snmpd.conf.m
d5

Kog IMPOBEPKHU LHECIOCTHOCTH.

Snmp_snmpd.conf.sh
a256

Kox mpoBepku 1iemocTHOCTH.
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Kartasmor

ITogkaraJsior

MM darima

Conep>xanme dariia

User_login.bak

[IpaBuna Bxoma B cucTeMy st
TIPUBHIIETUPOBAHHBIX YUETHBIX
3anucen

User_login.bak.md5

Kop mpoBepku nenocTHOCTH.

User_login.bak.sha25
6

Kog IMPOBEPKHU LECJIOCTHOCTH.

User_login.md5

Kop mpoBepkn menocTHOCTH.

User_login.sha256

Kog mpoBepku nenocTHOCTH.

User_sshd.bak

[IpaBuna Bxoxa B cucTeMy JJIs
MIPUBUJIETHPOBAHHBIX YUETHBIX
samuceir SSH.

User_sshd.bak.md5

Kon IMPOBCPKHU LNECIOCTHOCTH.

User_sshd.bak.sha25
6

Kop mpoBepku nenocTHOCTH.

User_sshd.md5

Kon IMPOBEPKHU LECJIOCTHOCTH.

User_sshd.sha256

Kop mpoBepkyu menocTHOCTH.

User_sshd_config.bak

Kon¢urypaunonnas nanka SSH.

User_sshd_config.bak
.md5

Kopg, IMPOBEPKHU LECIOCTHOCTH.

User_sshd_config.bak
.sha256

Kon IMPOBCPKHU LHECIOCTHOCTH.

User_sshd_config.md
5

Kon mpoBepku nenocTHOCTH.

User_sshd_config.sha
256

Kon IMPOBEPKHU LECJIOCTHOCTH.

User_vsftp.bak

[IpaBuna Bxoma B cucteMy st
MIPUBIJIETUPOBAHHBIX YUETHBIX
3anuceit FTP.

User_vsftp.bak.md5

Kon mpoBepk# 11eT0CTHOCTH.

User_vsftp.bak.sha25
6

Kon mpoBepku 11€10CTHOCTH.

User_vsftp.md5

Kop mpoBepku nenocTHOCTH.

User_vsftp.sha256

Koz nmposepku 1nienocTHocTH.

eo.db

ba3za mauasix SEL.

e0.db.md5

Kox mpoBepku 1niemocTHoCTH.

eo0.db_backup

ba3za mannsix SEL.
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Karanor | Ilogxarasior MM darima Conep>xanme dariia

eo.db.md5_backup Kon mpoBepk# 1eTOCTHOCTH.
Beimyck 06 (13.11.2017) Koubunenunanpaas uadopmarnus Huawei 207

Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.




Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 4 Uurepdeiic komananoit ctpoku (CLI) iBMC

4 NnTtepderic komanauomn crpoxu (CLI)
iBMC

O maHHO I71aBe

B nmanHOM pasmere npuBesieHO onucaHue mopsjaka goctymna k CLI, a Takxke onucaHne KOMaH]I,
nojiepxrBaemMbix iBMC.

4.1 O630p CLI

B nanHoM pa3zese npuBeneHO ONUMCaHHE CUHTAKCUCA KOMaH/I.

4.2 Noctyn x CLI

B nanHoMm paszene npuBeneHo onucanue nopsaka gocryna k CLI
4.3 Komanasr iBMC

B nanHOM pasjese npuBeAeHO onucanue Bcex koman IBMC.

4.4 Komannsr Trap

B nanHoMm paszese npuBeeHO ONMCaHUe BeeX trap-KOMaHI.

4.5 Komangst Syslog

B naHHOM pasjesie NpUBEACHO OMUCAHHE MOPS/IKA UCIIONB30BAaHKs KOMAH AJIs 3apoca U
HACTPOWKH MapameTpoB syslog.

4.6 Komanel cepBepa

B nanHOM paszzene npuBEAEHO ONMCAHNE BCEX KOMaH/, CBA3aHHBIX C CEPBEPOM.

4.7 CucteMHbIE KOMaHIbI

B nanHoM paszese npuBeIeHO ONUCaHUE BCEX CUCTEMHBIX KOMAaHI.

4.8 KomaH1pl ynpaBieHusl M0JIb30BaTENISIMU

B nanHOM paszznene npuBeAEHO ONMCAHNE BCEX KOMaH I YIPaBIeHUs MOIb30BATEIISIMH.
4.9 Komanaer NTP

B JaHHOM pa3acii€ MpuBEACHO OIMMCAaHNE KOMaH/l, CBA3aHHBIX C IIPOTOKOJIOM CETEBOTO
Bpemenn (NTP — Network Time Protocol).
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4.10 KomaHapl Ha HHIUKATOPBI

B manHOM paszzene nmpuBeACHO OMMMCAHNE BCEX KOMAaH/I HA MHINKATOPHI.
4.11 Komanapl Ha BEHTHIATOP

B nanHOM paznene npuBeAeHO ONMMCAHNE BCEX KOMaH/ Ha BEHTHIISATOP.
4.12 KomaHasl Ha TaTYUKA

B nmanHoM paszzerne npuBeACHO OMMCAHNE BCEX KOMAH/I Ha JIaTYUKH.
4.13 Komauasr PSU

B mannoMm paznene npuBeneHo onucanne Beex komana PSU.

4.14 Komannsr U-Boot

B nannom paznene npusezen crimcok komana U-Boot, a taxke mopsinok gqoctyna k CLI
U-Boot.

4.15 Komanaer SOL

B mannom paznene npuseaeHo onucanne komang SOL (Serial Over LAN).

4.1 O630p CLI

B nanHoMm pa3aciie mMpuBEACHO OIMMCAHUE CUHTAKCHCa KOMaH/.

4.1.1 CuHaTaKCcHC

Hawubonee gacto HCIOJIb3yCMbIC KOMaHIbI iBMC nmoapa3acCArOTCA Ha ABa TUIIA:

®  Komanpsl 3ampoca ipmcget
CunTakcuc KoMaH sl ipmcget crenyrommii:
ipmcget [-t target] -d dataitem [-v value]
®  KomaH[pI yCTAaHOBIICHHS COequHEHMs ipmcset
CuHTakcuc KOMaHIbl ipMCset ciiemyromwmii:
ipmcset [-t target] -d dataitem [-v value]
Janee mpuBeIeHO ONKMCAHKME ITApaMETPOB KoMaH 1 ipmcget u ipmcset:
® [ ]: uadopmaIys, 3aKIIOICHHAS B KBAAPATHBIC CKOOKH, SIBIISICTCS OIMIMOHATBHON ISt
KaXJI0W KOMaH/IbL.

®  -ttarget: noaydeHue U yKa3aHME 1IeJIM Ha yIpaBiiieMoM ycTpoicTBe. B kauecTse Lenu
MOXKET BBICTYINAaTh JaTYUK WM UHIUKATOP.

® -d dataitem: nosy4eHue, ycTaHOBKa KOHKPETHBIX CBOWCTB YIPABISIEMOT0 YCTPOHCTBA
MITH KOMIIOHEHTOB Ha YIIPaBJIIeMOM yCTPOUCTBE.

® .vvalue: monyyeHue, yCTaHOBKA 3HAYCHHI TAPaAMETPOB KOMIIOHEHTOB Ha YIPABIIEMOM
yCTpOIicTBe.

B Ta6n. 4-1 nmpuBenens! ornameHus o popMare KOMaH[ 1j1si KOMAHAHOH CTPOKH.
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Ta6u. 4-1 Cornanienus o popmare KOMaH 71 KOMAHTHOW CTPOKH

dop

MaT

OmmcaHne

IHony:xupHblii

KirroueBbie ci1oBa KOMaHIHOW CTPOKHU BBIIEIISIOTCS MOJIYKHPHBIM
mpudToM.

Kypcus

[TapameTpbl KOMaHIBI 0003HAYAIOTCS KYPCUBOM.

[]

KiroueBbie ciioBa MM apryMEHTHI, 3aKIIFOUESHHBIC B KBaJpaTHbIC CKOOKH
[ 1, sBASIFOTCSI OMIIMOHATEHBIMH.

{xlyl..}

OnuroHaIBHBIE DIIEMEHTHI CTPYNITUPOBAHBI B CKOOKAaX U pa3iaeieHbl
BEPTUKAILHBIMU YepTaMHu. BriOMpaeTcst OMUH U3 BapHAHTOB.

[xlyl..]

OHI_II/IOHaJ'IBHLIe OJICMCHTHBI CIPpYIITUPOBAaHbI B CKOOKax H Pas3acICHbI
BEPTHUKAJIBbHBIMU YC€PTaMH. BLI60p HECKOJIbKHUX BaApHUAHTOB, 00 HU
OAHOI'0 M3 HUX.

{xlyl..}

OnuKOHANBHBIE 3IEMEHTHI CTPYNITUPOBAHBI B CKOOKAX U pa3JiesieHbl
BEPTHKAIBHBIMU YepTaMi. BeiOupaeTcss MUHIMYM OIWMH BapHAHT WA
MaKCHMYyM BCE BapPHAHTBHIL

[x]yl..T

OnuuoHaIBHBIE DIIEMEHTHI CTPYIIUPOBAHBI B CKOOKAX U pa3/elieHbl
BEPTUKAIBHBIMU YepTaMHu. BrIOMpaeTcst HECKOIBKO BAPUAHTOB, JINOO HU
OJIMH U3 HUX.

4.1.2 ITomomipb

UnTepdeiic xomanaaoit ctpoku iBMC npenocTaBisieT cipaBOdYHY0 HHPOPMALIUIO 10
KoMaHaM. B mporiecce BBOta KOMaHABI, TIPH BBOZAE ONPECICHHOTO CUMBOJIA M HAXKATHS
kHONKM Enter, B mHTCpdeiice KoMaHIHOM CTPOKH OyIyT aBTOMAaTHYECKH OTOOPAXKCHEI
TapaMeTphl KOMaH] M UX CHHTAKCHC.

JHainee npuBeseH npumep.

KbMaHua3anpocw

iBMC:/->ipmcget

Usage:
=

ipmcget [-t target] -d dataitem [-v value]
<target>
frul Get the information of the frul

sensor

Print detailed sensor information

smbios Get the information of smbios
trap Get SNMP trap status

service Get service information
maintenance Get maintenance information
syslog Get syslog status

user Get the information of user
securitybanner Get login security banner information
storage Get storage device information
config Get configuration information

vmm Get virtual media information
certificate Get SSL certificate information
sol Get SOL information
securityenhance Get security enhance information
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-d <dataitem>

faninfo Get fan mode and the percentage of the fan speed
port80 Get the diagnose code of port 80
diaginfo Get diagnostic info of management subsystem
systemcom Get system com data
blackbox Get black box data
bootdevice Get boot device
shutdowntimeout Get graceful shutdown timeout state and value
powerstate Get power state
health Get health status
healthevents Get health events
sel Print System Event Log (SEL)
operatelog Print operation log
version Get 1iBMC version
serialnumber Get system serial number
userlist List all user info
fruinfo Get fru information
time Get system time
macaddr Get mac address
serialdir Get currently connected serial direction
rollbackstatus Get rollback status
passwordcomplexity Get password complexity check enable status
ledinfo Get led information
ipinfo Get ip information
ethport Get usable eth port
psuinfo Get PSU component information
autodiscovery Get autodiscovery configuration
poweronpermit Get poweronpermit configuration
raid Deprecated. Please use 'ipmcget -t storage ...' to get
more inforamtion
ldinfo Deprecated. Please use 'ipmcget -t storage ...' to get
more inforamtion
pdinfo Deprecated. Please use 'ipmcget -t storage ...' to get
more inforamtion
minimumpasswordage Get minimum password age configuration
ntpinfo Get NTP information
Komanna ycTanoBKH:
iBMC:/->ipmcset
Usage: ipmcset [-t target] -d dataitem [-v value]
-t <target>
fruo Operate with fru0
trap Operate SNMP trap
service Operate with service
user Operate with user
maintenance Operate with maintenance
sensor Operate with sensor
securitybanner Operate login security banner information
syslog Operate syslog
ntp Operate ntp
storage Configure storage device
config Operate configuration
vmm Operate virtual media
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certificate Operate certificate
sol Operate SOL
securityenhance Operate security enhance

-d <dataitem>

fanmode Set fan mode,you can choose manual or auto
fanlevel Set fan speed percent

reset Reboot 1iBMC system

identify Operate identify led

upgrade Upgrade component

clearcmos Clear CMOS

bootdevice Set boot device

shutdowntimeout Set graceful shutdown timeout state and value
frucontrol Fru control

powerstate Set power state

sel Clear SEL

adduser Add user

password Modify user password

deluser Delete user

privilege Set user privilege

serialdir Set serial direction

printscreen Print current screen to iBMC

rollback Perform a manual rollback

timezone Set time zone

passwordcomplexity Set password complexity check enable state
ipaddr Set ip address

ipconfig Set ip address mask gateway

ipmode Set ip mode

gateway Set gateway

ipaddré Set ipv6 address

ipmode6 Set ipv6 mode

gateway6 Set ipvé gateway

ipvéconfig Set ipvée fix gateway

netmode Set net mode

activeport Set EthGroup active port

vlan Set sideband vlan

restore Restore factory setting

notimeout Set no timeout state

emergencyuser Set emergency user

autodiscovery Set autodiscovery configuration
poweronpermit Set poweronpermit configuration

workkey Update system workkey

minimumpasswordage Set minimum password age configuration
locate Deprecated. Please use 'ipmcset -t storage ...'.
psuworkmode Set PSU work mode

[Ipu HenpaBUILHOM BBOJE MapaMeTpa (PyHKIMS CIIPABKH ITOJICKKET NPAaBUIIbHBIA CHHTAKCUC
KOMaH/Ibl.

Hanee npuBeneH mpumep.

iBMC:/->ipmcset -d inff
Input parameter[-d] error
-d <dataitem>

fanmode Set fan mode,you can choose manual or auto
fanlevel Set fan speed percent
Beimyck 06 (13.11.2017) Koubunenunanpaas uapopmarnus Huawei 212

Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.



Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259)

4 Nnrepdeiic komananoii crpoku (CLI) iBMC

reset
identify
upgrade
clearcmos
bootdevice
shutdowntimeout
frucontrol
powerstate
sel

adduser
password
deluser
privilege
serialdir
printscreen
rollback
timezone
passwordcomplexity
ipaddr
ipconfig
ipmode
gateway
ipaddr6
ipmode6
gateway6b
ipvéconfig
netmode
activeport
vlan

restore
notimeout
emergencyuser
autodiscovery
poweronpermit
workkey
minimumpasswordage
locate

psuworkmode

4.2 Hoctyn k CLI

B mannoMm paszzene npuBeAeHo onucanue nopsiaka gocryna k CLL

Reboot iBMC system
Operate identify led
Upgrade component
Clear CMOS

Set boot device

Set graceful shutdown timeout state and value

Fru control

Set power state
Clear SEL

Add user

Modify user password

Delete user

Set user privilege

Set serial direction

Print current screen to iBMC
Perform a manual rollback

Set time zone

Set password complexity check enable state

Set ip address
Set ip address mask gateway
Set ip mode
Set gateway
Set ipv6 address
Set ipv6 mode
Set ipv6 gateway
Set ipve fix gateway
Set net mode
Set EthGroup active port
Set sideband vlan
Restore factory setting
Set no timeout state
Set emergency user
Set autodiscovery configuration
Set poweronpermit configuration
Update system workkey
Set minimum password age configuration
Deprecated. Please use

Set PSU work mode

'ipmcset -t storage

B nononHenne kK mojib30BaTeNsaM 110 YMOJIYaHHIO U IMOJIBb30BATEIAM, I[O6aBJ'IeHHBIM BpYYHY1O,

cuctema iBMC TCHECPUPYET CICAYIOIINX CUCTEMHBIX MoJb30BaTeIeH A1 OMMPEACIICHHBIX

CEpPBHUCOB:

ftp: ucmonp3yercs, xorna cepsuc FTP pabotaet BO BHYTpeHHEH CETH CUCTEMBI.

root: HCIOJIB3YyE€TCs B IMpOoLECCe pa60T1>1 TPUITOXKCHUA.

sshd: ucmone3yercs Koraa cuctema 3amyckaeT cepsuc SSH.

apache: ucnosb3yeTcsi, Korma cucTeMa 3amyckaer cepsuc httpd.

snmpd_user: ucrnosp3yeTcs, Korjaa CUCTeMa 3amyckaet cepuc snmpd_user.
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ipmi_user: ucronp3yeTcsi, KOrja CUCTeMa 3arycKaeT CepBHC ipmi_user.

)
®  KVM_USEer: ucrob3yeTcs, KOrjia CucTeMa 3amyckaeT cepsrc kvm_user.
L

1 InPUMEYAHKE

e Jlns cepepoB V5 momnp3oBarens MO0t HCTIOIB3yeTCs TOJMBKO IS 3aITycKa NpriiokeHuid. OH He
UCHOJIB3YETCS 1JIsL BXOJa B CUCTEMY.

® DT CHUCTEMHbIE TI0JIb30BATEIIN HE MOTYT BBIIIOJIHUTHL BXOA B iBMC H, CJIEA0BATC/IbHO, HE
OKa3bIBAIOT HUKAKOTO BJIUAHUA HA CUCTEMY.

e  VY4yeTHBIC 3amUCH JaHHBIX T0JIh30BaTENCH HUCTIOJIB3YIOTCA NJI1 YIIPaBJICHUA CHCTEMOU U HE
NpeaHa3HauYCHbI 1JIsI KOHEYHBIX T10JTb30BareJcii.

4.2.1 VismeHeHMe MapoJisi I10JIb30BaTeJIsA 110 ymMordanuio B BIOS

ABHMMAHME

e Tlo ymomyanwuto st cepBepoB V3 ycranosner mapons BIOS Huaweil2#$, a s
cepsepoB V5 napoas Admin@9000.

e B BIOS MOXHO H3MEHHTH TOJBKO ITAapoJIb TOJIb30BaTe s Mo ymordannio iBMC. Tlo
ymorraanuio B iBMC ycraHoBieHO HMS TTONTB30BaTe s OOt uist cepBepoB V3 u
Administrator ms cepsepoB V5, a Ha TabnuyKe ¢ MAPKAPOBKOM MPOMYKTa YKa3aH Mapoiib
10 YMOJTYaHHIO.

e [laponpe mone3oBarests mo ymordanuto iBMC, ykazannsiii B BIOS MoxeT comepxaThb
MaKCHMyM 16 CHIMBOJIOB.

® B nemsax 0e30MacHOCTH TOCIIe IEPBOTO BXOAa B CUCTEMY PEKOMECHIOYCETCA U3MCHATDH
HMCXOIHBIN apoJjib U NIEPUOANICCKHA MEHATH 1TapOJIb B JlabHEHIIEeM.

e Ecmu napametp OS User Management oTkitoueH Ha CTpaHUIlEe, 0TOOpaxkaeMoil mocie
Bei0opa Configuration > System B WebUI iBMC  a anst mapametrpa BMC User Name
otobpaxaeTcs 3HaueHne NA Ha skpane Server Mgmt BIOS, To maponb moss30Baress mo
ymomyaauio iBMC B BIOS u3meHuTh HENb34.

Omnepamm Ha riardopme Grantley

Oxkpan BIOS paznuuaeTcs B 3aBUCHMOCTH OT MCIIOJIb3yEeMOW MOJeNu cepeepa. B cnenyrommx
miarax, B kKauecTBe npumepa, Beiopan BIOS Ha 0a3e matgopmbl Grantley.

ITar 1 Ilepesarpysute cepsep.

IITar 2 B mporiecce 3amycka KOTa MOSBUTCSI YOI 3KkpaH, HaxkmuTe Delete Heckonbko pas
noapsn. ITossures skpan 3amycka BIOS.
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Puc. 4-1 Dxpan 3amycka BIOS

Other Device 1 : #0100 IDOA LUNO SEAGATE ST33006
Other Device 2 : IBA GE Slot 0300 +1395

FUID : 306F2

Press Del go to Setup Utility (F4 on Remote Keyboard)
Press F11 go to Boot Hanager <F3 on Remote Keyboard)
Press F12 go to PXE

ITar 3 Beeaure napons BIOS. [Tapons mo ymMon4aHuio NpUBEACH Ha TaOIMHYKE ¢ MAPKUPOBKOM
MPOJYKTa, KaK Noka3zaHo Ha Puc. 4-2.

| InPumMEYAHME

To ymosmganuro as Bxoga B BIOS ucnonssyercs mapons Huaweil2#3.

Puc. 4-2 Broxn mapons

IITar 4 Boiigute B BIOS.

[MosiButcs sxpan BIOS, xak nokazano Ha Puc. 4-3.
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Puc. 4-3 [maBHbIi 3xpan BIOS

Language <English>

IIar 5 C nomoripio KJIABHIII CO CTpeikamu Beibepute sxpan Advanced, kak mokasano Ha Puc. 4-4.

Puc. 4-4 Dxpan Advanced

MIFHI iBHC Configuration

Beimyck 06 (13.11.2017) Koubunenunanpaas uapopmarnus Huawei 216
Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.



Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 4 Unrepdeiic komanauoii crpoku (CLI) iBMC

IITar 6 Ha skpane Advanced ¢ momomisio Kiasuiir co crpenkamu Beioepure IPMI1iBMC
Configuration u naxmure Enter, kak nokasano Puc. 4-5.

Puc. 4-5 Oxpaun IPMIiBMC Configuration

»iBHC Configuration

F5/F6
Enter

Ilar 7 Ha skpane IPMI iBMC Configuration ¢ momoripto ki1aBuiir co crpeikamu Beibepute iBMC
Configuration u maxxmure Enter, kak mokasano ua Puc. 4-6.
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Puc. 4-6 Dxpan iBMC Configuration

iBMC User Name

Ha stom skpane otoOpaxkaercst [IP-aapec cepsepa.

IITar 8 Beibepute Reset iBMC User Password u waxwmure Enter.

Ha skpane nosiButcs quanorosoe okao Reset iBMC User Password.

Tar 9 Bseaure napons iIBMC u Haxxmute Enter.

Haponb JOJKEH COOTBETCTBOBATH ONMPEACIICHHBIM TpC60BaHI/IHM2

conepxarthb oT 8 10 16 CUMBOJIOB.

COoACpIKaTb, KAK MUHUMYM, OJAWH HpOGCJ'I HJIW OAWH U3 CICAYIOINX CIICIUaJIbHbIX
CHMBOJIOB:

~1@#$%N&*()-_=+\[{3];:",<.>1?
COACPIKATh, KAK MUHUMYM, CHUMBOJIbI IBYX BUJIOB:
- 3ariaBHbIe OYKBBI: OT A 710 Z

- Ctpounsie OyKBHI: OT a JI0 Z

- Hudps: ot 0 10 9

[apons He TOPKEH COBIANATh C IMCHEM ITOJIL30BATEIIS B IIPSIMOM M 0OPaTHOM ITOPSI/IKE
pacnojoKeHUs] CUMBOJIOB.

Ilar 10 IToBropute mapois u Haxxmute Enter.

Ha skpane mosisutcst quanorosoe okuo Changes have been saved.

IIlar 11 Haxwmwure Enter.

COXpaHCHI/IC HACTPOCK

----Konen
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Onepaumni Ha 1atgopme Brinkland

Oxkpan BIOS pasnuuaeTcst B 3aBHCHMOCTH OT HCIIOIB3yEeMOH MOIENH cepBepa. B ciemyromuix
niarax, B KauecTBe npumepa, Beiopan BIOS Ha 6a3e miatdgopmsl Brinkland.

HTar 1 Ilepesarpysute ceprep.

L InPuMEYAHKE

Bpewmst 3arpy3ku cepBepa 3aBUCHT OT €10 KoH(UTypaluu. 3arpy3Ka HOJHO CThI0 CKOH(DUTYPHUPOBAHHOTO
cepBepa 3aHuMaeT 20 MUHYT.

ITar 2 Tlocnie mosiBiaenus skpana 3amycka BIOS, waxxmure Del mis mepexona k sxpany BIOS Setup
Utility.

ITar 3 Baenute maposnb, Kak Moka3aHo Ha Puc. 4-7.

L InPuMEYAHKE

e Tlo ymosraanmro ais Bxona B BIOS ucmons3yercst mapois Huaweil2#$. B nensix 6e3omacHocTi
M3MEHMTE [1apoJib [0 YMOJYAHHIO NP IEPBOM BXO/I€ B CUCTEMY M IIEPHOINYECKU MEHANTE MapoJib B
allbHEHIIIEM.

e [Ipu BBO#e HenpasuibHOTO Haposst BIOS tpu pasa noapsz, BIOS Oyner 3a6iokupoBan. [is
nepesamycka BIOS naxxmure Ctri+Alt+Del.

Puc. 4-7 Beox naposs

Enter P

[Tar 4 Beidepute Server Mgmt u Haxxmute Enter.

Ha sxpane nosiBuTcs okHO Server Mgmt, kak nokasaHno Ha Puc. 4-8.
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Puc. 4-8 Dxpan Server Mgmt

fptio Setup Utility - Copy (C) 2013 American Megatrends, Inc.

Fan Speed Policy [Default]

IITar 5 Beibepure BMC Root Password u naxmure Enter.

lar 6 WM3mennte naponas iBMC u naxkmure Enter.

IIlar 7

IITar 8

[Tapons nomken comepkarh OT 8 70 16 CHMBOIIOB.

Hapom: JOJDKCH COACPKATh, KAK MUHHUMYM, OJUH HpO6CJ'I WJIW OJUH U3 CIIEAYIOIINX
CIICHUAJIbHBIX CUMBOJIOB!

~1@#$%N&*()-_=+\[{3];:",<.>/?
INapons momKeH comepxKaTh, KaK MHHIMYM, JIBa CJIEAYIOIIIX CHMBOJIA:
- 3armaBHble OyKBBL: OT A 10 Z

- Crpounble OyKBBI: OT a JI0 Z

- Hudpst: ot 0 10 9

Haponb HE JOJDKCH COBIIAJaTb C UMCHEM I10JIb30BAaTCJId B MIPSIMOM U O6paTHOM TOpsIAKE
PacCIOJIOXKCHUS CUMBOJIOB.

[ToBropuTe mapone u HaxxMuTe Enter.

Ha skpane nosiutcs quanorosoe okno Changes have been saved.

Haxxmute Enter.

COXpaHeHI/IC HaCTPOCK

----Konen
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4.2.2 TIIpoBepka IP-agpeca cereBoro mHTepderica ynpasieHNUs

Croco0ObI

Hnsa npoBepku [P-anpeca cereBoro untepdeiica ynpapiaeHust, MOXKHO UCIIOIB30BaTh 000
U3 CJIEIYIOUINX CI0COOO0B:

® |P-agpec 1o yMOJI4aHHUIO
®  3anpoc u ycraHoBka [P-aapeca cereBoro unrepdetica ynpasnenus B BIOS.

®  3ampoc u yctaHoBka IP-anpeca ceteBoro untepdeiica ynpasienus ¢ nomoipsto CLI
ynpassouiero I10, nocne Bxoga B iBMC uepe3 nocneaoBaTenbHbIA TOPT.

(L lnpumeuanue

Uepes nociie10BaTeNbHBINA MOPT OAHOBPEMEHHO BOHTH B CUCTEMY MOTYT MaKCUMYM IISITh
I10JIb30BaTEIICH.

IP-agpec mo ymoraasmio

B Ta6n. 4-2 npencrasnensl [P-ajapeca o yMoI4aHUIO CeTeBOTO MopTa yrpasienus iBMC.

Ta6u. 4-2 IP-aapec mo yMordaHuio

Twnm mpogykra Ne ciora IP-agpec

RH8100 V3 8-cokeTHas oTAEIbHAS 192.168.2.100
cucrteMa
4-cokeTHasi CABOCHHAA ® UcxonHbid ceTeBOU MOPT
cucremMa ynpasnenust: 192.168.2.100

® BropuuHbIi ceTeBOUN NOPT
ynpasnenust: 192.168.2.101

Croeunslii cepBep - 192.168.2.100

3anpoc u ycraHoBKa IP-agpeca B BIOS nj1sa cepsepos RH8100 V3

ITar 1 Ilepesarpysute cepsep.

(L InPumEeYAHKE

Bpewms 3arpy3ku cepBepa 3aBUCHT OT €10 koH(uryparuu. 3arpy3ka HOJHO CTbIO CKOH(QUTYPHUPOBAHHOTO
cepBepa 3aHuMaeT 20 MUHYT.

Ilar 2 Tlocie nosiBieHus skpana 3amycka BIOS, naskmure Del mis nepexona k skpany BIOS Setup
Utility.

HTar 3 Beenute naposb, kak noka3aHo Ha Puc. 4-9.

(L lnpumeuanue

e TIlo ymommuanmio as Bxona B BIOS ucnons3yercs naposins Huaweil2#$. B nensx 6e3onacHoctn
W3MEHHTE MapoJib [0 YMOJIYAHHIO TIPHU MEPBOM BXOZIE B CUCTEMY M TIEPHOANYECCKU MEHSINTE MapoJib B
JlaJIbHEHIIEM.
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e [Ipu BBO#e HenpasuiabHOTO Naposst BIOS tpu pasa noapsaz, BIOS Oyner 3a6iokupoBan. [
pas6nokupoBku BIOS Haxmute Ctri+Alt+Del.

Puc. 4-9 Beox naposs

IlIar 4 Beibepure Server Mgmt > BMC network configuration u naxxmure Enter.

Ha skpane BMC network configuration 6yner otobpasxena urdopmanus o IP-anpece BMC,
Kak mokasano Ha Puc. 4-10.

Puc. 4-10 Dkpan kongpurypammu cetu BMC

Aptio Setup Utility - Copyright (C) 2013 American Megatrends,

NetMode Select [Dedicated]

ITar 5 Beibepute mapamerp u Haxxmute Enter.
B mosiBuBIIEMCS TMATIOTOBOM OKHE MOYKHO U3MCHHTH 3HAYCHHE MTApaMeTpa.

----Konen

3anpoc n ycraHoBKa IP-agpeca B BIOS m1s1 mpyrnx croedHbIX cepBepOB

HTar 1 TIlepesarpysute cepsep.
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Ilar 2 B mpomecce 3amycka KOra MOsIBUTCS CIICAYIONIHiA 9kpaH, Hakmute Delete neckompko pa3s
noapsn. [Tosiutest skpan 3amycka BIOS.

Puc. 4-11 Dkpan 3amycka BIOS

Other Device 1 : #0100 1DOA LUNO SEAGATE ST33006
0ther Device 2 : IBA GE $lot 0300 v1395

FUID : 306F2

Press Del go to Setup Utility (FA on Remote Keyboard)
Press F11 go to Boot Hanager (F3 on Remote Keyboard)
Press F12 go to PXE

[Tar 3 Beeaure napois. [Taposs Mo yMOTYaHUIO PUBEICH Ha TAOIWYKE ¢ MAPKHPOBKO MPOIYKTa,
Kak mmokasaHo Ha Puc. 4-12.

Puc. 4-12 Beox napoust

Enter Current P

[lar 4 TIlepeiinute Ha Briaaky Advanced > IPMI BMC Configuration.
[Mosteurcst okro IPM1 BMC Configuration.
Ilar 5 BriGepure iBMC Configuration u naxxmure Enter.

Ha skpane 6yzner otobpaxen unrepdeiic iBMC Configuration, kak nokasano na Puc. 4-13.
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Ha nvem npuBeneHa napopmanus o0 ip-axpece mopra yrnpasieHUsI.

Puc. 4-13 Nurepdeiic konduryparmu BMC

iBHCENCS| Select <Shared-LOH>

[Tar 6 Bribepute mapamerp u Haxxmute Enter.
B mosiBHBIIEMCS TMATIOTOBOM OKHE MOXKHO MU3MEHHTH 3HAYCHHE MTapaMeTpa.

----Konen

4.2.3 Hoctyn x CLI ynpasisaromero 110

B nannoMm paznene npusezeHo onucanue nopsnaka nocryna k CLI ynpasnstorero I10.

IlpenBapurenbHbIe yCJI0BUA

[Tepen Bxomom Ha CLI He0OX0AMMO BHUMATEJIEHO 03HAKOMHUTBCS CO CJIEAYIOLIEH
nHpopMannen.

®  (C nomombto SSH MakcuMyM IATh I0J1b30BATENE MOTyT OAHOBPEMEHHO BBIIOJIHUTD
BXOI.

®  YroOs! otkpeITE CLI wepe3 ceTeBoil mopT HEOOXOMUMO ITOIKITIOYUTE CETeBOH HHTEpdeEric
yCTpOHCTBa KOHDUTYPUPOBAHHS K CETEeBOMY HHTep(delicy cepBepa ¢ MOMOIIBIO CETEBOIO
kabens u yoeauthes, uto IP-agpeca IByX ceTeBBIX HHTEP(EHCOB HAXOMATCS B OHOM
CErMeHTe CETH.

(L )npumeuaHue

He nonkmrouaiite nBa noprta ynpapieHHs OTHOBPEMEHHO, TaK Kak a1 Bxona B iBMC HeoOXouM JHIIb
OJIMH TIOPT YIIPaBJICHHUS.
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®  Uto0b1 oTKphITh CLI uepes mociaenoBaTebHbIN TOPT HEOOXOAMMO ITOIKIIOUYUTh
MIOCJIEIOBATEIIBHBINA MOPT YCTPOHCTBA KOHPHUTYPUPOBAHUS K ITOCIEAOBATEIIBHOMY TIOPTY
cepBepa C MOMOIIBIO TTOCIE0BATEIFHOTO Ka0es.

Uepe3s nocieaoBaTebHbINA MOPT OAHOBPEMEHHO BOMTH B CUCTEMY MOT'YT MAaKCUMYM
OATHh IOJb30BaTENEH.

CroeuHblii cepBep UMeeT aIaliTUBHBIN ceTeBoi nHTepdeiic ynpasnenus 1000 Mout/c Ha
3agHel naHenu maccu. [ToaKITIoUnuThCS K CeTeBOMY HHTEp(eiicy MOKHO P MTOMOIIN
CEeTeBOro Kabes.

Pe>xmmpbl Bxoa
e SSH

®  JlokanbHbBIN MOCIEIOBATEIbHBINA OPT

L InPumMEYAHKE
e [lo ymomdanuto B iBMC ycraHoBieHO mMsi moJib3oBaresst root st cepsepo V3 u Administrator
JUTsSE cepBepoB V5, a Ha TabJIMIKe ¢ MapKUPOBKOH TPOIYKTa YKa3aH MapoJihb M0 YMOTIAHHIO.

e [Ipu BBOZE NOJIB30BATENEM HEMPABHIBHOTO HAPOJI 10 CIIE0BATENIBHO B THEHHUE S5 pa3 moapsia,
cucTeMa 3a0JI0KMPYET YYETHYIO 3alUCh N0JIb30BaTest. Pa30iokupoBKa NpoU30iiIeT aBTOMaTHIeCKH
4yepe3 5 MUHYT, WM aIMHHUCTPATOp MOXKET Pa30I0KUPOBATh YUETHYIO 3aIHCh TI0JIb30BaTENs C
MOMOIIIBIO HHTepdelica KOMAHTHOM CTPOKU.

e B ienix 6e30MacHOCTH MO Ciie IePBOTO BXOA B CHCTEMY PEKOMEH/IyeTCS U3MEHSATh UCXOIHBIN
NapoJjb U NEPUOAUYECKU MEHSITh 1apOoJib B AaJIbHEHIIIEM.

e Tlo ymomuanuto neprox oxunanmst CLI coctasmsier 15 MunyT.

Bxon gepe3 SSH

Jis1 6e30macHOro yoaneHHOTO I0CTYNa U JPYTHX CETeBbIX CEPBUCOB B HEOE30MACHOW CETH
ncrnosb3yeTcs npoToBos SSH.

{ L JnPUMEYAHME

SSH nonnepxxuBaer cnenyromue anroput™msl mudposanwmi: AES128-CTR, AES192-CTR un
AES256-CTR. Ipu Bxozne B iBMC 4epe3 SSH ucnonb3yercst mogiepKuBaeMblid alropuT™
muppoBaHK.

3arpy3ute HHCTPYMEHT cBs3u SSH Ha 0KaIbHbIA KIMEHT.

[TonkirounTE KIMEHT K CETEBOMY IIOPTY YIPABICHUS CEPBEPA HANIPSAMYIO HIIU 4epe3
CETb.

3. 3apaiite [P-anpec kinueHTa, 4TOObI KIMEHT MOT B3aUMOJICHCTBOBATh C CETEBBIM IMOPTOM
ynpasienus: iBMC Ha cepepe.

4. B xiumente oTkpoite nHCTpyMeHT SSH 1 ycTaHOBHTE COOTBETCTBYIOIIHE MMAPAMETPHI,
Takue kak [P-anpec.

5. Toaxmrountech k iIBMC u BBeAMTE UMSI TTOJIL30BATENS U TTAPOJTh.

[ InPumEYAHKE

e JloxaneHele 1 LDAP-nonb30Bares MOryT BoiTy B uHTEpdeiic komanaHoi crpoku iBMC gepes
SSH.

e Yro0s BoliTH B IBMC, LDAP-noss30BaremnsiM He Hy)KHO BBOJUTH MH(OPMAIHIO O cepBepe JOMEHa,
TaK KaK CHCTEMa HACTPAMBACT €€ aBTOMAaTHIECKH.
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Bxop gepes rmocsieqoBaTe/ IbHBIN IIOPT

Uepes nociie1oBaTeNbHBIN MOPT OMHOBPEMEHHO BOWTH B CHCTEMY MOTYT MaKCHMYM TISITh
MOJb30BaTeIICH.

ABHMMAHME

[Tepen Bxogom B CLI iBMC uepe3 nocneaoBaTenbHbli MOpT yOeUTeCh, YTO aHHBIA TOPT
CKOH(HUTYpHPOBaH B KaueCTBe mociieaoBareibHoro mopta iBMC. I mepekTrodeHNs MEXTY
nocJyenoBareabHpIMA ioptaMu Bokaute B CLI mo SSH u BeimonauTe komanmy 4.3.11 3ampoc
Y TIepeHaIpaBICHUE MOCIEI0BaTEILHOTO MopTa (serialdir) witk uemonb3ynTe JKamiiep, B
COOTBETCTBHH C JIOKyMEHTALIMEH K CEPBEPHOMY TPOIYKTY.

IITar 1 IloxgxirounTe MOCIIENOBATENILHBINA Ka0EIb.
[Tar 2 Boitmute B CLI ¢ momoinkto HyperTerminal 1 HacTpoiTe ClieAyIOIUe NapaMeTphl:
®  Baud rate: 115200
® Data bits: 8
®  Parity check: None
®  Stop bits: 1
®  Flow control: None
[TonpoGHast mHbOpMAIIHS O MOPSIKE YCTAHOBKH NTapaMeTpOB MpUBe/cHa Ha Puc. 4-14.
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Puc. 4-14 Cpotictea HyperTerminal

Part Settings |

Bitz per second: I 1158200

L

Drata bits: IE j
Parity: INune j
Stop bits: |1 =l

L

Flaw contral; INu:une

Bestore Defaulk: |

] Cancel |

[Tar 3 Ha cTtpanuie Bxona BBEAUTE UMS MOIH30BATEIS W MaPOJIb.

----Koneny

4.3 Komauner iBMC

B nmanHoMm pasznene npuBeaeHo onucanue Beex komana iBMC.

4.3.1 3anpoc IP-madopmanmmu iBMC (ipinfo)

DyHKUMA
Komanna ipinfo ucnons3yercs s 3anpoca [P-axpeca cereBoro nopra ynpasnenust iBMC.
dopmar
ipmcget -d ipinfo
ITapameTpsb1
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VIHCTPYKIII/II/I II0 MCII0JIB30BaHMIO

IIpumep
# 3anpocute [P-anpec iBMC.
iBMC:/->ipmcget -d ipinfo
OteetHas uHdpopmarus cuctemsl RH8100 V3:
EthGroup ID g 1
Net Mode : Manual
Net Type : Dedicated
IPv4 Information
IP Mode : static
IP Address : 192.168.2.100
Subnet Mask : 255.255.0.0
Default Gateway : 192.168.2.25
MAC Address : 00:18:el:c5:d8:26
IPv6 Information
IPv6 Mode : static
IPv6 Address : 2001::2001/15
Default Gateway IPv6e : 2001::2003
Link-Local Address : feB80::218:elff:fec5:d826/64
VLAN Information
VLAN State : disabled
EthGroup ID 8 2
Net Mode : Manual
Net Type : Dedicated
IPv4 Information
IP Mode ¢ static
IP Address : 10.0.0.1
Subnet Mask : 255.255.255.252
Default Gateway
MAC Address
IPv6 Information
IPv6 Mode : static
IPv6 Address 1 : 2001::2001/15
Default Gateway IPv6 : 2001::2003
Link-Local Address : fe80::218:elff:fec5:d826/64
IPv6 Address 2 : 2411:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 3 2311:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 4 2211:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 5 : 2111:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 6 2901:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 7 2801:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 8 2701:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 9 : 2601:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 10 : 2501:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 11 : 2401:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 12 : 2301:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 13 : 2201:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 14 : 2101:db8:1:0:218:elff:fec5:d826/64
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IPv6 Address 15 : 2001:db8:1:0:218:elff:fec5:d826/64
VLAN Information
VLAN State : enabled
VLAN ID 1 4094

LL)nPuMEYAHME
e GROUPI ucnonb3yercs A BHEIIHETO 0 CTYIA.

e GROUP2 ucnomnb3yercs A7 BHYTpEHHEH 1epeiadn JaHHbIX.

OTtBeTHas MHGOPMAITHSI CHCTEMBI IS IPYTHX CTOCYHBIX CEPBEPOB:

EthGroup ID 1

Net Mode : Manual

Net Type : Dedicated

IPv4 Information

IP Mode ¢ static

IP Address : 192.168.2.100

Subnet Mask : 255.255.0.0

Default Gateway IP : 192.168.0.25

MAC Address : 00:18:el:c5:d8:66

IPv6 Information

IPv6 Mode : static

IPv6 Address 1 : 2001::2001/15

Default Gateway IPv6 : 2001::2003

Link-Local Address : fe80::218:elff:fec5:d826/64

IPv6 Address 2 : 2411:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 3 2311:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 4 2211:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 5 : 2111:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 6 2901:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 7 2801:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 8 2701:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 9 : 2601:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 10 : 2501:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 11 : 2401:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 12 : 2301:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 13 : 2201:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 14 : 2101:db8:1:0:218:elff:fec5:d826/64
IPv6 Address 15 : 2001:db8:1:0:218:elff:fec5:d826/64
VLAN Information

VLAN State : disabled

4.3.2 Hacrponka IPv4-agpeca iBMC (ipaddr)

DyHKUMA
Komanna ipaddr ucnione3yetcs mis Hactpoiiku [Pv4-anpeca, Macku mojceTH u ajapeca
nuto3a s iBMC.
dopmar
ipmcset -d ipaddr -v <ipaddr> <mask> [gateway]
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ITapameTpsb1
ITapameTp Onmncaamne 3HaueHne
ipaddr IPv4-anpec ms iBMC. IPv4-anpec B hopmaTe XXX.XXX.XXX.XXX.
mask Macxka moaceru s iBMC. IPv4-anpec B opmare XXX.XXX.XXX.XXX.
gateway Anpec mnmo3a mis iBMC. IPv4-anpec B hopmare XXX.XXX.XXX.XXX.

VIHCTPYKIH/H/I II0 MCII0JIB30BaHWMIO

IIpumep

[Tocne namenenus IP-aapeca HoBeiit IP-aipec BcTynaeT B cuity HeMeieHHo. [
MOBTOPHOTO BXOa CJIeAyeT UCIOJIb30BaTh HOBRIN [P-anpec.

He ycranasmuaiite mis ipaddr suagenus ot 10.0.0.0 no 10.0.0.3, notomy uto stu IP-aapeca
3ape3epBUPOBAHBI IS BHYTPEHHEH CBA3M.

# YcranoBka ais IP-aapeca cereBoro unTepdeiica ynpasnenus iBMC 3nauenns 192.168.0.25,
I MAacKM MOICETU — 3HaueHus 255.255.255.0 u g nutro3a — 31auenus 192.168.0.25.

iBMC:/->ipmcset -d ipaddr -v 192.168.0.25 255.255.255.0 192.168.0.25
Set IP address successfully.

Set MASK address successfully.

Set GateWay successfully.

# 3anpoc m3meHeHHoro [P-anpeca ceteBoro naTepdetica ynpasienus iBMC.

iBMC:/->ipmcget -d ipinfo

EthGroup ID g 4

Net Mode : Manual

Net Type : Dedicated
IPv4 Information

IP Mode : static

IP Address : 192.168.0.25
Subnet Mask : 255.255.255.0
Default Gateway : 192.168.0.25
MAC Address : 00:18:el:c5:d8:66
IPv6 Information

IPv6 Mode : dhcp

IPv6 Address
Default Gateway IPv6

Link-Local Address : fe80::218:elff:fec5:d866/64
VLAN Information

VLAN State : disabled

VLAN ID HE

4.3.3 Hacrpornka pe>xuma IPv4 iBMC (ipmode)

DyHKIMSA

Komanna ipmode uncrnonb3yeres aist yka3aHusl Mopsiaka HasHaueHus [Pv4-anpeca iBMC.
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dopmar

ITapameTpsbI1

ipmcset -d ipmode -v <dhcp | static>

ITapamerp Onmncanmne 3HaueHNne

dhcp Cepeep DHCP nuHamudeckn | —
HazHaudaeT [P-aapec mus
iBMC.

static iBMC wucnonbe3yer -
cratnueckuit [P-ampec.

VIHCTPYKLII/II/I II0 MCII0JIB30BaHWMIO

ITpumep

[Tocne n3menenus pexuma [Pv4 HoBas koH(UTrypalMs BCTYIIAeT B CHIIy HEMEIJIEHHO.

# AxtuBanus iBMC s ucrionb3oBanust [Pv4-anpeca, AuHaMu4de CKU Ha3HAYEHHOTO

cepsepom DHCP.

iBMC:/->ipmcset -d ipmode -v dhcp
Set dhcp mode successfully.

# 3ampoc IP-agpeca iBMC.

iBMC:/->ipmcget -d ipinfo

EthGroup ID 1

Net Mode : Manual

Net Type : Dedicated
IPv4 Information

IP Mode : dhecp

IP Address : 192.168.0.12
Subnet Mask : 255.255.0.0
Default Gateway : 192.168.0.25
MAC Address : 00:18:el:c5:d8:66
IPv6 Information

IPv6 Mode : dhcp

IPv6 Address
Default Gateway IPv6

Link-Local Address : fe80::218:elff:fec5:d866/64
VLAN Information

VLAN State : disabled

VLAN ID g A

L lnpumeuanue

Jlns mpocmoTpa HoBoro [P-anpeca 192.168.0.12, nonydeHHOTO ceTeBbIM UHTEpECOM YIpaBIeHHs

iBMC or cepsepa DHCP, BoimosauTe KoMarTy ipinfo .
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4.3.4 Hactponka IPv4-anpeca nurroza iBMC (gateway)

DyHKIMA
Komanpa gateway ucnonbssyetcs s HacTpoliku [Pv4-anpeca nutroza iBMC.
dopmar
ipmcset -d gateway -v <gateway>
ITapameTpn1
ITapametp Omcanne 3HadeHMe
gateway IPv4-anpec numoza iBMC. | IPv4-agpec B popmare XXX XXX.XXX.XXX.

VIHCTpyKIIMM 110 MCII0/Ib30BaHWMIO

IMocne m3MeHeHNS aapeca MITI03a HOBBIH aIpec BCTYNAET B CHIIY HEMEIICHHO.

ITpumep
# YcranoBka 3HaueHust 192.168.0.1 B kauecTBe aapeca nutosza iBMC.
iBMC:/->ipmcset -d gateway -v 192.168.0.1
Set gateway successfully.
# 3ampoc HOBOrO ajpeca nuio3a iBMC.
iBMC:/->ipmcget -d ipinfo
EthGroup ID 01
Net Mode : Manual
Net Type : Dedicated
IPv4 Information
IP Mode ¢ static
IP Address : 192.168.0.25
Subnet Mask 8 255:255,255,0
Default Gateway : 192.168.0.1
MAC Address : 00:18:el:c5:d8:66
IPv6 Information
IPv6 Mode : dhcp
IPv6 Address
Default Gateway IPv6
Link-Local Address : feB80::218:elff:fec5:d866/64
VLAN Information
VLAN State : disabled
VLAN ID 01
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4.3.5 Hacrponka IPv6-agpeca iBMC (ipaddr6)

Komanza ipaddr6 ucnonssyercs mis Hactpoiiku IPv6-aapeca, anuHsl npedurca 1 agpeca

ipmcset -d ipaddr6 -v <ipaddr6/prefixlen> [gateway6]

Onmcaane

3HaueHmue

IPv6-anmpec mnst iBMC.

Jmmna IP-anpeca cocrasnser 128 6ut u
COCTOMUT U3 BOCbMU 16-OMTOBBIX IIOJIEH:
)0.0.0.99.9.0.0.69.9.0.0.69.0.0.0.85 0.0.9.60.0.9.0.99.0.90.0.6 0,008

BonpmmucTBO IPV6-aipecoB He 3aHUMAIOT BCE
128 6uT 1 UX MOXKHO COKparuTh. Kpome Toro,
HOTalMs ¢ ABYMs JBOSTOUYMSAMH (::) MOXKET
UCIOJIb30BaThCA IS NPECTABICHUS CMEXHBIX
16-OuTOBBIX MOJNEH HYJNCH, a BeAyIIHe HYIH B
MI0JIE MOXKHO OITyCTHUTD.

Hanpumep, [Pv6-anpeca
2001:0db8:3¢c4d:0015:0000:0000:1a2f:1a2b
MOFyT 61:ITI> COKpa]J_ICHI)I pa(e)
2001:db8:3c4d:15::1a2f:1a2b.

Jnuna npedukca mis
iBMC.

or 0 1o 128

DyHKIMA
nuto3a iBMC.
dopmar
ITapameTpb1
ITapameTp
ipaddré
prefixlen
gateway6

IPV6-anpec mutro3a s
iBMC.

Jmmna IP-anpeca cocrapnsiet 128 OuT
COCTOMUT U3 BOCbMU 16-OMTOBBIX ITIOJIEH:
)0.0.0.49.9.0.0.69.9.0.0.89 9.0.9.60 0.0.9.69.0.9.90.69.0.90.0.8 ¢.0.0.8

BonsmmucTBO IPV6-anipecoB He 3aHUMAIOT BCE
128 6T ¥ UX MOXKHO COKpaTHTh. Kpome Toro,
HOTaIMsI C ABYMS JBOSTOUYHSMH (::) MOXKET
WCII0JIb30BaThCS TSI IPEJICTABICHHS CMEKHBIX
16-0uTOBBIX MONEH HYyJCH, a BeAyNIHe HYIU B
M10JIe MOXKHO OITyCTHUTb.

Hampumep, [Pv6-anpeca
2001:0db8:3c4d:0015:0000:0000: 1a2f:1a20
MOT'YT OBITb COKPALIEHBI J10
2001:db8:3c4d:15::1a2f:1a20.

VIHCTpyKIIMM 110 MCII0/Ib30BaHMIO

[Tocne nzmenenus IPv6-anpeca HoBoril [P-anpec BcTymaer B cuity HEMeJIEHHO.
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ITpumep

Kpowme IPv6-anpeca qust noctyna k iBMC moxet ucnosnbzoBarsest Link-Local Address. s
nonyuenus Link-Local Address emmonnuTte xomamay ipmcget.

# YcranoBka 3HaueHust 2011::6516 B kauectse [Pv6-aapeca iBMC, nnunbl npedukca — 64 u
3HadeHus uuto3a [Pvo — 2011:1.

iBMC:/->ipmcset -d ipaddr6 -v 2011::6516/64 2011:1
Set IPV6 address successfully.

Set IPV6 prefix successfully.

Set IPv6 gateway6 successfully.

\Y

iBMC:/->ipmcget -d ipinfo

EthGroup ID g 4

Net Mode Manual

Net Type Dedicated
IPv4 Information

IP Mode static

IP Address 192.168.0.25
Subnet Mask 255,255,0,0
Default Gateway 192.168.0.1

MAC Address 00:18:el:c5:d8:66

IPv6 Information

IPv6 Mode static
IPv6 Address 2011::6516
Default Gateway IPv6 2011::1

Link-Local Address
VLAN Information
VLAN State disabled
VLAN ID 01

fe80::218:elff:fec5:d866/64

4.3.6 Hacrporika pexxuma IPv6 iBMC (ipmode6)

DyHKUMSA

dopmar

ITapameTpsb1

Komanma ipmode6 ucrone3yeTes st ykasanus mopsaka nasnauenus [Pvo-aapeca iBMC.

ipmcset -d ipmode6 -v <dhcp | static>

ITapametp Ommcanne 3HadeHMe

dhcp Cepeep DHCP nunamuuecku | —
BeIIenAeT [P-anpec ms
iBMC.

static iBMC ucnonb3yer -
cratnueckuit [IP-ampec.
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VIHCTPYKIII/II/I II0 MCII0JIB30BaHMIO

[Mocne m3menenns pexuma [Pvo HOBast KOHPUTYpaIHsI BCTYIAaeT B CHITy HEMeEUIEHHO.

IIpumep

# Axtuanus iBMC s ucnosnp3oBanus [Pv6-anpeca, ilMHaMHYe CKH BBIICTICHHOTO CEPBEPOM
DHCP.

iBMC:/->ipmcset -d ipmode6 -v dhcp
Set dhcp mode successfully.

# 3ampoc IP-agpeca iBMC.

iBMC:/->ipmcget -d ipinfo

EthGroup ID 1

Net Mode : Manual

Net Type : Dedicated
IPv4 Information

IP Mode : dhecp

IP Address : 192.168.0.12
Subnet Mask : 255.255.0.0
Default Gateway : 192.168.0.25
MAC Address : 00:18:el:c5:d8:66
IPv6 Information

IPv6 Mode : dhcp

IPv6 Address
Default Gateway IPv6

Link-Local Address : fe80::218:elff:fec5:d866/64
VLAN Information

VLAN State : disabled

VLAN ID g A

4.3.7 Hactponka IPv6-anpeca nuro3a iBMC (gateway6)

DOyHKIIVA
Komanya gateway6 ucronb3yetcs Juist HacTpoiku [Pv6-anpeca muiro3a ceTeBoro mopra
ynpasnerns iBMC.
dopmar
ipmcset -d gateway6 -v <gateway6>
IlapameTpsbI1
ITapameTp OmnmcaHne 3HaueHMe
gateway6 IPv6-anpec muto3a Jnuna IP-anpeca cocraBnsiet 128 OuT
CETEeBOTO 1OpTa COCTOHUT W3 BOCEMH 16-OHTOBBIX TIOJICH:
ympasienuns iBMC. XXXXK XXX XXX EXKXKEXKHKEXXXK XXX XKXX.
BonbmuucTBO IPV6-anpecoB He 3aHUMAIOT BCE
128 6T ¥ MX MOXKHO COKpaTHTh. Kpome Toro,
HOTaIMsI C IBYMSI JBOSTOUYHSMH (::) MOXKET
HCIIONIB30BATHCS TS IPEACTABICHUS CMEKHBIX
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ITapamerp OmnmcaHne 3HaueHMe

16-OuTOBBIX MoOJICH HyNEH, a BeAylIue HyId B
M0JIE MOXKHO OITyCTHUTD.

Hamnpuwmep, IPv6-anpeca
2001:0db8:3c4d:0015:0000:0000:1a2f:1a2b

MOTYT OBITH COKpAIICHBI 10
2001:db8:3c4d:15::1a2f:1a2b.

VIHCTPYKIH/H/I II0 MCII0JIB30BaHWMIO

Ilocne namenenus anapeca muIro3a HOBBIN anapecC BCTYMAET B CUITY HCMCJICHHO.

IIpumep
# YcranoBka 3HaueHust 2001::1 B kagectBe [Pv6-aapeca numoza iBMC.
iBMC:/->ipmcset -d gateway6 -v 2001::1
Set gateway6 successfully.
# 3ampoc HOBOroO aapeca nuto3a iIBMC.
iBMC:/->ipmcget -d ipinfo
EthGroup ID g 1
Net Mode : Manual
Net Type : Dedicated
IPv4 Information
IP Mode : dhcp
IP Address : 192.168.0.12
Subnet Mask : 255.255.0.0
Default Gateway : 192.168.0.25
MAC Address : 00:18:el:c5:d8:66
IPv6 Information
IPv6 Mode : static
IPv6 Address : 2001::65
Default Gateway IPv6e : 2001::1
Link-Local Address : feB80::218:elff:fec5:d866/64
VLAN Information B
VLAN State : disabled
VLAN ID g 4
EthGroup ID g 4
Net Mode : Manual
Net Type : Dedicated
IPv4 Information 3
IP Mode ¢ static
IP Address : 192.168.0.25
Subnet Mask : 255.255.255.0
Default Gateway : 192.168.0.25
MAC Address : 00:18:el:c5:d8:26
IPv6 Information
IPv6 Mode : static
IPv6 Address : 2001::65
Default Gateway IPv6 : 2001::1
Link-Local Address : fe80::218:elff:fec5:d826/64
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VLAN Information
VLAN State

EthGroup ID

Net Mode

Net Type

IPv4 Information
IP Mode

IP Address
Subnet Mask
Default Gateway
MAC Address

IPv6 Information
IPv6 Mode

IPv6 Address

disabled

2
Manual
Dedicated

static

10.0.0.1
255255 .255 252

static

Default Gateway IPvV6

Link-Local Address

VLAN Information
VLAN State
VLAN ID

fe80::218:elff:fec5:d887/64

enabled
4094

4.3.8 HacTporika pe>kuma ceTeBoro nopra (netmode)

DyHKUMA

dopmar

ITapameTpsb1

Komanma netmode ucnonbs3yetes st ykasanus ceteBoro mopta iBMC.

ipmcset -d netmode -v <option>

ITapameTp Omnmcanne 3HaueHMe
option Ceteoii mopt iBMC. e 1:Manual
e 2: Adaptive
3HavyeHue 1o yMoIyaHuo: 1

VIHCTPYK[II/II/I II0 MCII0JIB30BaHWMIO

IIpumep

®  Ecnu i mapamerpa Option yctaHoBiIeHO 3HaYeHHe 1, HeOOXOIMMO BPYUHYIO HACTPOUTH
ceTeBo# nopt ympasneHus iBMC.

®  Eciu i napaMerpa Option ycTaHOBICHO 3HAYCHHE 2, HCOOXOAUMO YKa3aTh CETEBbIC
MOPTHI A7 aBTOCOIIacoBanus. Beinenennslil mopt iBMC nmeer npuopureT Haj
JIPYTEMH YKa3aHHBIME CETEBBIMU IopTaMu. Eciu BeIeneHHEIHN ceTeBoit mopt iBMC
HEJOCTYIIEH, CETeBOH MOPT OyAeT BRIOpaH U3 IPYTHX JOCTYITHBIX IIOPTOB.

# BrurroueHHe BpYyYHYIO yKa3aHHOTO ceTeBoro nopra iBMC.
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iBMC:/->ipmcset -d netmode -v 1

Set net mode Manual successfully.

# 3ampoc pexuma ceteBoro nopra iBMC.

iBMC:/->ipmcget -d ipinfo

EthGroup ID
Net Mode
Net Type

1

Manual

Dedicated

IPv4 Information

IP Mode
IP Address
Subnet Mask

Default Gateway

MAC Address

static

128.5.197.98
255.255.224.0

128.5.197.98

00:18:el:c5:d8:66

IPv6 Information

IPv6 Mode
IPv6 Address

dhcp

Default Gateway IPv6

Link-Local Address

VLAN Information

VLAN State
VLAN ID

disabled

1

fe80::218:elff:fec5:d866/64

4.3.9 Hactporka akruHOro noprta iBMC (activeport)

DyHKIMSA
Komanna activeport ucronsyercst [/ist HACTPOHKH aKTHBHOTO CETEBOTO MOPTa YIPABICHHS
iBMC.
dopmar
ipmcset -d activeport -v <option> [portid]
ITapameTpsnI1
ITapamerp Omnmncaane 3HaueHMe
option Tun mopta ® (: BBIICTICHHBIN CETEBOM MOPT
¢ 1:moptr Ha LOM
® 2:mopt Ha miare PCle
® 3! ceTeBOii MOPT arperauu
NPUMEYAHUE
I[I/Ial'IaSOH 3HAYCHUHN 3aBHCHT OT MOJ€JI CEpBEpPA.
portid Howmep mopra -

V.[HCTPYKI_H/II/I II0 UCITI0JIb30BaHMIO

st BeIgeneHHOro ceteBoro mopra iBMC HeT HeoOXomuMOCTH yKa3biBath Portid.
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IIpumep

# YcTtaHOBKaA BBIICJICHHOI'O CE€TCBOI'0 MOPTAa B KAYCCTBC ITOPTa iBMC.

iBMC:/->ipmcset -d activeport -v 0

Set active port successfully.

# 3anpoc uapopMmarmu o mopte iBMC.

iBMC:/->ipmcget -d ipinfo

EthGroup ID

1

Net Mode Manual

Net Type Dedicated
IPv4 Information

IP Mode static

IP Address 128.5.197.98

Subnet Mask

255.255.224.0

Default Gateway : 128.5.197.98

MAC Address

00:18:el:c5:d8:66

IPv6 Information

IPv6 Mode

IPv6 Address

dhcp

Default Gateway IPv6
Link-Local Address : fe80::218:elff:fec5:d866/64
VLAN Information

VLAN State
VLAN ID

disabled
1

4.3.10 Hactporika ID VLAN pnJist cereBoro nopra (vlan)

DyHKI A
Komanma vlan ucnonssyercs s Hactpoiiku ID VLAN mopra BHEOIIOCHOTO HHTepdeiica
cereBoro korTpoiuiepa (NC-SI) iBMC. NC-SI nmo3Bosser ceTeBoMy MmopTy paboTrarh B
kadecTBe nopta iBMC.
dopmar
ipmcset -d vlan -v <off | id>
ITapameTpsbI
ITapamerp | Ommcanme 3HagyeHMe
off Ortkirouerne VLAN. -
vlanid Unentudpukamus VLAN, Kk KOTOPOH TPpUHAICKUT or 1 no 4094
CeTEBOU TIOpT. ot 1 10 4093

V.[HCTPYKI_H/II/I II0 MCII0JIb30BaHMIO
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IIpumep
#YcrtanoBka 3HaueHus 405 B kauectBe ID VLAN ceteBoro mopra ynpasienus iBMC.

iBMC:/->ipmcset -d vlan -v 405

Set vlan state successfully.
# 3anpoc uHTPOpMaNUU 0 vlan ceTeBoro mopra.

iBMC:/->ipmcget -d ipinfo

EthGroup ID 1

Net Mode : Manual

Net Type : Dedicated
IPv4 Information

IP Mode ¢ static

IP Address : 128.5.197.98
Subnet Mask : 255.255.224.0
Default Gateway : 128.5.197.98
MAC Address : 00:18:el:c5:d8:66
IPv6 Information

IPv6 Mode : dhcp

IPv6 Address
Default Gateway IPv6

Link-Local Address : fe80::218:elff:fec5:d866/64
VLAN Information
VLAN State : disabled

4.3.11 3ampoc n nepeHaIIpaBjIeHVeE I0C/IeI0BaTETbHOTO OPTa
(serialdir)

DyHKIMA
Komanma serialdir ucrosnb3yercst st 3anmpoca 1 HAaCTPOMKH IepeHaIpaBIeHUs
NMOCJICA0BATECJIBLHOTO ITOpTA.
dopmar
ipmcget -d serialdir
ipmcset -d serialdir -v <option>
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ITapameTpsb1
ITapamerp | Onomcanne 3HaueHMe
<option> Hcnone3yemsrit ¢ (: mepeHampaBIIeHIE MOCIIEIOBATEIFHOTO
MOCJIeI0BATENbHBIN TopTa Ha MaHEJH cepBepa Ha
MOpT. MIOCJIEA0BATENbHbIA TOPT CUCTEMBI.

® 1: mepeHanpaBleHHE MOCJICI0BATEIHLHOTO
MOpTa Ha MaHEJH cepBepa Ha
nocienoBarensHb mopt iBMC.

¢ 2: mepeHanpasieHue mopra SOL Ha
MO CJIEIOBATEJIBHBIN MTOPT CUCTEMBIL.

¢ 3: mepenamnpasneHue nopra SOL Ha
nocienoBarenbHb mopt iBMC.

Jlnana3oH 3HauyeHUH TaHHOTO IapaMeTpa 3aBUCUT
OT Mozenu cepBepa. Ilepen HacTpoiikoit
MIOCJIEZIOBATEIbHOTO MTOPTA BHINOJIHUTE KOMAaHIY
ipmcget -d serialdir mis 3anpoca auana3zona
3HAYEHMI JAaHHOTO IapaMeTpa.

VIHCTPYKI_H/II/I II10 MCITIOJIb30BaHMIO

Hacrpoiika nepenanpasnenust nopta SOL nMmeeT mpHOpUTET HaJ HACTPOHKOM

MO CJIeI0OBATEeIHHOTO MOPTa Ha MaHenu ceprepa. [lpu nepenanpasnennu mopta SOL Ha
MOCJICIOBATEIbHBIN MOPT cucTeMbl i iBMC, KOTOpBIH B HacTOSIIIEE BpeMsI
TIepEeHANPABIISECTCS U3 MOCIIEJOBATEILHOTO MIOPTA Ha MaHEeN CepBepa, MOCie 10BaTeIbHBIN
TOPT Ha MaHEJM CepBepa CTAHET BPEMEHHO HeJocTyneH. VIcXxomHble HacTpOHKH
MOCJICJIOBATEIILHOTO MTOPTA Ha MAHENH cepBepa OyIyT BOCCTAHOBIEHBI TOJIBKO MOCIE
oTkitoueHus mopra SOL.

IIpumep

# [lepeHanpapieHue MOCIEOBATEIFHOTO OPTa Ha AHEH CepBepa Ha MOCIIeOBATEIIbHBIH
nopt iBMC.

iBMC:/->ipmcset -d serialdir -v 1

Set serial port direction successfully.

# 3anpoc uH(pOPMAINK 0 IEPCHATIPABICHUH ITOCIIEI0BATEIHHOTO TIOPTA.

iBMC:/->ipmcget -d serialdir

Currently connected serial direction

Num Source Destination
1 PANEL COM BMC COM

4.3.12 Ilepe3zanyck cuctembl iBMC (reset)

DOyHKIIVA

Komanpa reset ucrionb3yeTces [uis epesamycka cuctembl iBMC.
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dopmar

ipmcset -d reset

ITapameTpsbI1

VIHCTPYKI_H/H/I II0 MCII0JIb30BaHMIO

® B 0/IHOCHCTEMHOM peXXHMME BBITOJHEHUE KOMaHbI restart Ha ocHoBHOH cricteme iBMC
TpUBENET K OMHOBPEMEHHOMY I€pE3allyCKy OCHOBHOM M BCIIOMOTATEIbHON CHCTEMBI
iBMC.

® B nBycrucTeMHOM pekxuMe KoMaH[bI restart mpusener k nepe3amnycky TOJIBKO TOH
cuctembl IBMC, Ha KOTOPOH BBITIOHACTCS 3Ta KOMaH/IA.
ITpumep
# Ilepe3anyck cuctembl iBMC.

iBMC:/->ipmcset -d reset
This operation will reboot iBMC system. Continue? [Y/N]:y
Resetting...

4.3.13 O6HoB1IeHMEe BcTpoeHHOTO 1O (upgrade)

DyHKI A
Komanna upgrade ucmonbsyercs uist ooHoBiIeHuUs BetpoerHoro I1O cepsepa, KoTopoe
BriroyaeT BcrpoeHHoe [10 iBMC, BIOS, SD-kapThl, a Takke CIIOKHOTO MPOrpaMMUPYEMOTO
noruyeckoro yctpoiictea (CPLD).
dopmar
ipmcset -d upgrade -v <filepath>
IlapameTpsbI1
ITapamerp | Onmcanne 3HaueHMe
filepath AGCOIIOTHBIN IyTh K (aiiiny Ipumep 3HaUEHUS:
0GHOBIIEHHSL. /tmp/image.hpm.
NPUMEYAHUE
TMoanepxuBaetcs TOJBKO daita Xxx.hpm.

VIHCTPYKI_H/H/I II10 MCITIOJIb30BaHMIO

Ucnonp3yiiTe HHCTPYMEHT Nepenadu ¢aiinos, 4ToOkI 3arpy3uTh (haiiin 0OHOBICHHS B
omnpeneneHnbiii katanor iBMC Ha 1ieneBoM cepBepe U BBINOJIHUTE 3Ty KOMaHIY.

® B 0JHOCHCTEMHOM PEXKHME BBIIOJHEHHE KOMaH bl UPgrade Ha 0OCHOBHOI cHCTEMe
iBMC nipuBejieT kK OqHOBpeMEHHOMY OOHOBJICHHIO OCHOBHOM M BCIIOMOTATEIbHOM
cucremsl iBMC.
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® B iBycuCTEeMHOM pexuMe KoMaHa Upgrade nmpuBeaeT K OOHOBICHHUIO TOJIBKO TOM
cuctembl IBMC, Ha KOTOPOH BBITIOIHACTCS 3Ta KOMaH/IA.

[Toce 3aBepirenus: ooHOBNICHUS KoHTposuiepa iBMC wim SD-kaptel iBMC aBromaTnye cku
nepe3arpy3uTcs, 9T00bI OOHOBICHHE BCTYIIUIIO B CHITY.

IIpumep
# O6HoBieHHEe BcTpoeHHOTO [10.

iBMC:/->ipmcset -d upgrade -v /tmp/image.hpm

Please make sure the iBMC is working while upgrading!
Updating...

100%

Update successfully.

4.3.14 ®oto 3KpaHa (printscreen)

DyHKIMA
Komanma printscreen ucnons3yeTcs Ajist CO3MaHUs CKPUHIIIOTA SKPaHa cepBepa.
dopmar
ipmcset -d printscreen [-v wakeup]
ITapameTpsbI
ITapametp Omicanmne 3HadeHMe
Wakeup BI)IXOZ[ CHUCTEMBI U3 CIIAIICTIO peXUMaA. —

VIHCTpyKIIMM 110 MCI10/Ib30BaHUIO

CrenaHHbBIM CKPUHIIIOT aBTOMATHYECKH COXpaHsieTcs B Buae daima manualscreen.jpeg B
karanore /tmp/web. ITepenaiite daiin KIMEHTY ¢ TIOMOIBIO HHCTPYMEHTA Tepeaadu (aiios,
a 3aTeM IIPOCMOTPHUTE €TO.

ABHMMAHME

[Mpu 3amycke KoMaH b1 PriNtSCreen HeCKOIBKO pa3 COXPAHHUTCS TOIBKO MMOCTCTHUI
CKPHHIIIOT.

IIpumep
# CKpUHIIOT 3KpaHa cepBepa.
iBMC:/->ipmcset -d printscreen
Download print screen image to /tmp/manualscreen.jpeg successfully.
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4.3.15 Bo3spart Kk npexnpiayiet Bepcun 11O iBMC (rollback)

DyHKIMA

dopmar

ITapameTpb1

Komanna rollback ucnonesyercs s nepexmouenust Bctpoerroro I10 iBMC u3 daiina
o0pa3a 0OCHOBHOTO pasjielia Jucka B (aii 00pas3a BCIOMOraTeIbHOro paszena.

ipmcset -d rollback

VIHCTpyKIIMM 110 MCII0/Ib30BaHMIO

IIpumep

® B 0JHOCHCTEMHOM peXKUME BhIIONHEHHE KoMaH bl rollback Ha ocHoBHON cucTeMe
iBMC npuBeieT kK OqHOBPEeMEHHOMY BO3BpaTy K MpelbIAyIlel BEpCUHU OCHOBHON U
BCIIoMorareiabHou cucteMsl iBMC.

® B aBycucteMHOM pexxume komanzaa rollback mpusener k Bo3BpaTy K mpeabiayiiei
BEPCHUH TOJIBKO TOH cucteMbl iBMC, Ha KOTOpOH BBITOTHIETCS 3Ta KOMaH/IA.

®  Dra komanja nepekiodaeT BctpoeHHoe [10 iBMC u3 daiina o0paza 0CHOBHOTO pasjiera
Jucka B (aits1 oOpa3a BCIIOMOTATEJILHOTO pasjeia. Eciau ¢alinbl 00pa3oB B OCHOBHOM U
BCIIOMOTATEIBLHOM pasjiesiaX UMEIOT OJHY M Ty )K€ BEPCHIO, BEPCHs HE H3MEHSETCS TOCIIe
BBIMOJHEHHSI TAHHON KOMaH/IbL.

# Bosspar k npeasiaymieit Bepcun [10 iBMC.

iBMC:/->ipmcset -d rollback
WARNING: The operation may have many adverse effects
Do you want to continue?[Y/N]:y

Set rollback successfully, system will reboot soon!

4.3.16 3anpoc pe3ysibTaTa BO3BpaTa K npeabiayiien sepcun 110
iBMC (rollbackstatus)

DyHKI A
Komanpna rollbackstatus ucmons3syetes uist 3ampoca pesyibraTa Bo3BpaTa K MpebIIyIei
Bepcuu [10 iBMC.
dopmar
ipmcget -d rollbackstatus
ITapameTpsbI
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VIHCTPYKIII/II/I II0 MCII0JIB30BaHMIO

IIpumep
# 3anpoc pesynbrata Bo3Bparta K npeasinyuieit sepcun [10 iBMC.

iBMC:/->ipmcget -d rollbackstatus

Last rollback success!

4.3.17 HacTpovika craTtyca o0cy>kuBaHMA (service -d state)

DyHKUMA
Komanna service -d state ucnons3yercst [J1st HACTPOHKH cTaTyca obciyxkuBanus st iBMC.
dopmar
ipmcset -t service -d state -v <option> <enabled | disabled>
ITapameTpsb1
ITapamerp Omnmcanne 3HageHMe
option Tun ceppuca. e SSH
e SNMP
e KVM
e VMM
* Video
e HTTP
e HTTPS
* RMCP
¢ RMCP+
e SSDP
enabled AKTHBaLMs CEpBUCA —
disabled JleakTuBamnms cepprca —

VIHCTPYK[II/II/I II0 MCII0JIB30BaHWMIO

3HayeHue napamerpa Option He YYBCTBUTEIBHO K PETHUCTDY.

AxtuBanus cepsuca HTTP MoxeT npuBeCTH K MOSIBICHUIO OMPEIEICHHBIX PUCKOB
0e30macHOCTH.
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IIpumep
# AxtuBanus cepsuca HTTP.

iBMC:/->ipmcset -t service -d state -v http enabled

Set http service state(enabled) successfully.

4.3.18 HacTporika HoMepa cepBMCHOro nopra (service -d port)

DOyHKIIVA
Komanna service -d port ucnons3yercst [1Jisi HACTPOHKH HOMepa CEePBUCHOTO OPTA.
dopmar
ipmcset -t service -d port -v <option> <portlvalue> [port2value]
IlapameTpsbI1
ITapamerp Omnmncanne 3HadeHMe
option Tun cepBrca e SSH
* SNMP
e KVM
e VMM
* Video
e HTTP
e HTTPS
¢ RMCP
portlvalue Howmep mopra ot 1 mo 65535
port2value Howmep cepBucHoro mnopra. ot 1 1o 65535
JlaHHBIIT HOMEp TTOpTa
JOCTYTEH TOJIBKO IS
cepsuca RMCP.

VIHCTPYK[II/II/I II0 MCII0JIB30BaHWMIO

Ecnu ans Homepa nopta BeO-cepepa (HTTP) wnu (HTTPS) ycranoBneHo 3naueHune 65535,
Google Chrome He MOXET YCTAaHOBHUTH CEaHC Y€pe3 ATOT MOPT.

IIpumep
# Ycranoska 3Hauenus 443 s nopra HTTPS.
iBMC:/->ipmcset -t service -d port -v https 443
Set https service port to 443 successfully.
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4.3.19 3anpoc cepBucHov mHPopmanmm (service -d list)

DyHKIMA

Komanza service -d list ucrnonbs3yeTcs aj1s 3ampoca cepBUCHON HHPOPMAIIHH.
dopmar

ipmcget -t service -d list
ITapameTpn1

VIHCTPYKIH/IT/I II0 MCII0JIB30BaHWMIO

IIpumep
# 3ampoc cepBUCHON HH(OPMAIIHH.

iBMC:/->ipmcget -t service -d list

service name | state | port
SSH | Enabled | 22

SNMP | Enabled | 168

KVM | Disabled | 2001

VMM | Disabled | 8001
Video | Enabled | 2200
HTTP | Enabled | 80

HTTPS | Enabled | 443

RMCP | Disabled | 1004,184
RMCP+ | Enabled | 1004,184
SSDP | Enabled | 1004,184

4.3.20 HacTpovika craTyca BKJIIOYeHMs cO00IeHMsI 0e30I1acHOCTH
IIpM BXoJe B cucTeMy (securitybanner -d state)

DyHKUMA
Komanma securitybanner -d state ucmons3yercst mist HACTPOHKH 0TOGPAKEHHUST COOOIIIEHHSI
CUCTeMbI Oe30macHOCTH TpH Bxoae Ha iBMC.
dopmar
ipmcset -t securitybanner -d state -v <enabled | disabled>
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ITapameTpsb1

ITapametp

Ommcaane

3HaueHmne

enabled

CooOrmeHne cucTeMbl 0e30I1acHOCTH OyIeT oToOpaxarbes Ha | —

CTpaHUIIC BXOIA.

disabled

Coo0meHne cucTeMbl 0€30MacHOCTH He OyneT oToOpaxkaTbes | —

Ha CTpaHUILIC BXOAa.

VIHCTpyKIIMM 110 MCII0/Ib30BaHMIO

IIpumep

# Hactpoiika s iBMC oToOpaxeHus1 COOOIIEHNsT CHCTEMBI 0€30TaCHOCTH Ha CTPAHHUIIE

BXO7za.

iBMC:/->ipmcset -t securitybanner -d state -v enabled

Enable login security banner state successfully.

4.3.21 HacTpovika cooO1IeHMsA ccTeMbl 0e30I1aCHOCTY IIPY BXOLe
(securitybanner -d content)

Komanna securitybanner -d content ucrosnb3yercs Ajis HACTPOHKH COOOLICHHS CHCTEMBI
6e3omacHocTH npu Bxoze B iBMC.

ipmcset -t securitybanner -d content -v <default | "option™>

Onmcaane

3HaueHMe

Coo0111eHre CuCTEMBI 0€30IMaCHOCTH,
YCTaHOBJICHHOE 10 YMOJTYaHHIO.

DyHKUMA

dopmar

ITapameTpsbI
ITapametp
default
option

Hactpoiika coo0mieHuns cucTeMbl 0e30I1aCHOCTH.

Crpoxka ot 0 no 1600
CUMBOJIOB

VIHCTPYK[II/II/I II0 UCII0JIB30BaHWMIO

ITIpumep

# YcTaHOBKA COO6H_[CHI/ISI CHCTEMEBI O€30IMaCHOCTH IIpHU BXOJE KaK COO6]J.ICHI/I$[ M0 YMOJIYaHHIO.
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iBMC:/-> ipmcset -t securitybanner -d content -v default

Set login security banner content successfully.

4.3.22 3ampoc coo01IeHMs cUCTeMbl 0€30IIaCHOCTH IIPU  BXOJe
(securitybanner -d info)

DyHKIMSA
Komanma securitybanner -d info ucrons3syercs st 3anpoca cooOLIEHNS] CHCTEMBI
6e3onacHocTH Tpu Bxoxe B iBMC.

dopmar
ipmcget -t securitybanner -d info

ITapameTpsbI1

VIHCTPYKI_H/H/I II10 MCITIOJIb30BaHMIO

ITpumep
# 3anpoc cooOIIeHHS CUCTEMbI 0€30ITaCHOCTH TIPU BXOJE.

iBMC:/-> ipmcget -t securitybanner -d info

Login security banner information state: enabled.

Login security banner information:

WARNING! This system is PRIVATE and PROPRIETARY and may only be accessed by authorized
users. Unauthorized use of the system is prohibited. The owner, or its agents, may monitor
any activity or communication on the system. The owner, or its agents, may retrieve
any information stored within the system. By accessing and using the system, you are
consenting to such monitoring and information retrieval for law enforcement and other

purposes.

4.3.23 imnoptupoBaHme ceprudmkara SSL (certificate -d import)

DyHKUMA
Komanma certificate -d import ucnons3yercst st ummnopra ceprudukara SSL (Secure
Sockets Layer — ypoBens 3amuineHHbIX coketoB) B iBMC.
dopmar
ipmcset -t certificate -d import -v <filepath | file_URL> <type> [passphrase]
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ITapameTpsb1

ITapamerp

OmnmcaHne

3HaueHne

filepath

Karaior, B KoTOpbIit
OyZieT UMIIOPTHPOBAH
ceprudurar SSL.

NMPUMEYAHUE
®aiin ceprudukara
JIOJDKEH OBITH B
¢dopmare *.pfx nm
* pl2 u He MmOXxeT
npesbiuars 100 Kb.

AGcomOTHEIHN yTh K cepTudukary Ha iBMC,
Hampumep, /tmp/test.pfx.

file_URL

URL-anpec
UMIIOPTHPYEMOTO
ceprudukara SSL.

®opmar:

protocol://username:password@IP:[port]/directo
ry/filename

I'ne:
® protocol momken 6wITh B popmare https, sftp,
cifs mm scp.

® USername — uMs TOJIb30BaTes,
HCIIONIB3yEMOTO JUTS BXO/1a Ha IIeJICBOM
cepsep.

® password — maposb, UCIOIb3yEMbIi IS BXOIa
Ha 1IeJIEBO cepBep.

® |P:[port] — IP-anpec u HOMEp TTOpTA IIEJEBOTO
cepsepa.

¢ directory/filename — abconoTHBIN yTh K
ceprudukary SSL Ha 1ieneBoM cepepe.

Hanpuwmep,
https://root:Huawei12#$@10.10.10.1:443/tmp/t
est.pfx.

type

Tun ceptudukara
SSL.

YceraHoBNICHO PUKCHPOBAaHHOE 3HAUCHHE 1.

passphrase

[Maponb ceprudukara
SSL.

3HavyeHre JaHHOTO MapamMeTpa MOXKHO He
YKa3bIBaTh.

MHCTPYKI_H/II/I II0 UCITI0JIb30BaHMIO

IIpumep

WUmnopr cepruduxara SSL.

iBMC:/-> ipmcset -t certificate -d import -v /tmp/test-0l.pfx 1 Huaweil2#$

Import certificate successfully
Reset iBMC for the certificate to take effect.
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4.3.24 3anpoc nadopmannm ceprudmkara SSL (certificate -d

info)
DyHKUIMSA
Komanna certificate -d info ucrione3yercst ast 3anpoca unpopmarmu ceprudurara SSL.
dopmar
ipmcget -t certificate -d info
ITapameTpb1

VIHCTpYyKIIMM 110 MCII0JIb30BaHMIO

IIpumep
# 3anpoc uHbopMarmu ceprudukara SSL.

iBMC:/-> ipmcget -t certificate -d info

SSL Certificate Information:

Issued To: CN=Server, OU=IT, O=Huawei, L=ShenZhen,
Issued By: CN=Server, OU=IT, O=Huawei, L=ShenZhen,

Valid From: Jul 25 2014 GMT
Valid To: Jul 22 2024 GMT

Serial Number: 07

4.3.25 Dxcnopt danna KoHPurypanmuu (config -d export)

S=GuangDong,
S=GuangDong,

DyHKUMA
Komanma config -d export ucnonbssyetcst mst axcropra (aiinos kouduryparmu iBMC, BIOS
n RAID-konTpOsIEpa.
dopmar
ipmcget -t config -d export -v <filepath | file_URL>
ITapameTpsn1
ITapamerp | OmnmcaHmue 3HaueHMe
filepath Karasor mist oxcriopta | AGCONIOTHBIN MyTh K (haiiry KoH(UTyparuu Ha
¢aiina xoudurypauuu. | iBMC.
[Mpumep 3uauenus: /tmp/config.xml
file_URL URL-ampec ®dopmar:
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ITapamerp | OmmcaHue 3HaueHMe
IKCIIOPTUPYEMOTO protocol://username:password@] P:[port]/directo

¢aiina koupurypamuu. | ry/filename

Tne:

* protocol nomxken ObiTh https, sftp, cifs, scp
win nfs.

® Username — UM MOJIL30BATENS,
HCIIONB3yEMOTO 7Tl BXO/Ia Ha IIEJIEBOM
cepsep.

® password — maposts [J1s1 BXO/a Ha IeJIeBOM
cepeep.

e |P:[port] — IP-aagpec 1 HOMED HOpTA LIEJEBOIO
cepsepa.

¢ directory/filename — abGcoOTHBIH MyTh K
Gaiiny KOHQUTYpaIMH Ha TIEIEBOM CEPBEPE.

[Ipumep 3HagueHUs:
https://root: Huaweil2#$@10.10.10.1:443/tmp/
config.xml

VIHCTPYKI_H/II/I II0 MCII0JIb30BaHMIO

ITpumep
OkcnopT aiina KOHPUTypaLHy.

iBMC:/-> ipmcget -t config -d export -v /tmp/testconfig.xml

NOTE: The exported RAID Controller configurations are valid only if they are exported
after the POST is complete.

Collecting configuration...

100%

Export configuration successfully.

4.3.26 Vimniopt dariiia koudurypanmm (config -d import)

DyHKIMSA
Komanna config -d import ucmosnbesyetcs s ummopra daitnos koudurypaiwu iBMC, BIOS
n RAID-koHTpOIIIEpAa.
dopmar
ipmcset -t config -d import -v <filepath | file_URL>
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ITapameTpsb1
ITapamerp | Ommcanmne 3HadeHMe
filepath Karamnor mist nmmoprta | AGCOMIOTHEINA IyTh K (aiiny koHduryparmmm Ha

¢aiina xoupurypauuu. | iBMC.
IMpumep 3uauenus: /tmp/config.xml

file_URL URL-anpec dopwmar:
MMIOPTHPYEMOTO protocol://username:password@]P:[port]/directo
(aitna koH(bUTYpanHn. ry/filename
Tne:

* protocol momken 6wiTh https, sftp, cifs, scp
nan nfs.

® USername — UM MOJL30BATEN,
HCIIOJIb3yEeMOTO JUTSl BXOJa Ha L[EJICBOM
cepaep.

® password — mapoib I BXOJIa Ha IeNeBOi
cepsep.

e |P:[port] — IP-aagpec u HOMEp MOPTA LETEBOTO
cepeepa.

¢ directory/filename — aGcorOTHBIN MyTh K
(aiiy KOHQUTypaIlMK Ha TIEIEBOM CEPBEPE.

[Ipumep 3HaueHHUS:
https://root: Huawei12#$@10.10.10.1:443/tmp/
config.xml

VIHCTpyKUIMM 110 MCII0/Ib30BaHMIO

ITpumep
Wmmnopr ¢aitna koaurypauuu.
iBMC:/-> ipmcset -t config -d import -v /tmp/testconfig.xml
Setting configuration...
100%

Import configuration successfully.
Reset OS for the BIOS config to take effect.

4.3.27 imniopt avira CRL (crl)

DyHKUMSA
Komanna crl ucnone3yetes s uMnopra aiiia co CIMCKOM aHHYTHPOBAHHBIX CEPTH(HUKATOB
(CRL), koTOpBIit TPUMEHSIETCS sl IPOBEPKH ETOCTHOCTH MakeTa OOHOBJICHUSI.
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dopmar

ipmcset -d crl -v <localpath/URL> <type>

ITapameTpsbI1

ITapamer | Ommcanme 3HaveHMe
p

localpath Karauor, B AbcomoTHbIH Karanor Ha iBMC, Hanpumep,
KOTOPBIN /tmp/cms.crl.

UMIIOPTHPYETCS
¢aiin CRL Ha
iBMC.

MNMPUMEYAHUE
®dopwmar ¢aiina
JIOJDKEH OBITh
*.crl, a pasmep
menee 100 Kb.

URL URL-anpec NmeeT cnenyromuii popmar:
MMIOPTHPYCMOT | protocol://username ;password@1P:[port]/directory/filena
o ¢aiina CRL. me
T'ne

e protocol momken 6uTe https, sftp, cifs, scp wiu nfs.

® USername — uMs TOJIb30BaTEsl, UCIOIB3YEMOTO IS
BXOJIa Ha IEeJICBOM cepBep.

® password — mapoJib AJIs BXOJa Ha [eJIeBOi cepBep.

e |P:[port] — IP-agpec 1 HOMEp TOpTAa IIEJIEBOTO
cepBepa.

e directory/filename — aGCoMOTHBINM KATAIOT, B KOTOPBIH
coxpansierca aiin CRL Ha neneBom cepsepe.

IIpumep 3HaueHuUs:
https://root: Huawei1l2#$@10.10.10.1:443/tmp/cms.crl

type Tun daitma YeranoBneHo GpUKCHpOBAaHHOE 3HAUCHHE 1.
CRL.

V.[HCTPYKI_H/II/I II0 MCII0JIb30BaHWMIO

JlanHas KOMaHJa TOCTYIIHA TOJIBKO I cepBEpoB V5.

IIpumep
# Nmmopt aiina CRL.
iBMC:/-> ipmcset -d crl -v /tmp/cms.crl 1
Import CRL file successfully.
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4.3.28 MouTtpoBKa daria Ha BupTyaapHbet CD-auck (vmm -d
connect)

DyHKUIMSA
Komanmga vmm -d connect ucrnonbs3yeTcs st MOHTHPOBKH (haiina Ha BupTyanbHbid CD-1uck.
dopmar
ipmcset -t vmm -d connect -v <file_URL>
ITapameTpb1
IIapamerp | OmmcaHne 3HadeHMe
file_URL HcxonHblid kataior dopwmar:

MorTHpyemoro Gafina. | yrotacol://[username:password@]1P: [port]/direct

ory/filename
Ine:
® 3nauenwue protocol gommkuo ObITE NTS WK Cifs.

® Uusername — uMs TOJIb30BaTeJIs,
HCIIOIb3yEMOTO JUTS BX0/1a Ha IeJICBOH
cepsep.

® password — maposib, KCIONIB3YEMBIiA /IS BXOIa
Ha TIEJIEBOU cepBep.

e |P:[port] — IP-aagpec 1 HOMED HOpTA LIEJEBOIO
cepeepa.

¢ directory/filename — abcorOTHBINM KaTaJIoT, B
KOTOPBIil coxpaHsieTcs (aiii Ha [eJIeBOM
cepaepe.

Hanpuwmep,

nfs://192.168.44.178/home/admin/nfsserver/rhel-

server-6.3-x86_64-dvd.iso.

NPUMEYAHUE
file URL moxer comepxarb 10 255 CHMBOJIOB.

VIHCTPYK[II/II/I II0 MCII0JIB30BaHWMIO

ITpumep
# Montuposka rhel-server-6.3-x86_64-dvd.iso na BuptyansHbiii CD-auck.
iBMC:/-> ipmcset -t vmm -d connect -v
nfs://192.168.44.178/home/admin/nfsserver/rhel-server-6.3-x86_64-dvd.iso
Connect virtual media...
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Connect virtual media successfully.

4.3.29 Otxirouenme BupryasipHoro CD-agncka (vmm -d

Komanma vmm -d disconnect wucrionb3yeTest 1j1si OTKIOYEHNS BUPTYaibHOTO JTUCKA

disconnect)
DyHKIMSA
CD-ROM.
dopmar
ipmcset -t vmm -d disconnect
ITapameTpsbI

MHCTPYKI_H/II/I I10 MCIIOJIb30BaHMIO

ITpumep
# Otkmouenue BupTyanpHoro CD-nucka.

iBMC:/-> ipmcset -t vmm -d disconnect
Disconnect virtual media...

Disconnect virtual media successfully.

4.3.30 3anpoc mHPOpMaIIMM O BUPTyaIbHOM HOocuTeste (vimm -d

Komanma vmm -d info ucmonesyetcs s 3ampoca HHGOPMAIHH O BUPTYaIbHOM HOCHUTENE

info)
DyHKIMSA
iBMC.
dopmar
ipmcget -t vmm -d info
ITapameTpsb1

VIHCTPYKI_H/H/I II0 MCII0JIB30BaHMIO
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IIpumep

# 3ampoc HH(pOPMAINY O BUPTYaTHLHOM HOCHUTEIE.

iBMC:/-> ipmcget -t vmm -d info

Virtual Media Information:

Maximum Number of Virtual Media Sessions: 1
Number of Activated Sessions 3 0

Activated Sessions URL

4.3.31 3ampoc v HaCTpOWKa peXXKmnMa OXJIaKIeH s

DyHKI A

dopmar

ITapameTpn1

Komanna coolingpowermode ncnionb3yeTcs it HACTPOMKH U 3a[poca PEXUMA OXITaXKICHUS
cepsepa.

ipmcget -t maintenance -d coolingpowermode

ipmcset -t maintenance -d coolingpowermode -v <option>

ITapamerp | OmmcaHue 3HaueHMe
IapaMeTpa

option Pexxum oximakaeHus ® (: HU3KHU PEKUM OXITAKICHUS.
cepsepa. ® 1: BBICOKHIA PEKUM OXJIAXKICHUSI.

VIHCTpyKIIMM 110 MCII0/Ib30BaHMIO

ITIpumep

JlanHas xoMaH/a MOXKET HcIoiib30BaThes Tosibko Ha RH8100 V3. B nBycuctemMHOM pexume
pabOTHI PEKUM OXJIa’KCHUS MOXKET OBITh YCTAHOBJIEH TOJBKO HAa aKTHBHOHN CHCTEME.

# YcTaHOBKA HU3KOTO PEXXKMMa OXJIAXKICHUS CEpBEpa.

iBMC:/-> ipmcset -t maintenance -d coolingpowermode -v 0

Set cooling power mode to [Power saving mode] successfully.

# BHHpOC TEKYIIETO pEXKHUMa OXJIAXKIACHUS.

iBMC:/-> ipmcget -t maintenance -d coolingpowermode

Power saving mode
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4.4 Komanpae! Trap

B nannom pas3aciie MpuBEACHO OMMMCAaHNE BCEX tI'ap-KOMaH,I[.

4.4.1 3anpoc 1 HacTpovika craryca npepbiBaauit SNMP (trap -d
state)

DyHKIMSA
Komanma trap -d state ucmons3yeTcs st HACTPOMKH U 3ampoca craryca npepsBanuii SNMP.
dopmar
ipmcget -t trap -d state [-v <destination>]
ipmcset -t trap -d state -v <destination> <disabled | enabled>
ITapameTpsbI
ITapametp Omnmncanne 3HadyeHMe
destination IlyHKT Ha3sHAYEHHMS I ipepbiBanuii SNMP. or 1 no 4
disabled Otximouenue npepoiBannii SNMP. -
enabled Bxutouenue npepsiBanuii SNMP. -

VIHCTPYKIH/H/I II0 MCII0JIB30BaHWMIO

IIpumep
# Otknrouenue npepeiBannii SNMP miist myHKTa HazHadyeHus 1.
iBMC:/->ipmcset -t trap -d state -v 1 disabled
Set trap destl disabled successfully.
# 3anpoc craryca npepeBanuii SNMP myHkTa Ha3HayeHus 1.

iBMC:/->ipmcget -t trap -d state -v 1
trap destl state : disabled

4.4.2 Hactporika HoOMepa nopta rpepbsiBanuit SNMP (trap -d
port)

DyHKUMSA
Komanma trap -d port ucmosnb3yercst i HACTPOWKK HoMepa mopTta npepsiBaruii SNMP
iBMC.
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dopmar

ipmcset -t trap -d port -v <destination> <portvalue>

ITapameTpsbI1
ITapamerp | Onmcanne 3HaueHMe
destination | ITyHkT Ha3HAYCHUS IS OPEPHIBAHUN [unama3on 3Hauenwuii: ot 1 go 4
SNMP.
portvalue Howmep nopra npepriBanuii SNMP. Juana3on 3HayeHuit: ot 1 go
65535
3HaveHue 1o yMomyaHuio: 162

V.[HCTPYKI_IVII/I II0 UCII0JIb30BaHMIO

IIpumep
# YcranoBka 3HaueHust 1024 s Homepa noprta npepeiBanuid SNMP nyHkta HazHaueHus 1.

iBMC:/->ipmcset -t trap -d port -v 1 1024
Set trap destl port successfully.

4.4.3 Hactporka nmeHmn coob1imecrBa rmpepbiBaumnit SNMP (trap
-d community)

DyHKIIMSA
Komanma trap -d community ucrons3yeTcs 11l HACTPORKH MMEHH COOOIIECTBA IPEPHIBAHMI
SNMP.
dopmar
ipmcset -t trap -d community
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ITapameTpsb1
ITapamerp | Onomcanne 3HaueHMe
Community | Ctpoka 3uavenue 1o ymomdanuto: TrapAdminl2#$
coo6meCTBel Juama3oH 3HaueHU pa3nudaeTcs B 3aBUCUMOCTH OT TOTO,
gpNel\IjII;BaHHH BKJIIOUEHA JIH TIPOBEPKA CIOKHOCTH MapoJIs.

e Ecnu mpoBepKa CIOKHOCTH apoJIsl OTKIII0YeHa, TO
KadeCTBE 3HAYCHHS MOXKET UCIIOIB30BaThCS CTPOKA
JuHOU 0T 1 10 18 cMBOIIOB, cocTosIIAs U3 OYKB,
QP U CHENHANTEHBIX CHMBOJIOB (32 HCKITIOYCHHUEM
po0OeIoB).

* Ecnu mpoBepka CIOKHOCTH Napoiis BKIOYEHA, TO
3HAUYEHHUE JOJKHO COOTBETCTBOBATH CJICIYIOIINM
TpeOOBaHUSIM:

B

- Tlaponp momxeH conepxarh oT 8 10 18 cumBOIOB

- ConepxaTb Kak MUHUMYM J[Ba TTapaMeTpa U3
CIEAYIONIMX : TPOMUCHBIE OYKBBI OT A 10 Z,
CTpo4HBIE OYKBBI OT a 110 Z, tudpsl ot 0 10 9

- Om JAOJKCH BKIIOYaTb, KAK MUHUMYM, OAWH HU3
cJIeayromux CrieualbHbIX CUMBOJIOB:

@SN &F()- =H[{}]: <>

- He momxen comepxars mpoOEIIbI.

V.[HCTpYKI_IVII/I II0 UCII0JIb30BaHMIO

ITpumep

# YctanoBka 3HaueHuss Mytrap mist umMeHun coodmectBa npepoiBanuii SNMP.

iBMC:/->ipmcset -t trap -d community

New Community:

Confirm Community:

Set SNMP trap community successfully.

4.4.4 Hactponka IP-anpeca npepbiBaumit SNMP (trap -d address)

DyHKI A

Komanna trap -d address ucnons3syercst qist Hactpoiiku [P-anpeca npepsisanuii SNMP.

dopmar

ipmcset -t trap -d address -v <destination> <ipaddr>
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ITapameTpsb1

ITapamerp | Onomcanne 3HaueHMe

destination | ITyukT orl no4
Ha3HAYCHUS JUIsI
MpepbIBaHUI
SNMP.

ipaddr IP-anpec mis D10 MoxeT 6biTh IPv4-anpec (B hopmare
TIOJTyYCHUS XXX.XXX.XXX.XXX), IPV6-anpec (B hopmare
trap-coo6meHm71 XXXXIXXXX:XXXX:XXXXZXXXX:XXXX:XXXX:XXXX) i
SNMP. 3HaYCHHE MOXKET OBITh HE yka3aHo (B popmare "").

VIHCTPYKIH/H/I II0 MCII0JIB30BaHWMIO
Ecnn 3nauenue ipaddr He yka3aHo, TO JaHHAs KOMaHIa UCHOJIB3YETCS IS YAAJICHUS
IP-agpeca.

IIpumep
# Hactpoiika 3nauenns 10.10.10.10. IP-anpeca momydenus trap-cooOmieHnit

iBMC:/->ipmcset -t trap -d address -v 1 10.10.10.10
Set trap destl address successfully.

# Ynanenue [P-anpeca npeppBanuit SNMP mynkra HazHaueHus 1.

iBMC:/->ipmcset -t trap -d address -v 1 ""
Set trap destl address successfully.

4.4.5 3anipoc mHpOpPMaIIMV O IIYHKTE Ha3HAUEHMS IIpe PhIBaHMUMI
SNMP (trap -d trapiteminfo)

DyHKIMSA
Komanma trap -d trapiteminfo ucnonbesyercst ayist 3anpoca HHGOPMAIMU O ITyHKTE
HazHayeHus npepreiBanuii SNMP, kotopas BkitodaeT craryc npepbiBanuii SNMP, IP-anpec u
HOMED IopTa.

dopmar
ipmcget -t trap -d trapiteminfo

ITapameTpsbI

VIHCTPYKI_IVH/I II10 MCITI0JIb30BaHMIO
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IIpumep
# 3anpoc uH(pOpMAIIMK O MyHKTE Ha3HAUeHUs mpepbiBaHmin SNMP.

iBMC:/->ipmcget -t trap -d trapiteminfo

TrapItem Num | state | port | alert address
1 | enabled | 1024 | 10.10.10.10

2 | disabled | 162 |

3 | disabled | 162 |

4 | disabled | 162 |

4.4.6 3arrpoc 1 HacTpo¥iKa Bepcuy npepbiBaauit SNMP (trap -d
version)

DyHKIIMSA
Komanma trap -d version ucrosb3yercst Ui HACTPOMKH U 3a1ipoca BEPCHH MPEePhIBAHUIMA
SNMP.
dopmar
ipmcget -t trap -d version
ipmcset -t trap -d version -v <V1|V2C | V3>
ITapameTpsbI1
ITapameTp Onmncaane 3HaueHMe
V1 SNMPvV1. -
\e SNMPv2c. -
V3 SNMPv3. —

VIHCTPYKU;VII/I II0 MCII0JIb30BaHMIO

3navyenue no ymonuanuio: V1. OmHako, peKOMEHIyeTCsl HCIoJIb30BaTh 3HaueHue V3. [pu
ucnons3zoBanun V1 u V2C HeoOxoauMo coOIogaT 0CTOPOXKHOCTD, MOCKOJIBKY OHU HECYT
OIIpe/IeTICHHBIC PUCKHU OE30IaCHOCTH.

ITpumep
# Hactpoiika 3HaueHnss SNMPv2c s Bepcun npepeiBannii SNMP.

iBMC:/->ipmcset -t trap -d version -v V2C

Set trap V2C success.
# 3anpoc Bepcuu npepsiBannii SNMP.

iBMC:/->ipmcget -t trap -d version

Trap version : V2C
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4.4.7 3amrpoc M HacTpOVIKa ypPOBHEN Cepbe3HOCTH aBapUIMHBIX
curtasioB npepbiBauuit SNMP (trap -d severity)

DyHKUIMSA
Komanna trap -d severity ucnonb3yeTcs JJisl HACTPOMKH U 3alpoca YPOBHEH Cepbe3HOCTU
aBapUHHBIX CUTHAJIOB, OTIPABISIEMbIX B trap-coobenusx SNMP.
dopmar
ipmcget -t trap -d severity
ipmcset -t trap -d severity -v <level>
ITapameTpsbI

ITapamerp | OmmcaHmue 3HaueHMe

severityvalue | YpoBeHb cepbe3HOCTH | ® NONE: aBapHiiHBIC CHUTHAIBI HE

aBApUIHBIX CHTHAJIOB, OTIPABISAIOTCS.

OTHPABIISICMBIX B e all: oTpaBieHbl Bce aBapUiiHbIE CUTHAJIBI U
trap-cooOmeHusX COBRITHSL.

SNMP.

e normal: OTIIPABJICHBI TOJIBKO COOBITHSL.

® MINOr: OTIIpaBIICHbI TOJBKO aBapHIiHbBIC
CUT'HaJIbl HE3HAYUTEIHHOTO YPOBHSI.

® Major: OTIpaBICHbI TOIBKO aBAPHIHBIC
CUTHAJIbl CEPbE3HOT0 YPOBHSI.

e critical: orpaBiieHbI TOJIBKO aBapuiiHbIE
CHTHAITBI KPUTHYECKOTO YPOBHSL.

VIHCTpYKIIMM 110 UCII0/Ib30BaHWIO
Cucrema nojepKUBaeT HECKOJIBKO YPOBHEHN cepbhe3HOCTH, Hampumep, ipmceset -t trap -d
severity -v normal minor.

ITpumep

# AKTUBalMsI HE3HAUNUTENIbHBIX aBaPUMHBIX CUTHAJIOB, OTIIPABIISAEMBIX B trap-cOOOIEHUAX
SNMP.

iBMC:/->ipmcset -t trap -d severity -v minor

Set trap severity successfully.

# 3anpoc ypoBHsI Cephe3HOCTH aBAPUUHBIX CUTHAJIOB, OTIPABJICHHBIX B trap-COOOIICHUIX
SNMP.

iBMC:/->ipmcget -t trap -d severity

Trap severity : minor
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4.4.8 3ampoc 1 HacTpoOViKa oJIb30BaTesis npepeiBaanin SNMP
(trap -d user)

DyHKUIMSA

dopmar

ITapameTpsbI

Komanma trap -d user ucrnonb3yeTcs st HACTPOMKH U 3aIpoca MOJIb30BaTeN sl IPEPhIBAHUIA
SNMP.

ipmcget -t trap -d user

ipmcset -t trap -d user -v <username>

ITapamerp | Onmcanne 3HaueHMe
username ITonb3oBatens trap WMst monp30BaTelist, KOTOPOE YKe ONPEeICHO B
SNMPV3. cHUcTeMe.

VIHCTpyKIIMM 110 MCII0/Ib30BaHMIO

IIpumep

To >xe ©Ms MOJIL30BATEIS U apoJjib JOJIKHBI 6LITI> YKa3aHbl Ha CTaHIIMU YIIPABJICHUA CCTHIO
(NMS) SNMP.

Wwmst monp30Batens 1is trap-TipoTOKOJIa BEpCHH V3 yCTaHOBJICHO MO0 YMOJYaHHIO FOOt, a ass
cepsepoB V5 — Administrator.

# YcraHoBka 3Ha4eHUsI FOOt /1st mosp3oBarestst npepsiBannii SNMPv3.

iBMC:/->ipmcset -t trap -d user -v root

Set trap user root successfully.
# 3anpoc nonb3oBarens npepsiBaHuit SNMPv3.

iBMC:/->ipmcget -t trap -d user

Trap user : root

4.4.9 3anipoc M HacTpoOVKa IPOTOKOJIa ayTeHTUUKaIMM 1
KoHPmIeHIMaIbHOCTY ITpephiBaHN SNMP V3 (trap -d

protocol)
DyHKIMSA
Komanma trap -d protocol ucnonbs3yetes s 3anpoca 1 HaCTPOHKHU IIPOTOKOJIOB
ayTeHTU(UKAIUHN U KOH(PUACHIUAILHOCTH TpepbiBanuii SNMPv3.
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dopmar
ipmcget -t trap -d protocol

ipmcset -t trap -d protocol -v <option>

ITapameTpsbI

IIapamerp | Omicanmne 3HadeHNMe

option [TpoToxoss! ayTeHTU(DUKATTNH 1 .
KOH(HUICHINATEHOCTH JUIS
npepbiBanuit SNMPv3.

1: [IpoTokon ayTeHTUDHUKATNHT —
MDS5, npotokon
koHpuaeHnuansHoct — DES.

2: [TpoTokon ayTeHTU(UKAIIHT —
MD35, npoTtokon
KoHpuAeHIHanbHOCTH — AES.

3: [IpoTokoia ayTeHTH)HUKAIIMN —
SHA, npoTtokon
koHpuneHnnansHocTH — DES.

4: ITpoTokona ayreHTH()UKAINN —
SHA, npoTokon
koH(puaeHnuatpHOCTH — AES.

3HavYeHHe TI0 YMOJTYaHHIo: 4

VIHCTPYKI_H/H/I II0 MCII0/Ib30BaHMIO

L4 Te xe ITPOTOKOJIBI ayTCHTHq)HKaHHH u KOHCI)I/II[GHIII/IEUH)HOCTI/I JOJIKHBI OBITH YKa3aHbl Ha

cepBepe SNMP.

®  HacTpoeHHbIE IPOTOKOJIbI ayTeHTU(UKALUU 1 KOH(PUICHINATbHOCTH TaKXKe

OTHOBPEMEHHO NpuMeHstoTcst K SNMP V3.

®  lcnomnszosanne MD5 n DES MoxeT nmpuBeCTH K MOSBICHUIO ONIPEACTICHHBIX PUCKOB
6e3onacHocTh. PekomenayeTces ucnonb3oBarh SHA u AES.

ITIpumep
# Hactpoiika nmpoTokosIoB ayTeHTH(QUKAIIUN 1 KOHDUACHIMAIEHOCTH MpepbiBaHrin SNMPV3.
iBMC:/->ipmcset -t trap -d protocol -v 4
Set SNMP trap authentication and privacy protocol successfully.
# 3anpoc MPOTOKOJIOB ayTEHTHU(PUKAIINY U KOH(PHUIEHITHATBHOCTH TIpepbiBaHnil SNMPV3.
iBMC:/->ipmcget -t trap -d protocol
Trap protocol
Authentication : SHA
Privacy : AES
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4.4.10 3anipoc n HacTpo¥iKa pekuma npepbiBanmuit SNMP (trap -d
mode)

DyHKUIMSA
Komanna trap -d mode ucnonb3yeTcs [Jisi HACTPOHKH | 3alpoca pexrMa MpephIBaHUN
SNMP.
dopmar
ipmcget -t trap -d mode
ipmcset -t trap -d mode -v <option>
ITapameTpsbI
ITapamerp | OmmcaHmue 3HaueHMe
option Pexxum trap SNMP. ® (0 - pexwum npepoiBanuiit SNMP Event Code.

¢ 1 - pexum npepsiBanuii SNMP OID.

® 2 — pexum npepbiBanuiit SNMP Precise
Alarm (pexomeHyeTcs).

V.[HCTpYKI_IVII/I II0 UCII0JIb30BaHMIO

Precise Alarm (recommended) npenocrasnsier 6osee Tounyro uapopmanuio, uem OID u
Event Code. TToapoGuas undpopmaius npuseaeHa B nokymentre HUAWEI Server iBMC
Intelligent Management System SNMP API Description.

IIpumep

# Ycranoska 3nadenust Event Code st pexxuma npepsiBanuii SNMP.

iBMC:/->ipmcset -t trap -d mode -v 0

Set trap mode Event Code success.
# 3ampoc Tekymiero pexknma rnpepbBaHuii SNMP.

iBMC:/->ipmcget -t trap -d mode

Trap mode: Event Code

4.5 Komanapi Syslog

B JaHHOM pa3acii€ MpuBEACHO OITMCAHUE MOPAAKAa UCIIOJIBb30BaHNA KOMaH/ UId 3alIpoca U
HACTPOWKHU IMapaMeTpoB syslog.
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4.5.1 3anpoc 1 HacTpoViKa craTryca aktuBanmuu syslog (syslog -d
state)

DyHKUIMSA
Komanna syslog -d state ucronb3yercst it HACTPOUKH U 3aIllpoca CTaTyca akKTHBALUH
otuetHocTH syslog s iBMC.
dopmar
ipmcget -t syslog -d state [-v <destination>]
ipmcset -t syslog -d state -v [<destination>] <disabled | enabled>
ITapameTpsbI
ITapamerp | Onmcanne 3HaueHMe
destination | KonnuecTBO KaHAIOB orl no 4

OT4ETHOCTH Syslog. KomaHn/ia IpuMeHsieTcs s BCeX KaHalloB,

€CITU JaHHBII MapaMeTp He ONpe/ielieH.

disabled DYHKIMS CO3JaHUSA OTYETOB | —
syslog oTKIroueHa.

enabled DYHKIMS CO30aHUSA OTYETOB | —
syslog BKITrOUECHA.

VIHCTpyKUmm 110 MCI0JIb30BaHMUIO

ITIpumep
# OtkmoueHne QyHKIMK CO3IaHMs OTYETOB syslog aus kaHania 1.

iBMC:/->ipmcset -t syslog -d state -v 1 disabled
Set syslog destl disabled successfully.

# 3anpoc craryca akTuBaluu (QYyHKIMU CO3aHMs 0TUETOB syslog kaHana 1.

iBMC:/-> ipmcget -t syslog -d state -v 1
syslog destl state: disabled

4.5.2 3anpoc M HacTpOMKa pe>kuMa ayTeHTudMKamm
ceprudmkara (syslog -d auth)

DyHKI A
Komanna syslog -d auth ucmonbe3yercst 1uist HACTPOWKH | 3aIpoca PexnuMa ayTeHTU(UKALIH
ceprudukara.
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dopmar
ipmcget -t syslog -d auth

ipmcset -t syslog -d auth -v <option>

ITapameTpsbI
ITapamerp | Onmcanne 3HaueHMe
option Pexxum ayreHTHUKAITIH ® 1: 0MHOCTOPOHHSA
ceprudukara. ayTeHTH (UK

® 2:B3aWMHas ayTeHTU(UKAIMSL

VIHCTPYKIH/H/I II0 MCII0JIB30BaHWMIO

®  OmHOCTOPOHHSA ayTeHTH(UKAIWS: AyTEHTH(PHUKAIMIO IPOXOIUT TOINBKO CepTH(HUKAT
ceprepa syslog.

®  BsanmHag ayTeHTU(QUKAIMA: AyTeHTH()UKAIINIO IPOXOAAT cepTH(HUKATEI cepBepa syslog
Y KJIUCHTA.
ITpumep
# HacTpoiika B3aMMHOTO peXXuMa ayTeHTH(PHKAIH cepTH]HKara.
iBMC:/->ipmcset -t syslog -d auth -v 2
Set syslog auth type successfully.
# 3ampoc TeKyIero peskuMa ayTeHTH(UKaINN cepTU(HKaTa.

iBMC:/-> ipmcget -t syslog -d auth
Syslog auth type: mutual authentication

4.5.3 3anipoc 1 HacTpoNKa naeHTndmMKaropa xocra syslog (syslog
-d state)

DyHKIMSA
Komanma syslog -d identity ucrmonb3yeTces it HACTPOHKH | 3amipoca WACHTU(HHUKATOPA XOCTa,
MPUMEHSEMOTO TIPU CO3IaHUH OTUETOB Syslog.
dopmar
ipmcget -t syslog -d identity
ipmcset -t syslog -d identity -v <option>
ITapameTpsb1
IIapamerp | OmnmcaHne 3HadeHMe
option Hcnonp3yemsliii ® 1: cepuifHBI HOMEp TUIATHI
Beimyck 06 (13.11.2017) Koubunenunanpaas uapopmarnus Huawei 268

Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.



Croeunslii cepep Huawei

PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 4 Uurepdeiic komananoit ctpoku (CLI) iBMC
ITapamerp | OmmcaHue 3HaueHMe
uaeHTuuKaTop ® 2: UHBEHTapHBIA HOMEP MPOIYKTa
Xocra. ® 3:uMs X0CTa

V.[HCTPYKLH/II/I II0 MCII0JIb30BaHWMIO

ITpumep
# YcTaHOBKA UMEHHU XOCTa JUIs WaeHTH(HKaTopa XocTa syslog.

iBMC:/-> ipmcset -t syslog -d identity -v 3
Set syslog identity successfully.

# 3ampoc unenrudukaropa xocra Syslog.

iBMC:/-> ipmcget -t syslog -d identity
Syslog identity: host name

4.5.4 3anipoc 1 HacTpo¥iKa THIa nmpotokosa (syslog -d protocol)

DyHKIMSA
Komanma syslog -d protocol ucrmons3yetcs st HACTPOHKH U 3ampoca IPOTOKOIIA,
MPUMCHACMOTO U1 OTYCTHOCTH syslog.
dopmar
ipmcget -t syslog -d protocol
ipmcset -t syslog -d protocol -v <option>
ITapameTpsbI
ITapametp Ommicanmne 3HaveHne
option Hcnonb3yemblii IPOTOKOIL. e 1:UDP
e 2:TCP
e 3:TLS

VIHCTPYK[II/II/I II0 MCII0JIB30BaHWMIO

®  TLS: npoToKOJ, OpUEeHTUPOBAHHBII Ha COeTMHEHHE, KOTOPBIA oOecreunBaeT
KOH(HICHIIMATIBHOCTh U LEJIOCTHOCTh NepeIaBaeMbIX JaHHBIX.

®  TCP: mpoTokoi, OpUCHTUPOBAHHBIA Ha COCAUHEHUE, KOTOPBI YCTAHABINBACT HAJICIKHOE
COEIMHEHHE MEXY OTIPABUTENIEM M MOJIydaTesieM 0 NepeJayn JaHHbIX.
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®  UDP: nporokoi 6e3 coeMHEHUS, KOTOPBIA HE YCTaHABIMBAET COCIMHCHUE MEXKITY
OTIIPABUTEIIEM U TOJTydaTesieM 10 Iepeaadn JaHHbIX.
ITpumep
# YcranoBka 3HaueHus TLS mig mpoTokona cozgaHus oT4eToB syslog.
iBMC:/-> ipmcset -t syslog -d protocol -v 3
Set syslog protocol successfully.
# 3ampoc TeKyIIero MpoToKojIa CO3/IaHusl 0TYETOB syslog.

iBMC:/-> ipmcget -t syslog -d protocol
Syslog protocol: TLS

4.5.5 3anipoc v HacTpoViKa ypOBHEV >KypPHAJIOB AJIsI CO3MaHMsA
otueToB (syslog -d severity)

DyHKIIMSA
Komanma syslog -d severity ucmoinb3yercs a1t HACTPOUKH M 3aIIpoca yPOBHEH KypPHAIIOB,
OpeaoCTaBIACMBIX B Ka4Y€CTBE MMAKCTOB Syle g
dopmar
ipmcget -t syslog -d severity
ipmcset -t syslog -d severity -v <level>
ITapameTpsbI
IIapamerp | OmmcaHne 3HadeHMe
level VpOBHH OTUETHBIX ® NONE: OTCYTCTBHE aBAPUIHBIX CUTHAJIOB B
JKypHAaJIOB. oTYeTax.

* normal: oTueTsl 0 BceM aBapHﬁHBIM
CHUI'HaJIaM, BKJIro4as 3aIlliuCH O
HEUCIIPAaBHOCTAX U aBapusXx.

® MINOr: OTYETHI O HE3HAYUTELHEIX,
CEPBhE3HBIX U KPUTHUECKUX COOSIX.

® MAajor: OTYETHI O CEPHE3HBIX U KPUTHYE CKUX
cOosX.

e critical: or4eTsl 0 KpUTHYECKUX COOSIX.

VIHCTpyKIIMM 110 MCII0/Ib30BaHMIO
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IIpumep

# YcraHoBKka ypoBHs xKypHaia critical must otTuetos syslog.

iBMC:/->ipmcset -t syslog -d severity -v critical

Set syslog severity successfully.

# 3ampoc ypoBHsI )KypHasia 0T4eTOB syslog.

iBMC:/-> ipmcget -t syslog -d severity

Syslog severity: critical

4.5.6 3ampoc 1 3arpy3ka KOpHeBOTIO cepTndmKara cepsepa
(syslog -d rootcertificate)

DyHKUIMA

dopmar

ITapameTpsbI

Komanna syslog -d rootcertificate ucrosb3yetcs st 3arpy3ku KOpHEBOTo cepradukara
cepsepa syslog na iBMC wmn 3anpoca Texymiei nHpopManni KOpHEBOTO cepTHdUKaTa.

ipmcget -t syslog -d rootcertificate

ipmcset -t syslog -d rootcertificate -v <filepath>

Ilapamerp | OmmcaHue 3HaueHMe

filepath AGCOIIOTHBII IYTh K Hanpumep, /tmp/rootcertificate.cer
KOPHEBOMY
cepTuduKaTy Ha
iBMC.

VIHCTPYKIJJ/II/I II0 MCII0JIB30BaHWMIO

IIpumep

[Nepen BeMONHEHHEM KOMAHIBI 3aTPY3KH 3arpy3UTe BPYYHYIO CTCHEPUPOBAHHBIN KOPHEBOM
ceprtudukar B ¢painosyto cucremy iBMC.

# 3arpyska KOpHEeBOro ceprudukara ceppepa.

iBMC:/-> ipmcset -t syslog -d rootcertificate -v /tmp/rootcertificate.cer

Set syslog root certificate successfully.
# 3anpoc uHpopMaIMK KOPHEBOTO cepTU(UKaTa cepBepa.

iBMC:/-> ipmcget -t syslog -d rootcertificate
Server Root Certificate:

Issued To: CN=SERVER, OU=IT, O=HW, L=, S=GD, C=CH
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Issued By: CN=Huawei, OU=IT, O=Huawei, L=ShenZhen, S=GuangDong, C=CN
Valid From: Mar 24 2016 GMT
Valid To: Mar 24 2017 GMT

Serial Number: Ob

4.5.7 3anpoc n 3arpy3Ka JIOKaJIbHOTO cepTudmkara (syslog -d
clientcertificate)

DyHKIMSA

dopmar

ITapameTpsbI

Komanna syslog -d clientcertificate ncnons3syercs aist 3arpy3ku cepruduKkara KIHeHTa
syslog (mokanpHbiit) Ha IBMC niu 3anpoca Tekyiiei nHGopMaIuu O JTOKaIbHOM
ceprudukare.

ipmcget -t syslog -d clientcertificate

ipmcset -t syslog -d clientcertificate -v <filepath> <password>

IIapamerp | OmmcaHne 3HadeHMe

filepath AGCOITIOTHBIN MyTh K Hanpumep, /tmp/rootcertificate.cer
KOPHEBOMY
cepTudukary Ha
iBMC.

password [Mapos, [Taponp aBTOMaTHYe CKY T€HEPUPYETCS TIPH
UCTIOJIB3YEeMBbIH 15 WCTIOJIb30BaHUU cepBepa cepTU(HUKATA IS
JaemunppoBKU reHepaliy JOKaJIbHOTO CepTU(HKATA.
JIOKaJBHOTO
cepTuduKara.

V.[HCTPYKI_H/II/I ITI0 VICITI0JIb30BaHWMIO

IIpumep

[Nepen BeIMONHEHHEM KOMaHABI 3aTPY3KH BPYYHYIO 3arpy3HTe JIOKAJIbHBINA CepTU(HUKAT B
¢haiinoyro cucremy iBMC.

# 3arpyska JIOKaJbHOTO cepTuduKara.

iBMC:/-> ipmcset -t syslog -d client -v /tmp/clientcertificate.pfx syslogpw

Set syslog client certificate successfully.
# 3ampoc uHGOPMAIUK JTIOKAIBHOTO cepTH(HKaTa.

iBMC:/-> ipmcget -t syslog -d clientcertificate
Syslog Client Certificate Information:
Issued To: CN=Server, OU=IT, O=Huawei, L=ShenzZhen, S=GuangDong, C=CN

Beimyck 06 (13.11.2017) Koubunenunanpaas uapopmarnus Huawei 272

Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.




Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259)

4 Nnrepdeiic komananoi crpoku (CLI) iBMC

Issued By: CN=huangmin,
Valid From: Feb 17 2015 GMT
Valid To: Feb 17 2016 GMT

Serial Number: 25

oU=it3,

O=huawei3, L=, S=guangdong2, C=cn

4.5.8 Hactporika agpeca cepBepa Syslog (syslog -d address)

DyHKIIMSA
Komanma syslog -d address ucnons3yercs it HACTpOMKH aapeca cepsepa syslog.
dopmar
ipmcset -t syslog -d address -v <destination> <ipaddr>
ITapameTpsbI
ITapamerp | Onmcanne 3HaueHMe
destination | KonuuectBo orl no4
KaHaJlOB
oTueTHOCTHU Syslog,
ipaddr Anpec cepsepa B KauecTBe JJAHHOTO MapaMeTpa MOXKeT
syslog. ucrnons3oBarses [Pv4-aapec win [Pv6-anpec, nms
JIOMEHA WM 3HAYEHUE TAHHOTO [TapaMeTpa MOXHO HeE
yKa3bIBaTh.

VIHCTpyKIIMM 110 MCII0/Ib30BaHWMIO

Ecau 3nauenue Ipaddr HE YKa3aHO, TO JaHHAas KOMaH/Ja UCIIOJIb3YCTCA AJIs1 YIAJICHUA

IP-anmpeca.

ITIpumep

# Hactpoiika agpeca cepBepa syslog kak host mis xanana 1.

iBMC:/-> ipmcset -t syslog -d address -v 1 host
Set syslog destl address successfully.

# 3ampoc aapeca cepsepa Syslog.

iBMC:/-> ipmcget -t syslog -d iteminfo

Item Num | state | port | dest address
1 | disabled | 0 | host

eventlogs

2 | disabled | 0

eventlogs

3 | disabled | 0

eventlogs

4 | disabled | 0

| log type
operationlogs securitylogs

operationlogs securitylogs

operationlogs securitylogs

operationlogs securitylogs
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eventlogs

# Ynanenue [P-anpeca cepsepa syslog kanana 1.

iBMC:/-> ipmcset -t syslog -d address -v 1 ""

Set syslog destl address successfully.

4.5.9 HacTporika HoMepa nioprta cepBepa Syslog (syslog -d port)

DOyHKIIA
Komanna syslog -d port ucnons3yercst 71st HACTPOHKH HOMepa HopTa cepsepa syslog.
dopmar
ipmcset -t syslog -d port -v <destination> <portvalue>
Ilapamerpsbl
ITapameTp Omnmncanne 3HaueHMe
destination KonnuecTBO KaHAIOB OTYETHOCTH Syslog. or 1 1o 4
portvalue Howmep mopra cepsepa syslog. ot 1 mo 65535

VIHCTPYKI_II/II/I II0 MCII0JIB30BaHMIO

ITpumep

# Hactpoiixa Homepa nopta cepsepa syslog kax 65535 st kanana 1.

iBMC:/-> ipmcset -t syslog -d port -v 1 65535
Set syslog destl port successfully.

# 3anpoc HOMEPOB OPTOB cepBepa syslog.

iBMC:/-> ipmcget -t syslog -d iteminfo

Item Num
1

securitylogs eventlogs

2
eventlogs
3
eventlogs
4

eventlogs

| state | port | dest address
| disabled | 65535 | host
| disabled | 0
| disabled | O

| disabled | O

| log type
| operationlogs

| operationlogs securitylogs

| operationlogs securitylogs

| operationlogs securitylogs
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4.5.10 HacTpovika TMIIOB >KypHaJIoB 17151 oTdeTHOCTH (Syslog -d

logtype)

DyHKUIMSA
Komanna syslog -d logtype ucmomnb3yercst it HACTPOWKH THIIOB )KYPHAJIOB,
MPEJI0CTABISIEMBIX B KAY€CTBE MaKEeTOB Syslog.
dopmar
ipmcset -t syslog -d logtype -v <destination> <type>
ITapameTpb1
ITapamerp | Onmcanne 3HaueHMe
destination | KonuvectBo kaHaioB or 1 o 4

OTYETHOCTH Syslog.

type Tumbl OTYETHBIX KYpPHAJIOB. ® NONE: OTYETHBIE KypPHAJIbI
OTCYTCTBYIOT.

* all: otyer mo BceM KypHaIaMm.

* operationlogs: otyer mo xxypHazam
omeparui.

¢ securitylogs: oTuer no xypHanam
0e30macHOCTH.

* eventlogs: oTyer mo xypHanam
COOBITHIA.

MHCTPYKI_IVH/I II0 MCITI0JIb30BaHMIO

IIpumep
# Hactpoiika THIIOB XypHAJIOB TS KaHalla 4 Kak )KypHaJbl COOBITHI U OTepalyii.
iBMC:/-> ipmcset -t syslog -d logtype -v 4 operationlogs eventlogs
Set syslog log type successfully.
# 3&Hp00 THIIOB XXYPHAJIOB, IPEAOCTABISICMBIX ITOCPEACTBOM KaHaJIa 4.
iBMC:/-> ipmcget -t syslog -d iteminfo
Item Num | state | port | dest address | log type
1 | disabled | 65535 | host | operationlogs
securitylogs eventlogs
2 | disabled | O | | operationlogs securitylogs
eventlogs
3 | disabled | 0 | | operationlogs securitylogs
eventlogs
4 | disabled | 0 | operationlogs eventlogs
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4.5.11 ITpoBepka gocTymrHOCTH cepBepa Syslog (syslog -d test)

DyHKIMA
Komanna syslog -d test ucronb3syercst a1t IpOBEpKHU JOCTYITHOCTH cepBepa syslog,
dopmar
ipmcset -t syslog -d test -v <destination>
ITapameTpn1
ITapametp Omicanmne 3HadeHMe
destination KonnvecTBo KaHAIOB OTYETHOCTH Syslog. or 1 mo 4

V.[HCTPYKI_IVH/I II0 MCITI0JIb30BaHMIO

IIpumep
# IIpoBepka TOCTYIHOCTH cepBepa syslog ans kanana 1.

iBMC:/-> ipmcset -t syslog -d test -v 1
Test syslog destl successfully.

4.5.12 3anpoc KoHUTrypanmoHHON MHPOpMan UM Bcex KaHAI0B
otueTHOCTHU Syslog (syslog -d iteminfo)

DyHKIMSA
Komanma syslog -d iteminfo ucnons3yercs mist 3arpoca KOHQUIYPAILMOHHON YEThIPEX
KaHaJIOB OTYETHOCTH syslog.

dopmar
ipmcget -t syslog -d iteminfo

ITapameTpsbI

MHCTPYKI_H/II/I II10 MCITIOJIb30BaHMIO

ITIpumep

# 3anpoc KoH(UTYpaIMOHHON MH(pOpMAIMK KaHaIOB 0T4eTHO ¢t IBMC.
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iBMC:/-> ipmcget -t syslog -d iteminfo

Item Num
1

securitylogs eventlogs

2
eventlogs
3
eventlogs
4

| state | port
| disabled | 65535
| disabled | 0
| disabled | 0
| disabled | O

4.6 KomaHgpl cepBepa

| dest address
| host

| log type
| operationlogs

| operationlogs securitylogs

| operationlogs securitylogs

| operationlogs eventlogs

B manHom pasaciie MpuBE€ACHO ONMMCAaHUE BCCX KOMaH/, CBA3aHHBIX C CEPBEPOM.

4.6.1 3ammpoc M HacTpoO¥IKa 3arpy304HOTro ycrpovicrBa (bootdevice)

Komanna bootdevice ncronb3yertcst 1uist 3ampoca 1 HACTPOWKHU 3arpy304HOTO YCTPOHCTBA.

ipmcget -d bootdevice

ipmcset -d bootdevice -v <option> [once | permanent]

Onmcaane

3HaueHMne

Howmep 3arpy3ounoro
YCTpOMCTBA.

¢ (0: oTMeHa MPUHYIUTEIHHOTO 3aMycKa.
1: 3amyck ¢ PXE.
2: 3aIyCK C JKECTKOTO TUCKA MO YMOIYAHHUIO.
® 5:3amyck ¢ qucka CD/DVD no ymomganwuro.
6:

JIOCTYTI K MeHI0 HacTpoiiku BIOS npu
3aIrycKe cepBepa.

® OxF:3amyck ¢ FDD unu mepBoro
MOOMJIBHOT'O HAKOIIATEIIS.

DOyHKIIVA

dopmar

ITapameTpsbI
ITapameTp
option
once

YcraHoBKa apamerTpa
3arpy3KH BCTYIAET B
CUIIY TOJIBKO JUIS
CJIEIYIOLIEro 3aIycKa.
ITocne cnenyroriero
3aIrycKa
BOCCTAaHABIIBACTCS
napaMeTp 3arpys3Kku Io
YMOJIYaHHUIO.
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ITapamerp | OmmcaHue 3HaueHMe

permanent Hactpoiiku -
MapamMeTpOB 3arpy3KH
BCTYIIAIOT B CHITYy Ha
MOCTOSIHHOM OCHOBE.

VIHCTpyKIIMM 110 MCII0/Ib30BaHMIO

IIpumep

LLInPumEYAHKE

Otobpaxaemas undopmanus conepxur napametp Unspecified, kotopsrit ykassmaer Ha 10, 910
MapameTpsl IPUHYIUTENBHO M 3arpy3KH YCTPOUCTBA HE YCTAHOBIICHEL.

# 3armmyck yCTpOMCTBa € KECTKOTO AMCKA TI0 YMOTYaHHIO.

iBMC:/->ipmcset -d bootdevice -v 2 once

Set boot device successfully.
# 3anpoc U3MEHEHHOTI'0 3arpy304HOI0 yCTPONUCTBA.

iBMC:/->ipmcget -d bootdevice
Boot device: Force boot from default Hard-drive

Effective type: Once

4.6.2 Hactporika pe>xmnMa nepesaiycka cepsepa (frucontrol)

DyHKUMA

dopmar

ITapameTpbl

Komanma frucontrol ucrons3yercs aj1st yKasaHus IpOoLeAyphl Iepe3anycka cepsepa.

ipmcset [-t fru0] -d frucontrol -v <option>

ITapamerp | Onmcanne 3HaueHMe
option Pexum ¢ (: mpUHYANTENBHBIA Mepe3amycK cepBepa.
nepesatycka. ® 2: UK IPUHYAUTENLHOTO BKIIOUEHHS-OTKIIFOUEHHS
(OTKITIOYEHHE ¥ BKJIFOYEHHE TIUTAHKSA) CepBepa.

VIHCTpyKIMM 110 MCII0/Ib30BaHMIO

OTta KOMaHJa HEAOCTYIIHA JJid CEPBEpPA B COCTOSIHUN OTKIIOYCHHOTO ITATAHUSA.
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IIpumep

# IIpuHyIUTENbHBIN Nepe3amyck cepaepa.

iBMC:/->ipmcset -d frucontrol -v 0
WARNING: The operation may have many adverse effects.
Do you want to continue?[Y/N]:y

FRU control fruO (forced system reset) successfully.

# HI/IKJ'I MPUHYIUTEIBHOTO BKIIOYCHHUA-OTKIIIOUCHUA ITUTAaHUA CEPBEPA.

iBMC:/->ipmcset -d frucontrol -v 2
WARNING: The operation may have many adverse effects.
Do you want to continue?[Y/N]:y

FRU control fruO (forced power cycle) successfully.

4.6.3 3anpoc M HacTpOMKa COCTOSITHMS NIMTaHUs cepBepa
(powerstate)

DyHKUMA

dopmar

IlapameTpsbI1

Komanna powerstate ncronb3yercs uist 3anpoca U HaCTPOWKHU COCTOSTHUS TUTAHUSI CepBEpa.

ipmcget [-t fru0] -d powerstate

ipmcset [-t fru0] -d powerstate -v <option>

ITapamerp | Onmcanne 3HadueHMe
option Onepanys, BeIIONHAEMAs Ha ® (:0e3omacHOE OTK/IIOYEHHE TUTAHUSA
cepaepe. cepeepa

® |:BKIITOYCHHE TUTAHUS CepBepa

® 2! NpUHYIUTEILHOE OTKIIIOUEHHE
IIUTaHUA CEpBEpa

V.[HCTPYKI_IVII/I II10 UCITI0JIb30BaHMIO

IIpumep

Komanga oTKIIFOU€HUS MUTaHUS HEOOCTYIIHA [JIsA CEPBEpPA B COCTOAHHUU OTKIIFOUCHHOT'O
OUTaHus.

# BruroueHue NUTaHUS CepBepa.

iBMC:/->ipmcset -d powerstate -v 1
WARNING: The operation may have many adverse effects
Do you want to continue?[Y/N]:y

Control fru0O power on successfully.
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# 3ampoc cOCTOAHUS IUTAHUS CEpBepa.

iBMC:/->ipmcget -d powerstate
Power state : On

Hotswap state : M4

4.6.4 3arrpoc 1 HaCcTpOMKa epmoaa OXKMAaHMUSI OTKITIOYeHM s
nuTanus cepBepa (shutdowntimeout)

DyHKUMA

dopmar

ITapameTpsbI

Komanma shutdowntimeout ncmonb3yeTcst [uist 3apoca U HACTPOMKH MEPUOIa OKUTAHKS
OTKJIFOUEHHUS TUTAHUSL CEPBEPA.

[Mocne BBITOTHEHUS onepanyy OTKIoUeHus muTaHus iBMC oxunmaer 3aBepIieHus paboThI
OC. Ecu OC He 3aBepmuT paboTy B TeueHUE yKkazaHHOTO BpeMeHH, iBMC npuHyauTeInHO
OTKJTIOUHUT CEpPBep.

ipmcget [-t fru0] -d shutdowntimeout

ipmcset [-t fruQ] -d shutdowntimeout -v <time>

ITapamerp | Onmcanne 3HaueHNne
time MaxkcumaibHoe BpeMs (B Juanazon 3nauenuii: 0, 10 no 6000
CEeKYyHJIaX) JUIsl 3aBEPILICHUS

3uayenue 0 rOBOPHUT O TOM, 4TO
MEPHOJ OKUIAHUS 3aBEPIICHUS
paboThI OTKITIOYEH.

paboter OC.

VIHCTPYKI_II/II/I IT10 MCITOJIB30BaHMIO

®  Ecmu mis Power-off Timeout Period ycranosieno S Ha WebUI iBMC, BB
MOXETE MCTIONb30BaTh 3Ty KOMAH/IY, YTOOBI OTKIIIOYH T PEIKUM OXKHIAHHUS BBHIKIFOUCHHUSI
WK YCTAHOBHUTE MEPHOJ] 0K JAHUS BEIKITFOUCHHUS TI0 MEPE HEOOXOIUMOCTH.

®  Ecmu mis Power-off Timeout Period ycranosieno Ha WebUI iBMC, Bbl
MOYKETE MCTIOIB30BaTh 3TY KOMAaH/y JJIsl yCTAHOBKH IEPUOJa OXKHUIAHUS BBIKITFOUEHUSI.
[Tocne nactpoiiku Power-off Timeout Period usmensercs Ha S ga WebUI
iBMC.

IIpumep

# HacTtpoiika ams nepuoja oxXugaHus BeIKIIIOUeHHs 3HaueHus 600 cexyH I s cepBepa.

iBMC:/->ipmcset -d shutdowntimeout -v 600

Set shutdown timeout successfully.

# 3anpoc nepuona XXKUAAHHUS BHIKITIOUCHUS.
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iBMC:/->ipmcget -d shutdowntimeout
Graceful shutdown timeout state:

Graceful shutdown timeout value:

enabled
600 s

# 3anpoc neproaa oxxuaaHus BeIkIodeHus (st power-off timeout period ycranosieno

snauenne OFF va WebUI iBMC).

iBMC:/->ipmcget -d shutdowntimeout

Graceful shutdown timeout state:

disabled

# OTKITIOYeHNE OXKHMIAHUS BBIKITIOUCHUS TS CepBepa.

iBMC:/->ipmcset -d shutdowntimeout -v 0

Set shutdown timeout successfully.

4.6.5 3aipoc MAC-anpeca cereBoro nmarepderica Ha

MaTepMHCKOM Iy1aTe (macaddr)

Komanmaa macaddr ucmose3yercst st 3anpoca MAC-anpeca ceTeBoro uatepdeiica Ha

DyHKUIMA

MaTEpUHCKOM IIIaTe.
dopmar

ipmcget -d macaddr
ITapamerpsbI

VIHCTPYK[II/II/I II0 MCII0JIB30BaHWMIO

ITpumep

# 3anpoc MAC-anpeca ceTeBoro nHTepdeiica Ha MaTepUHCKOH IIare.

iBMC:/->ipmcget -d macaddr

Type | Name | Mac Address
LOM | Portl | 20:0b:c7:2a:
LOM | Port2 | 20:0b:c7:2a:
LOM | Port3 | 20:0b:c7:2a:
LOM | Port4d | 20:0b:c7:2a:

e6:0b
e6:0c
e6:0d
e6:0e

4.6.6 3anipoc mOCTyIMHOIO ceTeBOro nopra (ethport)

DOyHKIIVA

Komanna ethport ucnonb3syyercst 1s1st 3anpoca nHGOpPMAIMU O JOCTYITHOM CETECBOM IIOPTE.
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dopmar

ipmcget -d ethport

ITapameTpsbI1

VIHCTPYKI_H/H/I II0 MCII0JIb30BaHMIO

ITpumep
# 3ampoc TOCTYITHOTO CETEBOTO MOPTa.

iBMC:/->ipmcget -d ethport

Type | Name | Port ID | Link Status
Dedicated | eth2 | na | Link Up
LOM | Portl [ 1 | Link Down
LOM | Port2 | 2 | Link Down
LOM | Port3 | 3 | Link Down
LOM | Port4d | 4 | Link Down

4.6.7 Ouncrtka dem-rmamsitu BIOS (clearcmos)

DyHKIMSA
Komanna clearcmos ucrnons3yercst [u1st ynajaeHus Beeil MHOopManny, onpeelieHHOR
roJib3oBaresieM Bo ¢uieni-namsitu BIOS.

dopmar
ipmcset -d clearcmos

ITapameTpsnI1

VIHCTPYKU;VII/I II0 MCITI0JIb30BaHMIO

IIpumep
# Ounctka ¢uenr-mamstu BIOS.
iBMC:/->ipmcset -d clearcmos
WARNING: The operation may have many adverse effects
Do you want to continue?[Y/N]:y
Clear CMOS successfully.
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4.6.8 3arrpoc madopmarnmm o RAID-koHTpOII1epe (ctrlinfo)

DyHKIMA
Komannma ctrlinfo ucnons3syeres st 3anpoca undopmanuu o miare kKoutposuiepa RAID.
dopmar
ipmcget -t storage -d ctrlinfo -v <option>
ITapameTpn1
IIapamerp | OmmcaHne 3HadeHMe
option Wnentudukarop Ot 0 1o 255: onpeienieHHas TUIaTa

RAID-xoHTpOmIIEpa.

koHTposnepa RAID.

all: Bce mnarer kouTpomiepa RAID.

VIHCTPYKI_H/II/I II0 MCII0JIb30BaHMIO

ITpumep

# 3anpoc unpopmanuu o mwiare 0 kouTposepa RAID.

iBMC:/->ipmcget -t storage -d ctrlinfo -v 0

RAID Controller #0 Information

Controller Name

Controller Type

Component Name

Support Out-of-Band Management
Controller Mode

Controller Health

Firmware Version

NVDATA Version

Memory Size

Device Interface

SAS Address

Minimum Strip Size Supported
Maximum Strip Size Supported
Controller Cache Is Pinned
Maintain PD Fail History across Reboot
Copyback Enabled

Copyback on SMART error Enabled
JBOD Enabled

DDR ECC Count

BBU Status
BBU Type
BBU Health

SAS3108
LSI SAS3108
: RAID Cardl
: Yes
: RAID
: Normal
4.650.00-6121
3.1602.00-0002
1024 MB
SAS 12G
5e00000157737cdé
64 KB
1 MB

Present

: CVPM02

: Normal
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PHY Status

PHY #0
Invalid Dword Count : 0
Loss Dword Sync Count : 0
PHY Reset Problem Count : 0

Running Disparity Error Count : 0O

PHY #1
Invalid Dword Count : 0
Loss Dword Sync Count 0
PHY Reset Problem Count : 0

Running Disparity Error Count : O

PHY #2
Invalid Dword Count : 0
Loss Dword Sync Count : 0
PHY Reset Problem Count : 0

Running Disparity Error Count : 0O

PHY #3
Invalid Dword Count 0)
Loss Dword Sync Count : 0
PHY Reset Problem Count 3 O

Running Disparity Error Count : O

PHY #4
Invalid Dword Count 8 O
Loss Dword Sync Count g ©
PHY Reset Problem Count : 0

Running Disparity Error Count : 0O

PHY #5
Invalid Dword Count : 0
Loss Dword Sync Count : 0
PHY Reset Problem Count : 0

Running Disparity Error Count : O

PHY #6
Invalid Dword Count HI
Loss Dword Sync Count : 0
PHY Reset Problem Count : 0

Running Disparity Error Count : O

PHY #7
Invalid Dword Count : 0
Loss Dword Sync Count : 0
PHY Reset Problem Count 3 O
Running Disparity Error Count : 0O
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4.6.9 3anpoc nHdopmaim o sorudeckoM avcke (ldinfo)

DyHKIMA
Komanna Idinfo ucionesyercst st 3anpoca nrdopManum o JOTHYECKHUX JIUCKAX,
yHopaBisieMbIX Iu1aToi koHTposuiepa RAID.
dopmar
pmcget -t storage -d ldinfo -v <ctrlid> <option>
ITapameTpb1
ITapamerp | OmmcaHue 3HaueHMe
ctrlid ID koHTpOMmIEpa ot 0 mo 255
RAID, kotopslit
yIpaBIsieT 1eJIeBbIM
JIOTHYE CKUM JTUCKOM.
option ID noruueckoro gucka. | ® Ot 0 mo 255: onpeneneHHbIil Toruye ckuit
IIACK.
¢ all: Bce moruyeckue AUCKH, yIpaBiseMble
koHTposepom RAID.

VIHCTPYKIH/H/I II0 MCII0JIB30BaHMIO

IIpumep

# 3ampoc uHpOopMaImH o orndeckoM aucke 0, yrnpasisieMoM kKoHTpoiuiepoM RAID 0.

iBMC:/->ipmcget -t storage -d ldinfo -v 0 0

Logical Drive Information

Target ID

Name

Type

State

Default Read Policy

Default
Default

Write Policy
Cache Policy
Current Read Policy
Current Write Policy
Current Cache Policy
Access Policy

Span depth

Number of drives per span
Strip Size

Total Size

Disk Cache Policy

: examplel
: RAID1
: Optimal

: Read Ahead

: Write Back with BBU
: Direct IO

: Read Ahead

: Write Back with BBU
: Direct IO

: Read Write

1
g 2

: 256 KB

100.234 GB
: Enabled
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Init State : No Init
Consistency Checking : No
BGI Enabled : Yes
Bootable : No
Used for Secondary Cache : No
SSCD Caching Enable : No
PD participating in LD (ID#) g @,1
Dedicated Hot Spare PD (ID#) : N/A

# 3anpoc nHpOpMaMK O BCEX JIOTHUECKUX AUCKax, yrnpaBisieMbix RAID-konTpomiepom 0.

iBMC:/->ipmcget -t storage -d ldinfo -v 0 all
Logical Drive Information

Target ID : 0

Name : examplel
Type : RAID1

State : Optimal
Default Read Policy : Read Ahead
Default Write Policy : Write Back with BBU
Default Cache Policy : Direct IO
Current Read Policy : Read Ahead
Current Write Policy : Write Back with BBU
Current Cache Policy : Direct IO
Access Policy : Read Write
Span depth g 1

Number of drives per span : 2

Strip Size : 256 KB
Total Size : 100.234 GB
Disk Cache Policy : Enabled
Init State : No Init
Consistency Checking : No

BGI Enabled : Yes
Bootable : No

Used for Secondary Cache : No

SSCD Caching Enable : No

PD participating in LD (ID#) 3 ©,1
Dedicated Hot Spare PD (ID#) : N/A

Target ID g 1
Name : example2
Type : RAIDO
State : Optimal
Default Read Policy : Read Ahead
Default Write Policy : Write Back with BBU
Default Cache Policy : Direct IO
Current Read Policy : Read Ahead
Current Write Policy : Write Back with BBU
Current Cache Policy : Direct IO
Access Policy : Read Write
Span depth g 1
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Number of drives per span g 3
Strip Size : 256 KB
Total Size 1.149 TB
Disk Cache Policy : Enabled
Init State : No Init
Consistency Checking : No

BGI Enabled Yes
Bootable : No

Used for Secondary Cache : No
SSCD Caching Enable : No

PD participating in LD (ID#) : 2,8,9,10,11
Dedicated Hot Spare PD (ID#) : N/A

4.6.10 3anpoc madopMannm o pusndeckom amcke (pdinfo)

DyHKUIMSA

dopmar

ITapameTpsn1

Komanna pdinfo ucnonssyeres s 3anpoca uHGOpManuu 0 GU3NUECKUX JUCKAX.

ipmcget -t storage -d pdinfo -v <option>

ITapamerp | OmmcaHue 3HaueHMe
option ID ¢pmsugeckoro ¢ Ot 0 no 255: onpeneneHHBIN (U3NIeCKIH
JICKa. IUCK.

¢ all: Bce pusMyecKue IHCKU.

VIHCTPYKI_H/H/I II10 MCITIOJIb30BaHMIO

ITIpumep

# 3anpoc uHpopmanuu o GU3NIECKOM JUCKE 2.

iBMC:/->ipmcget -t storage -d pdinfo -v 2

Physical Drive Information

ID )

Device Name : Disk2
Manufacturer : TOSHIBA
Serial Number : EBOOPC208NOR
Model : MBF2300RC
Firmware Version 0109

Health Status : Normal

Firmware State

: UNCONFIGURED GOOD
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Power State Spun Up

Media Type HDD

Interface Type SAS

Interface Speed 6.0Gbps

Link Speed 6.0Gbps

Drive Temperature 62 (Celsius)
Capacity 278.465 GB

Hot Spare None

Rebuild in Progress No

Patrol Read in Progress No

Remnant Media Wearout N/A

SAS Address (0) 50000393d84baad6
SAS Address (1) 0000000000000000
Location State Off

Media Error Count 0

Prefail Error Count 0

Other Error Count 0

# 3anpoc uHopmanuu o BceX (PU3MUECKUX JUCKaX.

iBMC:/->ipmcget -t storage -d pdinfo -v all

Physical Drive Information

ID 0
Device Name Disk0
Manufacturer TOSHIBA
Serial Number EBOOPC208KL3
Model MBF2300RC
Firmware Version 0109
Health Status Normal
Firmware State ONLINE
Power State Spun Up
Media Type HDD
Interface Type SAS
Interface Speed 6.0Gbps
Link Speed 6.0Gbps
Drive Temperature 53 (Celsius)
Capacity 278.465 GB
Hot Spare None
Rebuild in Progress No
Patrol Read in Progress No
Remnant Media Wearout N/A
SAS Address (0) 50000393d84b6£92
SAS Address (1) 0000000000000000
Location State Off
Media Error Count 0
Prefail Error Count 0
Other Error Count 0
Physical Drive Information
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ID

Device Name
Manufacturer

Serial Number

Model

Firmware Version
Health Status
Firmware State
Power State

Media Type
Interface Type
Interface Speed
Link Speed

Drive Temperature
Capacity

Hot Spare

Rebuild in Progress
Patrol Read in Progress
Remnant Media Wearout
SAS Address (0)

SAS Address (1)

Location State

Media Error Count
Prefail Error Count

Other Error Count

ID

Device Name
Manufacturer

Serial Number

Model

Firmware Version
Health Status
Firmware State
Power State

Media Type
Interface Type
Interface Speed
Link Speed

Drive Temperature
Capacity

Hot Spare

Rebuild in Progress
Patrol Read in Progress
Remnant Media Wearout
SAS Address (0)

SAS Address (1)
Location State

Media Error Count
Prefail Error Count

Diskl
TOSHIBA
EB72PC600G1C
MBEF2300RC
0109
Normal
ONLINE
Spun Up
HDD
SAS
6.0Gbps
6.0Gbps
69 (Celsius)
278.465 GB
None
No
No
N/A
5000039418218546
0000000000000000
Off

Disk2
TOSHIBA
EBOOPC208NOR
MBF2300RC
0109
Normal
ONLINE
Spun Up
HDD
SAS
6.0Gbps
6.0Gbps
62 (Celsius)
278.465 GB
None
No
No
N/A
50000393d84baad6
0000000000000000
Off
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Other Error Count : 0

4.6.11 3anipoc mHPOpMaIMM O AMCKOBOM MaccuBe (arrayinfo)

DyHKIIMSA
Komanma arrayinfo ucnonbesyercst st 3anpoca HHOOPMAIMH O JUCKOBOM MACCHBE.
Popmar
ipmcget -t storage -d arrayinfo -v <control_id> <option>
ITapameTpb1
ITapamerp | OmmcaHmne 3HaueHMe
control_id ID xouTpoOIEepa ot 0 mo 255
RAID, koTopomy
IIPUHAJICIKUT

JIMCKOBBIII MAaCCHB.

option 3arnpanmBaeMbli ¢ all: 3armpoc uHpOpMaLKHU 0 BeexX
JINCKOBBII MACCHB. OTIpe/IENIEHHBIX JIUCKOBBIX MACCHBAX.

® Ot 0 go 255: 3anpoc nHpopmanuu 00
OIPE/ICICHHOM JTUCKOBOM MAacCHBE.

VIHCTpyKUIMM 110 MCII0/Ib30BaHMIO

ITIpumep
# 3anpoc uapopmanmu o nuckoBoM maccuse | RAID-konTposiepa 0.
iBMC:/->ipmcget -t storage -d arrayinfo -v 0 1
Disk Array Information
Array ID g 1
Used Space : 1.149 TB
Free Space : 215.749 GB
Logcial Drive(s) ID 1
Physical Drive(s) ID : 2,8,9,10,11
# 3anpoc uH(GOpMAIMK 0 BCEX TUCKOBBIX MaccuBax RAID-konTposuiepa 0.
iBMC:/->ipmcget -t storage -d arrayinfo -v 0 all
Disk Array Information
Array ID 0
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Used Space : 200.469 GB
Free Space : 356.461 GB
Logcial Drive(s) ID 0
Physical Drive(s) ID 0,1

Disk Array Information

Array ID 1

Used Space : 1.149 TB
Free Space : 215.749 GB
Logcial Drive(s) ID g 1

Physical Drive(s) ID

: 2,8,9,10,11

Array 1D 2

Used Space 446.103 GB
Free Space 0 MB
Logcial Drive(s) ID 2
Physical Drive(s) ID 7

4.6.12 Co3zmaHMe JIOTMIeCcKOTO aucKa (createld)

DyHKUMA
Komanna createld ucmosnbp3yercst it CO3MaHUs TOIMIECKOTO TUCKA U3 CBOOOIHOTO
(U3NIECKOTO TUCKA.
dopmar
ipmcset -t storage -d createld -v <control_id> -rl <raidlevel> -pd <pd_id> [-cachecade]
[-sc <span_num>] [-name <ldname>] [-size <capative>{ml|g|t} ] [-Ss <stripesize>] [-rp
<rpvalue>] [-wp <wpvalue>] [-iop <iopvalue>] [-ap <apvalue>] [-dcp <dcpvalue>] [-init
<initmode>]
ITapameTpsbI
IIapamerp | OmmcaHne 3HadeHMe
control_id ID xouTpOILIEpa or 0 mo 255
RAID.
raidlevel VYposens RAID e r0:RAIDO
JIOTUYECKOIo ArCKa. e r1:RAID 1
e 15:RAID5
e r6:RAID6
¢ rl0: RAID 10
e 150: RAID 50
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ITapamerp | OmmcaHue 3HaueHMe
* r60: RAID 60
NPUMEYAHUE
Ecnn xomanzaa coneprkuTt -cachecade, 3HaueHue 31oro
napameTpa JA0JKHO ObITh IO wim rl.
pd_id ID nucka-y4acTHUKA st pasaenenust ID HeCKONBKUX AUCKOB
JIOTMYECKOI'0 JIUCKa. UCTIONB3YITE 3amATyIo (,), Hampumep, 0,1,2.
NPUMEYAHUE
Ecnu xomanza conepxut -cachecade, nuck-ygactauk
JOKEH OBITE ek SSD.
span_num Konnuectso ® Ecmu ypoens RAID pagen 0, 1, 5 unu 6,
00beAMHEHUIH 9TOT MapaMeTp MOXHO HE HaCTPauBaTh.
JIOTMYECKOTO iucKa. ® Ecmu ypoens RAID pasen 10, 50 nim 60,
cllelyeT HaCTPOMUTh ITOT NapaMeTp. 3HaueHue
0 YMOJTYaHHIO — 2.
NPUMEYAHUE
Ecnu xomanza conepxut -cachecade, sror mapamerp
HEJICHCTBUTEIICH.
Idname Nwms cozpaBaemoro 3HavyeHHe mapamMeTpa He MOKET IPEBBIIIATh 15
JIOTUYECKOT'0 JTUCKA. CHMBOJIOB.
capative EmkocTh cozmaBaemoro | Exunuiieii eMKOCTH MOXKET OBITh:
JIOTMYECKOI'0 JIUCKa. e m:ME
e g:ITb
e t:Th
NPUMEYAHUE
Ecnn xomanza conepxut -cachecade, srot mapamerp
HeﬂeﬁCTBHTCHCH.
stripesize Pasmep nonocer 3HaveHue:
JaHHBIX (B OaiiTax) e 64K
JIOTUYECKOTO JTUCKA.
o 128K
o 256K
e 512K
e 1M
[To ymomyanuto ucnonb3yercs 3HadeHune 256K.
NPUMEYAHUE
Ecnu xomanzaa conepxut -cachecade, stot mapamerp
HEIEHCTBUTEIICH.
rpvalue [MonuTHKa YTEHHSI * ra: Read Ahead
MAHHBIX C JIOTUMECKOTO | o nra: No Read Ahead
JIICKA.
3HavyeHue 10 YMOJIYaHUIo — Ia.
NPUMEYAHUE
Ecnn xomanzaa conepxut -cachecade, stot napamerp
HeJleHCTBUTENEH.
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ITapameTp

Omnmcanane

SHaueHmue

wpvalue

ITonutuka 3anucu
JaHHBIX JIOTHYECKOIO
JIMCKA.

e wt: Write Through

e wb: Write Back

e wbwithbbu: Write Back with BBU
3navenue no ymondanuo — Wowithbbu.

NMPUMEYAHUE
Ecnmu komanza conepskut -cachecade, stor napamerp
HeJEHCTBUTENIECH.

iopvalue

IMTonuTtuka
BBOJA-BBIBOJA JAHHBIX
Ha JJOTUYECKUH JUCK.

e cio: Cached 10
e dio: Direct 10
3HaueHue 1o ymomdanuto — dio.

NPUMEYAHUE

Ecnu xomanna conepskut -cachecade, stot mapamerp
HEJICHCTBUTEIICH.

apvalue

[Tonutuka A0CTyIIa K
JIOTUYECKOMY JUCKY.

® I'W: JJOTHYECKHH JUCK AOCTYNICH AJIs 3allUCU
1 YTCHHA.

® |0: JorHYeCKUi JUCK JOCTYIICH TOJIBKO IJIA
YTCHHA.

* blocked: noruyeckuit qUCK CKPBHIT.
3HaueHne MO YMOIYAHHUIO — FW.

MNPUMEYAHUE
Ecnmu komania conepskut -cachecade, stot napamertp
HEeZIEHCTBUTEINEH.

dcpvalue

IlomuTuka
HCIIOJIB30BaHUSI
KDII-TIaMSITU
JIOTUYECKOr'O JIUCKA.

* enabled: nust moruueckoro gucka pasperieHo
HCIIOJIB30BATh K3II-TIaMSATh.

e disabled: nqns nornueckoro aucka He
paspenIeHo UCIONIb30BaTh KIII-IaMSTh.

® default: ucons3yercs monuTrUka Mo
YMOJIYaHUIO, TO €CTh UCTIOJIB3YCTCS IMMOJIUTHKA
OUCKOB-Y4YaCTHUKOB.

3HaueHue 1o ymoadanuio — enabled.

MNPUMEYAHUE

Ecnmu komanza coneprkut -cachecade, stot napamertp
HeIEHCTBUTEIICH.

initmode

Pexxnm
MHUILAAIA3A1UN
JIOTHYECKOI'0 JUCKA.

® NO: JIOTUYECKUN JUCK HE WHULNAJIU3UPYECTCA.

® quick: BeimomnHseTCS GBICTpAs
WHUIHATA3ALHSL.

e full: BeimonHAETCA MOMHAS MHULUATU3ALINSL.
3HaueHue 10 yMOIYaHUIO — NO.

MNPUMEYAHUE

Ecmu komana conepskut -cachecade, stor napamertp
HeICHCTBUTEIICH.
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VIHCTPYKIII/II/I II0 MCII0JIB30BaHMIO

Ecmu komanma conepsxut -cachecade, 6yner cozman auck CacheCade.

IIpumep

# Co3maHme 00IIeTo JIOTHYECKOTO HcKa o KoHTpoiurepom RAID 0.

iBMC:/-> ipmcset -t storage -d createld -v 0 -rl rl -pd 0,1 -name example -size 100g

-ss 512k -rp ra -wp wb -ap rw -iop cio -dcp enabled -init quick

WARNING: The operation may have many adverse effects.

Do you want to continue?[Y/N]:y

# Cosnanue aucka Cachecade mox xontposiepom RAID 0.

iBMC:/-> ipmcset -t storage -d createld -v 0 -rl r0 -pd 0,1,2 -name cachecade -cachecade

-wp wb

WARNING: The operation may have many adverse effects.

Do you want to continue?[Y/N]:y

4.6.13 [To6aBeHme jormueckoro avcka (addld)

DyHKUMA
Komanna addld ncnionb3yercs st 100aBiIeHHs JJOTHYECKOTO JIUCKa K AUCKOBOMY MAacCCHBY.
dopmar
ipmcset -t storage -d addld -v <control_id> -array <arrayid> [-name <ldname>] [-size
<capative>{m|g|t} ] [-ss <stripesize>] [-rp <rpvalue>] [-wp <wpvalue>] [-iop <iopvalue>]
[-ap <apvalue>] [-dcp <dcpvalue>] [-init <initmode>]
ITapameTpsbI
IIapamerp | OmmcaHne 3HadeHMe
control_id ID or 0 mo 255
RAID-xoHTpOmIIEpa.
arrayid ID nuckoBoro Maccusa, | ot 0 10 255
K KOTOpoMy OyneT
HO6aBHeH.HOFquCKHﬁ
JHCK.
Idname Nwmst nobasnsiemoro 3HaueHue mapaMeTpa He MOXKET IIPEeBbIIIaTh 15
JJOr'M4€ CKOIo JHUCKa. CHUMBOJIOB
capative Emkocthb Enunnia eMKoCTH MOXKET OBITh:
JI00aBIISICMOTO e m:MB
JJOTHYCCKOI'O JHCKa.
e g:Ib
e t:Th
Ilo YMOJIYaHHUIO €EMKOCTH paBHA OCTAaBIIEMYCs
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ITapameTp

Omnmcanane

SHaueHmue

MMPOCTPAHCTBY AUCKOBOI'0 MaCCHBa.

stripesize

Pasmep nonocer
JTaHHBIX (B OaliTax)
JIOTMYECKOTO HCKA.

3HaueHue:
* 64K

o 128K
o 256K

e 512K
e 1M

ITo ymomuanmio ucmonn3yercs 3HaueHue 256K.

rpvalue

[TonuTnka yreHus

JAaHHBIX C JIOTUYCCKOI'O

JIUCKA.

* ra: Read Ahead
* nra: No Read Ahead

3HaueHue 10 yMOIYaHUIo — ra.

wpvalue

TTonuTtuka 3anucu
JNaHHBIX JIOTHYECKOrO
IMCKa.

e wt: Write Through
e wb: Write Back
e wbwithbbu: Write Back with BBU

3HaueHue o ymom4anuo — Wohwithbbu.

iopvalue

ITomuTuka

BBOJa-BbIBOJAa JaHHBIX

Ha JIOTUYECKUM TUCK.

e cio: Cached 10
e dio: Direct 10

3uayenue no ymondanuto — dio.

apvalue

[TonuTHka nocryna
JIOTUYE CKOMY JIUCKY.

® I'W: JIOTHYECKHUH JAWCK OCTYIIEH IS 3aITHCH
W YTCHHUS.

®  0: IOTHYECKUI JUCK JOCTYIICH TOJIBKO IJIA
YTCHHUA.

¢ blocked: noruyeckuii JUCK CKPBHIT.

3HaueHUE 10 yMOIYaHUIO — W,

dcpvalue

ITonutuka
KCIIOJb30BAHUS
K3II-IaMSITH
JIOTHYECKOTO JIMCKa.

® enabled: mist TOrHYECKOTO TUCKA Pa3peIIeHo
HCIIOIB30BAaTh KAII-ITAMSTh.

e disabled: nqns noruueckoro gucka He
PaspelIeHo UCIONb30BaTh KOII-TIAMSTh.

® default: ncons3yercs nonuTrHka Mo
YMOJTYaHHIO, TO €CTh UCIIOJIB3YETCsI MONUTHKA
AUCKOB-Y4YaCTHUKOB.

3uayenue no ymondauuto — enabled.

initmode

Pexxnm
AHULIHAJIA3a1I1
JIOTHYECKOI'0 JUCKA.

® NO: JIOTHYECKHI JIUCK HE MHULMATU3UPYETCS.
® quick: ObiCcTpast HHUIIHATH3AIIHS.
e full: mosHas MHUIMATU3ALIIHS.

3HaueHue 1o yMOIYaHUIO — NO.
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VIHCTPYKIII/II/I II0 MCII0JIB30BaHMIO

IIpumep
# Jlo6aBieHHE JIOTHYECKOTO UCKA K TUCKOBOMY MaccuBy 1 konTpoiuiepa RAID 0.

iBMC:/-> ipmcset -t storage -d addld -v 0 -array 1 -name example -size 500g -ss 256k
-rp ra -wp wb -ap rw -iop cio -dcp enabled -init quick
WARNING: The operation may have many adverse effects.

Do you want to continue?[Y/N]:y

4.6.14 Yoanenwne ormueckoro avcka (deleteld)

DyHKIMA
Komanna deleteld ucmosp3yercst st yaaneHus JIOTHYECKOTO AUCKA, YIIPABISIEMOro
koHTposepoM RAID.
dopmar
ipmcset -t storage -d deleteld -v <control_id> <Idid>
ITapameTpsbI
IIapamerp | OmmcaHne 3HadeHMe
control_id ID ot 0 mo 255

RAID-konTpoepa.

Idid ID ymansemoro or 0 1o 255
JIOTUYECKOIO JUCKA.

VIHCTPYKU;VII/I II0 MCITI0JIB30BaHMIO

ITpumep
# YnaseHue Jloru4eckoro gucka 1, ynpasnseMoro konTposuiepom RAID 0.
iBMC:/-> ipmcset -t storage -d deleteld -v 0 0
WARNING: The operation may have many adverse effects.
Do you want to continue?[Y/N]:y
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4.6.15 VI3smMeHeHMe CBOVICTB j1ormuecKkoro avcka (ldconfig)

DyHKIMA
Komanna ldconfig ucrionb3yetces ist i3MeHEHHsT CBOWCTB JIOTMYECKOTO JUCKA.
dopmar
ipmcset -t storage -d Idconfig -v <control_id> <ldid> <[-name <ldname>] [-rp <rpvalue>]
[-wp <wpvalue>] [-iop <iopvalue>] [-ap <apvalue>] [-bgi <bgistate>] [-boot] [-sscd
<initmode>]
ITapameTpb1
ITapamerp | Ommcanmne 3HaueHMe
control_id ID ot 0 10 255
RAID-xoHTpOmIIEpa.
Idid ID usmensiemoro ot 0 mo 255
JIOTUYECKOTO JTUCKa.
Idname Vms n3mMeHseMoro 3HaueHHe mapaMeTpa He MOXKET IIPEBEIIIaTh 15
JIOTUYECKOTO TUCKA. CHMBOJIOB.
rpvalue [MonuTtrka YTEHHUS * ra: Read Ahead
JaHHBIX C JIOTUMECKOTO | o nra: No Read Ahead
JTUCKA.
wpvalue IMonuTtHKa 3anucu e wt: Write Through
JaHHBIX JIOTHYECKOTO e wb: Write Back
JIICKa. . . .
e wbwithbbu: Write Back with BBU
iopvalue [MonuTtrka ® cio: Cached IO
BBOZA-BBIBOJA JIAHHBIX | ¢ o’ Direct 10
Ha JIOTUYECKHUH TUCK.
apvalue ITommnTuka J0CTyna K ® I'W: JOTHYECKHI TUCK JOCTYICH JIJIA 3aIIMCH
JIOTMYE CKOMY JTHCKY. U YTEHUS.
® I'0: JOrMYe€CKUM JUCK NOCTYIEH TONBKO IS
YTEHUSI.
* blocked: moruyeckuit qUCK CKPBHIT.
bgistate Craryc BGI ¢ enabled
JJIOTH4YCCKOIo JucCkKa. e disabled
initmode Hactpoiika * enabled
KamupoBanust SSD e disabled
(Mcnonb30BaTh U AUCK
CacheCade B kauecTBe
KeTma).

Beimyck 06 (13.11.2017)

Koubunenunanpaas uapopmarnus Huawei

297

Proprietary and Confidential

Copyright © Huawei Technologies Co., Ltd.




Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 4 Unrepdeiic komananoii crpoku (CLI) iBMC

VIHCTPYKIII/II/I II0 MCII0JIB30BaHMIO

Ecnu xomaHga comepxut -boot, torudeckuit Auck sBIsSeTCs 3arpy304HBIM YCTPOUCTBOM.

IIpumep
# M3meneHue cBOMCTB Jlorndeckoro aucka 1 mog kontposuiepom RAID 0.

iBMC:/-> ipmcset -t storage -d ldconfig -v 0 1 -name example -rp ra -wp wb -ap rw -iop
cio -dcp enabled -bgi enabled -boot
WARNING: The operation may have many adverse effects.

Do you want to continue?[Y/N]:y

4.6.16 Vismenenmne csoricTB KoHTposuiepa RAID (ctrlconfig)

DyHKIMA
Komanma ctrlconfig ucrions3yercs s u3amMeneHus CBONUCTB KoHTposwiepa RAID.
dopmar
ipmcset -t storage -d ctriconfig -v <control_id> <[-cb <cbstate>] [-smartercb
<smarterchstate>] [-jbod <jbodstate>] [-restore]
ITapameTpsbI
IIapamerp | OmmcaHne 3HadeHMe
control_id ID ot 0 mo 255
RAID-konTpoepa.
cbstate Hacrpoiika ¢ enabled
KOIIUPOBAaHUA e disabled
RAID-xoHTpOmIIEepa.
smarterchsta | Konuposanue mnpu * enabled
te OOHapyKCHUU OHOKA | o  disabled
SMART na

JICKE-YJIaCTHUKE
RAID-konTpoepa.

jbodstate Hactpoiika JBOD ® enabled
RA|D-KOHTpOHJI€pa. e disabled

VIHCTPYKI_H/H/I II10 MCITIOJIb30BaHMIO

Ecnu xomanna copepxut -restore, ceoiictsa koutposuiepa RAID OynyT BoccTaHOBISHBI 10
3HaYEHUH 10 yMOJIYaHUIO.

ITIpumep

# BrurroueHre konupoBaHus it KoHTpoiuiepa RAID 0.
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iBMC:/-> ipmcset -t storage -d ctrlconfig -v 0 -cb enabled
WARNING: The operation may have many adverse effects.

Do you want to continue?[Y/N]:y

4.6.17 VismeHeHMe cBOVICTB pm3muecKoro amcka (pdconfig)

DyHKIIMSA
Komanna pdconfig ucrosnb3yeTcs it M3SMEHEHUS CBOUCTB (PU3UUECKOTO JUCKA,
ynpasisieMoro KoHTpoiiepom RAID.
dopmar
ipmcset -t storage -d pdconfig -v <pdid> [-state <pdstate>] [-hotspare <hotsparetype>
[-1d <Idid>]] [-locate ] <locatestate>
ITapameTpsbI
Ilapamerp | OmmcaHue 3HaueHMe
pdid ID ¢usuyeckoro ot 0 mo 255
JICKA.
pdstate Craryc u3n4ecKoro ¢ online: auck B ceTH.
AKCKa. e offline: muck He B cetn.
® UQ: AUCK HE 3aHAT.
® jbod: muck sBastercst muckom JBOD.
hotsparetype | Craryc «ropsdero» ® NONE: AUCK HE ABIISIETCS JUCKOM «TOPSYETO»
pesepBa puznyecKoro pesepsa.
AUCKA. e global: muck sBnsgeTCS AUCKOM II100AITBLHOTO
«TOPSTYETOY pe3epBa.
¢ dedicated: muck sBIsSEeTCA CIEIMAIBHBIM
JIICKOM «TOPSTYET0» pe3epna.
Idid ID normueckoro aucka. | 0~255
Ecnu hotsparetype —
dedicated,
HEO00X0IUMO
HaCTPOUTh JIOTUYE CKUN
IICK, CBSI3aHHBIH C
3TUM (PU3NIECKIM
JICKOM.
locatestate Craryc nHAMKaTropa e start: ”HOAUKATOP MECTOMOIOKEHNS MUTAET.
MECTOIOIOKCHIA ® StOP: MHAMKATOP MECTOMONOKEHHS
(uzrueckoro aucka. OTKITIOUCH
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VIHCTPYKIH/IT/I II0 MCII0JIB30BaHMIO

IIpumep
# Hactpoiite mist craryca pusndeckoro aucka | 3nagenune online.

iBMC:/-> ipmcset -t storage -d pdconfig -v 1 -state online
WARNING: The operation may have many adverse effects.

Do you want to continue?[Y/N]:y

4.7 CuctreMHBbIe KOMaH/IbI

B nannom pazaeiie mpuBEACHO OIMMUCAaHNUE BCEX CUCTEMHBIX KOMAaH/I.

4.7.1 3anpoc cucTeMHOro MMeHM (systemname)

DOyHKIIVA

KOMaH,Z[a systemname HCIOJIB3YyCTCA 1A 3alIpoCa CUCTEMHOTI'O UMCHU.
dopmar

ipmcget -t smbios -d systemname
ITapameTpsbI

VIHCTPYKI_II/II/I II10 MICIIOJIBb30BaHMIO

ITpumep
# 3anpoc CHCTEMHOTO MMCHHU.

iBMC:/->ipmcget -t smbios -d systemname

System name is: XXXXX

4.7.2 HacTporika yacoBoro mnosica (timezone)

DyHKIMSA
KOMaH,Z[a timezone HCIOJIB3YETCA IJIA HaCTpOI\/'IKI/I qaCOBOI'0 I10ACa.
dopmar
ipmcset -d timezone -v <timezone>
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ITapameTpsb1
Ilapamerp | Ommicanme | 3HadeHMe
timezone Yacosoit YCTaHOBUTBH YaCOBOM MOSC MOXKHO CJIEAYIOIIUMU

mosAc.

croco0amu:
¢ (CwMelieHHuEe BpeMEHU
Jlnamna3oH 3HaYEHUN:
- -12:00 mo +14:00. Hanmpumep, +8:00 unu -4:30.

- GMT-12:00 no GMT+14:00. Hampumep, GMT+8:00
wm GMT-4:30.

®* Ha3panue 30HBI

[Junana3zon 3naueHuii: HazBaHus 30H rinodaibHOTO
yacoBoro nosica. Hanpumep, Azus/I1lanxaii nunm
Awmepuka/Hpro-Hopk.

Bbl Mo)keTe BBITOJHATE KoMaHay ipmcset -d timezone -v
<a> [yt 3ampoca MoIePKUBAEMOTO YaCOBOTO TIOsICA.

VIHCTpyKIIMM 110 MCII0/Ib30BaHMIO

B wacoBbIx mosicax, ucrons3ytonux setaee Bpems (DST), iBMC aBromarndyeckn ykas3bBaeT
BpeMs Ha OIUH 4Yac BIepen, korna HaunHaeTcd DST, u Bo3Bpaiaercs K CTaHIapTHOMY
BpeMeHH, Korna 3akanuuBaetcst DST.

ITpumep

# Hactpoiika mist yacoBoro nosica iBMC 3uauenus +8:00.

iBMC:/->ipmcset -d timezone -v +8:00

Set time zone successfully.

# Hacrpoiika ans yacosoro nosica iBMC 3nauenuss GMT+8:00.

iBMC:/->ipmcset -d timezone -v GMT+8:00

Set time zone successfully.

# 3ampoc gacoBoro nosica iBMC.

iBMC:/->ipmcget -d time
2014-06-28 Saturday 16:43:51 GMT+08:00

# Hactpoiika mis wacosoro nosica iBMC 3uauenus Asia/Shanghai.

iBMC:/->ipmcset -d timezone -v Asia/Shanghai

Set time zone successfully.

# 3ampoc gacosoro mosica iBMC.

iBMC:/->ipmcget -d time
2017-09-06 Wednesday 16:43:51 Asia/Shanghai (GMT+08:00)
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4.7.3 3anpoc Bpemenn iBMC (time)

DyHKIMA

Komanna time ucnone3syercst qust 3anpoca Bpemerd iBMC.
dopmar

ipmcget -d time
ITapameTpn1

VIHCTPYKIH/IT/I II0 MCII0JIB30BaHWMIO

IIpumep
# 3anpoc Bpemenn iBMC.

iBMC:/->ipmcget -d time
2014-06-28 Saturday 16:43:51 GMT+08:00

# 3ampoc Bpemenu iBMC.

iBMC:/->ipmcget -d time
2017-09-06 Wednesday 16:43:51 Asia/Shanghai (GMT+08:00)

4.7.4 3anipoc nHdOpMaLIMM 0 BEpCUM YCTPO¥ICcTBa (version)

DyHKIMSA

KomaHnza Version ucrnons3yeTces At 3ampoca nHbOpMAIMy O BEPCHU YCTPOHCTRA.
dopmar

ipmcget -d version
ITapameTpsbI1

VIHCTpyKIMW 110 MCII0/Ib30BaHMIO
IIpumep

# 3anpoc uHOpMAIMK O BEPCHU yCTPOIMCTRA.
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iBMC:/->ipmcget -d version

OtBetHas uH(GOp™Marus cuctemsl RH8100 V3:

——————————————————— iBMC INFO ——=—====————————————

IPMC CPU3g Hi1710

IPMI Version: 2.0

CPLD Version: (U6029)1.04

Active 1iBMC Version: (U6005)5.30

Active iBMC Build: 001

Active iBMC Built: 10:56:13 Aug 1 2014

Backup iBMC Version: 5.30

SDK Version: 1.36

SDK Built: 15:07:46 Jul 30 2014

Active Uboot Version: 1.1.26 (Jun 20 2014 - 14:28:52)

Backup Uboot Version: 1.1.26 (Jun 20 2014 - 14:28:52)

IPMB Address: 0x20

————————————————— Product INFO --—-——————-———-——--

Product ID: 0x0008

Product Name: RH8100 V3

BIOS Version: (U6145)V019

—————————————— Mother Board INFO --—--—-—-—-——-——---—-—

RH8100 BoardID: 0x005b

RH8100 PCB: A

———————————————— Raid Card INFO -——----——————-—-———

SR130 BoardID: 0x002c

SR130 PCB: A

——————————————— Riser Card INFO —----=—-=——————————-—

BC61PRBA BoardID: 0x0080

—————————————— HDD Backplane INFO ----————-—-—-———-—

BC11THBG BoardID: 0x007a

BC11THBG 2Ci33 A

———————————————— CPU Board INFO --—-—-------——-———-

CpuBoard BoardID: 0x0090

CpuBoard PCB: A

CpuBoard CPLD Version: (U1028)1.04

CpuBoard BoardID: 0x0090

CpuBoard PCB: A

CpuBoard CPLD Version: (U1028)1.04

CpuBoard BoardID: 0x0090

CpuBoard PCB: A

CpuBoard CPLD Version: (U1028)1.04

CpuBoard BoardID: 0x0090

CpuBoard [ECE} LA

CpuBoard CPLD Version: (U1028)1.04

—————————————— Memory Board INFO —--——-—--—-————--——

MemoryBoard BoardID: 0x0094

MemoryBoard PCB: A

MemoryBoard BoardID: 0x0094

MemoryBoard PCB: A

———————————————— IO Board INFO —--——-—————————-—-—

BioBoard BoardID: 0x005a

BioBoard PCB: LA

BioBoard CPLD Version: (U1044)1.04

——————————————————— LCD INED sessooooooooooo===s
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LCD Version: (J7)1.00

OtBeTHAs MHYOPMAIIHSI CHCTEMBI [UTS IPYTUX CTOCYHBIX CEPBEPOB!

——————————————————— iBMC INFO ——=—====————————————

IPMC CPU3g Hi1710

IPMI Version: 2.0

CPLD Version: (Ud46)1.03

Active 1iBMC Version: (U25)5.16

Active iBMC Build: 001

Active iBMC Built: 14:52:23 Apr 18 2014

Backup iBMC Version: 5.16

SDK Version: 1.25

SDK Built: 20:24:25 Apr 10 2014

Active Uboot Version: 1.1.17 (Feb 10 2014 - 16:42:52)
Backup Uboot Version: 1.1.17 (Feb 10 2014 - 16:42:52)
————————————————— Product INFO --—-——————-———-——--

Product ID: 0x0001

Product Name: RH2288 V3

BIOS Version: (U47)000

—————————————— Mother Board INFO --—--—-—-—-——-——---—-—

Mainboard BoardID: 0x000d

Mainboard PCB: A

4.7.5 3anpoc nadopmarnmmu FRU (fruinfo)

DyHKIMSA
Komanna fruinfo ucnonssyercs asis 3anpoca uadopmaimu 060 BceX ObICTPO3aAMEHIEMBIX
onokax (FRU).

Pdopmar
ipmcget [-t fru0] -d fruinfo

ITapameTpsnI1

VIHCTPYKI_H/II/I II0 MCITI0JIb30BaHMIO

ITpumep
# 3anpoc uapopmanmu 060 Bcex FRU.

iBMC:/->ipmcget -d fruinfo

FRU Device Description : Builtin FRU Device (ID 0, Mainboard)
Board Mfg. Date : 2014/04/03 Thu 16:12:00

Board Manufacturer : Huawei Technologies Co., Ltd.

Board Product Name : board

Board Serial Number : 022HLV10E3000003
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Board FRU File ID : 1.17
Product Manufacturer : Huawei Technologies Co., Ltd.
Product Name : pname
Product Serial Number : serialnumber
Product FRU File ID g 1,17

4.7.6 3amrpoc pabouero cocrostHms cucrembl (health)

DyHKIIMSA

Komanma health ucmonssyercs s 3anpoca HHGOPMAIHH 0 paboYeM COCTOSHHH CHCTEMBI.
dopmar

ipmcget [-t fru0] -d health
ITapameTpsbI

VIHCTpyKIIMM 110 MCII0/Ib30BaHUIO

IIpumep
# 3anpoc pabo4ero COCTOSIHUS CUCTEMBIL.

iBMC:/->ipmcget -d health
System in health state.

4.7.7 3anipoc nHPOpMaILIMM 0 pabOUMX COOBITHAX CYCTEMBbI
(healthevents)

DyHKIMsA
Komanma healthevents ncronbs3yetes st 3anpoca nHPOpMAIUK 0 pabouuX COOBITHIX
CHUCTCMBI.

dopmar
ipmcget [-t fru0] -d healthevents

ITapameTpsnI1

VIHCTPYKIJJ/II/I II0 MCII0JIB30BaHWMIO
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IIpumep

# 3anpoc uHpOpMAIHK 0 pabOYNX COOBITUAX CHCTEMEI.

iBMC:/->ipmcget -d healthevents

Event Num | Event Time | Alarm Level | Event Code | Event Description

1 | 2016-10-17 06:27:14 | Minor | 0x01000021 | Failed to obtain data
of the CPU 1 DIMM VDDQ2 voltage.

2 | 2016-10-17 10:24:43 | Critical | 0x01000015 | DIMMO20 DIMM
configuration error or training failed.

3 | 2016-10-17 10:24:43 | Major | 0x01000017 | DIMMO12 DIMM triggered
an uncorrectable error,

4 | 2016-10-17 10:24:43 | Critical | 0x01000015 | DIMMOO1l DIMM
configuration error or training failed.

5 | 2016-10-17 08:47:27 | Major | 0x03000009 | [Mock]PSU 1 failure.
6 | 2016-10-17 07:40:57 | Minor | 0x0D0O00003 | The NIC 1 temperature
(150 degrees C) exceeds the overtemperature threshold (100 degrees C).

7 | 2016-10-17 07:04:47 | Major | 0x2100000B | Data rebuild failed at
SD card 2.

8 | 2016-10-17 06:33:21 | Major | 0x2C000029 | The OS is forcibly

powered off and on due to the watchdog timeout.

4.7.8 3anmpoc nadopmarmm mopta 80 (port80)

DyHKIMSA

dopmar

ITapameTpsnI1

Komanna port80 ucnonb3yyercs is 3anpoca TeKylle u apxuBHO# nHPopmalmu o mopte 80.

ipmcget -d port80

VIHCTPYKI_H/II/I II0 MCII0JIb30BaHMIO

ITpumep
# 3anpoc Tekyuield u apxuBHOU UHPopMaluu mopra 80. 3HaueHUE B KBaIPaTHBIX CKOOKaX —
9TO TEKyIIee 3HAUCHUE.
iBMC:/->ipmcget -d port80
port80 diagnose code:

[00]1-00-00-00-00-00-00-00--00-00-00-00-00-00-00-00
00-00-00-00-00-00-00-00--00-00-00-00-00-00-00-00
00-00-00-00-00-00-00-00--00-00-00-00-00-00-00-00
00-00-00-00-00-00-00-00--00-00-00-00-00-00-00-00
00-00-00-00-00-00-00-00--00-00-00-00-00-00-00-00
00-00-00-00-00-00-00-00--00-00-00-00-00-00-00-00
00-00-00-00-00-00-00-00--00-00-00-00-00-00-00-00

Beimyck 06 (13.11.2017) Koubunenunanpaas uapopmarnus Huawei 306

Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.



Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 4 Uurepdeiic komananoit ctpoku (CLI) iBMC

00-00-00-00-00-00-00-00--00-00-00-00-00-00-00-00
00-00-00-00-00-00-00-00--00-00-00-00-00-00-00-00
00-00-00-00-00-00-00-00--00-00-00-00-00-00-00-00
00-00-00-00-00-00-00-00--00-00-00-00-00-00-00-00
00-00-00-00-00-00-00-00--00-00-00-00-00-00-00-00
00-00-00-00-00-00-00-00--00-00-00-00-00-00-00-00
00-00-00-00-00-00-00-00--00-00-00-00-00-00-00-00
00-00-00-00-00-00-00-00--00-00-00-00-00-00-00-00
00-00-00-00-00-00-00-00--00-00-00-00-00-00-00-00

4.7.9 3anpoc cepunnaoro Homepa SMBIOS (serialnumber)

DyHKIMSA

Komanna serialnumber ucrnons3yercs s 3anpoca cepuiinoro Homepa SMBIOS.
dopmar

ipmcget [-t smbios] -d serialnumber
ITapameTpnI1

VIHCTPYKIH/H/I II0 MCII0JIB30BaHWMIO

IIpumep
# 3anpoc cepuiinoro Homepa SMBIOS.

iBMC:/->ipmcget -d serialnumber
System SN 1s:4444444444444444444444

4.7.10 3anipoc mn ynaneamne mHPopMmanum SEL (sel)

DyHKUMA
Komanna sel ucnione3ayercst 1yt 3anpoca 1 yaajieHus HHGOPMALMH KypHaia CHCTEMHBIX
coobiThii (SEL).
dopmar
ipmcget -d sel -v  <option> [sel_id]
ipmcset [-t fru0] -d sel -v clear
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ITapameTpsb1
ITapamerp | Onomcanne 3HaueHMe
option HactpauBaemast oneparus. | ® list: nepeuncienue Bcex 3amuceit SEL
CHCTEMBIL.

* info: 3anpoc uapopmManmuu 06
HCIIoJb30Bannu 3amnuceii SEL.

® suggestion: 3aIpOC MPeIIOKSHUH
onpenenennoro SEL.

MNPUMEYAHUE
Cucrema xpauut makcumym 4000 sxypranos. Korna
cosnaercs 4001 xypHai, cucreMa aBTOMaTuyecKu
ynanset camble panaue 2000 xypHaos, a
HyMepalusi HOBBIX KypHainoB HadnHaeTcs ¢ 2001.

sel_id ID SEL, ubm npemnoxxenust | [pemiokeHnss MOTYT OBITh ITOTYYECHBI U3
JIOJDKHBI OBITH TIOJTYYCHEL. pesynbTata onepanui list.
NPUMEYAHUE

DTOT mapameTp 0 CTYIIeH TOJIBKO TOTa, Koraa
BBITIOJIHEHA omepatys suggestion.

clear Vnanenue Bcex SEL. —
Vnanennsie SEL He MoryT
OBITH BOCCTAHOBJICHBEI.

V.[HCTpYKI_H/II/I II0 UCII0JIb30BaHMIO

IIpumep
# 3anpoc napopmanuu 06 ncronp3oBanuu 3anucen SEL.
iBMC:/->ipmcget -d sel -v info
SEL Information
Version :1.0.0
Current Event Number : 147
Max Event Number : 4000
# 3anpoc npemmoxenuit SEL, ID kotoporo 146.
iBMC:/->ipmcget -d sel -v suggestion 146
ID : 146
Generation Time : 2016-10-26 03:26:23
Severity : Minor
Event Code : 0x12000013
Status : Asserted
Event Description : [Mock]Failed to obtain data of the air inlet temperature
Suggestion : 1. Restart the iBMC.
2. Remove and reconnect power cables or remove and reinstall the
board in the chassis.
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4.7.11 3amnpoc >kypHaJsioB orepanui (operatelog)

DyHKIMA

dopmar

ITapameTpn1

Komanna operatelog ucrmonb3yeres s 3apoca KypHaia CUCTEMHBIX OTEPAaIHil.

ipmcget -d operatelog

VIHCTPYKIH/H/I II0 MCII0JIB30BaHWMIO

IIpumep

# 3ampoc xypHaja orepamuil.

iBMC:/->ipmcget -d operatelog
2013-11-1218:27:36 CLI, root@128.5.197.2,Cooling, Set fanmanual mode expired time (300)

seconds

2013-11-12 18:27:36 CLI,root@128.5.197.2,Co0ling,Set fan mode

(manual)

2013-11-12 18:23:19 CLI, root@128.5.197.2,Coo0ling, Set fan manual mode expired time (60)
seconds

2013-11-12 18:23:19 CLI,root@128.5.197.2,Co0ling,Set fan mode (manual)

2013-11-12 18:18:48 CLI,root@128.5.197.2,Co0ling,Set fan level (80)

2013-11-12 18:18:45 CLI, root@128.5.197.2,Coo0ling, Set fan manual mode expired time (30)
seconds

2013-11-12 18:
2013-11-12 18:
2013-11-12 18:
2013-11-12 18:
2013-11-12 17:
2013-11-12 17:
2013-11-12 17:
2013-11-12 17:
:29:

2013-11-12 17

18:

18

13
56

51

45

128
17:

43

137
:11
56:
51:

02
44

124

43

CLI,root@128.
CLI, root@128.
CLI, root@128.
CLI, root@128.
CLI, root@128.
CLI,root@128.
CLI,root@128.
CLI,root@128.
CLI,root@128.

5.197
5,197
5,197
5,197
5.
5
5
5
5

197

.197
.197
.197
.197

.2,Cooling, Set
.2,Cooling, Set
.2,Cooling, Set
.2,Led, Set UID
.2,User,Modify

.2,User,Add user5's username

fan mode (manual)
fan level (80)
fan level (80)

identify force on
user (mytest|user5) password

(mytest)

.2,diagnose, Download black box data
.2,diagnose,Download System COM data
.2,BMC, Set time zone to

(+8:00)

2013-11-1209:18:11 CLI,root@128.5.197.2,Payload, Set graceful shutdown timeout to (600)

seconds

2013-11-12 08:59:00 CLI,root@128.5.197.2,sensor alarm,Set SNMP trap severity filter

alarm to (Minar )

2013-11-12 08:45:45 CLI,root@128.5.197.2,sensor alarm,Set SNMP trap destination 1
address to (10.10.10.10)

2013-11-12 08:41:55 CLI,root@128.5.197.2,sensor alarm,Set SNMP trap community to
(mytrap)

2013-11-12 08:22:22 CLI,root@128.5.197.2,sensor alarm,Enable SNMP trap destination 1
Input 'g' to quit:
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4.7.12 3arpyska gaHHbIx Systemcom (systemcom)

DyHKIMA

Komanpna systemcom wucnonb3yetcst st 3arpy3ku daiina SOL.
dopmar

ipmcget -d systemcom
ITapameTpn1

VIHCTPYKI_H/H/I II0 MCII0JIB30BaHWMIO

IMepen BHIMONHEHHEM 3TOH KOMaH/Ibl YOS UTECh, YTO (DYHKIHUS 3arPY3KH JaHHBIX
MOCPEICTBOM TIOCIIEIOBATEILHOTO IOpTa BKIIIOYeHHs Ha cTpanune Serial Port Data
BeO-uHTepderica iIBMC.

IIpumep
# 3arpy3ka (aiima SOL.

iBMC:/->ipmcget -d systemcom

Download System Com data to /tmp/systemcom.tar successfully.

4.7.13 3arpy3ka daruia gyepHoro smmka (blackbox)

DyHKUMA

Komanma blackbox ucmomnb3yercst st 3arpysku ¢aiina 4epHOTO SIIHKA.
dopmar

ipmcget -d blackbox
ITapameTpnl

VIHCTPYK[II/II/I II0 MCII0JIB30BaHWMIO

UYepHblil MUK XpaHUT 6a30BYI0 HHPOPMALIMIO CEpBepa A0 KPUTHUECKOH OIUOKH, HATIpUMED,
cbosg OC.

TMepen BHIMONHEHHEM 3TOM KOMaH bl YOS IUTECh, YTO (DYHKIIUSI YEPHOTO SIIUKA BKIFOYEHA HA
Diagnosis > Black Box Be6-untepdeiica iBMC. IToapoOHast nHbOpMaIys IpUBEICHA B
paszaene 3.5.3 UepHblil sIIuK.
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IIpumep

ABHMMAHME

@OYHKIHS 9epHOTO SIIHKA MOXKET UCIIONB30BATHCS TOJBKO TOCIIE TOTO, KaK Ha CepBepe
YCTaHOBIICHO MPOTpaMMHOE oOecTieYeHUE JJIsi MOHUTOpUHTA cOoeB (Hanpumep, iBMA).
[MonpoOHas nHpOpMayHs 00 aHANN3E JAaHHBIX YSPHOTO SIIHKA IPUBEACHA B JOKYMCHTE
Pyrosodcmeo nonvzosamens iBMA.

# 3arpyska JaHHBIX YEPHOT'O SIIHKA.

iBMC:/->ipmcget -d blackbox

Downloading...

100%

Download Black Box data to /tmp/blackbox.tar successfully.

4.7.14 3arpyska BIOS (download)

DyHKIMSA

dopmar

ITapameTpsbI1

Komanma maintenance -d download ucnosnb3yercst s 3arpysku ¢aiiaa BIOS bios.bin B
/tmp.

daiin bios.bin momoraeT momoraer Haxoauth coou 3amycka OC u ommbku BIOS.

ipmcset -t maintenance -d download —v <option>

ITapamerp | Onmcanne 3HaueHMe
option Karanor naznauenus, B KOTOpPbIA 3HaueHne JOKHO OBITH 1, uTo
3arpyxatorcs ganasie BIOS. o3Hauaet /tmp.

V.[HCTPYKI_H/II/I II0 UCITI0JIb30BaHMIO

[Tpu Bo3HHKHOBeHUH cOOs 3arpy3ute Gaitn bios.bin u cespxkuTECh CO CMyX00i TeXHIYe CKOM
noanepxku Huawei.

YToObI IPpeAOTBPATHTE TaliMayT, OTKIMIOUNTE (PyHKIHIO pexuma oxunanns CLP nmepen
3arpy3koii JanHbIx BIOS. Tlonpo6nas nabopmanus npuseaeHa B paznene 5.11 OtkioucHue
¢yuxmmn Bpemenu oxuganns CLP (notimeout).

ITIpumep
# 3arpyska ¢aiima BIOS bios.bin B /tmp/.
iBMC:/->ipmcset -t maintenance -d download -v 1
Download /tmp/bios.bin.
Downloading BIOS...
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Download BIOS successfully.

4.7.15 O6nHoB1eHNe BIOS (upgradebios)

Komanma maintenance -d upgradebios ucrnosnb3syercs s oonosiaenus BIOS.

ipmcset -t maintenance -d upgradebios -v filepath

Omnmcaane

3HaueHmue

DyHKIMSA

Popmar

ITapameTpb1
ITapamerp
filepath

Ilyte k daiiny oOHOBIEeHUs BIOS.

V.[HCTPYKLH/H/I II0 MCII0JIb30BaHWMIO

O6e xomanasr Maintenance -d upgradebios u upgrade mMoryT uCIOIB30BaTHCS IS
obnosnenus BIOS, paznuuus B cneayroniem:

®  Eciu ucnosb3yercst komanaa maintenance -d upgradebios, mociie o6HOBICHMS

BOcCcTaHaBIuBatoTcsl HacTpoiiku BIOS no ymonuanuio.

®  Ecnu ucnons3yercst komaHaa upgrade, Hactpoiiku cucteMbl He u3Menstces. [TogpoOHas
uHpopmauus npuseena B pazaeine 4.3.13 O6nosnenue BecrpoeHnoro I10 (upgrade).

IIpumep

# O6nosnenune BIOS ¢ nomomsio datina /tmp/biosimage.hpm.

iBMC:/->ipmcset -t maintenance -d upgradebios -v /tmp/biosimage.hpm

Please make sure the iBMC is working while upgrading.

Updating...

System needs two minutes time to prepare.

<100%>

Update successfully.

4.7.16 Hactpoviku cocrostamsi cereBoro rmopra iBMC (ethlink)

DyHKUIMA

Komanmga maintenance -d ethlink ucronb3yercst it HaCTPOWKH COCTOSIHUS CETEBOTO TOPTa

iBMC.

dopmar

ipmcset -t maintenance -d ethlink -v <ethname> <action>
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ITapameTpsb1
ITapamerp | Omicanmne 3HaveHMe
ethname HacrpauBaemslit ceTeBoi e ethO
nopt iBMC. e eihl
* eth2
e eth3

KomnuecTtro ceteBbix nmoproB iBMC
3aBUCHT OT MOJIEJIU CepBepa.

action CocrostHue ceteBoro mopra. | ® enable

e disable

MHCTPYKI_IVH/I II10 MCITI0JIb30BaHMIO

IIpumep
# Bruoyenue ceresoro mopra iBMC eth2.

iBMC:/->ipmcset -t maintenance -d ethlink -v eth2 enable
WARNING: This operation will enable eth2.
Do you want to continue?[Y/N]:y

Enable eth2 successfully.

4.7.17 BeinostHeHMe cOOpa MHGOpMaIINM OJHUM IIIeTIKOM
kHonkm MeInm (diaginfo)

DOyHKIIVA
Komanna diaginfo ucnosbsyetcs uist BbIONHEHUS] cO0pa HHGOPMALIMH OJHUM IIETIKOM
KHONKHU MbIy. [TompoOHas uadopmanus npuseaeHa B paznene 3.11 Coop nuHpopmanuu
OJTHUM IIIETYKOM KHOITKY MBIIIH.

dopmar
ipmcget -d diaginfo

IIapameTpsnI1

VIHCTpyKU MM 110 MCII0JIb30BaHWIO
ITIpumep

# Coop uHPOpPMAIIMH OTHUM IIEITYKOM KHOITKH MBIIIIH.
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iBMC:/->ipmcget -d diaginfo

Download diagnose info to /tmp/ successfully.

4.7.18 BoccranossieHMe 3aBoackux Hactpoek iBMC (restore)

DyHKIIMSA
Komanna restore ucrons3yercs Juist BOCCTaHOBJIEHHS 3aBojckux HacTpoek iBMC. TTocne
BBIIIOJTHECHHA KOMaHAbI ITPOU3BOAUTCS IMEPE3AITyCK iBMC.

dopmar
ipmcset -d restore

ITapameTpsbI

VIHCTPYKI_H/H/I II10 MCITIOJIb30BaHMIO

IIpumep
# BoccranoeneHne 3aBofcKuX HacTpoek iBMC.

iBMC:/->ipmcset -d restore
WARNING: The iBMC will automatically restart and restore factory settings. Continue?
[Y/N]:Y

Restore factory setting successfully.

4.7.19 BxyirogeHne v OTK/IIOUeHMe (PyHKIMM BpeMeH!
oxmaaausa CLP

DyHKIMSA
Komanma notimeout ucrmonb3yeTes sl BKITIOYCHUS MM OTKIFOYCHUs (DYHKI[HH BPEMECHU
oxunanus CLP. [Tocne BeIMoMHEHUS! ATON KOMaH bl BAaM HEOOXOAMMO BHINTH U TIOBTOPHO
Boittu B iIBMC, uTOOBI HACTPOHKM BCTYIHIIU B CHITY.
ITo ymomuanmto, gpynknus BpemeHu oxuganus CLP oTkimodeHa.
dopmar
ipmcset -d notimeout -v <enabled | disabled>
ITapameTpsbI
ITapametp Omicanmne 3HadeHMe
enabled Bxurouenue pynkuun Bpemern oxuganust CLP. -
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ITapamerp Omnmcaane 3HaueHMe
disabled Otxiiodenne GpyHKuu Bpemenu oxuaanus CLP. -

VIHCTpyKIIMM 110 MCII0/Ib30BaHMIO

IIpumep
# Brorouenue ¢yHkuun Bpemenn oxunanus CLP.

iBMC:/->ipmcset -d notimeout -v enabled

Set no timeout state successfully.
# Otkmouenne GpyHkuuu BpemeHu oxxuaanus CLP.

iBMC:/->ipmcset -d notimeout -v disabled

Set no timeout state successfully.

4.7.20 O6HoB1IeHMe pabouert Tabamibl (Workkey) cricremsl
(workkey)

DyHKIMsA

Komanma workkey ucmons3syercs s 0GHOBIEHMs paOodeii TaGaMIIbI CUCTEMBI.
dopmar

ipmcset -d workkey
ITapameTpsbI

VIHCTPYKI_H/H/I II10 MCITIOJIb30BaHMIO

ITIpumep
# OOHOBIEHME paboUell TaOIUIBI CUCTEMBL.
iBMC:/->ipmcset -d workkey
Update system workkey successfully.
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4.7.21 3anpoc v HacTpoViKa KOHPUIypanMm aBTOMaTN4IeCcKOro
oO0Hapy>keHmns (autodiscovery)

DyHKUIMSA
Komanna autodiscovery ucrnonb3yeTcst Uis 3aIpoca U HACTPOHKH (DYHKIMK aBTOMATHY ECKOTO
OOHapy>KEeHMUs.
dopmar
ipmcget -d autodiscovery
ipmcset -d autodiscovery -v <enable>/<disable> [option(0/1)] [netport]
ITapameTpsbI
ITapameTp OmnmcaHne 3HaueHMe
enabled/disable | BxiroueHue M OTKITIOYEHHE * enable: BximoueHne
(GYHKIMH aBTOMATHY€E CKOTO ABTOMATHYE CKOTO
00Hapy>KECHHSL. O0HapY)KCHUSL.

e disable: orkimrouenne
aBTOMAaTHYE CKOTO
oOHapy KeHUsl.

option CeTeBOl CEIMEHT. e (: BemjaHue Ha
255.255.255.255

® 1:anpec BelaHus MojaceTH

netport Howmep nopra. ot 0 1o 65535

VIHCTPYK[II/II/I II0 MCII0JIB30BaHWMIO

ITpumep
# 3anpoc koHpUrypauuu GyHKIMHA aBTOMAaTUYe CKOTO OOHAPYKEHHUS.
iBMC:/->ipmcget -d autodiscovery
State : disabled
Broadcast : 255.255.255.255
NetPort : 26957
# BrutoueHre (pyHKIIMU aBTOMAaTH4eCKOTO OOHAPY KEHHUSL.
iBMC:/->ipmcset -d autodiscovery -v enable 0 26957
Set state to (enable) successfully.
Set broadcast to (255.255.255.255) successfully.
Set netport to (26957) successfully.
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4.7.22 3anipoc v HacTpoViKa KOHPUTypanmum KOHTPOJIMPyeMOro
BKJIIOUEHWMSI MUTaHMs (poweronpermit)

DyHKUIMSA
Komanma poweronpermit ucmnonb3yercs i 3a0poca U HAaCTPOHKHU (GyHKIUH
KOHTPOJHUPYEMOTI'O BKIIFOUCHUA ITHUTAHUA.
dopmar
ipmcget -d poweronpermit
ipmcset -d poweronpermit -v <enable | disable> [ip] [netport]
ITapameTpsbI
ITapameTp Omnmcanne 3HaueHMe
Onuusi BKIIOYeHUS Bxirouenue QyHKINH KOHTPOIHPYEMOTO -
(Enable) BKJIFOUCHUSI TUTAHHSL.
Onuus oTKII0YEeHUs! OTxroueHre QYHKIIUH KOHTPOJIUPYEMOTO -
(disable) BKJTIOUCHUSI THTAHMUS.
ip IP-anpec cepsepa. -
netport Howmep mopra. ot 0 1o
65535

VIHCTpyKUIMM 110 MCII0/Ib30BaHMIO

ITpumep
# 3anpoc koHPUrypauu GyHKIUH KOHTPOIUPYEMOTO BKIIIOUCHHS MTUTAHUSL.

iBMC:/->ipmcget -d poweronpermit
State : enabled

ManagerIP : 192.168.1.1
ManagerPort : 26957

# BxuroueHue (byHKI_[I/II/I KOHTPOJHUPYEMOT'O BKIIFOYECHUSA TUTAHUA.

iBMC:/->ipmcset -d poweronpermit -v enable 192.168.1.1 26957

Set poweronpermit successfully.
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4.7.23 3anpoc v HacTpOMKa cTaTyca BKIIo4eHws nedaru BIOS
(biosprint)

DyHKUIMSA
Komanma biosprint ucmons3yercs s 3anpoca u Hactpoiiku omiaaku BIOS. Ecnu dyskiust
omaaku BIOS Bkimouena, napopamuus o0 omiaake OyJaeT oTIpaBieHa Ha MOCIeI0BaTEIbHbIN
nopt Bo Bpewms mpouecca POST.
dopmar
ipmcget -t maintenance -d biosprint
ipmcset -t maintenance -d biosprint -v <option>
IlapameTpsbI1
ITapamerp | Onmcanne 3HaueHMe
<option> Bemonasemast ® 1: IpUHYOUTENEHOE BKIIOYCHHIE OTIAKA
omepanus. BIOS.
® 2: mpuMeHeHue HacTpoek Ha BIOS.

V.[HCTPYKI_II/II/I II10 MCII0JIb30BaHMIO

RHI1288A V2 u RH2288A V2 He noaaepKUBaroT 3Ty KOMaHY.

IIpumep
# Brurrouenue neyatu BIOS.

iBMC:/->ipmcset -t maintenance -d biosprint -v 1

WARNING: Setting BIOS debug info enbale will make system start slow. Do you want to
continue?[Y/Nly
Set BIOS debug info enable successfully

# 3ampoc craryca neudaru BIOS.

iBMC:/->ipmcget -t maintenance -d biosprint
BIOS debug info enable

4.8 KomaHb! yIIpaBjIeHWMs I10JIb30BaTe /IsIMU

B nanHoM pazaeiie mpuBEACHO OIMMMCAaHNUEC BCEX KOMaHA YIIPABJICHU OJIb30BaTCIISIMU.

4.8.1 3anipoc nHdopmaim 060 Bcex mosrb3oBaressax (userlist/list)

DyHKIWMSA

Komannma userlist ucnons3yercst st 3anpoca HHGOPMAIHK 000 BCEX MOTb30BATEIISX.
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dopmar

ITapameTpsbI

ipmcget -d userlist

ipmcget -t user -d list

VIHCTpyKIIMM 110 MCII0/Ib30BaHMIO

IIpumep

# 3anpoc uHpopMaIH 000 BCEX MOIB30BATEIISX.

iBMC:/->ipmcget -t user -d list

ID Name Privilege
PublicKeyHash

2 root ADMINISTRATOR
NA

3 testl CUSTOM ROLE1
NA

4 test2 ADMINISTRATOR
NA

5 test3 ADMINISTRATOR
NA

6 test4 ADMINISTRATOR
NA

7 testb ADMINISTRATOR
NA

8 test6 ADMINISTRATOR
NA

9 test? ADMINISTRATOR
NA

10 test8 ADMINISTRATOR
NA

11 test9 ADMINISTRATOR
NA

12 testlO ADMINISTRATOR
NA

13 testll ADMINISTRATOR
NA

14 testl2 ADMINISTRATOR
NA

15 testl3 ADMINISTRATOR
NA

16 testl4d ADMINISTRATOR
NA

17 testl5 ADMINISTRATOR
NA

Interface
State

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled

Web, SNMP, IPMI, SSH, SFTP, Local, Redfish
Disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Disabled

Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
Enabled
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4.8.2 [Tob6aBieane nmosb3oBaresisa (adduser)

DyHKIMA
Komanna adduser KCIIOJIb3YETCsI JIJIs IOOABIICHUS MOJIb30BaTEIIs.
dopmar
ipmcset [-t user] -d adduser -v <username>
ITapameTpn1
IIapamerp | Omicanme 3HadeHMe
username msa nobasisieMoro 3HaueHue: CTpoKa, ATMHON 10 16 cMMBOJIOB.
TTONE30BATCIISL. ® CrTpoka MOXeT coiepKarh HUPPbL, OYKBbI U
Jpyryue CUMBOJIBL, UCKIIIOYasi MPOOEIbl U
ceayromue crieuaJbHbIC CUMBOJIbI:
Ni<>&'" %
® Crpoka HE MOXKET HAYMHATHCS C 3HAKA HOMEpa
(#).

V.[HCTpYKI_IVII/I II0 UCII0JIb30BaHMIO

Cuctema noanepxuBaetr go0aBjIeHre MakcUMyM 15 nosb3oBateneil. Bam Heo6xoaumo
YCTaHOBHUTH IMAPOJIU Pa3HBIX YPOBHEH CIIOKHOCTH ISl HOBBIX MTOJIb30BATEIICii HA OCHOBE TOTO,
BKJIFOYEHA JIU (DYHKIUSI IPOBEPKH CIOXKHOCTH MapoJis (3aIpoc ¢ IMOMOIIbI0 KoMaH ikl 4.8.6
3anpoc 1 HacTpoiKa cTaTyMa (yHKIHH IPOBEPKH CI0KHOCTH Mapois
(passwordcomplexity)).

®  Ecnu QyHKIMS MPOBEPKH CIOKHOCTH MapOJIsi OTKIIIOYCHA, TO MAPOIb HE MOXKET OBITh
nycThIM. B kauecTBe nmaposist JoKHA UCII0JIb30BaThCs CTPOKA, AIMHON 10 20 CHMBOJIOB.

L4 Ecau IIPOBEPKaA CIIOKHOCTHU IApOJIsd BKIIFOUYCHA, TO ITApOJib JOJIKEH COOTBETCTBOBATH
(W) (521474102018500% Tpe6OBaHI/I$IMZ

- Conepxatb oT 8 70 20 CHMBOJIOB.

- COI[Cp)KaTI), KaK MUHUMYM, OAUH Hp06eﬂ WJIN OVH U3 CICAYIONUX CIICUAJIbHBIX
CHMBOJIOB:

~l@#SWNAE&*F() - _=+\|[{}];: <>
- ConepxaTb, KaK MUHUMYM, CHMBOJIBI JIByX BUJIOB:

m  Crpounsle OyKBBHI: OT a JI0 Z

m  BykBe: OTA 10 Z

m  [udpsr: or 0 10 9

- HaponL HE JOJDKCH COBIaAaTh ¢ MMCHEM I10JIb30BATEJIs B IPAMOM U O6paTHOM
MOPAAKE paCIIOJIOKECHUS CUMBOJIOB.

- Hoserit apoJjib JOJDKCH OTIIUYAThCA OT CTapOro 1mapojd, KaKk MUHUMYM,
PacCIioIOKEHUEM NBYX CUMBOJIOB.

Tonbko AIMHUHHUCTPATOPbI MOTYT I[O6aBJ'ISITB HOBOTI'O ITOJIB30BAaTCJIA, U HCO6XOI[I/IM napoJib
TECKYIIETO IMOJIB30BaTCIIA.
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[ L InPUMEYAHME

INo ymom4aHHIO ypOoBEHb MPUBUIIETHH HOBOTO NoJib3oBaress — NO ACCESS, 1 HOBBIH T0JIb30BaTelb
MOJIICP’KUBAET BCe MHTEpdEIiCh BXOnA.

IIpumep
# Jlo6aBieHue MOIB30BaTEIs M HACTPOKKa NMeHH test.
iBMC:/->ipmcset -d adduser -v test
Input your password:
Password:
Confirm password:
Add user successfully.
# 3ampoc crucka mob30BareNei mocie 00aBIeHNSI.
iBMC:/->ipmcget -d userlist
ID Name Privilege Interface
PublicKeyHash State
2 root ADMINISTRATOR Web, SNMP, IPMI, SSH,SFTP,Local,Redfish
NA Enabled
3 test NO ACCESS Web, SNMP, IPMI, SSH, SFTP, Local,Redfish
NA Enabled
4 NO ACCESS NA
Disabled
5 NO ACCESS NA
Disabled
6 NO ACCESS NA
Disabled
7 NO ACCESS NA
Disabled
8 NO ACCESS NA
Disabled
9 NO ACCESS NA
Disabled
10 NO ACCESS NA
Disabled
11 NO ACCESS NA
Disabled
12 NO ACCESS NA
Disabled
13 NO ACCESS NA
Disabled
14 NO ACCESS NA
Disabled
15 NO ACCESS NA
Disabled
16 NO ACCESS NA
Disabled
17 NO ACCESS NA
Disabled
[penpyrymas nHPOpManHst yKa3plBaeT, YTO MOJIb30BaTelb test ycnemHo 1o06aBieH.
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4.8.3 VIsmeHeHMe I1apoJIsi IIOJIb30BaTe s (password)

DyHKIMA

dopmar

ITapameTpn1

Komanma password ucmosb3yeTcs it K3MEHEHHUS TApOJIst [I0JIb30BaTEIs.

ipmcset [-t user] -d password -v username

IIapamerp | Omicanme 3HadeHMe

username CyuiecTByOIUH I01b30BaTENb, 1apOIb KOTOPOTO -

HEOOXOIMMO U3MEHUTH.

V.[HCTPYK]_H/II/I II10 MCII0JIb30BaHMIO

IIpumep

Bb1 MOXKeTe U3MEHSTh MAPOJIK PA3HBIX YPOBHEH CIIOKHOCTH Ha OCHOBE TOTO, BKIIOUEHA JIU
(yHKIUS IPOBEPKHU CIIOKHOCTH Mapois (3ampoc ¢ moMoIIbo koMaHasl 4.8.6 3anpoc u
HaCTpoiika ctaryMa (pyHKIIUH IPOBEPKH CIOKHOCTU Tapos (passwordcomplexity)).

Ecin ¢yHKITUS TPOBEPKHU CIIOKHOCTH TAPOJIst OTKIIIOUEHA, TO MAPOJIb HE MOXET OBITh
mycThIM. B KadecTBe maposist 10/DKHA UCTIONB30BaThCS CTPOKA, AIMHOM 10 20 CHMBOIIOB.

Ecau IIPOBEPKA CIIOKHOCTHU IAapOJIsl BKIIIOUYCHA, TO IMapOJib JOJHKEH COOTBETCTBOBATDH
(W) (5914%41020108500% Tpe60BaHI/ISIMZ

Conepxatb oT 8 70 20 CHMBOJIOB.

Couep;xaTL, KaK MUHUMYM, OOUH Hp06eﬂ WK OJUH U3 CJICOYIOIIUX CIICHHUAIbHBIX
CHMBOJIOB:

~1@#$NN&*()-_=H\|[{3];:" <>/

Conepxath, Kak MUHHMYM, CUMBOJIBI JIByX BHJIOB:
m  CrpouHble OyKBBI: OT a JI0 Z

m  bBykBel: OTA 10 Z

m  [ludpsr: or 0 10 9

Haponb HE ITOJDKCH COBIIaJaTb ¢ UMCHEM I10JIB30BATEJIA B IIPAMOM U 06paTHOM
MOPAAKE paCIIOJIOKEHUS CUMBOJIOB.

HoBblii mapospb JOKEH OTIMYaThCs OT CTApOro Napois, Kak MUHUMYM,
PacIoNIOKEHUEM JByX CUMBOJIOB.

AI[MI/IHI/ICTpaTOpBI HUMCIOT IMMPaBO U3MEHSATH IMapoJIi BCEX HOHLSOBaTeHCﬁ, a oreparopsl 1

OOBIYHBIC MOJIH30BATEIH UMCIOT paBO UBMECHATH TOJIBKO CBOH COOCTBCHHEIC rnapoJin. HpI/I

HU3MEHCHHUU MapoJIst HGO6XO,E[I/IM napoJjib TEKYIIETO MMOJb30BaTCIIA.

# M3mMeHeHue mapoJs User.

iBMC:/->ipmcset -d password -v user

Input your password:

New password:
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Confirm password:

Set user password successfully.

4.8.4 Ynoanenue nmostb3oBaresisa (deluser)

DyHKIIMSA

KOMaH,Z[a deluser HCIOJB3YETCA I YAAJICHUA I10JIb30BATCIIA.
Popmar

ipmcset [-t user] -d deluser -v username
ITapameTpb1

ITapamerp | Omicanmne 3HadeHMe

username Nms cymiecTByroLero nojab30BaTesisi, KOTOPOro HeoOX0ANMO -
YAAJIHTh.

V.[HCTPYKLH/H/I II0 MCII0JIb30BaHWMIO

Tonbko AAMHUHHCTPATOPbI MOTYT yAaJIATh IOJb30BATCIIA, U H€O6XOZlI/IM napoJib TCKyIero
IIOJIB30BAaTCJIA.

ITpumep
# VYmanenue mosp3oBareis ¢ nmMeHeM test.

iBMC:/->ipmcset -d deluser -v test
Input your password:

Delete user successfully.

4.8.5 Hactporika npaB nosibp3oBaresis (privilege)

DOyHKIIVA
Komanma privilege ucmonp3yercs st HACTPOWKH MPaB IOJIL30BATEIIS.
dopmar
ipmcset [-t user] -d privilege -v <username> <privalue>
IIapameTpsnI1
ITapamerp | Onmcanne 3HaueHMe
username CymiecTBY 10NN MOJIB30BaTENb, IIpaBa -
KOTOPOTO HeO6XOHHNK)HaCTpOHTL.
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ITapameTp

Onmcaane

3HaueHme

privalue

IIpaBa

15: oTcyTcTBHE TIpaB
JIOCTYyTIa

2: mpaBa I0JIb30BaTels
3: mpaBa ormeparopa

4: mpaBa
aIMHHHACTPATOpPa

5: OJIb30BaTENbCKIE
mpasa Rolel

6: monp30BaTENBCKHUE
npaBa Role2

7: IOIB30BATCILCKIUE
mpasa Role3

8: M0IB30BaTEILCKUC
npasa Role4

VIHCTPYK[II/II/I II0 MCII0JIB30BaHWMIO

Tonbko AIAMHUHHCTPATOPbI MOTYT HACTPAUBATL IIpaBa IMOJIb30BAaTEIA, U HeO6XOZ[I/IM napoJib
TEKYLIETO ITOJIb30BATCIIA.

IIpumep

# Ipenocrasnenue noab3osareo test mpas Administrator.

iBMC:/->ipmcset -d privilege -v test 4

Input your password:

Set user privilege successfully.

4.8.6 3anipoc 1 HacTpoViKa craTymMa (pyHKIOI MM IIPOBEePKU
CJIOXKHOCTM ITapoJis (passwordcomplexity)

DyHKUMSA
Komanma passwordcomplexity ucrmosb3yercst [uis 3ampoca U HACTPO#KH cTaryca GpyHKIUH
TPOBEPKHU CIOKHOCTH MAPOIISL.
dopmar
ipmcget [-t user] -d passwordcomplexity
ipmcset [-t user] -d passwordcomplexity -v <enabled | disabled>
IlapameTpsbI1
ITapamerp | OmnmcaHmue 3HaueHMe
enabled Bxirodenne GpyHKIUH TPOBEPKHU CIOKHOCTH ITAPOJIS. -
disabled OTxiiodeHne GyHKIUH TPOBEPKH CIOKHOCTH MApOJIsL. -
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VIHCTPYKIII/H/I II0 MCII0JIB30BaHMIO

ABHMMAHME

e [lo ymomyaHuio (pyHKIHUS IPOBEPKHU CIIOKHOCTH TTapOJIsl BKITIOUCHA.

e OTkiroueHUe (GYHKIIMU MPOBEPKH CIIOKHOCTH MMAPOJIsi CHUKACT 0€30MaCHOCTh CUCTEMBI.
Crenmyer ¢ OCTOPOXKHOCTBEO HACTPAaUBaTh ATOT MapaMeTp.

®  Ecau GpyHKIMS NPOBEPKH CIOKHOCTH MAPOJIsS OTKIIIOUEHA, TO MApOjib HE MOXKET ObITh
nycThIM. B KauecTBe naposis JOKHA UCIOIb30BaThCsl CTPOKA, JIMHOU 10 20 CUMBOJIOB.

L4 Ecnmu IMPOBEPKaA CIIOKHOCTH ITAPOJIAA BKIIFOUECHA, TO ITAPOJIb JOJIKEH COOTBETCTBOBATH
CJIE Ay IOIUM Tpe60BaHI/IﬂMS

- Conepxats ot 8 10 20 CUMBOJIOB.

- CoaepmaTb, KaKk MUHUMYM, OJUH np06en WKW OJUH U3 CIICAYIOINX CII€UaIbHbIX
CHMBOJIOB:

~1@#SNN&*()-_=+\|[{}];:", <.>/?
- ConepxaTb, KAK MUHUMYM, CUMBOJIBI JIByX BHJIOB:
m  CrpouHble OyKBBI: OT a JIO Z
m  bBykBel: 0T A 10 Z
m  [udpsr: or 0 10 9

- Haponb HC JOJDKCH COBIIAAaTb C UMCHEM I10JIB30BATCIIA B IIPAMOM U 06paTHOM
TMIOPAAKE PACIIOJIOKEHUS CUMBOJIOB.

- HogBprit IapoJib JOJDKEH OTIINYAThCA OT CTApOro mapoJisi, Kak MUHUMYM,
PacCIoIOKEHUEM NBYX CUMBOJIOB.

Tonbko aIMUHUCTPATOPBI MOT'YT HACTPaUBaTh CTaTyC (PyHKIUHM MPOBEPKHU CIOKHOCTH MapoJIs.

ITpumep
# 3ampoc craryca QyHKIHMH TPOBEPKH CIOKHOCTH TApOJIs.

iBMC:/->ipmcget -d passwordcomplexity

Password complexity check state : enabled
# BrurroueHne (GyHKIUHM MPOBEPKHU CIIOKHOCTH ITAPOJISL.

iBMC:/->ipmcset -d passwordcomplexity -v enabled

Set password complexity check state successfully.

4.8.7 broknposka moss3o0Batesis (user -d lock)

DyHKIMSA
Komanna lock ucronb3yercs st GIOKUPOBKH OMPEICICHHOTO MMOJIB30BATEIS.
336ﬂ0KHpOBaHHBII>i MOJb30BaTEIb HE MOXKET BOUTH B CUCTEMY.
dopmar
ipmcset -t user -d lock -v username
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ITapameTpsb1
ITapameTp Onmncaamne 3HaueHNne
username Wwms GmokupyeMoro moJib30BaTeds. —

MHCTPYKI_IVH/I II10 MCITI0JIb30BaHMIO

Tonpko aJMUHUCTPATOPBI UMEIOT pa3pelIeHrne Ha OIOKUPOBKY MOJIB30BATENEH.

[Tpu GmoxupoBKe MOIB30BATEINST HEOOXOANMO BBECTH HApPOIh TEKYIIET0 aIMUHICTPATOpPa.

IIpumep
# BrokupoBka mosib3oBaress admin.

iBMC:/->ipmcset -t user -d lock -v admin
Input your password:

Lock user:admin successfully.

4.8.8 Pa30;10kmMpoBKa mmosrp3oBaress (user -d unlock)

DyHKUIMA
Komanma unlock ucmomnb3yercst it pa30iIOKUPOBKH MOJIb30BATEINS, HAXOSIIETOCS B
OJIOKMPOBKE.
dopmar
ipmcset -t user -d unlock -v username
ITapameTpsbI
ITapamerp Omicanmne 3HaveHMe
username Wms pa30GrIoknpyeMoro mois30BaTeIs. -

VIHCTPYKU;I/II/I II0 MCII0JIb30BaHMIO

Tonbko AIMUHUCTPATOPLI MOT'YT BBIIIOJIHATH 3Ty OII€paliulo, HCO6XOI[I/IM rmapoJib

aIMUHUCTpATOopa.
IIpumep
# Pa30nokupoBka mosbs3oBaresis Foot.
iBMC:/->ipmcset -t user -d unlock -v root
Input your password:
Set user:root unlock status successfully.
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4.8.9 3anpoc 1 HacTpoOViKa epmoa JAeiCTBUA MapoJid
(minimumpasswordage)

DyHKUIMSA
Komanga minimumpasswordage ucnonb3yeTces sl 3anpoca U HaCTPOMKH eprona
JEHCTBUS TTapOJIsL.
dopmar
ipmcget -d minimumpasswordage
ipmcset -d minimumpasswordage -v time
ITapameTpsbI
ITapamerp | Onmcanne 3HaueHMe
time Cpok aeicTBus mapos Juana3on 3uauenuii: ot 0 g0 365
(muet). 0 03HAYAeT, 4TO y MAPOJIS HET CPOKA
JICHCTBUSI.

V.[HCTPYKLH/H/I II0 MCII0JIb30BaHWMIO

Tonbko AAMAHUCTPATOPbI MOT'YT HaCTpauBaTh IIEPUOLT HeﬁCTBHﬂ rmapoJis.

ITpumep
# HacTtpoiika ams nepuoja AeHCTBUA MapoIsl 3HAYCHUS OUH JICHb.

iBMC:/->ipmcset -d minimumpasswordage -v 1

Set minimum password age successfully, minimumpasswordage (l) days.

4.8.10 HacTpovika mosib30BaTesIsi 7151 3KCTPEHHOI'0 BXOIa B
cucteMy (emergencyuser)

DyHKI A
Komanma emergencyuser ucnosbs3yeTcs Uisl HACTPOWKH TOJIb30BaTENsl, KOTOPBIA HE
OrpaHUYCH HUKAKWMU IIpaBUJIaMH BXOJa.
dopmar
ipmcset [-t user] -d emergencyuser -v username
ITapameTpsbI1
ITapamerp | Ommcanue 3HaueHMe
username Nwms monp3oBarens JJIsL SKCTPEHHOT'O BXOZa B CUCTEMY. —
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VIHCTPYKIII/II/I II0 MCII0JIB30BaHMIO

IIpumep

Tonbko AIMHUHHCTPATOP MOXET YCTAHABIMBATDH ITOJIB30BATEIIS IJII SKCTPEHHOT'O BXOAa B

CUCTCMY.

# HacTtpoiika momp3oBarens FoOt st SKCTPEHHOTO BXOJa.

iBMC:/->ipmcset -d emergencyuser -v root

Set emergency user to

(root)

successfully.

4.8.11 Vimnopt orKpeITOro Kiroya SSH nosib3oBaresis
(addpublickey)

DyHKIMA

dopmar

ITapameTpsbI

Komanma addpublickey ucrons3yercst mis ummopta OTKphIToro kitoda SSH mons30BaTerst.

ipmcset -t user -d addpublickey -v username filepath file URL

ITapamer | OmmcaHme 3HauyeHMe
p
username | IMones30Batens, CyIIeCTByIOLIEE UMS TTOJTB30BATENS.
ISl KOTOPOTO
HMIIOPTHPYETCS
OTKPBITHIHA KITFOY
SSH.
filepath IMyTs, ¢ 3HaueHue A0JDKHO ObITh yKazaHo B popmare /Path/File
KOTOPOTO name.
UMIIOPTUPYETCA
OTKPBITHIH KITFOU.
file URL URL-anpec 3HavyeHue B CIeAyIomeM Gopmarte:
UMIOPTUPYEMOT | phrotocol://username:password@ IP:[port]/directory/filena
o daiina me
OTKPBITOTO
KJTIOUa. Ine:

® 3uavenue protocol gomkuo 6brth https wmu http.

® 3HaveHus USername u password — 3to ums
IMOJIB30BATEJIS U MAapoJIb AJIsI JOCTYIIA Ha ueneBoﬁ
cepsep.

® 3muaucuue directory/filename — sto nyTs daitna
OTKPBITOTO KJIr0O4a Ha LEJICBOM CEPBEPE.
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VIHCTPYKIII/H/I II0 MCII0JIB30BaHMIO

IIpumep

AZIMUHHUCTPATOPHI MOT'YT UMIIOPTUPOBATh OTKPHITHIE KiItoud SSH 1u1d Bcex moJib30oBaresiei.
OObIuHBIE NOJIH30BATEN MOTYT UMIIOPTUPOBATH TOJIBLKO CBOM OTKPHIThIE Kiroun SSH.

# Mmnopt otkpeitoro kiroua SSH ais nonbs3osaress SSh_user.

iBMC:/->ipmcset -t user -d addpublic -v ssh_user /tmp/id dsa_1024.key
Input your password:

Add user public key successfully.

4.8.12 YnaneHue oTKpbITOro Ky1roda SSH nosis3oBaresisa
(delpublickey)

DyHKIMA

dopmar

ITapameTpsbI

Komanma delpublickey ucrionb3yercst st yaanenus otkpsitoro kiaroua SSH monb3oBarerst.

ipmcset -t user -d delpublickey -v username

IIapamerp | Omicanmne 3HadeHMe
username | MMs mosb3oBaTels, I KOTOPOTO YAIsSeTCsl OTKPHITHIA K09 | —
SSH.

VIHCTPYKI_H/H/I II10 MCITIOJIb30BaHMIO

AIIMIHHCTPaTOPHI MOTYT YIAJISATH OTKPHITHIE Kitodn SSH Beex mosp3oBareneil. OObIIHbBIC
10JIb30BATENIN MOT'YT YJQJIATh TOJIKO CBOY OTKpBITHIE Kitoun SSH.

ITIpumep
# YaaneHue OTKpPBITOTO KJIro4a mosb3oBatesst ssh_user_01.
iBMC:/->ipmcset -t user -d delpublickey -v ssh user 01
Input your password:
Delete user public key successfully.
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4.8.13 3anpoc v HacTpOMKa cTaTyca BKIIOYeH Vs
ayTeHTMdMKaIMy Naposisa nmojas3oBaresass SSH
(sshpasswordauthentication)

DyHKIMA

Komanma sshpasswordauthentication mcmnonb3yeTcst Uit BKIIOUEHHS WA OTKITIOUCHUS
ayTeHTU(UKAUK aposs nojib3oBarens SSH.

dopmar

ipmcget -t user -d sshpasswordauthentication

ipmcset -t user -d sshpasswordauthentication -v <enabled | disabled>

ITapameTpsnI1

ITapamerp | Ommcanue 3HaueHMe

enabled Bruttouenne ayrentudukanuu naposs nmosus3onarens SSH. -

disabled OTKJII0YeHHE ayTeHTU(HUKAIIIH Taposis nojib3oBares SSH. -

V.[HCTpYKI_IVH/I II0 UCII0JIb30BaHMIO

ITpumep
# BxiroueHue ayTeHTU(UKALUH naposis moib3oBatens SSH.

iBMC:/->ipmcset -t user -d sshpasswordauthentication -v enabled

Set SSH password authentication successfully.
# 3anpoc cratyca BKJIIOUEHHS ayTeHTH(DHUKAIMU napois monb3oBatesss SSH.

iBMC:/-> ipmcget -t user -d sshpasswordauthentication

SSH Password Authentication : enabled

4.8.14 HacTpovika moj1b30BaTeIbCKMX MHTepdericoB /I BX0a B
cuctemy iBMC (interface)

DyHKUMA
Komanma interface ucmomnb3yercst 11t HACTPOUKH ITOJIb30BATENbCKUX HHTEP(DEHCOB, KOTOPhIE
MOT'YT MCIIOJIb30BaThCs ONPEICICHHBIMU TTOJIb30BaTe sIMe JUis BXosia B iBMC.
dopmar
ipmcset -t user -d interface -v username <enabled | disabled> <optionl option2 ...
optionN>
Beimyck 06 (13.11.2017) Koubunenunanpaas uapopmarnus Huawei 330

Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.



Croeunslii cepep Huawei

PykoBoncTBo none3oBareist iBMC (ot V250 o V259)

4 Nnrepdeiic komananoii crpoku (CLI) iBMC

ITapameTpsb1

ITapamerp

OmnmcaHne

3HaueHmne

username

Wms koHpHUTYpHpYyEMOTO
MOJTB30BATEISL.

enabled

Brrouenue unrepgericos.

disabled

OTKIIFOUEHHE
nHTEpdEeicoB.

optionl
option2 ...
optionN

Tunsl KOHGUTYPUPYEMBIX
nHTepdheicoB.

MOo>XHO HACTPOUTH HECKOJBKO THIIOB
uHTEp(EHCOB OXHOBPEMEHHO.
Bapuanrtsi:

1: Web

: SNMP

D IPMI

: SSH

: SFTP

: JIOKaJTbHBIN

: Redfish

0 N oA W N

VIHCTPYKIH/H/I II0 MCII0JIb30BaHWMIO

IIpumep

# Brumouenue untepdeiicos s Bxoaa B iBMC: Web, SNMP, IPMI, SSH, SFTP, Local st
noJib3oBatens test.

iBMC:/->ipmcset -t user -d interface -v test enabled 1 2 3 4 5 7

Input your password:

Set user login interface successfully.

# 3anpoc uHpopMmaru o mosns3oBarene ssh_user 01.

iBMC:/->ipmcget -t user -d list

ID Name Privilege Interface

PublicKeyHash

2 root ADMINISTRATOR Web, SNMP, IPMI,SSH,SFTP,Local,Redfish

NA

3 XXX CUSTOM ROLEL Web, SNMP, IPMI, SSH, SFTP, Local, Redfish

NA

4 commonuser USER Web, SNMP, IPMI, SSH, SFTP, Local,Redfish

NA

5 admin ADMINISTRATOR Web, SNMP, IPMI, SSH, SFTP,Local,Redfish

NA

6 operator OPERATOR Web, SNMP, IPMI, SSH, SFTP, Local, Redfish

NA

7 customl CUSTOM ROLE1 Web, SNMP, IPMI, SSH, SFTP, Local,Redfish

NA

8 test USER Web, SNMP, IPMI, SSH, SFTP, Local NA
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9 NO ACCESS NA
10 NO ACCESS NA
11 NO ACCESS NA
12 NO ACCESS NA
13 NO ACCESS NA
14 NO ACCESS NA
15 NO ACCESS NA
16 NO ACCESS NA
17 NO ACCESS

4.8.15 HacTporika ctaTyca mpoBepKu ¢j1adOro naposis
(weakpwddic)

DyHKIMsA
Komanna weakpwddic ucmonb3yercst Jyist BKIFOUCHHUS WIIH OTKJIFOUCHUS TPOBEPKH cl1aboro
naports.
dopmar
ipmcset -t user -d weakpwddic -v  <enabled | disabled>
ITapameTpsnl
ITapamerp Omnmncaane 3HadeHMe
enabled BkitroueHre mpoBepKu c1aboro maposs. -
disabled OTKITIOYCHUE TIPOBEPKHU CIAOOT0 HapOoIs. -

VIHCTPYK[II/II/I II0 MCII0JIB30BaHWMIO

JlaHHas KOMaH/a TOCTYMHA TOJBKO AJisl CEpBEPOB V5.

ITpumep
# BkiTtoueHre MTPOBEPKH CJIA00TO MapoJsl.

iBMC:/-> ipmcset -t user -d weakpwddic -v enabled

Enable weak password dictionary check successfully.

4.8.16 DxcnopT cripaBoYHMKa c1abbIx naposient (weakpwddic -v
export)

DyHKIMA
Komanna weakpwddic -V export ucrosp3yeTcst [is 3KCIopTa CIIpaBOYHMKA CJIA0bIX Maposiei
cuctemsl iBMC.
dopmar
ipmcset -t user -d weakpwddic -v export <filepath | file_ URL>
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ITapameTpsb1

ITapamerp | Onomcanne | 3HadeHMe

filepath JlokanpHbplit | AGcComNrOTHBIA Katasor Ha iBMC, Hanpumep,
KaTajor, B /tmp/weakpwddictionary.
KOTOPOM
XPaHUTCS
CIPABOYHKMK
cnadbIx
napoJei.
file_ URL VnaneHHbIN Nmeer crneayromuii Gpopmar:
nyTe protocol://username:password@IP:[port]/directory/filename
CIpaBOYHUKA
cnabpIx Tne
MapoJICH. ¢ protocol momken 6wiTh https, sftp, cifs, scp wiu nfs.

® username — 3To uUMs MOJIb30BATENs, UCIIOJIB3YyEMOTO IS
BXOZIa Ha LIEJIEBOM CEpPBeP.

® password — 3To maposib i BXOJIA Ha IeJIeBOU cepBep.
¢ |P:[port] — sto IP-aapec u HOMEp TTOPTA IIEIEBOTO
cepBepa.

¢ directory/filename — 310 aBCOMIOTHBIIN KaTAJIOT, B
KOTOPOM XpaHHUTCS CIPAaBOYHHK CIIA0BIX Maposieii Ha
LIEJIEBOM CEPBEDPE.

IIpumep 3HaueHus:
https://root: Huawei12#$@10.10.10.1:443/tmp/
weakpwddictionary

VIHCTpyKUIMM 110 MCII0/Ib30BaHMIO

JlanHas KOMaH7a TOCTYITHA TOJBKO ISl CEpBEpOB V5.

ITpumep
# DKCTOpPT CIpaBOYHUKA CITa0BIX MapoIei.

iBMC:/-> ipmcset -t user -d weakpwddic -v export /tmp/weakpwddictionary

Export weak password dictionary successfully.

4.8.17 ViMniopT cipaBOYHMKa ¢j1a0bIX maposet (weakpwddic -v
import)

DyHKUMSA
Komanma weakpwddic -v import ucrnons3yeTcs sl AMIIOPTa CIPABOYHKKA CIA0BIX Maposieit
B cuctemy iBMC.
dopmar
ipmcset -t user -d weakpwddic —v import <filepath | file_URL>
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ITapameTpsb1

ITapamer | Onmcanmne 3HaueHMe

p

filepath Karauor, B AbGcoimoTHBIN Karaior Ha iBMC, HanpuMmep,
KOTOPBIiA /tmp/weakpwddictionary.
HUMITOPTHPYET
cst
CIIPAaBOYHHK
cabbIx
rapoien Ha
iBMC.

file_URL | Vmaneuusrit Nmeet cnemyrommii popmar:
oyTh protocol://username:password@]P:[port]/directory/filename
CIPaBOYHHKA
cIabbIX ne
MapoJICii. ® protocol momken OwiTh https, sftp, cifs, scp umu nfs.

® username — 3To UM IMOJb30BATEIISA, HCIOJB3YEMOTI0O JJIA
BXOJIa Ha IIEJICBOM CCPBECP.

® password — 3To maposb IS BXOIa Ha IeJIeBOi cepBep.
® |P:[port] —aro IP-ampec u HOMEp TOpTa IIEIEBOTO
cepsepa.

¢ directory/filename — 310 aGCOMIOTHEII KaTaior, B KOTOPOM
XPaHUTCS CIIPABOYHHK CIIAOBIX MTapoJieil Ha IIEIEBOM
cepsepe.

[Ipumep 3nadeHUs:
https://root: Huawei12#$@10.10.10.1:443/tmp/weakpwddic
tionary

VIHCTPYK[II/II/I II0 MCII0JIB30BaHWMIO

JlaHHas KOMaHa TOCTYMHA TOJBKO AJisl CEpBEPOB V5.

ITpumep
# MmopT cripaBOYHMKA CIA0BIX MapoJeh.

iBMC:/-> ipmcset -t user -d weakpwddic -v import /tmp/weakpwddictionary

Import weak password dictionary successfully.

4.8.18 HacTporika naposiss mmdppoBaHMA I [10JIb30BaTe s
SNMPv3 (snmpprivacypassword)

DOyHKIIVA
Komannma snmpprivacypassword ucnons3yercst 1uisi HACTPOHKH mapoJis udpoBaHust
JAHHBIX JUIsI TTOJIL30BATeIIs, KOTOPBIH npuMenseT SNMPV3 ans nonkmtodenus k iBMC.
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dopmar

ipmcset -t user -d snmpprivacypassword -v username

ITapameTpsbI1

ITapamerp | Onmcanne 3HaueHNne

username Cy1iecTBY IOIIMH 1OJIb30BATENb, TAPOJIb KOTOPOIO —
HEOOXOIUMO N3MEHHTH.

V.[HCTpYKI_IVII/I II0 UCII0JIb30BaHMIO

JlaHHas KOMaH/a TOCTYIHA TOJBKO AJIsl CEpBEPOB V5.

TonbKO aIMMHUCTPATOP MOXKET YCTaHABIMBATh U U3MEHSTh MAPOJIM BCEX MOJIb30BATENEH, a
OIepaTopbl ¥ OOBIYHBIE TIOJIH30BATEIN MOTYT H3MEHSTh TOJIILKO CBOM COOCTBEHHBIE MAPOJIH.
[Ipu u3mMeHeHnK naposissi HeOOXOAUM MAaPOJIb TEKYLIETO MOJIb30BaTEIs.

ITpaBuia HACTPOUKY HAPOJIS PasIMYAIOTCS B 3aBHCUMOCTH OT TOTO, BKJIIOYEHA JIM IIPOBEPKa
CJIOKHOCTH TIapoJIs (3aIpoc ¢ MOMOIIBI0 KoMaHAk! 4.8.6 3anpoc u HacTpoiika cTatyma
(byHKIMH TIPOBEPKH CIOKHOCTH Hapouis (passwordcomplexity)).

®  Eciu npoBepKa CI0KHOCTH Maposist OTKIIOYEHA, TO MapoJib JODKEH MPEICTABIATD
CTPOKY JJIMHOM J10 20 CHMBOJIOB.

®  Eciu npoBepka CIOKHOCTH MApoJIs BKIIOYCHA, TO MapoiIb JOJKEH COOTBETCTBOBATh
CJIeIyroUINM TpeOOBaHUSM:

- OH MOXET BKJIIOUYATh OT 8 10 20 CHUMBOJIOB.

- COCpKaTh, KAK MUHUMYM, OIWH HpO6CJ'I W OJUH U3 CICOYIOIHNX CIICIHUAIbHBIX
CHMBOJIOB:

~1@#$%N&*()-_=+\[{}];:",<.>/?

- ConepxaTb KaKk MUHUMYM JIBa THTIA CJICYIOIIAX CHMBOJIOB: IPOMKUCHBIC OYKBBI OT
A 110 Z, ctpouHble OYKBBI OT a J10 Z, TU@psI oT 0 710 9.

- Hapom) HC JOJDKEH COBNIAAAaTh C UMEHEM I10JIB30BATCIIA B IIPAMOM U 06paTHOM
TIOPSAAKE PACIIOJIOKEHUS CUMBOJIOB.

- CTapI:Iﬁ M HOBBIH napoJjr JOJDKHBI OTIINYaThbCsd MUHUMYM JIBYMs CUMBOJIAMU.

®  3anpenieHo KCIOIb30BaTh HaPOJib, €CIIM OH HAXOMUTCS B CIIPABOYHHKE CIa0bIX Maposeil.
Bbl MoxeTe BbimonHUTh 4.8.6 3anpoc u HacTpoiika cTaTyMa QyHKIIMH TPOBEPKH
cioxHOCTH mapoist (passwordcomplexity) st 3ampoca cinadbix maposiei.

IIpumep
# ITapons mudpoBanus SNMP v3 1iis nosp3oBaTelis ayTeHTU(DUKAITUH.
iBMC:/->ipmcset -t user -d snmpprivacypassword -v Administrator
Input your password:
Password:
Confirm password:
Set snmp privacy password successfully.
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4.9 Komauaopsr NTP

B JAaHHOM pa3aciie MpuBCACHO OITMCaHUC KOMAaH/[, CBA3aHHBIX C IMTPOTOKOJIOM CETEBOIO
Bpemenn (NTP — Network Time Protocol).

4.9.1 3anpoc nadopmanmm NTP (ntpinfo)

DyHKUIMA

Komanma ntpinfo ucnone3yetes ast 3anpoca uadopmaimu NTP iBMC.
dopmar

ipmcget -d ntpinfo
ITapameTpsbI

VIHCTpyKIIMM 110 MCII0/Ib30BaHMIO

IIpumep
# 3anpoc undopmanuu NTP iBMC.

iBMC:/->ipmcget -d ntpinfo

Status : enabled

Mode : dhcpvi4
Preferred Server : 192.168.2.26
Alternative Server : 192.168.2.77
Synchronize : successful
Auth Enable : disabled
Group Key : not imported

4.9.2 Hactponka craryca NTP (ntp -d status)

DyHKUMA
Komanna ntp -d status ncrosnb3yeTcs s BKIIIOYSHHS Wi oTKiItoYeHus GyHKmuu NTP.
dopmar
ipmcset -t ntp -d status -v status
ITapameTpsb1
ITapametp Omnmncanne 3HageHMe
status Craryc NTP. e enabled
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ITapameTp Omnmcaane 3HaueHMe
e disabled

VIHCTPYKI_IVH/I II10 MCITI0JIb30BaHMIO

IIpumep
# Brurouenue ¢pynkuuu NTP.

iBMC:/->ipmcset -t ntp -d status -v enabled
Set NTP enable status (enabled) successfully.

# 3anpoc nadopmanuu NTP.

iBMC:/->ipmcget -d ntpinfo

Status : enabled

Mode : dhcpv6

Preferred Server : 2016:ed8:7705:0:192:168:2:26
Alternative Server : 2016:ed8:77b5:0:192:168:9:77
Synchronize : successful

Auth Enable : disabled

Group Key : not imported

4.9.3 Hactpornka cnoco6a nony4denns nadopmannm NTP (ntp -d
mode)

DyHKUIMA
Komanna ntp -d mode ucnionb3yeTcs st HACTpO#iku criocoda nomyyenust nadopmannu NTP.
dopmar
ipmcset -t ntp -d mode -v mode
ITapameTpsbI1
ITapamerp Omnmncanne 3HageHMe
mode Cnoco0 nonyueHus * manual: monxyuenue
nHpopmanuu NTP. nHpopmanmu NTP
BPYYHYIO.
¢ dhcpv4: asromatuueckoe
MOJTy4eHHsT HHPOpMAIIUU
NTP ¢ ucnons3oBanueM
DHCPwA.
¢ dhcpv6: aBromaruueckoe
noJy4eHne nHPpopManuu
NTP ¢ ucnonp3oBanneM
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ITapameTp Omnmcaane 3HaueHMe

DHCPG.

VIHCTPYKI_IVH/I II10 MCITI0JIb30BaHMIO

Ecnu ans mapamerpa mode ycranosneno suauenne DHCPV4, To He HYXKHO yKa3bIBaTh
4acoBOI1 TOsIC.

IIpumep
# Ilonyuenue undopmaru NTP Bpyunyro.

iBMC:/->ipmcset -t ntp -d mode -v manual

Set NTP mode (manual) successfully.
# 3anpoc nadopmanuu NTP.

iBMC:/->ipmcget -d ntpinfo

Status : enabled

Mode : manual

: 192.168.2.26
Alternative Server : 192.168.2.99

Preferred Server

Synchronize : successful
Auth Enable : disabled
Group Key : not imported

4.9.4 Hactpowika agpeca ojis1 mpeanodrurebHoro cepsepa NTP
(ntp -d preferredserver)

cepeepa NTP.

DOyHKIIVA
Komanma ntp -d preferredserver ncrosnbs3yeTcs aj1sl yCTAHOBKH IIPEANOYTHTEILHOTO cepBepa
NTP.
dopmar
ipmcset -t ntp -d preferredserver -v addr
IlapameTpsbI1
ITapametp Omnmncanne 3HageHMe
addr IP-agpec npeamnouTHTENEHOTO 3HayeHne MOXKET OBITH

MPEICTAaBICHO B OAHOM U3
cienyomux GopMaToB:

* |Pv4-ampec
* |Pv6-ampec

® JIma noMmeHa
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VIHCTPYKIII/H/I II0 MCII0JIB30BaHMIO

IIpumep

# YcranoBka ampeca npeamodrurenbHoro cepsepa NTP dhcpl.com.

iBMC:/->ipmcset -t ntp -d preferredserver -v dhcpl.com

Set NTP preferred server (dhcpl.com) successfully.

# 3anpoc undopmanuu NTP.

iBMC:/->ipmcget -d ntpinfo

Status : enabled

Mode : manual

Preferred Server : dhcpl.com

Alternative Server : 2016:ed8:77b5:0:192:168:9:78
Synchronize : sucessful

Auth Enable : disabled

Group Key : not imported

4.9.5 Hactporika agpeca anprepHaTMBHOTO cepBepa NTP (ntp -d
alternativeserver)

DyHKUMA

dopmar

ITapameTpsbI

Komanma ntp -d alternativeserver ucnonb3yercst jisl yCTaHOBKH aJIbTEPHATHBHOTO CepBepa
NTP.

ipmcset -t ntp -d alternativeserver -v addr

ITapametp Omrcanne 3HadeHMe
addr Anpec anbpTepHAaTHBHOTO 3HaueHNE MOXKET OBITh
cepeepa NTP. MIPEJICTABICHO B OTHOM M3
cienyromux GopMaToB:
* |Pv4-anpec
* |Pv6-ampec

® IIms nomeHa

VIHCTPYKI_IVH/I II10 MCITI0JIb30BaHMIO
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IIpumep

# YcTaHOBKaA ajapeca anprepHaTiBHOTO cepBepa NTP 2001::1234.

iBMC:/-> ipmcset -t ntp -d alternativeserver -v 2001::1234
Set NTP alternative server (2001::1234) successfully.

# 3anpoc uapopmarmu NTP.

iBMC:/->ipmcget -d ntpinfo
Status : enabled

Mode : manual
Preferred Server : dhcpl.com
Alternative Server : 2001::1234

Synchronize : sucessful
Auth Enable : disabled
Group Key : not imported

4.9.6 Hactpornka ayreaTudukanmm cepsepa NTP (ntp -d

authstatus)

DyHKUMSA

dopmar

ITapameTpsbI

Komanma ntp -d authstatus ucmons3yeTcs a1t HACTPOIKH cTaTyca ayTeHTH(GUKAINH CepBepa
NTP.

®  Ecmu ayTeHTH(UKANNS BKIIOYEHA, TO OHA BBITOJHICTCS MEpe]] YCTaHOBICHHEM
coemunenus Mexay iBMC u cepepom NTP.

®  Eciu ayTeHTH(UKANNS OTKIIOYEHA, TO epe]] YCTaHOBICHHEM coeTMHEHMs Mexxay iBMC
u cepBepoM NTP BBITONHATE ayTeHTH(HUKAINIO HE TpeOyeTcs.

ipmcset -t ntp -d authstatus -v status

ITapametp Omrcanne 3HadeHMe
status Heo6xonuMoCTh BBITOTHEHUS e enabled
ayTeHTH(HUKAIHN. e disabled

V.[HCTPYKI_IVII/I II0 UCITI0JIb30BaHMIO

IIpumep

Ecnn ayrentudukainus BiodeHa, To Ha iBMC HeoOXomuMo 3arpy3uTh IPYIIOBON KITFOY.

# BruroueHue ayteHTUGUKanun 1yisi cepepoB NTP.
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iBMC:/->ipmcset -t ntp -d authstatus -v enabled
Set NTP enable status (enabled) successfully.

# 3anpoc uapopmarmu NTP.

iBMC:/->ipmcget -d ntpinfo
Status : enabled

Mode : manual
Preferred Server : dhcpl.com
Alternative Server : 2001::1234

Synchronize : sucessful
Auth Enable : enabled
Group Key : not imported

4.9.7 3arpy3ka rpynnosoro kitoda NTP (ntp -d groupkey)

DyHKIIMSA

dopmar

ITapameTpsbI

Komanma ntp -d groupkey ucrosb3yercst st 3arpy3ku rpymmoBoro kimoda NTP va iBMC.
I'pynmoBoii kirod NTP vcmonb3yercst sl IPOBEPKHU ay TCHTU(UKAIIMH TPH YCTAHOBICHUH
cBs3u Mexay iBMC u cepsepom NTP.

ipmcset -t ntp -d groupkey -v filepath

ITapamerp Omnmncanne 3HageHMe
filepath Daiis, B KOTOPOM CONCPIKUTCS JanHsblil mapamerp
IPYIIOBOH KIIFOU. npeacTaBieH B Gpopmare
nymo K ¢atiny + ums paiina.

V.[HCTPYKLH/II/I II0 MCII0JIb30BaHWMIO

IIpumep

[lepen BRIMOIHEHWEM TAHHON KOMaHIbI HEOOXOANMO COXPAHUTH (DAl ¢ TPYIIOBBIM KIFOYOM
B katajior iBMC.

# 3arpy3ka rpynmnosoro kiaroda NTP B iBMC.

iBMC:/->ipmcset -t ntp -d groupkey -v /tmp/ntp.keys
Set NTP group key (/tmp/ntp.keys) successfully.

# 3anpoc uapopmarmu NTP.

iBMC:/->ipmcget -d ntpinfo
Status : enabled

Mode : manual
Preferred Server : dhcpl.com
Alternative Server : 2001::1234

Beimyck 06 (13.11.2017) Koubunenunanpaas uapopmarnus Huawei 341

Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.



Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259)

4 Nnrepdeiic komananoii crpoku (CLI) iBMC

4.10 KomaHapI Ha MHAMKATOPBI

Synchronize : sucessful
Auth Enable : enabled
Group Key : imported

B nannom pasaciie MpuBE€ACHO OMMMCAaHUE BCCX KOMAaHJ Ha MHAUKATOPLI.

4.10.1 3ampoc craryca Tekymiero naankaropa (ledinfo)

DyHKUMA

dopmar

ITapameTpsbI

Komanna ledinfo ucmosnp3yercst st 3ampoca craryca TeKyIIero HHIUKaTopa.

ipmcget -d ledinfo

VIHCTPYKIH/H/I II0 MCII0JIB30BaHWMIO

IIpumep

# 3ampoc craryca WHIUKATOpa

iBMC:/->ipmcget -d ledinfo

LED Name : SysHealLed
LED Mode : Local Control
LED State : BLINKING

Off Duration : 100 ms

On Duration : 100 ms

LED Color : RED

LED Color Capabilities : RED GREEN
Default LED Color in

Local Control : GREEN
Override State : GREEN
LED Name : UIDLed
LED Mode : Local Control
LED State : OFF
LED Color : BLUE

LED Color Capabilities : BLUE
Default LED Color in

Local Control : BLUE
Override State : BLUE
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4.10.2 Hacrpovika maaukaropa UID (identify)

DyHKIMA
Komanna identify ucnonssyercst ast Hactpoiiku unaukaropa UID.
dopmar
ipmcset -d identify [ -v {time | force }]
ITapameTpn1
IIapamerp | Omicanme 3HadeHMe
time ITponomKUTETEHOCTE B kadecTBe 3HAUCHHS MCTIONB3YETCS IIEI0e

BKtoueHMs uHauKkaropa UID. | yucno. EnquHuna usmMepeHus: CEKyHIbl.
Jmama3on 3HaueHui ot 0 mo 255.

0: MHAUKATOP BBIKJIIOYEH.

force ITocTostHHOE BKIIIOYEHHE -
unaukaropa UID.

VIHCTPYKI_H/H/I II10 MCITIOJIb30BaHMIO

Ecmu H1 omuH 13 mapaMeTpoB He ycTaHoBIeH, To HHauKaTop UID no ymomganuto Oymet
BKJIIOUEH Ha 15 cexyHI.

ITpumep
# IlocTosinHoe BKItoueHne naaukatopa UID.

iBMC:/->ipmcset -d identify -v force
Identify UID led successfully.

4.10.3 Hacrpoiika craTyca MHAMKaTopa MecronosiokeHms (locate)

DyHKIMSA
Komanma locate ucmonb3yercst it HACTPOWKH CTaTyca WHAUKATOPA MECTOMOIOKEHHS
KECTKOTO JTUCKa.
dopmar
ipmcget -d locate -v <ID> <Action>
ITapameTpsbI1
IIapamerp | Ommcanne 3HadeHMe
ID ID xecTkorO JIHCKA. ot 0 mo 255
Action Craryc naaukaropa ® start: BkiroueHue UHAUMKATOpa
MECTOIOJIOKEHHU . ME CTOIOJIOKEHHUS KECTKOTO JANCKA.
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ITapameTp

Omnmcanane SHaueHmue

® start: BEIKJIIOUEHUE UHAUKATOpA
MECTONOJIOKEHHUS K€ CTKOTO JTHCKA.

VIHCTPYKI_H/H/I II0 MCII0JIb30BaHMIO

Ecmu mapametp Action umeet 3HaueHue Start, To HHAMKATOP MECTOIOIOKECHUS JKE CTKOTO
JMCKa OyIET OCTOSIHHO MUTATh.

IIpumep

# BxiroueHue HHAWKATOpa MECTOIIOJIOKEHUS )KECTKOTO JUCKaA 5.

iBMC:/->ipmcset -d locate -v 5 start

start locating physical drive (ID:5) successfully

4.11 KomaHOBI Ha BEeHTUIATOP

B nanHOM pasjerne npuBeIeHO OMUCaHUE BCeX KOMaH/ Ha BEHTHIISATOP.

4.11.1 HacTpovika ckopocTu BpalleHms: BeHTiwiIsTopa (fanlevel)

Komanpga fanlevel HCIIOJB3YETCA IJIsA HaCTpOﬁKH CKOPOCTH BpalllICHUA BEHTUIIATOPA.

ipmcset -d fanlevel -v <fanlevel> [fanid]

Onmcaane

3HaueHMe

IIponieHTHOE COOTHOILIEHUE TEKYIIEH CKOPOCTH
BpAIICHMsI BEHTUIISITOPA K MOJIHOM CKOpOCTH
BpallCHUsI BEHTUWIATOPA.

B kauecTBe 3HaueHUsa
HCIIONIb3yETCs 1IeJ10e
YHCJIO.

Juamna3on 3HaueHuM
3aBHCHUT OT MOJIEIH
cepsepa.

DyHKIMSA

dopmar

ITapameTpnI1
ITapametp
fanlevel
fanid

ID BenTHIATOpA.

Jnana3oHn 3HaueHUH
3aBHCHUT OT MOJICIIH
cepsepa.

VIHCTPYKU;VII/I II0 MCII0JIb30BaHMIO

Ecau ID BeHTMIIATOpA HE yKa3aH, TO JaHHAs KOMaH/Aa ACHCTBYET Il BCEX BEHTUIISITOPOB.
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IIpumep
# YcTaHOBKA CKOPOCTH BpallleHus BeHTHJITopa 2 Ha 50% OT MakcUMajIbHOH CKOPOCTH.

iBMC:/->ipmcset -d fanlevel -v 50 2
Set fan(2) level to (50%) successfully.
Current Mode : Auto
iBMC:/->ipmcset -d fanlevel -v 50

Set fan level successfully.

Current Mode : Auto

Global Manual Fan Level: 50%

4.11.2 HacTpovika pe>kuMa BeHTHIsITOpa (fanmode)

DyHKI A
Komanna fanmode ncmosnp3yercs i yCTaHOBKH PEXUMa BEHTHIISATOPA.
dopmar
ipmcset -d fanmode -v <mode> [timeout]
ITapameTpb1
ITapamerp | Onmcanne 3HaueHMe
mode Pexxum paboThl BEeHTHIISITOPA ® (: aBroMmatuueckuit pexum. [1pu

3TOM HE HY’KHO YCTaHaBJIMBATh
3HAYeHHE IIepeMEHHOM timeout.

® 1:pyuHnoil pexxuM. Ilpu 3Tom
HEOOXOIMMO YCTAaHOBUTH 3HAUCHHE
nepeMeHHoit timeout.

timeout Bpewms oxunanus nepexitodeHust | B kadecTBe 3HaU€HUs HCIIOIB3YETCSA
C PY4YHOTO peXxuMa Ha nesnoe uucio. Equanna n3mepenust:
aBTOMaTHYE CKUH. CEKYHJBL

3nauenue 0 03HAUACT OTCYTCTBHE
BPEMECHU OXKUJAHUS.

3uauenue o ymosyanuto: 30s.

V.[HCTPYKI_IVII/I II0 MCITI0JIb30BaHWMIO

Pexum pa6OTBI BEHTUWIATOPA MEPEKITIOIACTCS HaA aBTOMAaTHYeCKUM IpU MEPE3aITyCKE IBMC,
CEPBEP BBIKIIIOYCH HUJIU UCTEKJIO BPEM OXKUAAHHA MEPEKITIOUCHUA C PYUYHOI0 peXXruMa B
aBTOMaTUYE CKUH PEXKUM.

IIpumep

# YcTtaHOBKA PYUHOTO peKUMa pa6OTI>I BCHTUWIATOPA, C MOCICAYIOIINUM NEPCKIIIOYHHUEM Ha
aBTOMaTHYe CKUM PEXKUM IO UCTCUCHUU 60 CCKYHI.

iBMC:/->ipmcset -d fanmode -v 1 60
Set fan mode successfully.

Current Mode: manual
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Time out g 60 cexkyHIO

4.11.3 3anpoc craryca BeHTMIsATOpA (faninfo)

DyHKIIMSA

Komanma faninfo ucmons3syercs s 3ampoca craryca BEHTHIIATOPA.
Popmar

ipmcget -d faninfo
ITapameTpb1

VIHCTpyKIIMM 110 MCII0/Ib30BaHMIO

IIpumep
# 3ampoc craTyca BEHTWIATOPA.

iBMC:/->ipmcget -d faninfo
Get fan mode and fan level successfully!
Current mode: manual, timeout 297 seconds.

Manual fan level is 80.

4.12 KomaHObI Ha TaTYMKMU

B JaHHOM pa3acii€ MpuBEACHO OITMCAaHUE BCEX KOMaHI Ha AaTYHUKH.

4.12.1 3anipoc mHPOpMAITMM O BCex maTumKax (sensor -d list)

DyHKUMA
Komanna list ucrnionb3yercs st 3anpoca HHGOPMALIUMK O BCEX AaTYHKaX.
dopmar
ipmcget -t sensor -d list
ITapameTpsb1
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VIHCTPYKIII/II/I II0 MCII0JIB30BaHMIO

IIpumep

# 3anpoc uHpopMaIMK 0 BceX JaTunkax (B 3aBHCHMOCTH OT THITa cepBepa HCIIOIb3YIOTCS

pa3IUYHbIC TaTIYUKH).

iBMC:/->ipmcget -t sensor -d list

sensor id | sensor name | value
1lnc | unc | uc | unr
0x1 | Inlet Temp | 24.000
na | 42.000 | 44.000 | na
0x2 | Outlet Temp | 30.000
na | na | na | na
0x3 | PCH Temp | 32.000
na | 90.000 | na | na
0x4 | CPU1l Core Rem | 30.000
na | na | na | na
0x5 | CPU2 Core Rem | 30.000
na | na | na | na
0x6 | CPUL DTS | -65.000
na | =1.000 | na | na
0x7 | CPU2 DTS | -66.000
na | =1.000 | na | na
0x8 | CPUL Prochot | 30.000
na | na | 90.000 | na
0x9 | CPU2 Prochot | 30.000
na | na | 90.000 | na
Oxa | CPUL VDDQ Temp | 32.000
na | 120.000 | na | na
0xb | CPU2 VDDQ Temp | 32.000
na | 120.000 | na | na
0xc | CPU1 VRD Temp | 33.000
na | 120.000 | na | na
0xd | CPU2 VRD Temp | 31.000
na | 120.000 | na | na
Oxe | CPU1 MEM Temp | 27.000
na | 90.000 | na | na
Oxf | CPU2 MEM Temp | 27.000
na | 90.000 | na | na
0x10 | +3.3V | 3.260
na | na | 3.620 | na
0x11 | +5.0V | 4.980
na | na | 5.490 | na
0x12 | +12.0V | 12.120
na | na | 13.200 | na
0x13 | +1.8V CPUL [ 1.800
na | na | 1.850 | na
0x14 | +1.8V CPU2 [ 1.790
na | na | 1.850 | na
0x15 | +1.2V VDDQ1 | 1.180
na | na | 1.260 | na
0x16 | +1.2V VDDQ2 | 1.180
na | na | 1.260 | na

| unit | status | 1nr | 1c
| phys | nhys
| degrees C | ok | na | na
| 2.000 | 2.000
| degrees C | ok | na | na
| 2.000 | 2.000
| degrees C | ok | na | na
| 3.000 | 3.000
| degrees C | ok | na | na
| 0.000 | 0.000
| degrees C | ok | na | na
| 0.000 | 0.000
| unspecified | ok | na | na
| 3.000 | 3.000
| unspecified | ok | na | na
| 3.000 | 3.000
| degrees C | ok | na | na
| 0.000 | 0.000
| degrees C | ok | na | na
| 0.000 | 0.000
| degrees C | ok | na | na
| 3.000 | 3.000
| degrees C | ok | na | na
| 3.000 | 3.000
| degrees C | ok | na | na
| 3.000 | 3.000
| degrees C | ok | na | na
| 3.000 | 3.000
| degrees C | ok | na | na
| 3.000 | 3.000
| degrees C | ok | na | na
| 3.000 | 3.000
| Volts | ok | na | 2.980
| 0.160 | 0.160
| Volts | ok | na | 4.530
| 0.240 | 0.240
| Volts | ok | na | 10.800
| 0.480 | 0.480
| Volts | ok | na | 1.470
| 0.020 | 0.020
| Volts | ok | na | 1.470
| 0.020 | 0.020
| Volts | ok | na | 1.140
| 0.020 | 0.020
| Volts | ok | na | 1.140
| 0.020 | 0.020
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0x17
na
0x18
na
0x19
na
Oxla
na
0x1b
na
Oxlc
na
O0x1ld
na
Oxle
na
0x1f
na
0x20
na
0x21
na
0x22
na
0x23
na
0x24
na
0x25
na
0x26
na
0x27
na
0x28
na
0x29
na
0x2a
na
0x2Db
na
0x2c
na
0x2d
na
0x2e
na
0x2f
na
0x30
na
0x31
na
0x32

+1.2V VDDQ3

na | 1.260
+1.2V VDDQ4

na | 1.260
FAN1 F Speed

na | na
FAN1 R Speed

na | na

FAN2 F Speed
na | na
FAN2 R Speed
na | na
FAN3 F Speed
na | na
FAN3 R Speed
na | na
FAN4 F Speed
na | na
FAN4 R Speed
na | na

RearDiskl Temp

53.000 | na
Powerl
na | na
Power2
na | na

CPU1 Status
na | na
CPU2 Status
na | na
CPUl Memory

na | na
CPU2 Memory
na | na

FAN1 F Status
na | na
FAN1 R Status
na | na
FAN2 F Status
na | na
FAN2 R Status
na | na
FAN3 F Status
na | na
FAN3 R Status
na | na
FAN4 F Status
na | na
FAN4 R Status
na | na
PS1 Presence
na | na
PS2 Presence
na | na
DIMMOOO

| 1.180
| na
| 1.180
| na
6720.000
| na
6720.000
| na
6600.000
| na
6600.000
| na
6720.000
| na
6720.000
| na
6600.000
| na
| 6600.000
| na
| 26.000
| na
124.000
| na
| 52.000
| na
| 0x0
| na
| 0x0
| na
| 0x0
| na
| 0x0
| na
| 0x0
| na
| 0x0
| na
| 0x0
| na
| 0x0
| na
| 0x0
| na
| 0x0
| na
| 0x0
| na
| 0x0
| na
| 0x0
| na
| 0x0
| na
| 0x0

| Volts
| 0.020
| Volts
| 0.020
| RPM
| 0.000
| RPM
.000
| RPM
.000
| RPM
.000
| RPM
.000
| RPM
.000
| RPM
| 0.
| RPM
| 0.000
| degrees C
| 2.000
| Watts
| 0.000
| Watts
| 0.000

| discrete

000

| na

| discrete
| na

| discrete
| na

| discrete
| na

| discrete
| na

| discrete
| na

| discrete
| na

| discrete
| na

| discrete
| na

| discrete
| na

| discrete
| na

| discrete
| na

| discrete
| na

| discrete
| na

| discrete

| ok | na
| 0.020
| ok | na
| 0.020
| ok | na
0.000
| ok | na
0.000
| ok | na
0.000
| ok | na
0.000
| ok | na
0.000
| ok | na
0.000
| ok | na
0.000
| ok | na
0.000
| ok | na
| 2.000
| ok | na
0.000
| ok | na
0.000
| 0x8080 | na
na
| 0x8080 | na
na
| 0x8000 | na
na
| 0x8000 | na
na
| 0x8000 | na
na
| 0x8000 | na
na
| 0x8000 | na
na
| 0x8000 | na
na
| 0x8000 | na
na
| 0x8000 | na
na
| 0x8000 | na
na
| 0x8000 | na
na
| 0x8002 | na
na
| 0x8002 | na
na
| 0x8040 | na

| 1.140

[ 1.140

| na

| na

| na

| na

| na

| na

| na
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na | na | na | na | na | na
0x33 | DIMMOO1 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x34 | DIMM002 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x35 | DIMMO10 | 0x0 | discrete | 0x8040 | na | na
na | na | na | na | na | na
0x36 | DIMMO11 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x37 | DIMMO012 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x38 | DIMM020 | 0x0 | discrete | 0x8040 | na | na
na | na | na | na | na | na
0x39 | DIMM021 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x3a | DIMM022 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x3b | DIMMO30 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x3c | DIMMO31 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x3d | DIMMO32 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
Ox3e | DIMM100 | 0x0 | discrete | 0x8040 | na | na
na | na | na | na | na | na
0x3f | DIMM101 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x40 | DIMM102 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x41 | DIMM110 | 0x0 | discrete | 0x8040 | na | na
na | na | na | na | na | na
0x42 | DIMM111 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x43 | DIMM112 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x44 | DIMM120 | 0x0 | discrete | 0x8040 | na | na
na | na | na | na | na | na
0x45 | DIMM121 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x46 | DIMM122 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x47 | DIMM130 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x48 | DIMM131 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x49 | DIMM132 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
Ox4a | Arealntrusion | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
0x4b | RTC Battery | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
Ox4c | PCIE Status | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
Ox4d | ACPI State | 0x0 | discrete | 0x8001 | na | na
na | na | na | na | na | na
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Ox4e | SysFWProgress | 0x0 | discrete | 0x8000 | na | na
| na | na | na | na | na | na
Ox4f | Power Button | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x50 | SysRestart | 0x0 | discrete | 0x8080 | na | na
na | na | na | na | na | na
0x51 | Boot Error | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x52 | Watchdog?2 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x53 | Mngmnt Health | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x54 | UID Button | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x55 | PwrOk Sig. Drop | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x56 | PwrOn TimeOut | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x57 | PwrCap Status | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x58 | HDD Backplane | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x59 | HDD BP Status | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
Ox5a | Riserl Card | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x5b | Riser2 Card | 0x0 | discrete | 0x8002 | na | na
na | na | na | na | na | na
0x5c | SAS Cable | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x5d | FAN1 F Presence | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
Ox5e | FAN1 R Presence | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x5f | FAN2 F Presence | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x60 | FAN2 R Presence | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
Ox61 | FAN3 F Presence | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x62 | FAN3 R Presence | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x63 | FAN4 F Presence | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x64 | FAN4 R Presence | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x65 | RAID Presence | 0x0 | discrete | 0x8002 | na | na
na | na | na | na | na | na
0x66 | CPU Usage | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x67 | Memory Usage | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x68 | LCD Status | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x69 | LCD Presence | 0x0 | discrete | 0x8001 | na | na
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na | na | na | na | na | na
Oxb6a | RAID Status | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x6b | DISKO | 0x0 | discrete | 0x8001 | na | na
na | na | na | na | na | na
Ox6c | DISK1 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
Ox6d | DISK2 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
Ox6e | DISK3 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
Ox6f | DISK4 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x70 | DISKS | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x71 | DISK6 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x72 | DISK7 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x73 | DISK8 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x74 | DISK9 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x75 | DISK10 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x76 | DISK11 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x77 | DISK12 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x78 | DISK13 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x79 | DISK14 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x7a | DISK15 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x7b | DISK16 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x7¢c | DISK17 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x7d | DISK18 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
Ox7e | DISK19 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x7f | DISK20 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x80 | DISK21 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x81 | DISK22 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x82 | DISK23 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x83 | DISK24 | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
0x84 | DISKA | 0x0 | discrete | 0x8000 | na | na
na | na | na | na | na | na
Beimyck 06 (13.11.2017) Koubunenunanpaas uapopmarnus Huawei 351

Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.



Croeunslii cepep Huawei

PykoBoncTBo none3oBareist iBMC (ot V250 o V259)

4 Nnrepdeiic komananoii crpoku (CLI) iBMC

0x85
na
0x86
na
0x87
na
0x88
na
0x89
na
0x8a
na
0x8b
na
0x8c
na
0x8d
na
0x8e
na
0x8f
na
0x90
na
0x91
na
0x93
na
0x94
na
0x95
na
0x96

na

| DISKB |
| na | na
| DISKC \
| na | na
| DISKD \
| na | na

Ethl Link Down |
| na | na
Eth2 Link Down |

| na | na
Eth3 Link Down |

| na | na
Eth4 Link Down |

| na | na
| PS1 Status |
| na | na

PS1 Fan Status |

| na | na
| PS2 Status |
| na | na

PS2 Fan Status |
| na | na
PCIE SW1 Temp

| 100.000 | na
PCIE SW2 Temp

| 100.000 | na
LOM P1 Link Down

| na | na
LOM P2 Link Down

| na | na
LOM P3 Link Down

| na | na
LOM P4 Link Down

| na | na

0x0
I
0x0
I
0x0
I
0x0
I
0x0
I
0x0
I
0x0
I
0x0
I
0x0
|
0x0
I
0x0
I

na

na

0x0

0x0

0x0

0x0

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

na

discrete | 0x8000 | na | na
| na | na

discrete | 0x8000 | na | na
| na | na

discrete | 0x8000 | na | na
| na | na

discrete | 0x8000 | na | na
| na | na

discrete | 0x8000 | na | na
| na | na

discrete | 0x8000 | na | na
| na | na

discrete | 0x8000 | na | na
| na | na

discrete | 0x8000 | na | na
| na | na

discrete | 0x8000 | na | na
| na | na

discrete | 0x8000 | na | na
| na | na

discrete | 0x8000 | na | na
| na | na

degrees C | na | na | na
| 2.000 | 2.000

degrees C | na | na | na
| 2.000 | 2.000

discrete | 0x8100 | na | na
| na | na

discrete | 0x8100 | na | na
| na | na

discrete | 0x8100 | na | na
| na | na

discrete | 0x8100 | na | na
| na | na

Ta6a. 4-3 Onrcanue nosieit HHGOPMAIIMH O JaTYUKaX

ITone | 3navyenmne | IIpumep IIpnmeganmsa
sensor | Sensor CPU1 Core Rem: -
name name JaTYuK
TEMIIEPATypHI AApa
IIT 1.
value | Current 35.000: 3HaueHHe | na: TEKYIIMi JaTIUK HE OOHAPYKHUBACT
value TEKYIIEro HHUKaKoi HH(OpPMALINH, TIOCKOIBKY
JlaT4uKa. COOTBETCTBYIOIIEE YCTPOHUCTBO MOXKET HE
MIPUCYTCTBOBATE.
unit Enununa degrees C: discrete: TUCKpeTHBIA NaTYUK Oe3
U3MEpEHUsI | 3HAUYEHHE KaKHMX-ITM00 e IMHUL] U3MEPEHHUS.
TEKYIIETO u3MepsieTcs B
3HAUCHHUS rpaa. Llenscust.
status | CocrosHue ok: maryux na: TeKyIUi JaT4uK He 00HAPYKUBAET
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ITone | 3Hauenue | Ilpumep IIpumegans
paboTaer HUKaKoW WH(GOPMAIUH, TIOCKOJIbKY
MIPaBUIIBHO. COOTBETCTBYIOIIIEE YCTPOMCTBO MOXKET HE
nC: TATYAK MPUCYTCTBOBATH.
O0HAPYKUIT OXXXXX, mampumep 0x8000. 3nauenne
HE3HAYUTEIHHYIO OTpeIeTISIeTCS B COOTBETCTBHU CO
aBapulo. crangapramu [PMI u i npencraBienus
Cr' IaTUUK COCTOSTHUSI TEKYIIETO JIATYHKA HCIIOTb3YeTCS
OBHApYKIT e CTHAAATEPUIHOE 3HAYCHHE. Ho;lpo_6Ha51
CePbE3HYIO nHpopManus HpHBez{eHa_ B I10JIC Gener_lc
ABAPHUIO, Offset Tabn. 42-2 Generic EvenF/Readlng
Type Codes u mose Sensor specific Offset
nr: AaTaix Ta6m. 42-3 Sensor Type Codes cranzapTos
0oOHaAPYXHUIT IPMIL.
KPUTHYECKYIO
aBapmio.
Inr Hwxuee na na: TeKYIIUiA JaTYuK He MOANCPKUBACT
IIOPOroBOE IIOPOT0OBOE 3HAYECHHUE.
3Ha4YeHUe
JUISE
KPUTUYECKH
X
aBapUIHBIX
CUTHAJIOB
Ic Hwxuee na na: TeKylIuil JaT4uK HE NOIACPKUBAET
TIOPOTOBOE MIOPOTOBOE 3HAYCHHUE.
3HaYCHUE
JUIS
CEPBE3HBIX
aBapUIHBIX
CUTHAJIOB
Inc Hwmwxnee na na: TeKyIui JaTYuK HEe OIS KUBACT
TIOPOT0BOE IIOPOTOBOE 3HAYEHHE.
3Ha4YCHUE
JUISE
HE3HAYUTEI
BHBIX
aBapUIHBIX
CUTHAJIOB
unc Bepxnee 84.000: na: TeKyIIUi TaTIMK HE MOJICPKUBACT
TIOPOTOBOE TIOJIOKUTEIILHOE IIOPOTOBOE 3HAYCHHE.
3Ha4YCHUE TIOPOTOBOE
JUTS 3Ha4YCHUE
HE3HAUUTEN | MOSBICHHS
BHBIX HE3HAYUTEIHLHOTO
aBapUHBIX | aBapUHHOTO
CUTHAJIOB CUTHaJa TEeKYyIETo
JaTInKa
cocTaBisieT 84.
uc Bepxnee 88.000: na: TeKyIIUil TaTIMK HE MOAACPKUBACT
TIOPOTOBOE TIOJIOKUTEIILHOE
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ITone | 3Hauenue | Ilpumep IIpumegans
3HAYCHUE TIOPOTOBOE MOPOTOBOE 3HAYCHHUE.
JUTSE 3HAYCHUE
CEPBbE3HBIX | MOSBJICHUS
aBapUiHBIX | CEPHE3HOTO
CUTHAJIOB aBapuitHOTO
CUTHAJIa TEKYIIEeTO
JaTINKa
cocrapiseT 88.
unr Bepxnee na na: TeKylIuil JaT4uK He NOIAECPKUBAET
TIOPOTOBOE MIOPOTOBOEC 3HAYCHUE.
3HAYCHUC
JUIS
KpUTHYE CKH
X
aBapUIHBIX
CUTHAJIOB
phys [Monoxkuren | 3: MONOXHUTENBHOE | ha: TEKYIIUW JATYUK HE MOIIECPKUBACT
bHOE orcTaBanue a3 orctaBaHue (as.
OTCTaBaHUE | TEKYIIETO JaT4hKa
haz paBHO 3.
nhys Otpunarens | 3: oTpULaTeNbHOE | Na: TEKYIIWW JAaTYMK HE MOANEPKUBACT
HOE orcraBaHue (a3 oTcTaBaHue (Qas.
OTCTaBaHHWE | TEKYLIETO JAaTYMKa
ha3 paBHO 3.

(L InPUMEYAHUE

IpencraBneHHsIil BbIIIE KOMAHAHBIN BBIBOZ IPHUBE/IEH TOJBKO B KadecTBe npumepa. PaxkTudeckue
MOPOTOBBIC 3HAYEHUSA JATYUKOB MOTYT OTJIMYAThCS OT NPECTABICHHBIX.

4.12.2 KomaHaa npoBepKu gaTdmKa (sensor -d test)

DyHKI A

dopmar

IlapameTpsbI1

Komanpa test ucronb3yeTcs 11 MOAETMPOBAaHUS CTaTyca AaTUYMKa WK 3HaUeHUs, 0e3
reHepUpOBaHMA aBapUIHHOIO CUTHAJA.

ipmcset -t sensor -d test -v <sensorname/stopall> [value/stop]

ITapamerp

Onmcaane

3HaueHMne

sensorname/stopall

WUmsa patauka.

® sSensorname: uMs gaT4yuka.

e stopall: ocranoBKa Bcex MPOBEPOK.
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ITapameTp Onmncaane 3HaueHMe
value/stop Amnajorosoe ® value: anaoroBoe 3Ha4YeHUE MTPOBEPKU
3HAUCHHE. JaTIUKa.
¢ stop: ocTaHOBKA BCEX MPOBEPOK.

VIHCTPYKI_H/II/I II10 MCIIOJIBb30BaHMIO
IIpumep
# MopnenupoBanue 3HaueHus gaturka temneparypsl LIIT1 Core Rem 100°C.

iBMC:/->ipmcset -t sensor -d test -v "CPUl Core Rem" 100

Sensor test successfully.

4.13 Komaunosi PSU

B mannoMm pasznene npuBeneHo onucanue Beex komana PSU.

4.13.1 Hacrpoka pexxmnma padotbl PSU (psuworkmode)

DyHKIMSA
Komanma psuworkmode ucrnonb3syerces aiis 3anpoca pabodero pesxuma PSU.
dopmar
ipmcset -d psuworkmode -v <option> [active_psuid]
ITapameTpnI1
ITapamerp | Ommcanme 3HadeHMe
option pesxxum pabotst PSU. ® 0: pexxuM pacrpeeneHus
Harpy3Ku

® 1:pexum
AKTUBHBIN-pe3epBHBIN

active_psuid | ID aktuBHoro PSU, korma PSU paGoTaert B 1~2
pEeKUMeE aKTUBHBII-PE3EPBHBIN.

VIHCTpYyKLIMM 110 MCII0Ib30BaHWIO
IIpumep

# Hacrpoiika pexxuma padotsr PSU.
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4.13.2 3anpoc ocHoBHOM nmHPopMarium PSU (psuinfo)

DyHKIIMSA

Popmar

ITapameTpb1

iBMC:/->ipmcset -d psuworkmode -v 1 1
Set Power Work Mode (Active Standby) successfully

Komanma psuinfo ucmons3syercs s 3anpoca nadopmanun PSU.

ipmcget -d psuinfo

VIHCTpyKIIMM 110 MCII0/Ib30BaHMIO

IIpumep

# 3anpoc undopmanuu PSU.

iBMC:/-> ipmcget -d psuinfo

Current PSU Information :

Slot Manufacturer Type SN
Rate InputMode

1 HUAWE HUAWE 750W PLATINUM PS N/A
750 AC/DC

2 HUAWE HUAWE 750W PLATINUM PS N/A
750 AC/DC

Current PSU WorkMode
Actual PSU Status

Work Mode : Load Balancing
Predicted PSU Status

Work Mode : Load Balancing

4.14 Komanuabsl U-Boot

B nannom paznene npuBeneHo onucanue cuucka koman U-Boot, a Takke mopsimok goctyna

k CLI U-Boot.

4.14.1 Bxox Ha U-Boot

Cuenapun

Bxon va U-Boot iBMC 4epe3 nocienoBaTesbHbIN TOPT.

Version

07

07
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ABHMMAHME

Komanner U-Boot ucrionb3yrores s 3arpy3ku 6azoBoro I1O u omianku 6a30BBIX YCTPOUCTB.
Toxpko KBaTH(PHUIIMPOBAHHEIN IIEPCOHAT MOKET UCTIONIB30BaTh koMaH ! U-Boot.

IIpenBapurenbHbIe yC10BUs

ITpouenypa
IMar 1

IITar 2

IITar 3

Ilar 4

IITar 5

®  |Ims monp3oBarelis U mapoib s Bxona B iBMC

[To ymomuaHHIO YCTaHOBIIEHO UMS ITOJIb30BaTess oot s cepBepoB V3 u
Administrator mis cepBepoB V5, a B Tabiuuke ¢ MAPKHUPOBKOM MPOMYKTA yKa3aH
MapoJib MO YMOIYAHHUIO.

®  [lapous mis Bxoma B U-boot iBMC.

Jlnst cepBepoB V3 yCTaHOBIEH apolib o ymoiauanuio Huaweil2#$, a wis cepsepos V5
napois 1o ymoadanuo Admin@9000.

ABHMMAHME

B nensix 6€30macHOCTH MOCIie IEPBOT0 BXOAa PEKOMEHIyeTCSl K3MEHUTh HCXOIHBIN Mapoib U
MEPUOINYECKH MEHSTh Mapojib B JabHEHIIEM.

BrimonauTe BXon B uHTEpdeiic komaHaHOM cTpokn iIBMC depes mocienoBaTesIbHbIN TOPT.

L InPUMEYAHUE

Uepes nociie1oBaTesbHbli IOPT OAHOBPEMEHHO BONTH B CUCTEMY MOXKET MAKCUMYM IISTh
IIOJIB30BaTEJICH.

[epezanyck iBMC.

iBMC:/->ipmcset -d reset

This operation will reboot iBMC system. Continue? [Y/N]:
Beenure Y u vaxxmure Enter.
[Tocne sToro Oyxet BhIMOIHEH nepe3amyck iBMC.

Haxxmure Ctrl+B cpa3sy mocie Toro, Kak CHCTEMa BBIBEIET Ha SKpaH coobmenne «Hit
'ctrl + b' to stop autoboot».

Ha OKpaHC€ MOABUTCH CJICAYIOIIas I/IH(l)OpMaLII/IHZ
ENTER PASSWD:

Beeaute napons mis Bxona B U-Boot. [lis cepepoB V3 ycTaHOBIIGH MAPOIh 110 YMOITYAHUIO
Huaweil2#$, a wis cepeepor V5 naposis mo ymonganuo Admin@9000.

[MosiButcs untepdeiic komanaHou ctpoku U-Boot.

----Konen
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4.14.2 Caomucoxk komaaa U-Boot

L InPumeuAHuME

Komanmer U-boot ucrons3yroTcest Toabko 1t oTianku. Jaree npeacrasinenst komanasl U-boot. Jlist
HOJTy4eHHs HH(POPMAIIUH 110 JaHHBIM KOMaHziaM oOparuTtech B komnanuio Huawei.

B CLI U-boot iBMC BBeaute ? wiu help u naxkmure Enter. CripaBka 1o BceM KOMaHam
U-boot:

Hi1710 UBOOT> help

? - alias for 'help'

appfs cp- appfs cp -copy appfs to flash

appfs up- appfs up -update app file system

base - print or set address offset

bdinfo - print Board Info structure

boot - boot default, i.e., run 'bootcmd'

bootd - boot default, i.e., run 'bootcmd'

bootm - boot application image from memory

bootp - boot image via network using BOOTP/TFTP protocol

cfgfs cp- cfgfs cp -copy cfgfs to flash

cfgfs up- cfgfs up -update data file system
cmp - memory compare

coninfo - print console devices and information
cp - memory copy

crc32 - checksum calculation

datafs cp- datafs cp -copy datafs to flash

datafs up- datafs up -update data file system

ddr test- ddr test <ADDR> <LEN> <ALGO>

dt - memory test
dts - just for test
echo - echo args to console

editenv - edit environment variable

erase - erase FLASH memory

exit - exit script

false - do nothing, unsuccessfully

flinfo - print FLASH memory information

fsinfo - print information about filesystems
fsload - load binary file from a filesystem image
go - start application at address 'addr'

help - print command description/usage

hiddr test- use for save ddr auto test ret

iminfo - print header information for application image
itest - return true/false on integer compare
loadb - load binary file over serial line (kermit mode)
loads - load S-Record file over serial line
loady - load binary file over serial line (ymodem mode)
loop - infinite loop on address range
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1s - list files in a directory (default /)
lswread - read value of lsw register

lswwrite- write value to lsw register

md - memory display

mm - memory modify (auto-incrementing address)

mtdparts—- define flash/nand partitions

mtest - simple RAM read/write test

mw - memory write (£fill)

nfs - boot image via network using NFS protocol
nm - memory modify (constant address)

passwd - passwd - Modify uboot passwd

phyread - read value of phy register

phywrite- write value to phy register

ping - send ICMP ECHO REQUEST to network host
printenv- print environment variables

protect - enable or disable FLASH write protection
rarpboot- boot image via network using RARP/TFTP protocol
reboot - Perform RESET of the CPU

reset - Perform RESET of the BMC

rootfs cp- rootfs cp -copy rootfs to flash

rootfs up- rootfs up -update root file system

run - run commands in an environment variable
saveenv - save environment variables to persistent storage
setenv - set environment variables

sleep - delay execution for some time

spi test- spi test <data>

test - minimal test like /bin/sh

tftpboot- boot image via network using TFTP protocol
true - do nothing, successfully

uboot0 up- uboot up -update uboot

ubootl up- uboot up -update uboot

uboot cpO- uboot cp -copy uboot to flash

uboot cpl- uboot cp -copy uboot to flash

version - display u-boot version
Hi1710_ UBOOT>

4.15 Komaunasr SOL

B nannom paznene npuseaeHo onucanue komang SOL (Serial Over LAN).
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4.15.1 Co3zmanme ceanca SOL (sol -d activate)

DyHKIMA
Komanna sol -d activate ucnione3syercst 1uist ycranosieHus ceanca casizu SOL ¢
MOCJIeZI0BaTENIbHBIM TIOPTOM CHUCTEMBI HIIM TTOCIIeioBaTebHBIM opToM iBMC cepsepa.
dopmar
ipmcset -t sol -d activate -v <option> <mode>
ITapameTpb1
ITapametp Omnmncanne 3HadeHMe
option ITocnenoBarenbHEIN MOPT, K | ®  1: mOCTIe1OBTEIBHBIN
KOTOPOMY BBITIOJTHSIETCS MOPT CUCTEMBI
HOIKITFOYEHHE. ® 2:10CIEI0BATENbLHBIA
nopt iBMC
mode Pexum ceanca SOL. ® (: pexXHM COBMECTHOTO
J0CTyma

Pexxum coBMeCTHOrO
JIOCTyTIa TTO3BOJISIET
OTHOBPEMEHHO
yCTaHaBJIMBATh JIBa
ceanca cBsa3u SOL.
Kax el monb3oBarenn
MOXKET MPOCMAaTPUBAThH
onepaIum,
BBITOTHSIEMBIC JIPYTHM
M0JIb30BAaTEIICM.

¢ 1:49acTHBIA pexXuM

YacTHbl pexxum
MO3BOJISIET TOJIBKO
OJTHOMY T10JIb30BATENIO
yCTaHaBJINBATh CEAHC
cBszu SOL.

V.[HCTPYKI_IVII/I I10 ICITIOJIB30BaHMIO
Tonbko iIBMC 2.56 u OoJiee mo3/1HUE BEPCUU MOIICPKUBAIOT JIAHHYIO KOMaH]TY.

Haxxmure ESC 1 3atem ( ¢ mHTepBaioM MeHee | CeKyHIbI ISt BBIXoaa U3 ceanca csi3u SOL u
nepexosa K uHTep¢eiicy KOMaHIHONW CTPOKH.

ITpumep
# YcranoBka ceaHca cBa3u SOL B pexxuMe COBMECTHOIO IOCTYyIIA C [10CIE0BAaTEIbHBIM
IIOPTOM CUCTEMBI.
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iBMC:/->ipmcset -t sol -d activate -v 1 0
[Connect SOL successfully! Use 'Esc(' to exit.]

Warning! The SOL session is in sharedmode, the operation can be viewed on another terminal.

slesllspl:~ #
slesllspl:~ # Esc( [Close SOL]

SOL connection closed.

4.15.2 TeaxktuBaimsa ceaca SOL (sol -d deactivate)

DyHKIMSA
Komanma sol -d deactivate ucnosb3yercst i IpUHYIUTENBHOM HeakTuBanuu ceanca SOL.
dopmar
ipmcset -t sol -d deactivate -v <index>
ITapameTpnI1
ITapamerp Omnmncanne 3HadeHMe
index [opsiakoBsrit HOMep ceanca | ® 1:ceanc 1.
SOL. ® 2:ceaHc 2.

V.[HCTPYKI_IVH/I I10 ICITIO0JIB30BaHWMIO
Tonbko iIBMC 2.56 u Ooiiee no3iHUE BEPCUU MOCPKUBAIOT JIAHHYIO KOMaH]TY.

Ceanc SOL, ycranoBiieHHbIH ¢ ucnonbzoBanueM [PMITOOL He MoxeT ObITh OTKITFOYCH.

ITIpumep
# JleaxtmBamus ceanca SOL 1.

iBMC:/->ipmcset -t sol -d deactivate -v 1

Close SOL session successfully.

4.15.3 HacTpovika BpeMeHM oxuaaamus ceaHca SOL (sol -d
timeout)

DyHKUIMA
Komanna sol -d timeout ucrosb3yercst Uit HACTPOWKY BpeMeHH oxkunanus ceancos SOL.
Ecnu B TeueHHE OMpeeieHHOTO TIepHoa BpeMeHH HH Oy/IeT BHIIIOJHEHA HU OHA OTepaLus,
To ceanc SOL Oynet aBroMaTHYECKH pazbeIuHEeH U Ha dkpane nossutcs CLI iBMC.
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dopmar

ipmcset -t sol -d timeout -v <value>

ITapameTpsbI1
ITapamerp Onmncanmne 3HaueHMe
value MakcruManbHOE BpeMst Jwnana3oH 3HaueHui: ot 0
oxuaHus (B MUHYTaX) 10 480

[IOCJI€ BBITOTHEHMS
MOCJICJIHEH Onepanun
ceanca SOL. Eciu B
TEUEHHE ONPe/ICICHHOIO
Mepuoja BpeMEeHU HU OyaeT
BEINIOJIHEHA HHU OJHA
onepanus, To ceanc SOL
Oy/ieT aBTOMaTHYE CKH
pa3beIHEH.

3nauenne 0 o3Havaer
HECOTPaHUYCHHOE BpEMHI.

3Ha4yeHue 10 YMOIYaHUIO:
15

V.[HCTPYKLH/H/I II0 MCII0JIb30BaHWMIO

Tonbko iIBMC 2.56 u 6oniee mo3iHNE BEPCUU MONACPKUBAIOT IAHHYIO KOMaHTY.

ITpumep
# Ycranosute Bpems oxkuganus ceanca SOL 20 MuHyT.

iBMC:/->ipmcset -t sol -d timeout -v 20

Set SOL timeout period successfully.

4.15.4 3anpoc cimcka ceaHcoB SOL (sol -d session)

DOyHKIIVA

Komanma sol -d session ucmosns3yercst st 3ampoca circka ceancos SOL.
dopmar

ipmcget -t sol -d session
IIapameTpsnI1

V.[HCTPYKLH/H/I II0 MCII0JIb30BaHWMIO

Tonbko iIBMC 2.56 u OoJiee 103/IHUE BEPCUU MOICPIKUBAIOT JaHHYIO KOMaH/TY.

ITpumep

# 3anpoc crimcka ceancoB SOL.

Beimyck 06 (13.11.2017) Koubunenunanpaas uapopmarnus Huawei 362
Proprietary and Confidential
Copyright © Huawei Technologies Co., Ltd.



Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 4 Uurepdeiic komananoit ctpoku (CLI) iBMC

iBMC:/->ipmcget -t sol -d session

Index Type Mode LoginTime Ip Name
1 CLI Shared 2017-09-14 11:19:55 172.100.1.40:50013 root
2 N/A N/A N/A N/A N/A

4.15.5 3anpoc nauHbBIX KOHUrypanmm ceanca SOL (sol -d info)

DyHKIIMSA
Komanma sol -d info ucnons3yercst mis 3anpoca JaHHbIX KoH(GUrypamnuu ceanca SOL,
Harpumep nepuoaa oxuaanus ceanca SOL.

dopmar
ipmcget -t certificate -d info

ITapameTpsbI

VIHCTPYKI_H/H/I II10 MCITIOJIb30BaHMIO

Tonmpko iIBMC 2.56 u Gomee mMo3iHUE BEPCHU MOICPKUBAIOT JAHHYEO KOMaH]TY.

IIpumep
# 3anpoc naHHbIX KoH(uUrypamuu ceanca SOL.
iBMC:/->ipmcget -t sol -d info
Timeout Period (Min) : 20
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5 OO011e KoOMaHABI TeX00CTy>KMBaHMA

O maHHO I71aBe

OO6mme KoMaHABl TeX0OCTy>KHBaHUS BEITOMHAIOTCA Ha nHTepdeiice CLP. Ha CLI iBMC
BBINIOJIHUTE KOMaHxy Clp_commands mis nepexmouctus Ha uarepdeiic CLP.

5.1 Ipocmotp crpaBounoii uHpopmarwu (help)
5.2 Pazpeaunenue kineHTa ot iBMC (exit)

5.3 IIpoBepka ceTeBoro coeauHeHus (ping, ping6)
5.4 Bemonuaenne komaus free (free)

5.5 Beinonaenne koMaH b1 ps (ps)

5.6 BrmonHeHne komaH bl Netstat (netstat)

5.7 Bemonuaenne koman el df (df)

5.8 Bremonuaenne komansl ifconfig (ifconfig)

5.9 Beinonaenne koMaH b1 route (route)

5.10 Bemonuenue koman w1 top (top)

5.11 Orkarouenue ynkiuu Bpemenn oxxuganust CLP (notimeout)

5.1 IIpocmotp cupaBouHon nHopmaru (help)

DyHKUMA
Komanma help ucmonb3yercs it IpoCMOTpa CIPaBOYHON HHPOPMAIIHH.
Dopmar
help
[command] --help
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ITapameTpsb1
ITapamerp Omnmncaane 3HadeHMe
command Komanpma nomxkHa OBITh 3aIlpoIIeHA. -

MHCTPYKI_H/II/I II10 MCITI0JIb30BaHMIO

IIpumep
# IIpocMOTp KOMaH/I, OAJIEP)KUBAEMBIX B TEKYIIIEM ITyTH.
iBMC:/->help
Commands :
help 3 Used to get context sensitive help.
exit 3 Used to terminate the CLP session.
ipmcget : Used to get BMC runtime status.
ipmcset : Used to set BMC runtime status or send control command.
notimeout : Used to set no timeout limit to login shell.
maint debug cli : Used to maintance in debug mode.
ping 3 Used to test IPv4 network status.
ping6 : Used to test IPv6 network status.
ifconfig : Used to check network device information.
pPs 8 Used to check processes status.
free 3 Used to check memory status.
top 8 Used to check system resource used information. None parameter is
allowed
df : Used to check disk used information.
route 8 Used to check route information. None parameter is allowed
netstat 3 Used to check network port status.
L InPUMEYAHKE
Komanmna maint_debug_cli B ocHOBHOM HcriosB3yeTcst 1yt OGHAPY>KEHHsT HEMCTPABHO CTel Ha 0ObEKTax
CBSI3U U, B 0CHOBHOM, HCIIOJIE3YETCS TOJIBKO aIMHHUCTparopamMu 1 oreparopamu. [logpodnas
uHpopMaIs 0 MOPSIKE UCHOJIb30BaHUs TaHHOM KOMaHBI IPUBEeHa B IOKyMeHTe CnpasouHuk no
pacuwupennvim komanoam iBMC cepsepa Huawei.
# IIpocMoTp criocoba UCTIONBE30BaHMS KOMaHIsI Ping.
iBMC:/->ping --help
BusyBox v1.18.4 (2014-08-09 16:28:25 CST) multi-call binary.
Usage: ping [OPTIONS] HOST
Send ICMP ECHO REQUEST packets to network hosts
Options:
-4,-6 Force IP or IPv6 name resolution
-c CNT Send only CNT pings
-s SIZE Send SIZE data bytes in packets (default:56)
-I IFACE/IP Use interface or IP address as source
-W SEC Seconds to wait for the first response (default:10)
(after all -c CNT packets are sent)
-w SEC Seconds until ping exits (default:infinite)
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(can exit earlier with -c CNT)
-q Quiet, only displays output at start

and when finished

5.2 Pazpeamnuenmne kiaveHTa oT iBMC (exit)

DyHKUIMA

Komanma exit ucnonb3yercst s pazbeanHenus kineHta ot iBMC.
dopmar

exit
ITapameTpsbI

V.[HCTPYKLH/H/I I10 MCITIOJIB30BaHUIO
IIpumep
# Paswenuuenue kiauenra ot iBMC.

iBMC:/->exit

Connection closed by foreign host.

5.3 IIpoBepKa ceTeBOro coeamHeHm (ping, ping6)

DyHKIMSA
Komanna ping wiu ping6 ucnons3yercst [7st MPOBEPKH CETEBOI0 COSANHEHHS.
dopmar
ping <IPv4 Address>
ping6 <IPv6 Address>
ITapameTpsbI
ITapametp Omnmncanne 3HadeHMe
IPv4-anpec Lenesoit IPv4-anpec —
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ITapameTp

Omnmcaane

SHaueHme

IPv6-anpec

enesoii IPv6-anpec

VIHCTPYK[II/II/I II0 MCII0JIB30BaHWMIO

IMonpoOHast nH(OpMAaIKs MPUBEICHA B PYKOBOJCTBE MOJIB30BaTesl KOMaHa Ping wiu Ping6

st OC Linux.

ITpumep

# IIpoBepka coeIMHEHUS] MEXTy TeKYIIUM YCTPOMCTBOM U LIEJIEBBIM YCTPOUCTBOM IIPH

nomomu [P-anpeca.

iBMC:/->ping 192.168.44.178
PING 192.168.44.178 (192

64 bytes from
64 bytes from
64 bytes from
64 bytes from
64 bytes from

iBMC:/->ping6

PING 2014::39ad:9345:1a6e:d0el (2014::39%9ad:9345:1a6e:
:39%ad:
:39%ad:
:39%ad:
:39%ad:
:39%ad:
:39%ad:

64 bytes from
64 bytes from
64 bytes from
64 bytes from
64 bytes from
64 bytes from

192.
192.
192.
192.
192.

168.44.
168.44.
168.44.
168.44.
168.44.

.168.44.178)

178: icmp reg=1
178: icmp reg=2
178: icmp reg=3
178: icmp reg=4
178: icmp reg=5

2014::39ad:9345:

2014:
2014:
2014:
2014:
2014:
2014:

9345:
9345:
9345:
9345:
9345:
9345:

la6e:dOel

late:d0el:
late:d0el:
late:d0el:
la6e:dOel:
la6e:dOel:
la6e:d0Oel:

56 (84)

bytes of data.
ttl=64 time=8.

ttl=64 time=0.398
ttl=64 time=0.263
ttl=64 time=0.285
ttl=64 time=0.418

icmp seg=1
icmp seg=2
icmp seg=3
icmp seg=4
icmp seg=5
icmp seg=6

5.4 Beimmostaenve KomaHabl free (free)

DyHKIMSA

dOel)

ttl=64
ttl=64
ttl=64
ttl=64
ttl=64
ttl=64

19 ms

ms

ms

ms

ms

56 data

time=0.
time=0.
time=0.
time=0
time=0

time=1.

Komanna free ucmonn3yercs s 3amycka komanaet free B8 OC Linux.

dopmar

st momy4enus moapoOHoi nHdopManun o0paTuTech K cuHTakcucy komausl free 8 OC

Linux.

ITapameTpsbI1

I[aHHaﬂ KOMaHJa NOAACPIKUBACT BCE MapaMETPhI JJIsI KOMaHIbI free.

VIHCTPYKI.II/II/I ITIO0 MCITIOJIb30BAaHWMIO

bytes
821 ms
840 ms
843 ms

. 744 ms
.774 ms

02 ms
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IIpumep
iBMC:/->free
total used free shared buffers
Mem: 125572 94780 30792 0 14780
Swap: 0 0 0
Total: 125572 94780 30792

5.5 BrintostHeHMe KOMaHbI Ps (Ps)

DyHKIMSA
Komanna ps ucnons3yercs s 3amycka koMauasl ps B OC Linux.

dopmar
st momydenws moapoOHoU nHpopManuu oOparutech K CHHTaKCUCYy kKomaH el PS B OC
Linux.

ITapameTpnI1

HaHHaH KOMaHJa NOAACP>KMUBACT BCC NMApaMETPhI 11 KOMaHIBI S.

VIHCTPYKI_II/II/I II0 MCII0JIb30BaHMIO

ITpumep
iBMC:/->ps
PID USER VSZ STAT COMMAND
1 root 1980 S init [3]
2 root 0 SW< [kthreadd]
3 root 0 SW< [ksoftirqgd/0]
4 root 0 SW< [events/0]
5 root 0 SW< [khelper]
64 root 0 SW< [kblockd/0]
103 root 0 SwW [pdflush]
104 root 0 sSw [pdflush]
105 root 0 SW< [kswapdO]
106 root 0 SW< [aio/0]
107 root 0 SW< [nfsiod]
227 root 0 SW< [mtdblockd]
255 root 0 SW< [spi-dma-wq]
256 root 0 Sw< []
270 root 0 SW< [rpciod/0]
279 root 0 SWN [jffs2 gcd mtd5]
333 root 0 sSw< [hw wdt gpio]
344 root 53760 S /ipmc/fsync
362 root 4460 S /ipmc/uusync
363 root 418m S /ipmc/bmcipnmi.out
379 root 21488 S /usr/sfcb/sbin/sfcbd -d
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381 root 5104 S /usr/sfcb/sbin/sfcbd -d
387 root 13296 S /usr/sfcb/sbin/sfcbd -d
389 root 21800 S /usr/sfcb/sbin/sfcbd -d
400 root 67004 S /web/linux/webs
403 root 13348 S /usr/sfcb/sbin/sfcbd -d
404 root 13336 S /usr/sfcb/sbin/sfcbd -d
412 root 78204 S /vim/vm
432 root 104m S /kvm/kvm
434 root 47456 S /kvm/video
443 root 4136 S /ipmc/nsupdate
458 root 13388 S /usr/sfcb/sbin/sfcbd -d
465 root 2576 S /bin/sh /usr/script/monitor
476 root 1644 S syslogd -m 0
484 root 1564 S klogd -x
502 root 3252 S crond
543 root 70700 S /ipmc/cooling
640 root 2960 S /usr/sbin/xinetd -reuse
945 root 14988 S -hwsmash
1014 root 61096 S /usr/net-snmp/sbin/snmpd -Ln -f
1902 root 9472 S sshd: root@pts/0
1918 root 14988 S -hwsmash
2048 root 9472 R sshd: root@pts/1
2064 root 14992 S ~hwsmash
3345 root 2444 S sleep 60
3346 root 2900 R /bin/ps

5.6 BermostHeHne KoMaHabI Netstat (netstat)

DyHKIMA
Komanna netstat ucrmons3yetcst i 3amycka komanael Netstat B OC Linux.

dopmar
Jnst monydenwus moapoOHoU nHpopManuu odparutech K CHHTaKcucy koman el Netstat 8 OC
Linux.

ITapameTpsbI

JlaHHas KOMaHIa MOAZIEPKUBAET BCE MapaMeTphl A1 KOMaH bl netstat.

MHCTPYKI_H/II/I II0 UCITI0JIb30BaHMIO

IIpumep

iBMC:/->netstat -t

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

tcp 0 116 192.168.64.110:ssh 192.168.29.200:65069 ESTABLISHED

tcp 0 0 192.168.64.110:ssh 192.168.29.200:65068 ESTABLISHED
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5.7 BeimmostHeHMe KomauabI df (df)

DyHKIMA

Komanna df ucnone3yercst qust 3amycka komanzsl df 8 OC Linux.

dopmar

st monmy4enus moApooHoi uudopmaimu odparutech K cuHTakcucy komauast df 8 OC

Linux.

ITapameTpsn1

JlaHHas KOMaH/a IMoIIepKUBaeT Bce napamerpsl aist komaras! df,

VIHCTpyKIIMM 110 MCII0/Ib30BaHWMIO

ITIpumep

iBMC:/->df

Filesystem lk-blocks
rootfs 50580
/dev/root 50580
/dev/mtdblock5 15872
tmpfs 62784
tmpfs 62784
tmpfs 49152
tmpfs 4096

Used Available Use% Mounted on

50580 0 100% /

50580 0 100% /
1308 14564 8% /data
292 62492 0% /dev/shm
292 62492 0% /dev/shm
160 48992 0% /tmp
12 4084 0% /ipmc/usr

5.8 BeimmostHeHMe koMaHabI ifconfig (ifconfig)

DyHKIMSA

Komanna ifconfig ucnonesyercst mst 3amycka komanzs! ifconfig 8 OC Linux.

dopmar

Jlst nony4enust noapodHo# nHdopmaru obpariuTech K cuHtakcucy komansl ifconfig s OC

Linux.

ITapameTpsb1

JlanHast KOMaHIa MOAACPIKUBACT TOJIbKO mapameTpsl 10, ethn (N — HoMep MHIEKCa CEeTEBOTO

mopTa), WK -a WK IapaMeTpa No.

VIHCTPYKI_H/H/I II0 MCIIOJIB30BaHMIO
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IIpumep

iBMC:/->ifconfig ethl

ethl Link encap:Ethernet HWaddr 00:18:82:11:03:21
inet6 addr: fe80::218:82ff:fell:321/64 Scope:Link
UP BROADCAST DEBUG RUNNING MTU:1500 Metric:1
RX packets:28 errors:0 dropped:0 overruns:0 frame:0
TX packets:37 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:1832 (1.7 KiB) TX bytes:2558 (2.4 KiB)
Interrupt:28

5.9 BeimostHeHMe KOMaHIbI route (route)

DyHKUIMSA

dopmar

ITapameTpsn1

Komanpa route ucnonbsyercs ais 3amycka komanasl route 8 OC Linux.

Jist monyvenwus noapoOHOW nHopManuu obparuTech K CHHTaKCUCy KoMaH bl route B OC

Linux.

-N: UCIIOJIb30BaHUE IP-a,upeca WA HOMCD I10pTa, BMECTO IMPOTOKOJIAa CBA3H UJIM UMCHH XOCTa.

-e: oToOpaXKeHHe OMOTHUTEIbHON HH(OPMALIHH.

-A inet{6}: BeiOOp cemeiicTBa ampecoB.

MHCTPYKI_H/II/I II10 MCITI0JIb30BaHMIO

IIpumep

iBMC:/->route --help

Usage: route [option]

Check kernel routing tables

Options:
-n Don't resolve names
—e Display other/more information

-A inet{6} Select address family
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5.10 BeirmostHeHMe KOMaH/bI top (top)

DyHKIMA

dopmar

ITapameTpsn1

NHCcTpyKIIMm

ITIpumep

Komanpa top ucnosnp3yetcs s 3amycka komanasl top B OC Linux.

Jiis nony4yenus noapoOHoit mHGopMalmu oOpaTuTeCh K CHHTaKCHCY KoMaH bl top B OC
Linux.

Z[aHHaSI KOMaHJa HE MOoAACPKNBACT HUKAKHE MMapaMETPEIL.

II0 MCII0JIb30BaHMIO

iBMC:/->top

top - 16:26:41 up 3 days, 15:48, 3 users, load average: 0.09, 0.08, 0.08
Tasks: 46 total, 1 running, 45 sleeping, 0 stopped, 0 zombie

Cpu(s): 2.2%us, 3.4%sy, 0.0%ni, 94.3%id, 0.0%wa, 0.0%hi, 0.1%si, 0.0%st

Mem : 125572k total, 94920k used, 30652k free, 14780k buffers
Swap: Ok total, Ok used, 0k free, 35916k cached
PID USER PR NI VIRT RES SHR S $CPU $MEM TIME+ COMMAND
1133 root 20 0 2408 968 784 R 3.7 0.8 0:00.09 top

1 root 20 0 1980 652 572 S 0.0 0.5 0:01.95 init

2 root 15 -5 0 0 0SS 0.0 0.0 0:00.00 kthreadd

3 root 15 -5 0 0 0SS 0.0 0.0 0:00.00 ksoftirgd/0

4 root 15 -5 0 0 0SS 0.0 0.0 0:00.00 events/0

5 root 15 -5 0 0 0SS 0.0 0.0 0:03.81 khelper

64 root 15 -5 0 0 0SS 0.0 0.0 0:00.00 kblockd/0
103 root 20 0 0 0SS 0.0 0.0 0:00.00 pdflush
104 root 20 0 0 0SS 0.0 0.0 0:13.65 pdflush

5.11 OTxiaroguenme pyHKImM BpemeHn oxmaaams CLP
(notimeout)

DyHKIMSA

dopmar

Komanma notimeout ucrnonb3yeTes st OTKIIOYeHUS pyHKIUH BpemeHn oxumanus CLP.

notimeout
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ITapameTpsb1

VIHCTpyKIIMM 110 MCII0/Ib30BaHMIO

IIpumep
# OtknroueHue GyHkiuu BpemeHu oxunanus CLP.
iBMC:/->notimeout
iBMC:/->
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CranmapTHbIe oriepanmmn

O maHHO I71aBe

JlaHHBIA pa3/iesn ONUChIBACT KaK BBIMOIHATH ooume onepanun it iBMC.

6.1 Bxon B cuctemMy cepBepa uepes MocyiejoBaTeNIbHbIN mopT ¢ momotnibio PuTTY
6.2 Bxon B cuctemy cepBepa uepes ceTeBoil mopt ¢ momortisio PuTTY

6.3 Bo3sBpar k HacTpoiikam o ymomdaauto iBMC

6.4 Kondurypupopanue GyHKINU epexBara Ha BeO-uHTepdeiice iBMC

6.5 Koudurypuposanue pynkuuu SMTP na Be6-untepdeiice iBMC

6.6 Kondurypuposanne ¢pynkunu LDAP

6.7 Kondurypuposanne DNS na Be6-untepdeiice iBMC (BpyuHy10)

6.8 Bxon B unrepdeiic komanaHou crpoku iBMC nyrem KoHQUTYypHUpOBaHUS IEPCOHATIBLHOTO
KJIro4a mosb3oBaresst SSH

6.9 Kondurypuposanue ceprudukara SSL iBMC
6.10 Koudurypuposanue popmupopanue ordera Syslog iBMC

6.11 Bxon B cuctemy cepsepa ¢ nomonisio VNC

6.1 Bxox B ccTeMy cepBepa depes ocjieJoBaTe/ IbHbBIN
nopt ¢ nomMoiap0 PuTTY

Cuenapwun

Bxon Ha cepBep uepes nocieoBareNbHbI NopT ¢ uenoib3oBanueM PuTTY ocymiectsisercs

B CIEAYIOIUX CHECHAPUAX:

®  (Cepsep CKOH(GUTYpUPOBaH BIIEPBbIE HA HOBOM CaiiTe, 1 HEOOXOAUMO BBIIOIHUTD
NEpBOHAYAIbHYIO HACTPOHKY.

®  CepBep HE MOXKET OBITh MOJKITIOUCH YAAJICHHO, TAK KaK B CETH MMEETCSl HEHCIIPAaBHOCTD
1 CHavaja HeoOXOIMMO ONPENCINTh TaHHYIO HEHMCIIPABHOCTS.
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IlpenBapurenbHbIe yCI0BUA

ITpouenypa

YcaoBus

® [IK nonmkiroyeH K cepBepy uepe3 Mocie0BaTeIbHbIA Kabeb.

®  VYcranosieH PuTTY Bepcun 0.60 mnm Gonee mo3aHeit Bepcuu.
Jdannbie
Heo0xonmuMo moAroTOBUTH CIIEAYIOIINE JaHHBIE:

®  lims momp30BaTelts AT BXOa Ha CepBep.

® [lapons moip30BaTeNs IS BXOAa Ha CepBeED.
IIporpammHoe obecneyenune

PuTTy.exe aTo OGecruiatHas nporpamma. Haiitn ee MoxkHO camocTositenbHO. Bepcust PuTTY
JUIS BXOZIa B CUCTEMY cepBepa JosbKHa ObiTh 0.60 1y BbILLE.

1. JIBaxmpl mieNKHUATE KHOIKOM Mbimu PUTTY .exe.
Ha skpane nosiButcst oko PUTTY Configuration.
B nepese naBuranuu Beibepure Connection > Serial.
HacTtpolite mapametpsl Bxoaa.

[anee npuBeeH npuMep HaCTPOUKH [apaMeTpOB:
- Serial Line to connect to: COMn

- Speed (baud): 115200

- Data bits: 8

- Stop bits: 1

- Parity: —

- Flow control: —

N — 3TO HOMEP MOCJIEAOBATECJIBHOIO IOPTA, 3HAYCHUE KOTOPOTO NOJI>KHO OBITH O CJIbIM
YHUCJIOM.

B nepeBe HaBuraimu Beidepute Session.
5.  Bwibepure Connection type B Serial, xak mokazano Ha Puc. 6-1.
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Puc. 6-1 Oxuo PUTTY Configuration

-

&% PuTTY Configuration @
Categony:
= S!essicun Basic options for your PuTTY session
""" Logging Specify the destination you want to connect to
= Terminal Serial —
- Keyboard enal line pee
- Bell com 115200
- Features Connection type:
= Window (O Baw () Telnet () Rlogin () SSH
;;ppea@nce Load, save or delete a stored session
- Behaviour
- Translation Saved Sessions
- Selection
- Colours .
Default Settings
[=- Connection Load
- Proxy
- Rlagin
- 55H
- Sefial Close window on ext:
() Aways () Newer @ Only on clean exit
About Qpen ] [ Cancel

6. Haxmute Open.

Ha skpane nosiBsitcst okaa PUTTY u login as:, B KOTOpbIX HEOOXOMMMO BBECTH MM
MIOJIb30BATEIS.

7. BBeaure ums mob3oBatens u napoJib, CJIeAyss HHCTPYKIUAM.

[Tocre ycrenHoro BXoa UMsI XocTa cepBepa OyieT 0ToOpakaThCsl ClieBa B CTPOKE
OpUTITIAIICHUAS.

----Koneng

6.2 Bxon B cucTteMy cepBepa yepes3 ceTeBOM IOPT C
rnoMoIbso PuTTY

Cuenapun
Jist mucTaHIIMOHHOTO BXOJa Ha ceprep 1o JokanbpHo# cetn (LAN), a Takxke mist
KOH(UTYpPHPOBaHUS U 00CITyKUBaHUS cepBepa ucnomnb3yercss PuTTY.
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IIpenBapuTeIbHBIE YCII0BUS
YcaoBus

Kommnprorep HOpMaJIbHO MOAKITIOUEH K MOPTY CETH YIIPABJICHUS HA CEPBEPE C IIOMOIIBIO
CETEBOr0 Kabdes.

JlanHb1e
Heo0xomuMo MoAroTOBHTH CIICAYIOIINE JaHHBIC

® |P-agpec cepBepa, K KOTOPOMY OyA€T BBIIOJIHATHCS MOIAKIIOUEHUE.

®  lImd monp3oBatelis U apoiib sl BXOJA Ha CepBep.
IIporpamMHoe oGecnieuenne

PuTTy.exe sT0 GecrutaTHas CTOPOHHSS mporpamMma. HaliTn ee MOKHO caMOCTOSTENBHO.
IIpouenypa

1. Hactpoiite IP-aapec u Macky monceTs win 100aBbTe HHHOPMAIHIO O MAPIIPYTE LIS
ces3u [IK ¢ cepBepom.

Jus mposepku cesizu Mexay 11K u cepBepom BeimosauTe komanay Ping Server IP
address B CLI IIK.

2. JIBaxkipl mIeJKHUTE KHOMKOM Mbik PUTTY .exe.

Ha skpane nosisutcst okHo PUTTY Configuration, nokasanxoe Ha Puc. 6-2.
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Puc. 6-2 Oxuno PUTTY Configuration

&% PuTTY Configuration @
Category:
= S!ESSiDI'l -~ Basic options for your PuTTY session
""" Logging Specify the destination you want to connect to
- Teminal Host N IP add Port
- Keyboard st Mame jor IF address) ol
- Bell 22
- Features Connection type:
= Window () Raw () Telnet ) Rlogin @ 55H () Serial
Fppea@nce Load, save or delete a stored session
- Behaviour
- Translation . Saved Sessions
- Selection
- Colours .
Default Settings
= Connection Lond
- Proxy
H].:,gin
- 35H
:?h Close window on exit:
(T AMways () MNever @ Only on clean exit
LW -
About Open ] [ Cancel

3. Hactpoiite mapameTpsl BXoJa.
Onucanue napaMeTpoB:

- Host Name (unu IP address): IP-anpec cepBepa, kK KOTOpoMy OyA€T BBITOTHITHCS
noakrodeHue. Hampumep, 191.100.34.32.

- Port: pexoMeH/IyeTCs UCIIOJIb30BaTh 3HAUCHUE 110 YMOIUAHUIO 22.
- Connection type: peKOMEHIyeTCS UCIIONB30BaTh 3HAYCHUE 110 yMOITYaHuo SSH.
- Close window on exit: peKOMEH/yeTCs HCIIOIb30BaTh 3HAYCHUE TI0 YMOJTYAHUIO
Only on clean exit.
LL)nPuMEYAHME

Veranosure 3naderne mapamerpos Host Name u Saved Sessions u Haxxmure Save. Ipu crnenyromnem
BXOZ€ Ha CEPBEP ABAXK/bI IIIEJIKHUTE KHOITKO} MBIIIH I10 COXpaHECHHBIM HaCTpOﬁKaM B pasjacie Saved
Sessions.

4. Haxwmure Open.

Ha skpane nosiBsitcst okna PUTTY u login as:, B KOTOpbIX HEOOXOMMO BBECTH UMSI
MIOJIb30BATEIIS.

L )npumeuAHuE

e [lpu mepBOM BXO/IC Ha 1IEIIEBO#T cepBep Ha dKpane nossutcst okHo PUTTY Security Alert. Eciu
JTAaHHBII CalT SBIIETCS TOBEPEHHBIM, TO HKMuUTe Yes. Ha skpane nossutcs okHo PUTTY.

e Ecium Bo Bpemst Bxoa Ha cepBep OBUIO BBEIECHO HETPaBMIIbHOE UMs Tosik3oBarens, PuTTY
HEOOXOIUMO OyIeT TOKITIOIUTH CHOBA.
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5. Bsenure uMs MoIp30BaTEINS U MAPOIIh, CIETYS HHCTPYKIIUSIM.

Tlocne YCHIEUIIHOI'O BXOJa UM XOCTa CEPBEpa 6y):[eT OTO6pa>KaTBC$I CJICBa B CTPOKE
MPpUTITIAIICHUAA.

----Konen

6.3 Bo3Bpar K HacTpomKkaM 1o ymordaauio iBMC

Cuenapuin

Bo3sBpar x HacTpoiikaM 1o ymordanuio iBMC mpruMeHsieTcs Ipyu HOBPEXICHUN
KOH(HUTYpanMOHHBIX AaHHBIX iIBMC min npu HeBO3MOXKHOCTH 3aIlyCTHTh HIIH HOAKIIIOIHTHCS
k iBMC.

Jiis Bo3BpaTa K HacTpoikaM 1o ymordanuo iBMC MOXHO BOCTIONB30BaThCsl KOMaHIaMH
U-Boot mim nepeMbIaKoii.

BHUMAHUE

® J[aHHYIO ONEpaIUIO0 MOTYT BBINOJHSThH TOJIBKO HHKEHEPHI TEXHUYECKON TOJIEPIKKU
Huawei win cepTuduuupoBaHHbIC CIICITAATMCTHIL.

® Bosspar HacTpoek iBMC no ymonuaHHIO BBIIOIHAETCS TOJIBKO Ha 0ObEKTE.

e JlaHHBIC BCEX MOJIB30BATENEH, BKIIIOUAsi UMEHA MOJb30BaTenel, napoiu u IP-anpeca,
OymyT yTepsiHBI ¥ IPOU30MICT BO3BpAT K HACTPOMKAM 10 YMOITYaHHIO. BEIMOIHATH
JIAHHYIO OTIEPAIINIO HAJIO C OCTOPOXKHOCTBIO.

Bo3sspar Hactpoek no ymomdanuo iBMC MoxHO ocyniecTBuTs koMangamu U-Boot mim
nepembrukoil. B Ta6mn. 6-1 nepedncieHs! MOENU IPORAYKTOB U MOANCPKHUBAEMBIE CTIOCOOBI
BOCCTAHOBJICHHUS.

(L InPUMEYAHUE

Jlns BoccranoBnenust Hactpoek iBMC no ymoganuro Ha iBMC MOYKHO BOCTIONIE30BaThCS! CIEIYIOIUMH
METOJIaMH:

e Eciu Bel MokeTe BoiiTd B U-b0Ot uepes o crneoBarenbHbIi MopT, Uenob3yiite kKoman sl U-boot
JUTSL BOCCTaHOBIIeHUsT HacTpoek iBMC 1o ymomgaHuto.

e Eciu HeT BO3MOXKHO CTH MONKI0unThes K U-Boot 1 iBMC, ucnone3yiiTe nepeMbKy IS
BOCCTaHOBJIeHUs HacTpoek iBMC no ymomaaHuio.

Ta6. 6-1 Monenu npoIyKTOB U IMOJICP)KUBAEMbIE METOJIBI BOCCTAHOBIICHUSL.

Kareropmnsa Mogens npogykra | U-Boot H>xammep

Croeunsble cepBepbl | RH1288A V2 [MonnepxuBaercs [MonnepxuBaercs

RH2288A V2 [MonnepxuBaercs IHonnepxuBaercs

RH1288 V3 [MonnepkuBaeTcst [MonnepkuBaeTcst

RH2288 V3 IMonnepxuBaercs [onnepxuBaercs
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6 CTaHI[apTHI)Ie orcpanmrun

ITpouenypa

Kareropma Mogens npogykra | U-Boot Hoxamriiep
RH2288H V3 [MonmepkuBaeTcst [MonnepkuBaeTcst
RH5885 V3 [MonnepkuBaeTcst —
RH5885H V3 IMognepxuBaercs -
5288 V3 [MonnepxkuBaeTCs [MonnepxkuBaeTCs
RH8100 V3 [MonnepxuBaercs -
KommnoneHTs CH121 V3 IMognepxuBaercs IMognepxuBaercs
Onefia-cepepon CH220 V3 IMonnepxuBaeTcs -
CH140 V3 — [MonnepkuBaeTcst
CH242 V3 DDR4 [MonnepxuBaercs [MonnepxuBaercs
CH226 V3 — [MonnepkuBaeTcst
CH225 V3 [MonnepxuBaercs [MonnepxuBaercs
CX710 [MonnepxuBaercs [MonnepxuBaercs
CX220 [MonnepxkuBaeTCst —
CH121 V5 IMonnepxuBaercs [MonnepxuBaercs
CepBepHble y3IIbI HMM IMonnepxuBaercs [MonnepxuBaercs
BBICOKOH
IOTHOCTH XH310 V3 IMonnepxuBaercs [MonnepxuBaercs
XH628 V3 [MonnepkuBaeTCst [MonnepkuBaeTcst
XH622 V3 [onnepxuBaercs [onnepxuBaercs
XH620 V3 IHonnepxuBaercs IMonnepxuBaercs

®  Jlns BocCcTaHOBJICHHS HACTpoekK o ymordanuio iBMC ¢ momomsio komann U-Boot
BBIITOJTHATE CIICIYIOIIUE HIaru:

a. BremonHute BXoa B cucteMy cepsepa ¢ nomouisio PuTTY.

[MoapoGHast mabopMalms nmpuBeacHa B pasaeine 6.1 Bxon B cucteMy cepBepa uepes
roclie1oBaTeNbHbId MOpT ¢ nomouisio PuTTY.

6. UroOBI mepe3arpy3uTs cepBep, HaXMUTE U yaepxkuBaiite kHonky UID Ha cepBepe B
TeyeHue 6 CeKyHI.

B. Korna mosiButcs coobienue «Hit 'ctrl + b' to stop autoboot: 1», naxmute Ctrl + B.
r. Bsemure mapons U-Boot mo ymongaHuro.

Jlist cepBepoB V3 ycranosnen naposs U-Boot o ymomuanuto Huaweil2#$, a st
cepeepoB V5 — Admin@9000.

Ecnu nmosiBuTCst Haanuch «u-boot>», BeI ycnemHo Bouutn B U-Boot.

I. Bemonaute cnexyromnryto komanay ais 3amnpoca sepcun U-Boot:
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printenv ver
e. Boccranosute datafs.
m  Ecmm Bepcust U-Boot — 1.1.37 unu HiKe, BHIITONHATE CIEAYIONINE KOMaH/IbI:
fsload /usr/upgrade/datafs.jffs2
datafs_cp
m  Eciu Bepcus U-Boot Beimie, gyem 1.1.37, BeImoaHUTE crieayrone KOMaHIbL:
datafs_reset
K. BeImonHuTe creayronlyo KoMaHmy ajs nepesamnycka iBMC:
reset

ITpouecc mepesarpys3ku mmutes oxono 3 MuHyT. [locne nepesarpysku, Ha iBMC
OyIoyT BOCCTaHOBJIEHBI HACTPOHKH IO YMOIYaHHUIO.

® s BOCCTaHOBJICHUS HACTPOCK MO yMomdanuio iBMC ¢ moMomnipio mepeMbIaKH
BBIIIOJTHUTE CJIEAYIOLIUE [Iaru:

a. PesepBHOE KOIIMpPOBaHUE NAHHBIX.

ABHMMAHME

BrimonHuTe pezepBupoBaHue JaHHBIX Mepe] BoccTaHoBIeHHeM HacTpoek iBMC mo
YMOJIYaHUIO.

6. Haiinute nepemsruky.

ID nepeMbIuku 3aBUCUT OT MCIOIb3yeMOi Mojienu cepepa. B Tabm. 6-2
npenocrapieHa nHGopMalus o JpkaMiepax 0CHOBHbIX cepepoB Huawei. bosee
noapoOHast uH(GOpMaLKA O MECTOIIONOKEHUH HKaMIlepa Ha MaTepUHCKOI myare
IIpUBEICHA B OMMCAHUN MaTEpUHCKOM IUIAaThl B PYKOBOZCTBE MOJIb30BATENSI CEPBEPA.

Ta6u1. 6-2 Ha3BaHus mepeMpIUeK U HX MECTOTIONIOKEHHE

Kareropmsa Mogens ID mxammepa HasBaHne mkamiepa
OpoayKTa
CroeyHbie RH2288A V2 J117 CLR_BMC_PW
cepBepbl
RH1288A V2 J117 CLR_BMC_PW
RH1288 V3 J36 CLR_BMC_PW
RH2288 V3 J36 CLR_BMC_PW
RH2288H V3 J36 CLR_BMC_PW
5288 V3 J36 CLR_BMC_PW
1288H V5 J176 BMC_RCV
2288H V5 J176 BMC_RCV
KommoneHTsI CH121 V3 J19 JTAG SW
Oneiia-cepBepoB
CH140 V3 J19 JTAG SW
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Kareropmnsa Mopens ID mxammepa HasBanue mxammepa
IIpoayKTa
CH242 V3 J2 SYS_RST
DDR4
CH226 V3 J19 JTAG SW
CH225 V3 J19 JTAG CLR_PSW
CH121 V5 J76 CLR_BMC_PW
CH242 V5 J76 CLR_BMC_PW
Cepgsepubie y3nsr | HMM J17 CLR_MM_PW
BBICOKOH
IOTHOCTH XH628 V3 J36 CLR_BMC_PW
XH622 V3 J36 CLR_BMC_PW
XH620 V3 J36 CLR_BMC_PW
XH310 V3 J36 CLR_BMC_PW

B. 3aMblKaHMe JDKaMIepa BBIIOJIHIACTCS PU MOMOLIH KOJMAayKa WU ClelHaIbHbIM
UHCTPYMEHTOM.

r.  UroObl mepe3arpy3uTh cepBep, HAXKMUTE H yaepkuBaiite kHonky UID Ha cepBepe B
Te€4YeHUe 6 CeKyH]l IIPU 3aMKHYTOM JKaMIIepe.

[Iponecc nepesarpys3ku aautcs okosio 3 MuHyT. [locne mepesarpysku, Ha iBMC
OyIyT BOCCTaHOBJIEHBI HACTPOMKH 10 YMOJTYAHHIO.

----Konen

6.4 Koadurypuposanme pyHKIO MM [IepexBaTa Ha
BeO-mHTepdervice iBMC

Cuenapwun gencrBmin

Ha crpanune Alarm Settings se6-untepdetica iBMC MOxHO cKOHGUTYPUPOBATH GYHKIIHIO
MepexBaTa, YTOObI HOTYyYUTh BO3MOXHOCTE B iIBMC ncnons30Bath trap-makeTsl IS Iepeaadn
aBapuifHOH MH(OpMaIuy, HHGOPMALNH O COOBITHSIX M CBOWCTB IIEpEXBaTa Ha CTOPOHHIE
cepsepa.

(L InPUMEYAHUE

JlaHHbIe niepexBaTa 3T0 HHpOpMalys, KOTOPYIO CHCTEMa caMa OTHPABIISIET Ha CTOPOHHMI cepBep, He
0KH/1as KaKuX-100 3anpocoB. Trap-uHpoOpManus BKIIOYACT COOBITHS, KPUTHIECKHE, CEPhE3HbIC 1
HEe3HAYUTENIbHbIC aBapUIHBIE CUTHAIIBL.
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IlpenBapurenbHble yCII0BUS

IIpouenypa
IIIar 1

IITar 2

IITar 3

IIlar 4

Jannbie
[Honyuure cnexyromye 1aHHBIE:

®  Bepcus SNMP trap

®  UneHTu(HUKATOP, UCIIOIB3YyEMbIi TS ONPEICICHHUS CEpPBepa-UCTOUHHKA TIEpeXBara B
nepeaaBaeMsix trap-coobmenusnx (Board Serial Number, Product Asset Tag u Host
Name)

®  Hasganue coo0IecTBa, HCIOIB3yeMOro mpoTokoiaoM SNMP trap

®  Ajpec cepBepa, KOTOPBIH MMOMydYaeT aBapUiiHbIE CUTHAJBI, OTIPABICHHBIEC B
trap-cooOmeHusX.

Bemonnute Bxoj B BeO-untepdetic iBMC. [TonpoOHas nHbopMalus mpuBeicHa B pa3/erie
3.1 Bxox B WebUI iBMC.

Bribepure Alarm & SEL > Alarm Settings.

B none Alarm Trap Notification Settings, naxxmure JUTS BKITIOUEHUS (PyHKIHH
nepexaara.

Ecau TMOMEHSETCS Ha S| To (yHKLHMS TIepexBaTa BKIIOUSHA.
Hacrpoiite cBoiicTBa nepexsara.
1. VYcranosure mis Trap Version sBepcuto npotokosia SNMP trap mis nepenauu

HHPOPMAIIUHU O COOBITHSX.

Bosmoxusie BapuanTsl ast Trap Version : SNMPv1 (SNMP Trap v1), SNMPv2c
(SNMP Trap v2¢) u SNMPVv3 (SNMP Trap v3).

3navenue 1o ymoruanu: SNMPv1

(L InPUMEYAHUE

W3-3a Hanmmuauns coOCTBEHHOTO MexaHm3Ma, poTokoisl SNMPv1 u SNMPv2c MoryT co3naBarh pucKd
JUISL cUCTeMBbI Oe30T1acHO CTh. 110 BO3SMOXKHOCTH, cTapaiitech u3derarb ux. PekoMeH1yeTcs HCTIoIb30BaTh
Bepcuto SNMPV3 trap.

2. B Bemagaromiem crimcke Choose Trap SNMPv3 User BruiGepure mons3osareiis iBMC
quist SNMP Trap v3. ms monb3oBatens st trap-npoTokosia Bepcur V3 yCTaHOBIICHO
0 yMOJI4aHuto root, a s cepsepoB V5 — Administrator (zomoaHuTenbHO).

3. Jlns ompenenieHus pexnMa Mepexpara npyu nepenade nHGOpMaIny, HACTPOUTE apaMeTp
Trap Mode.

- Precise Alarm (recommended): OID y3na SNMP, koTOpBbIif HAXOAUTCS BO
B3aMMHO-OJJHO3HAYHOM COOTBETCTBHH C COOBITHEM, H UCTIONB3yeTcs Kak [D
coObrtus epexsara. [To cpasuenuio ¢ OID u Event Code, nanublii pesxum
IpeoCTaBIsIeT 0oJIee TOUHYIO HH(POPMAIIHIO.

- OID: OID y3na SNMP, ucnosb3yemslii B kauectse ID coObiTHs epexsara.
- Event Code: Kox coOsITHsI, HCTIONB3yeMBIi B KauecTBe ID cOOBITHS ITepexBara.

4. Jns Trap Server ldentity ycraHoBuTe naeHTHPHUKATOP, UCIIOIB3YEMBIH IS
OIIpeIeTICHUs CepBEepa-UCTOUYHHKA MTEPeXBaTa B IePeIaBaCMbIX trap-cOOOIICHUIX.

Bo3moxusie BapuanTel qst Trap Server Identity : Board Serial Number, Product
Asset Tag u Host Name.
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5.

B tekcroBom okae Community Name, BBeiute Ha3BaHue COOOIIECTBA, UCIIOIB3yEMOTO
npoTtokosioM SNMP trap (IOMOIHUTENTHHO).

Tonbko xorga Trap Version nmeer 3aauenne SNMPV1 win SNMPv2c, Heobxonumo
ykaszbiBate Community Name.

HasBanue coo0miecTBa CIIyKUT IapoieM ayTeHTH(HUKALIH, HCHoIb3yeMbIM B SNMP
Trap vl u SNMP Trap v2c.

B texcroBom okae Confirm Community Name, BBeauTe Ha3BaHue COOOLIECTBA €IIe
pa3 (JOMOJHUTEINIBHO).

IIlar 5 VYcranosute Include Alarm Severities.

ITar 6 HacrpoiiTe cepBep nepexsara u GopMar NaKkeTOB.

1.

B nonte Trap Server and Message Format BeibepuTe KaHa nepeadd aBapuiHbIX
COOOIIEHUI.

CucrteMa NMoAJIepKUBAET YCTAHOBKY MaKCHMYM YEThIpEX KaHAJIOB Mepeadn aBapuiHBIX
COOOIIIEHNI.

]

Haxxmure # , 9TOOBI BEIBECTH I0JI€ PEIAKTHPOBAHUS KaHAJIA.

Haxwmure JUI BKJIIOUEHUS KaHalla epeiady aBapuiHbIX COOOIIEHU.
Ecmmn IIOMEHSIETCS Ha Sl kaHal mepeadn aBapuiHbIX COOOIICHUH
BKJIIOYEH.

B texcroBom okHe Trap Server Address, Beequte aapec cepBepa ajis nprema
aBapUUHBIX COOOIIEHH, OTIIPAaBICHHBIX (DYHKIIMEH epexBara.

B kauectBe anmpeca cepBepa MoxeT ObITh YkazaH [Pv4- wmm [Pv6o-ampec.

B texctoBom okue Trap Server Address, BBequte aapec cepBepa s nprema
aBapUUHBIX COOOIIEHHH, OTIIPAaBICHHBIX (YHKIIMEH epexBara.

3HaveHue 1o yMoauaHuio — 162.

B npaBoit wactu Packet Delimiter, Beibepure pasnenurens st pasrpaHUueHNsS
OCHOBHBIX TOJIEH trap-makeTa.

B npasoii uactu Select Packet Content, BeibepuTe KiIroYeBbIe CII0BA B IEPEIaBaEMbIX
COOOIIEHUAX.

Bribepute nian orMenute Boidop myHkra Display Keyword in Packet, uto0st
OIPENENINTh, TOJDKHBI JIM CONCPKATHCS yKa3aHHBIC KIIOUEBBIC CJIOBA B trap-TaKere.

Haxxmure Save.

Ecnu nosiButcst coobienne Operation successful, hyukuuns nepexsara u HACTPOHKH
9TOH (DYHKIMU BCTYIIMIIA B CHITY.

Haxxmute Test, 4ToObI MpoOBEpUTH KaHAI.

Ecnu Ha skpane nosiButcs coobienune Operation successful, kanan nocrymnes.

----Konen
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6.5 Koadurypuposaamne pyakumn SMTP Ha
BeO-mHTepderice iBMC

Cuenapwun gencremmn

Ha ctpanune Alarm Setting Be6-unrtepdeiica iBMC MOKXHO CKOHPHUTYPUPOBATH (DYHKIIHIO
SMTP (Simple Mail Transfer Protocol / IIpocToii mpoTokon nepecbuIky mo4Thl), 4Toob1 iBMC

MOT TIepe/IaBaTh aBapUIHbIE COOOLICHHS U COOBITHS Ha YKa3aHHBIN MOYTOBBIA ALIUK YepPe3
SMTP-cepgep.

IIpenBapurenbHbIe yCII0BUSA

IIpouenypa
ITar 1

IITar 2

IITar 3

IIlar 4

IITar 5

Jlannbie
[onyuure cnexyromye naHHbIE:

®  Anpec SMTP-cepsepa
®  lludopmanus oTnpaBUTeNs:
- Wwms nonp3oBatens ¥ Hapoib OTHPABUTEIS
- Azpec 31.1104ThI OTIPABUTENS
- Tema coobmeHnus
®  ludopmanus morydarens:
- Azpec 311.110YTHI IOJTy4aTesns

- Omnucanue ajapeca 2JI.IOYTHI IMOJIydaTeJisa

Beimonmaute Bxon B BeO-unTepdeiic iBMC. ITonpodHas urdopMaius npuBeicHa B pasaeiie
3.1 Bxox B WebUI iBMC.

Beibepure Alarm & SEL > Alarm Setting.

B nonte Alarm Trap Notification Settings, Hasxxmure JUISL BKJIFOYEHHS (DYHKIIHH
SMTP.

Ecnu TIOMEHAETCs Ha =l pynkums SMTP BkitoueHa.
B texcToBoM okae SMTP Server Address, Beeaute aapec SMTP-cepsepa.
B kauectBe agpeca cepBepa MoxeT ObITh Yka3aH [Pv4- unu IPv6-anpec.

VYeranosute Allows TLS Enabled, uro6b! BKIrounTs MM OTKIFOUNATE GyHKIHIO TLS
(Transport Layer Security/ be3omacHOCTh TPaHCIIOPTHOTO YPOBHS).
®  Yes: Bkitouenue ¢pynkuuu TLS. JlanHble nepenatoTcs B 3au(poBaHHOM BUJIE.

No: Brikitouenue Gpynkuuu TLS. JlanHble nepenatorcs B He3aln(poBaHHOM BHUJIE.

[ ]
(L InPUMEYAHUE

o Jlo ymomuannto SMTP nogneprkuBaer TLS. Pexomennyercs Bkmoauts GyHkmmio TLS
obecrieyeHust 0€301aCHO CTH.

o Tlocne BrmoueHust pynkimu TLS nHa Be6-untepdeiice iBMC, HeoO6Xx0anMo HACTPOUTDH (BYHKIHIO
TLS n ayrenrudrxarmro Ha SMTP-cepBepe Tak, uto661 SMTP-cepBep MoT Hosydars MOYTOBBIE
coobmenus ot iBMC.
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Ilar 6 Ycranosute Allows Anonymous Login.

®  Allows Anonymous Login ompezesstet, mogaepsxusaet iu SMTP-cepsep
ayTeHTH(UKAIHIO 0e3 yKa3aHW| NMEHH IOJIh30BaTelsl. 3HaUeHHe YES 03HA4YaeT, UTo IpH
repejaye aBapuiHbIX coobmeHnii ¢ momomsio SMTP-cepBepa yka3piBaTh UMst
MOJTL30BATENIS U TTIApOJIb He TpeOyercs. dyHkus anonymous authentication Tpedyer
MOJJIEPKKY aHOHUMHOM peructpanuu Ha SMTP-cepsepe.

®  3pauenue NO o3Ha4aeT 0TKa3 B aHOHUMHOH ayTeHTUUKanuu. Eciu Bbl BEIOpanu
onmuoHanbHy0 KHONKy NO, Haj0 OyieT 00s3aTesIbHO BBOJUThL UMS TI0JIb30BATES U
naposib, 3aperucTprupoBannsii Ha SMTP-cepsepe. Kaxapiii pa3 npu nepeaave iBMC
aBapuiHBIX cooOmeHuit Ha SMTP-cepep, g ayreHTH(UKAIMU TpeOyeTCs BBOIUTD
KM TI0JIB30BATeNsl U MapoJib.

(L InPUMEYAHUE

Io ymomuanuto Ha SMTP-cepBepe He paspenieHa aHoHUMHast ayTeHTH(UKanwys. B remnsx 6e3omacHoctu
pexomenayercs 1st Allows Anonymous Login ycranasiumsars NO.

Ilar 7 Hactpoiika HHOPMAIIH 3J1.IT0YTHI
1. Bsenure 3Hauyenus B noisax Sender's User Name u Sender's Password.

(L InPUMEYAHUE

e Ecmu aas Allows Anonymous Login Beioparo Yes, ykassBars Sender's User Name u Sender's
Password ue Hano.

e  Eciu naposib Ha SMTP cepBepe ObLT H3MEHEH, HEOOXOMMO OTKPHITH cTpanuiyy Alarm Setting u
BBECTHU HOBBII [apoJib B TeKCTOBOE mouie Sender's Password.

Vkaxure Sender's Address.

Vxaxure Email Subject.

I[J'IS[ OMpPEACTICHUA COACPIKAHUA HpHerHJ’IﬂeMOﬁ I/IH(l)OpMaI_II/II/I B TEMC ITIOYTOBOI'O

coobuienus MoxHo BeiOpath Host Name, Board serial number u Product asset tag.
IIar 8 VYcranosute Select Alarm Severities.

iBMC moxeT nepenaBaTh aBapuu IsiTu ypoBHel cepbesHoctu: All, Critical, Major, Minor u
Normal

[Mocne Toro, Kak BBl BEIOpAIX YPOBEHb Cepbe3HOCTH aBapuu, iIBMC OyzneT nepenaBath
aBapUiHBIC CUTHAJIBI M COOBITHS ONIPEICIICHHOTO YPOBHS CEPhE3HOCTH 110 YKa3aHHOMY aJIpecy
mouTHI (ecnu oHM omnpeeneHsl) uepe3 SMTP-cepsep.

(L InPUMEYAHUE

Jlasee npuBeneHO ONMCaHUE YKa3aHHbBIX BAPUAHTOB!

e All: 03Hauaer, 4TO NEPENAIOTCS COOBITHS, HE3HAYUTENBHBIE, CEPHLE3HBIE ¥ KPUTHUECKHE aBapUIHEIE
CUTHAJIbI.

e Critical: o3Ha4aert, 4To nepenaAOTCs TOIBKO KPUTHIECKHE aBApUMHBIC CHUTHAIBL.
e Major: o3Havaet, 4YTO MePEAIOTCS TOJIBKO CePhE3HbIC aBAPHITHBIC CUTHAJIBL.
e Minor: o3Havaet, YTO MePeArOTCs TOJIBKO HE3HAYNTEIbHBIC aBAPUITHBIC CHUTHAJIBL.

o Normal: o3Hauaer, 4To nEpeaArOTCS TOJIBKO COOBITHS.

ITar 9 YcranoBute anpec 31.IIOUTHI IS IPHEeMa aBApUWHBIX COOOIIEHHM.

Hasxxmure . Ecin IIOMEHSETCS Ha Sl 10 azpec aKTMBUPOBAH.

1. Bseaute ajpec 3/1.MOYTHI ISl IPUEMa aBAPUIHBIX COOOIIICHUIHA.

2. Beeaure onucanue agpeca 2JI.IOYThI 4JId ITprueMa aBapPIfIHLIX COOOIICHUM.
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IITar 10

IMar 11

Haxxmure Save.

IMocie coxpaHeHHs KOHPUTYPALHH, JUTS TPOBEPKH aIpeca dII.MOYTH MOKHO HaxkaTh Test.
Ecnu nosiButest coobimenne Operation successful, dyukuns SMTP u HacTpoiiku 3T0M
(YHKIINY BCTYIIAITA B CHITY.

Haxwmute Test, yToObl MpoBepUTH aapeca EKTPOHHOM MOYTHI.

Ecnu nosiButes coobienne Operation succeeded, tectoBoe coodrieHIe ObUIO OTIPABICHO
Ha COOTBETCTBYIOIIWI MOYTOBBIN AIMK. {15 mMpoBepKr HEOOXOAUMO yOeAUTHCS, YTO
coo0IeHne JOIUIO J0 afpecarta.

----Koneng

6.6 Kouadurypuposaume pynkuun LDAP

Cuenapun

Bxutouenue u kondurypuposanue ¢pynkunu LDAP (Lightweight Directory Access Protocol/
OO6ner4yeHHbIN IPOTOKOI JOCTYMA K KaTajgoram) Ha BeO-unTepdeiice iBMC. Oynkuus LDAP
MO3BOJISIET MOJIB30BATEISIM IOMEHA MOJTYYHUTh A0CTyH K iBMC.

(L InPUMEYAHUE

e LDAP 310 yHHBEpCaJIbHOE PEIICHHE ayTeHTU(PUKALNN, KOTOPOE MO3BOJIIET OBICTPO pearnpoBarh Ha
3aIpo ChI NI0JIb30BATEIS.

o Jlns nonydeHus 6osiee noapoOHOH HHPOPMAIHMHU O TOPSAKE CO3IaHMsI KOHTPOJUIEpa JOMEHa, JOMEeHa
noJip3oBareneil u nosip3oBarenelt LDAP, oOparurecs k JoKyMeHTalMu KoHTpoiuiepa gomena. iBMC
paspeiiaer 10CTyI TOJbKO Mojb3oBaressiv LDAP.

IIpenBapuTeibHBIE YCI0BUSA

IIpouenypa

Jdannble
Jo Hayana KOHQUTYPUPOBAHUS MOIYUUTE CJIETYIOUTYI0 HHPOPMALHIO:

® udopmanus o gocTynHbIX cepBepax LDAP

- Anpec cepsepa LDAP

- Hazpanue nomena cepsepa LDAP

- HazBanue xocta cepepa LDAP

- IMamka mosp3oBarenei npuiioxkeHus: cepsepa LDAP
®  T[lapons ans Bxoma B WebUI iBMC

®  Haspanue rpynnsl LDAP, k kKoTopo# npuHaUIeKUT Hoab3oBarens LD AP.

Koudurypuposaune cepsepa LDAP

iBMC nomnepxuBaet B3anmonelcTere ¢ akTuBHBIM Windows-kartaiorom (AD) u Linux
OpenLDAP. Jlanee B kauecTBe npuMepa koHGuryprupoBanus cepsepa LDAP ucnonsiyercs
BapuaHT ¢ Windows Server 2008. Eciu cepsep LDAP noctynen, MOKHO MPOITYCTUTh 3TOT
miar.

1.  VYcranosute Windows Server 2008 Ha cepsep.
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2.

Bribepure Start > Computer > Manage.

OTkpoeTcs auanoroBoe okHo Server Manager.

JobaBbTe moBp30BaTes B opranuzariro USers.

Hanpumep, ycTaHoBuTe nMs moyib30Barelis test u mapons Huawei12#$.

Hasxmute npasoii kHonkoii Ha Active Directory Users and Computers u go6asste
Ha3BaHME JOMEHa, HanpuMep, softest.com.

HasxxmuTte npaBoii kHonKo# Ha Softest.com u Beioepute New > Organizational Unit mis
J00aBICHHUs OPraHU3allMOHHON eIMHUIIBI, HarpuMep Huawei.

Haxmurte npaBoit KHONKOH Ha H00aBICHHYIO OpraHU3anuOHHYI0 equuuily (Huawei) u
BeibepuTe New > Organizational Unit mis no6aBineHust opraHU3alMOHHON € THHHIIBI
HIDKHETO ypOBHSI, HampumMep testl.

AHAJIOTUYHBIM CITOCOOOM MOXKHO CO3/1aTh MHOTOYPOBHEBYO OpPraHU3aIMIo, HAIIPUMED
Huawei -> testl -> IThelpdesk.

Haxwmute npaBoii KHOIKOW Ha OPraHU3AIMOHHON €UHHUIIE HIDKHETO YPOBHS (HanpuMep,
IThelpdesk), u Beibepure New > Group mis coznanust rpynisl LD AP, nanpumep BMC
User.

MoxHO co3maBath Heckobko rpymi LDAP, nanpumep, BMC admin u BMC Operator,
Kak 1oKa3aHo Ha Puc. 6-3.

Puc. 6-3 BHOBB CO3/1aHHBIE OpTaHH3AIMOHHBIC ¢ TMHUIIBI U Tpymmbl LDAP

E,: Server Manager

File Acton \View Help
ez |H=BlE <= [ iE

_Eéa Server Manager (WIN-6A0ASF2343Y) IThelpdesk 1objects [Filter Activated]
B @ Roles
g Active Directory Certificate Services
= B Act ) )

Mame Type Description

SLENC admin  Security Group - Global
= ] Active Directory Users and Computers S3BNC Operater Security Group - Global
B 3 software. com :P_"BMC Operator Security Group - Global
= Builtin Q‘M Security Group - Global
| Computers
2| Domain Controllers
~| ForeignSecurityPrincipals
2] Huawei
B (5] testl
2 | TThelpdesk
| Managed Service Accounts
| Users
[ Active Directory Sites and Services
£ DNS Server
5 Web Server (I15)
ffj Features
i Diagnostics
_Eﬁ!; Configuration
{25 storage

B

0HBKMMK

HasxxmuTe npaBoii kHonkoit Ha BMC User u Beibepute Properties u3 KoHTeKCTHOrO
MEHIO.

Bri6epute Briaagky Member Of u naxxmure Add.

OTKpoeTCs TUalloroBOe OKHO, IMoKa3aHHOe Ha Puc. 6-4.
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10.

Puc. 6-4 JloGarneHue nojin308aTeis

BMC User Properties il [ |
select Users, Computers, Service Accounts, or Groups ﬂ

Select thiz object type:

ILI gerz, Service Accountz, or Groups Ohject Types. .

From thiz location:

IEDﬂE st.com Locations. ..

Enter the object names to zelect [examplez):
| Check Mames

Advanced... | 1] Canicel

Changes to a uszer's group memberzhip
Femowe are niok effective until the nest time the
uzer logz on.

add...

0k, | Carcel | Apply Help

Beeaute nmonb3oBaTens, CO3aHHOro Ha mare 3, Hanpumep test, u naxxmute OK.

Bxon B BeG-mHTepderic iBMC

[Mompo6uas nadopmartius npuseseHa B pazzaene 3.1 Bxox 8 WebUI iBMC.

Koudurypuposaune cepsepa LDAP Ha iBMC

11.

12.
13.
14.
15.

16.

17.

Ha Be6-untepdeiice iBMC Bribepure Configuration > LDAP.

Ycranosure LDAP B m, 4TOOBI BKIIOUUTH QyHKIMi0 LD AP.

B LDAP Server Address seeaute IP-anpec cepsepa LDAP, nanpumep 192.168.66.66.
Beenure Homep nopra cepsepa LDAP.

Beeaute naszsanue goMena cepsepa LDAP, nanpumep, softest.com.

Hazpanue nomeHa 1OKHO COBIAJATh C HA3BAaHMEM JIOMEHA, YCTAHOBIEHHBIM Ha CEPBEPE
LDAP.

B User Folder, ykaxure nanky mojp3oBateneii nprioxenus cepsepa LDAP, nanpumep
CN=Users.

Vmst manku 1moJp30BaTelts JOJDKHO COBIANATh C IMCHEM ITAIKH C TaHHBIMH yYacTHHKA
npuiiokeHuit Ha cepsepe LDAP.

B User Password, ykaxute naposis s Bxona va iBMC.
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18.

Haxxmure Save.

VimmopT KopHeBoro ceprndmnkara LDAP (monosaHUTEIHLHO)

MO>KHO OTIpeeInTh, HaJlo I UMIOPTUPOBATh KOpHeBol ceprudukar LDAP. B mensax
0e301acHOCTH PEKOMEHIYeTCsl, YTOOBI MPOBEpKa cepTH(UKaTa OblUla BKIIOYEHA.

19.

20.
21.

22.

VYcranoBure aapec DNS B kauectse agpeca cepBepa LDAP. [Togpobuas nnpopmanus
npuBeaeHa B paszaene 6.7 Kondurypuposanue DNS na Be6-unrepdeiice iBMC

(BpyuHYI0).
Ha crpanunie LDAP ycranosure mis Certificate Verification snauenne Enable.

Haxwmure Browse nmocne Upload Certificate u Beibepure KopHeBoii cepTudukat mis
3arpy3KHu.

KopHregoii ceprudukar 1omkeH ObITh (Baiis ¢ pacummpeHueM .cer, .pem, .cert, uid .crt.
Haxwure Upload.

[Mocrne yemerniHo# 3arpy3ku cepTudukara Ha SKpaHe MOSBUTCS coobieHue <«J he
certificate has been uploaded>»

Koudurypuposaune rpynner LDAP

23.
24,

25.

26.

27.
28.
29.
30.

Add
B mone LDAP Groups HaxxMuTe W

"

&

Beeaure naposns nonb3oBarenst iBMC B User Password.
[epen HacTpoiikoit nanHbIX LD AP, ykaxkute maposs s Bxoaa Ha iBMC.

B LDAP Group, ykakute Ha3BaHHE I'PyIIbI moyb3oBatencit LD AP, nanpumep, BMC
User (To ecTh Ha3BaHWE TPy Modb3oBaTeieid LDAP, ycTaHOBIEHHBIH Ha Inare 7).

B LDAP Group Folder ykaxwure Ha3BaHue MamnKu, B KOTOPOW XPaHSATCS MTPUITOKEHHS
rpynnsl LDAP.

ITanka rpynnet LDAP nomkHa coBmanaTh ¢ OpraHU3alMOHHON eIUHULIEH,
YCTaHOBJIEHHOMW U1 moJsib3oBaresist Ha cepepe LDAP, Hanpumep,

Huawei/test1/I Thelpdesk (to ects, opraHu3aiMoHHas €UHHIA HIXKHETO YPOBHS,
yCTaHOBIIEHHAsI Ha miare 7). MakcuManbHas AauHa 255 CUMBOJIOB.

Bri6epure mpasuia BXoaa.
Bri6epute unTepdeiic Bxona.
Bri6epure nipaBa rpymmst LD AP.
Haxmute Save.

Bxoa B iBMC c mcnosib30BaHMeM yUeTHOM 3alIMcH JOMeHa.

31. Bsemure ums nons3oBatens (test) u mapons (test/Huaweil2#8$), koropsie neiicTBYIOT Ha
cepeepe LDAP.

32. B BeImajaromniemM cUcKe Ha3BaHUS JOMEHa, BRIOepUTE Ha3BaHue qoMeHa cepBepa LDAP,
nanpumep, softest.com.

33. Haxwmmute Log In.

----Koneny
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6.7 Koadpurypuposaame DNS Ha BeO-mHTepderice iBMC
(Bpy*iHyI0)

Cuenapwun gencremmn

Ha crpanune Network Settings seG-unrepdetica iBMC moxHO ckoHpurypuposars CHcTeMy
noMeHHbIX ¥MeH (DNS) Tak, 4T00bI 0Ib30BATENIM MOLJIH 10 APeCY AOMEHHOTO UMEHH
noakarounThes kK iIBMC.

LLInPumEYAHKE

e Azpec IOMEHHOTO MMEHH 3TO KOMOHMHAIMS M3 HA3BaHMs X0CTa M JOMEHHOTO nMeHu. Hanpumep,
ecni Ha3BaHue xocra huawei, a JomMeHHOE UMsIMAaNager.com, aapec JOMEHHOTO HMEHU
Gymethuawei.manager.com.

e DNS s10 pacnpenenennas 6a3a JaHHBIX, KOTOpas YCTAHABINBAET COOTBETCTBUE MEXKY IOMEHHBIMU
nmeHamu u [P-agpecamu B cetrt UIHTEpHET. DTO TO3BOJIAET MOJIB30BATEISAM HMOIKIFOYATHCS K
Wntepuer He 3anomuHas [P-anpecoB, KOTOpbIe MOTYT HETIO CPEICTBEHHO CINUTHIBATHCS X0 CTAMH.

IIpenBapurenbHbIe yC10BUS

ITpouenypa
IITar 1

IITar 2
IITar 3

IITar 4
IITar 5
IITar 6

IITar 7

JlaHnnbie
[Honyuure cnexyromye 1aHHBIE:

®  Ims xocta iBMC.
®  udopmamus o DNS-cepsepe:
- Anpec DNS-cepsepa

- Jomennoe umsa DNS-cepsepa

Bemonnute Bxoj B BeO-unTepdetic iBMC. [logpoOHas nHpopManus mpuBeaeHa B pasere
3.1 Bxon B WebUI iBMC.

Bridepure Config > Network Settings.

B nonte Config iBMC Host Name ycranosute mist Server Name ums xocta iBMC,
HampumMep, huawei.

Haxmute Save.
Brioepure Config > Network Settings.
B mone Set DNS Parameters maxkmure Manually set DNS address.

Haxxas Manually set DNS address, MmokHO Bpy4HYI0 3a1ath roMeHHOEe uMst DNS-cepsepa,
npeArnouTHTeNbHbI anpec DNS-cepBepa u ansrepHaTuBHbIN aapec DNS-cepsepa.

Omnpenenute DNS-anpec.

1.  Vcranosute mis Domain nomennoe umst DNS-cepBepa, HammpumMep, manager.com.

2. Ycranosute mius Preferred Server IP-agpec npeamournrensaoro DNS-cepsepa,
Hampumep, 192.168.66.66.

3. VYcramosute mis Alternate Server IP-aapec anstepuaTnBaoro DNS-cepsepa.
Haxxmute Save.
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IITar 8

IITar 9

Ha nokxansroM koMmsroTepe, nonkiatodeHHoM K iIBMC, ycranoBute s local DNS address
anpec DNS-cepsepa.

Yoenurech, uto local DNS address cornamaet ¢ DNS-anpecom iBMC. MHade, ToKaIbHBINH
KOMITBIOTEP HE CMOXKET MOAKIIoUnThCS K iIBMC uepe3 MHTepHET.

B anpecHoit cTpoke Opay3epa, BBEIUTE aapecC JOMEHHOTO HMEHH, HAPHUMEP
huawei.manager.com, u naxxmure Enter. Eciu nosiButcst Be6-ctpanuiia iBMC,
KOH(HUTypHUPOBAHUE BBITOJHEHO YCIEIIHO.

----Konen

6.8 Bxox B mHTEepderic KomangHOM cTpokm iBMC niyrem
KOHQUIypMpOBaHWMs 3aKpPbITOr0 KJII04a I10JIb30BaTesIsd

SSH

Cuenapwun aevicTBmin

IToaroroBka

[Tpu Bxone nonw3oBarens B iBMC uepe3 SSH Bo3MOXXHEI J1Ba BapuaHTa.

®  Ayrentudukanys mno napoiro: [loiap3oBaTens T0MHKEH BBOAUTH MAPOIb IPU KaXKIOM
BX0ZIe B cucTeMy. [laHHBII METON JOBOJIBHO HEYIOOHBIH U €CTh BO3MOXKHOCTh KPasku
napoJs.

®  AyreHTH(HKAIMS 1O 3aKpbITOMY Kitouy: [Tociie koHpHUTYyprpoBaHUs MOJIB30BATEISIM HE
HAJI0 BBOAUTH MApOJb IPH KaXkJI0M BXoje B cuctemy. Jlns Bxona B iBMC uepe3 SSH
MOJTL30BATEITh JOJDKEH HCIIOJIb30BATh KIIMEHT C MPABUIBHBIM 3aKPBITHIM KITFOUOM, TAKHUM
o0Opa3om obecreunBaeTcs 0€30MacCHOCTb.

B nanHOM paznene onuceiBaeTCs, KaK YIpaBiiTh 3aKpbIThIMU KitouaMu SSH 1 kak BoiTH B
iBMC uepe3 SSH ¢ ayreHTH)UKaHEH 3aKPHITOTO KITFOYA.

IIpeaBapuTenbHble YCI0BHUSA

®  JlokaJbHBI KIMEHT MOXET CBsi3aTbes ¢ cepBepoM iBMC.

®  Jlns monb3oBarens Ha iIBMC Obi1 ycTaHoBiIeH nHTepdeiic SSH.
Jlannbie

®  Tun otkpsrroro kimoua SSH: RSA unu DSA
® |P-agpec cereBoro nopra ympasnenus iBMC

®  Howmep cepsucHoro nopra SSH
IIporpammHoe obecneyeHne

®  lHCcTpyMeHT perucTpaiuu, Tuna putty.exe.

®  llncTpyMeHT I'eHepalMy 3aKpbITOro Kikoya, Tuna puttygen.exe.

Bemme yka3aHHBIE HHCTPYMEHTHI 3TO OeCIUIaTHBIC MPOrpaMMbl. CKadaiTe UX CaMH.
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6 CTaHZ[apTHI)Ie oricpanmnn

IIpouenypa

I'enepannsa 3akpeiToro kiaro4da SSH

1.

ok~ DN

Ha xnuenTe (Hanpumep, KOMIBIOTEPE), OTKPOWTE TEHEPATOP 3aKPBITOTO KIF0Ua,
HampuMmep puttygen.exe, kak mokazaHo Ha Puc. 6-5.

Puc. 6-5 uTepdeiic reHepaTtopa 3aKphITOTO KITFOYA.

File Key Conversions Help

ey
Mo key.

Actions

(Generate a public/private key pair | Generate |

Load an existing private key file | Load |

(5]
(5]

Save the generated key

{5l]
i1
E
Kl
{sl]
]
ol
1]
(1]

Parameters

Type of key to generate:
55H-1 (R5A) S55H-2 R5A @ 55H-2 DSA

Mumber of bits in @ generated key: 1024

B o6nactu Parameters BeiOepute THIT 3aKpHITOTO Kitoua, Harpumep SSH-2 DSA.

BeiGepute aiuHY 3aKpbhITOro Kitoda, Harmpumep 1024,

Haxmurte Generate.

rg PuTTY Key Generator @

Haxxmute Save public key u Save private key, ato6s1 cOXpaHUTh CTeHEPUPOBAHHBIC

OTKpBITLIﬁ u 3aKpLITBII71 KJIFOYM Ha KJIMCHTC.

VMmopT oTKpbITOro K1roda B iBMC

6.

BemonauTe Bxoj B BeO-uHTepdeiic iBMC. [Tonpoduas nadopmMamus npruseneHa B

pazznene 3.1 Bxon 8 WebUI iBMC.
B Be6-unrepdeiice iBMC Beibepure Config > Local User.
B o6mactu SSH Public Key Management naxxmure Add.

[MosiBUTCS OKHO UMITOPTA OTKPBITOTO Kitoda SSH, kak moka3ano Ha Puc. 6-6.
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Puc. 6-6 Nmmopt oTkperToro kiaroda SSH

* Current User Password:

* User Mame: Administratar v
* Import Fublic Key: ® File Text
Browse
Sawve Cancel

9. BaejuTe UMs TEKYIIETO MONB30BATEIIS.
10. BriOepuTe MOJB30BATENS, IS KOTOPOTO BBIIOIHSIETCS MMIIOPT OTKPHITOro Kiroya SSH.
11. BeibGepure File B kauecTBe MeTO1a UMIIOPTA.

BriGepuTe METOI IMIIOPTA B 3aBUCHMOCTH OT TEKYIIUX TPeOOBaHUIA.

12. Haxwure Browse u BeIOepuTe OTKPHITHIH KITIOY, CTEHEPHUPOBAaHHEII Ha dTare
I'enepanus oTkpeIToro Kitoya SSH.

13. Haxwmute Save.
[To 3aBepIIeHNIO0 UMITOPTA MOSBUTCS COOONICHNUE 00 YCIIEIITHOM BBITOJHEHUH OTICPAIIHH.
Kondwnrypuposaamue nacrpymenra SSH
14. Ha xnueHTe, OTKpOWTE HHCTPYMEHT pEerHCTpalliy, Hanpumep putty.exe.

15. BBINOJIHUTE UMIIOPT 3aKPHITOTO KIIIOYa, CTEHEPUPOBAHHOTO Ha 3Tane [ eHepauuns
3aKkpbIToro kitoya SSH.

Ha Puc. 6-7 moxa3zas uaTepdeiic A1 UMITOPTa 3aKPHITOTO KITI0YA.
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Puc. 6-7 IMIopT 3aKpBITOTO KITF09a

% PuTTY Configuration @
Category:
EI Window - Options controling S5H authentication
- Appearance
.. Behaviour ["| Bypass authentication entirely (SSH-2 only)
. Translation Display pre-authentication banner (S5H-2 anly)
_ gz:zﬁ?sm | Authertication methods
- Connection Attemnpt authertication using Pageant
- Data [] Atempt TIS or CryptoCard auth (SSH-1)
- Promy Attempt “keyboard-interactive™ auth (S5H-2)
- Telnet
Hlel:ul;in Authentication parameters

E_:'" S5H | [T AMllow agent forwarding

b Kex = Allow attempted changes of usemame in S5H-2
Private key file for authentication:
. - GSSAPI Browse. ..
o (e
X1
----- Tunnels
..... Bugs
Serial B
1| 1] [ *
About CQpen ] [ Cancel

16. VYcraHOoBUTE NaHHBIE pErHCTPaLUU B HHCTpyMeHTe SSH.

HaHHble perucTpanuu Briodaror aapec iBMC u Homep cepBucHoro nmopra SSH, kak
nokasaHo Ha Puc. 6-8.
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Puc. 6-8 HacTpoiika JaHHBIX PETUCTPAIAH

% PuTTY Configuration @
Category:

-

Basic options for your PuT T session

. _-eeang Specify the destination you want to connect to
= Teminal

- Keyboard Host Mame (or IP address) Port

- Bell 22

- Features Connection type:

= Window (7'Raw (7 Telnet () Rlogin @ S5H () Serial
- Appearance
- Behaviour

Load, save or delete a stored session

m

... Translation Saved Sessions

- Selection

- Colours Default Settings
[=)- Connection

.. Diata Save

. Telnet Delete

IIg
&

Close window on exit:
(D1 Always () Mever @ Only on clean exit

About Cpen ] [ Cancel

Bornanre B maTepderic komangon crpoknu iBMC.
17. Haxwmute Open.
18. Baemure uMmsa nons3osatess SSH.

Ha skpane nosiButcs komauHas crpoka iBMC.

----Koneny

6.9 Koadurypuposanmne ceprudmkara SSL iBMC

Cuenapwun aencTBuin

Ceprudukar SSL yctanaBnmuBaet 6e3onacHsii kaHan SSL mo HTTPS mexy Be6-Opayzepom
Ha CTOPOHE KIMEHTa U BeO-cepBepOM ISl Iepeadn 3auI()POBAHHBIX JAHHBIX MEXITY
KIJIMEHTOM U CEpBEpOM, KOTOPHII MpeoTBpamaeT packpeitiue nHpopmannu. SSL
obecneynBaeT 0E30IMaCHOCTh MTEPeIaBACMBIX JAHHBIX M UCTIONB3YCSTCS ISl TPOBEPKU
MOJUNTMHHOCTH TOCTyNa K BeO-caiiTy. CepBepbl Huawei mo3BosSIOT 3aMEHSTh CEPTUPUKATHI
SSL. B mensix 6e30macHOCTH 3aMEHHUTE HCXOAHBIN CepTU(HKAT U KIIFOYH Ha CBOI
COOCTBEHHBIN CepTU(HUKAT U Napy MyOINYHBIX U IPUBATHBIX KIIOYCH, M HE3aMEUTUTEIEHO
oOHOBHUTE cepTU(UKAT.

B manHOM pasnene nNpuUBEICHO ONMMCAHNE TIOPSAAKA 3aMeHBI cepTrgukara SSL.
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IToaroroBka

IIpeaBapuTebHbIE YCI0BUSA

JlokanbHBIM KIMEHT MOXET CBsI3aThcs ¢ cepBepoM iBMC.

IIpouenypa

Bxop B BeG-maTepdevic iBMC

[Toapo6Hast uHdopMatms npuseaeHa B paszaeie 3.1 Bxox 8 WebUI iBMC.

BeimmostHMTE oriepamnmm CorjiaCHo CymecTBYIOIIUM TPEGOBaHPISIMZ

Ecim xnuent umeet ceptudukar SSL, BeIIaHHBIA OQHIIMATBHEIMA OpTaHAMH,
nepeiaure k Mmmopr ¢aiina ceprudukara SSL.

Ecnu knuent umeer cepruduxar SSL, creHepupOBaHHBIM caMUMHU MTOJIb30BATENAMH,
BBINOJIHUTE MyHKTHI MnopT daiina cepruduxara SSL u JloGaBieHue KOpHEBOTO
ceprudukara B Opaysep KIHECHTA.

s ucronp3oBanms ceprudukara SSL, comepxamero cnenuanrbHy0 HHPOPMAIHIO U
BBIIaHHOTO O(UIMaIbHBIMI OpTaHaMH, BEITOJIHUTE MyHKTH Hactpoiika nHpOpMannu o
ceprudukare, [lonyuenne ceprudurara SSL u Umnopr ¢aiina ceprudukara SSL.

st ucnionb3oBanus ceprudukrara SSL, comepkaiiero crenuaibHy0 HHOOPMAIIUIO U
CTCHEPUPOBAHHOTO CAMUMH T0JIb30BATENSIMHU, BBITIOJTHUTE MyHKTHI HacTpoiika
nHpopmanuu o ceprudukare, [lonyyenne cepruduxara SSL, Ummopt daiina
ceprudukara SSL u JlobaBnenne kopHeBoro ceptudukara B Opaysep KIMEHTa.

Hacrporika mHopmanmm o ceprudnkare

1
2.
3.

B BeG-unrepdeiice iBMC Boibepure Config > SSL Certificate.
Hasxxmute Customize.

B o6nactu Ilare 1: Generation CSR, HacTpoiite crienualIu3upoBaHHy0 HHOOPMALIUIO
o ceptudukare.

Crnenunann3upoBaHHas HH(GOpPMALUs BKIIIOYAET CTPaHy, PerHOH (00MacTh), Topox,
KOMMaHUIO (OpraHrU3alHIo) U Moapa3ieiieHue (OpraHu3alioOHHYI0 eIUHHILY) U 0011ee
Ha3BaHHE.

Ha>xmute Save.

B nmosiBuBIIEMCST TUATOrOBOM OKHE, 3KcniopTupyite paitn CSR Ha knueHr.

IMonyuenne ceprmdmnkara SSL

[Momyunts ceprudukar SSL MOKHO JTOOBIM U3 CIIEIYIOUINX CIIOCOOO0B:

OO6paruTtech 3a ceprrduraroM noanucu SSL B opuuaibHy0 cepTUHUKATUIOHHYIO
opraHuzanuio (PeKOMEHIYeTCs).

Hcnonp3yiiTe HHCTPYMEHT JUTS TeHepauu ceptudukara (Hanpumep, OpenSSL), uToOBI
CaMOCTOSITEIIEHO CTCHEPHPOBATh cepTH(HUKAT moanucH SSL 1 KopHEBOH cepTH(UKAT.

I/IHCprMCHT reaepanuu CepTI/I(I)I/IKaTa 1 PYKOBOACTBO MOXXHO CKa4yaTb B UHTCPHETE.

Vmnopt dania ceprudmkara SSL

6.
7.

Ha crpanune SSL Certificate naxxmure Customize.

Ecnu nmeetcs ceprudukat SSL, BEIIaHHBIN 0QHUIIHATBFHEIMA OpraHaMH, IEpeHanTe K
Hlary 2. B o6mxactu Import Server Certificate, naxxmure Browse, Beidepute
ceprudukat moanucu SSL, creHepupoBaHHbIi B yHKTe [lomydenue ceprudukarta SSL,
U HaXXMHUTE Save.
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[ocne 3aBepmieHUs IMIIOPTA CePTUPHKATA, TOSBUTCS coodmenue «Succeeded in
importing the certificate. Reset iBMC for the certificate to take effect>:

8.  Ecnum ucnonesyetcs ceprudukat SSL, creHeprpOoBaHHBIN CAMUMHE OJTb30BATEIAMH,
nepeiigute k oomactu Custom Certificate, naxxmure Browse, seibepute cepruduxar
nonnucu SSL, monmyueHHslit B mynkTe [lonydenue ceprudukarta SSL, BBeuTE Mapoib,
HCIIOJIB3yEMBIH IpH Tepenaue, B TekcroBoe mojie Certificate Password u nasxmute
Save.

[Tocite 3aBepieHUS UMITOpTa cepTH(UKara, osiBUTCS coobdnienne «Succeeded in
importing the certificate. Reset iBMC for the certificate to take effect>:

9. Iepesamyctute iBMC.

[ obaBsieHMe KOPHEBOIO cepTUdMKaTa B Opay3ep KiIMeHTa

(L InPUMEYAHUE

Ecnu umnoptupoBanHsblii ceptudukar SSL creHeprpoBaH Bpy4dHYO (He BbIIaH OQUIMAIBHBIM OPIaHOM),
noce uMnopta ceptudukara SSL nposepsre, MMeeT 1 Opay3ep KIMeHTa KOPHEBOH cepTH(hUKAT.

Hanee, B kauecTBe pUMepa, IS OIHCAHKS MOPSIKa IIPOCMOTPA U T00aBICHHS KOPHEBOTO
ceprudukara B Opaysep, ucrnonbzyercs Internet Explorer.
10. Ortkpoiite Internet Explorer.
11. Ha nanenu uHCTpYMEHTOB BBIOepHTe TOOIS > Internet Options.
Ha skpane nosiButcst quanoroBoe okHo Internet Options.
12. Ha Bxnanke Content maxxmute Certificate.
Ha skpane nosiButcst quanorosoe okxo Certificate.

13. Ha sxmaake Trusted Root Certificate Issuer npoBepbre, yKasaH jii Opras, BblIaBIIUiA
ceprudukar SSL.

- Ecnu na, mepeiinute x 14.
- Ecmu Het, nepetiaute x 15.
14. TlpoBepbTe HE UCTEK JIU CPOK JercTBuUs cepTudukara SSL.
- Ecnu na, nepeiinute x 15.
- Ecnu Hert, nepeiigure k 16.

15. Ha sxmaake Trusted Root Certificate Issuer naxxmure Import. Beimosnure uMopT
KOPHEBOTO CEPTUPHKATA, B COOTBETCTBUM C HHCTPYKIUSIMH.

16. Ortkpoiite Internet Explorer cHoBa 1 mpoBepbTe 0TOOpaXKaeTCs 1 3HAYOK % B
aJIpeCHOI NaHeu.

- Eciu na, To HUKaKuX ASHCTBHIA OOJNBIIE BBITIONHATH HE TpeOyeTCs.

- Ecnu Het, oOpatuTech 3a MOMOIIBIO B CIIy>k0y TexHHYeCKoi noxaepkku Huawei.

----Konen

6.10 Koandurypmuposanmue ¢popmmupoBanmue ordera Syslog
iBMC

Cuenapwui IevicTBmit

Ha crpanune Alarm Setting Be6-unrepdeiica iBMC, moxxHo HacTpouTs iBMC, 4T00bI OH
nepeaaBal JaHHbIC KypHAIa COOBITHI Ha CTOPOHHUI cepBep B BUIE Syslog-makeToB.
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IToaroroBka

IIpenBapuTeJbHbIE YCIOBHS

JlokanbHBIM KIMEHT MOXET CBsI3aThcs ¢ cepBepoM iBMC.

JlanHb1e

[Tepen Haganom KOHGUTYpAIH CO3alTe MJIaH BceX TPeOyeMbIX st KOHPUTYPAIH TAHHBIX.

®  Syslog attributes:

- I/IH(bopMauI/m HCcHoab3yemas s I/Iz{eHTI/I(bI/IKauHH xXocTa-uctouyHuka. Hanprumep,
board serial number, product asset tag unm host name.

- IIporokon nepenaun, Takue xkak 1LS, TCP nmm UDP.

- Meron ayrentudukanuu Syslog, Tuna one-way authentication u mutual
authentication.

- YpOBHH PETHCTPUPYEMBIX COOBITHIA.
®  Syslog server information and log types:

- Craryc xaHaja nepeiady OTIeTa.

- Anpec cepsepa.

- Howmep nopta cepsepa.

- Tumnsl coOpITHH, PUKCHPYEMBIC B OTUETE.
IIporpammuoe obecneyuenmne

HeobxomuMo ckavath OecruiaTHyro nmporpammy renepanuu ceptudukara OpenSSL B
WHTEpPHETE.

IIpouenypa

T'enepupoBaHMe cepTHdMKaTOB
Bpyunyto crenepupyiite cepTu(uKaThl ¢ TOMOIILIO MPOrPaMMBbI T€HEpaluU CepTH(UKATOB.

®  Jlns moaTBepXKICHUS cepTH(dUKaTa cepBepa syslog n KopHEBOTO cepTHdHKaTa cepBepa
TpebyeTcst OMHOCTOPOHHsIs ayTeHTrduKanus (one-way authentication).

®  Jlns monTBepkaeHHs cepTuduUKaTa cepBepa syslog, KopHeBoro cepTudukara cepsepa,
cepruduKaTa KimueHTa syslog u kopHeBoro ceptudukara KiueHTa TpeOyeTcs B3auMHast
ayrentudukanus (mutual authentication).

Juis nonyvenus 6osee monpoOHOi HHPOPMALIMK O TeHEpaLlH CEPTUPHUKATOB, CKadyaiiTe B
WHTEpHETE pykoBoacTBO o OpenSSL.

3arpy3ka cepTndukaros Ha cepsep syslog
3arpyska cepTudukaToB Ha cepsep syslog BpydHyIo.

®  Jlns ONHOCTOPOHHEH ayTeHTU(UKALMY, 3arpy3uTe cepTudukar Ha cepsep syslog.

®  Jlns B3aMMHOM ayTeHTH(UKAIINH, 3aTPY3UTE CEPTU(HKAT cepBepa U KOHEBOU
ceptudukar Ha cepsep syslog.

Bxon B BeG-maTepderic iBMC
[Toapo6Hast uHdopMmarlms npuseaeHa B paszaene 3.1 Bxox 8 WebUI iBMC.

Hacrporika arpudyros syslog
1. Ha Be6-untepdeiice iBMC Boibepute Alarm & SEL > Alarm Setting.
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2. B mone Alarm Syslog Notification Settings, nHasxxmure JUISL BKJTFOUEHHST
¢yskuu hopmupoBaHus otdyeTa syslog.

Ecin IIOMEHSETCs Ha Sl pynknus popmupoBaHus oTdera syslog
AKTHBHPOBAHA.

3. Hacrpoiite mapametpsr Syslog Server Identity, Alarm Severities, Transmission
Protocol u Authentication Mode.

4. 3arpysute cepTH(HKATEHL.

- Ecmm gna Authentication Mode ycranosineno One way authentication, sarpysure
Ha iBMC kopHeBoii cepTuukar cepBepa, CreHEpHPOBaHHBIN B MyHKTe [ eHepanus
cepTu(uKaToB.

- Ecam gnsa Authentication Mode ycranosineno Mutual authentication, sarpysure
Ha iIBMC kopHeBoii cepTuuKaT cepBepa 1 cepTUPUKAT KIUCHTA,
CreHepUpPOBaHHbIH B yHKTe [ eHepanust cepTuhuKaToB.

Hacrporika cepsep syslog n ¢popmara nakeTos

5. BeiGepure xaHai i iepegayn MakeTos syslog.
.

6. Haxmure * , YTOOBI BEIBECTH I10JIE PECAAKTUPOBAHUA KaHAJIA.

7. Haxxmure JJI BKIIFOUCHUA KaHala epeaadu.

Ecmm IOMEHSETCSA Ha S KaHaJ BKJIFOYEH.
Hactpoiite Server Address, Syslog Port u Log Type.
Haxxmure Test.

Ecnu Ha skpane nosButcs cooOuienue «Operation successful», To 3T0 rOBOpUT 0 TOM,
YTO KaHAN JOCTYIICH.

----Konen

6.11 Bxox B cucreMmy cepBepa ¢ momouiso VNC

Cuenapun

Korna BbI HC 3HACTC TpeGOBaHI/IH COBMECCTHUMOCTHU OHepaHHOHHOﬁ CHUCTEMBI U BEPCUIO
MpUJIoKeHue Java, IpuMeHseMoe Ha kineHTe (JokansHoM [1K), ncmons3yiiTe mpoTokon
Virtual Network Computing (VNC) st Beixona Ha paboumnii cton cepBepa uepe3 iBMC.

Ecmu Bepcus iBMC — 2.56 wiu BbIlIe, A7 BXOZA B CUCTEMY CEepBepa MOKHO HCIOJIb30BAaTh
VNC, ne 6ecniokosics o npumensiemoit Ha 1K Bepcun OC u Java.

Cnyx6a VNC nognepxuBaet riepeaady qaHHsix ¢ SSL mmdpoBannem u 6e3. B nanaom

paszene, st mpuMepa, ucrnonb3yercs nepeaada VNC 0e3 SSL mudposanus.
IIpenBapuTeibHBIE YC10BMSA

Yeaosus

KimmenT (;oxansabiit 1K) moakiroueH k cereBomy mopty ynpasieHus iBMC cepepa, k
KOTOPOMY BBIIOJIHAETCS MOAKIIOUEHHE.

Jlannbie
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® |P-agpec cereBoro mopra ynpasieHus iBMC u Homep mopTta (HOMep HopTa CIry>KObI
VNC)

®  |Imsa monp3oBarels U mapoib A Bxona B iBMC
IIporpammHuoe odecneuenue

Ha noxansusrit [1IK ycTanoBieHa cropoHHsist mporpamma kimeHta VNC, Hanpumep,
RealVNC.

LL)nPuMEYAHME
TonnepsxuBaembre croponnune keHTsl VNC: Real VNC, TightVNC, UltraVNC u Tiger VNC.

IIpouenypa
Bxmrouenne cry>x0e1 VNC
Cnyx6y VNC MOXHO BKIIOUUTE Yepe3 BeO-unTepderic iBMC, unrepdeiicbl KoMmaHIHON
ctpoku CLI, IPMI u Redfish. B nanHoM pasnene ais npumepa KCHob3yeTcst BeO-uHTepdeiic
iBMC.
1. Bemonnute BXoj B BeO-untepdeiic iBMC.
[Monpo6Has undopmarus npuseneHa B paszaene 3.1 Bxox 8 WebUI iBMC.
2. Bwibepute Configuration > Services.

3. Ycranosute st cayx0s1 VNC el | ykaxcnTe HOMep TOpTa M HaKMHTE Save.
Cayx6a VNC mo ymonuanuto otkimoueHa. [lo ymomaanuto Homep nopra VNC — 5900.
Vcranoska napamerpos VNC
4. Ha Be6-unrepdeiice iBMC Brioepute Remote Console.
5. VYcranosure napoiar VNC u ormenute Beibop SSL Encryption.
Hactporika ximernra VNC
6. Otkpoiite kmuent VNC, Hanpumep, RealVNC.

Otkpoercs crpanuna kinreHra VNC, noka3annas Ha Puc. 6-9.

Puc. 6-9 Kimnent VNC

WMC Server: -

Encryption: [Let WVMC Server choose ']

About... ][ Options. ..

7.  Haxwmure Options.

[MosiBuTcst MuanoroBoe okHO 0a30BbIX HacTpoek VNC, kak moka3ano Ha Puc. 6-10.
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Puc. 6-10 ba3oBbie HacTpoiiku kimeHTa VNC

VMNC Viewer - Options

Ba=ie

Display
[ scale to window size

g

[ Full screen mode
Enable toolbar
[ adapt to network speed (recommended)
Best compression U Best quality

Connection
[ view-only
Pass spedal keys directly to YNC Server

Menu key: |F8 -

Use these =zettings for all new conmections

OK ] [ Cancel

8.  VYcraHoBuTe mapaMeTphl B COOTBETCTBUH C TpeOoBaHusMu U Haxmute OK.
Vcnonp3osarane xkamenTa VNC misa nogkarodenns: K OC cepBepa

9. Ha xauente VNC BBenute |P-adpec cemesoeo nopma ynpaenenus iBMC: Homep nopma
VNC, nanpumep 192.168.100.169:5900 B VNC Server.

IP-adpec cemesoco nopma ynpasnenus iBMC moxet ObiTh agpecom IPv4 miu IPv6.

Puc. 6-11 Kmueutr VNC

YNC Server: | 192,168, 100, 163: 5900] -

Encryption: [Let WMNC Server choose "]

About... ]’ Options. .. ]

10. Haxmure Connect.
B otkpeIBIIEMCs AnanoroBoM okHe Encryption maxxmure Continue.

OTKpoeTCs IUalloroBOe OKHO, MMOKa3aHHOe Ha Puc. 6-12.
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Croeunslii cepep Huawei
PyxoBozncTBo nosszosarens iBMC (ot V250 no V259) 6 CranpapTHble oniepanuu

Puc. 6-12 Ayrentudukanms kmmeata VNC

WMC Server: 192.168.100. 169

Username:

Password: |

|. oK | | Cancel

11. Bseaute mapoas VNC B texctoBoe okuo Password u maxmure OK.

OTtkpoetcs pabouuii CTON cepBepa, nmokazanHelii Ha Puc. 6-13.

Puc. 6-13 Pabounii cton ceprepa

CEFHERE

----Konen
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Croeunslii cepep Huawei
PyxoBozcTBo nosbzoBarenst iBMC (ot V250 no V259) 7 HezaBucumast ynajaeHHas KOHCOJIb

; He3aBucumas yAa/IeHHasd KOHCOJIb

O maHHO I71aBe

B manHOM paserne IpHBEACHO OMMCAHNE TTOPSIKA MCIIONb30BAHNS HE3aBUCUMOH YIaJIeHHON
KOHCOJIH.

7.1 Kparkoe ornucanue
7.2 Bxon Ha cepBep ¢ MOMOIIBI0 HE3aBUCUMOH ynaneHHoi koHconu (Windows)
7.3 Bxox Ha cepBep ¢ OMOIIBIO HE3aBUCUMOI ynanenHol koHconn (Ubuntu)

7.4 Bxon Ha cepBep ¢ IOMOIIBIO0 HE3aBUCUMOH yaaiieHHo# koHconu (Mac)

7.1 Kparkoe omnmmcanue

HesaBucumast yganeHHast KOHCOJIb — 3TO MHCTPYMEHT AMCTAaHIIMOHHOTO yIpaBJICHUS,
pa3paboTaHHBIN Ha 06a3e mporpaMmHoro obecrneueHus ynpasieHus iBMC cepsepom Huawei.
Ou BemonHsAET Te ke GyHkuun, yro 1 Remote Control, npexocrasisemsie WebUI iBMC.
JlaHHBII HHCTPYMEHT MO3BOJIIET YAAJICHHO OCYIIECTBILITE IOCTYI K CEPBEPY U YIIPABIATH UM,
He OECIIOKOsICh 0 COBMECTUMOCTH Opay3epa kiaueHTa u JRE.

basoBble mpyHIIMIIBI

Ha Puc. 7-1 npeacraBieHbl 6a30Bbie MPUHIUITBEI pAOOTHI HE3aBUCUMOMW YIaJICHHON KOHCOJIH.
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Croeunslii cepep Huawei

PykoBoncTBo none3oBareist iBMC (ot V250 o V259)

7 HezaBrucumas YAaJICHHAad KOHCOJIb

Puc. 7-1 ba3oBble IpUHIUITEI

I
3
=
]
w
1]
3

BHU,L[I{'I' 34npoc °H

Https/SSL | nenonHAeT php-ckpunT

Briasipaer dyHkimo
C/PHP B3anmosieficTRus

L/

Httppost (1D, psw, ...)

-
JlaHHBIE CHMBOITBHOH
cTpokH Json

-
i Jlna reHepanin oTBETA
TIEPEIAeT JaHHBIE HA
cepeep vepes
echo-curaan

Hitpreponse (VerifyValue,
decrykey, ...)

T Json (VerifyValue,
decrykey, ...)

CoBMecTMMOCTE

HesaBucumas yganeHHas KOHCOIb paOOTaeT B cpefie, TpeOOBaHUS K KOTOPOI IpeCTaBICHBI B

Taom. 7-1.

Taodn. 7-1 TpeGosanus K cpenie

Tun Bepcus xnmnenTckon OC Vupassromee I[10
KJIMEHTCKOM
OoC
Windows Windows 7 (32-bit/64-bit) iBMC 2.28 unu 6osee no3anei
- . . BEpCUU
Windows 8 (32-bit/64-bit)
Windows 10 (32-bit/64-bit)
Windows Server 2008 R2
(32-bit/64-bit)
Windows Server 2012 (64-bit)
OC Ubuntu Ubuntu 14.04 LTS
Ubuntu 16.04 LTS
Mac Mac OS X El Capitan

3arpyska

Jlust 3arpy3Ku He3aBUCHMO# ynaneHHO# koHconu Haxkmute Independent Remote Console.
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Croeunslii cepep Huawei
PyxoBozcTBo nosbzoBarenst iBMC (ot V250 no V259) 7 HezaBucumast ynajaeHHas KOHCOJIb

7.2 Bxom Ha cepBep € IOMOIIBIO HE3aBMUCMMOW yJaJIeHHOM
KoHcotn (Windows)

Cuenapun

He3aBucumas yaaJi€HHass KOHCOJIb IMTO3BOJIACT IIOJYYHUTH yIlaHCHHbIﬁ JOCTYII U yIIPpaBJIATH
cepBepoM c JokanbpHOro [1K.

B naHHOM pasjesie NpUBEICHO ONMMCAHUE MOPSAKA HCIIOIb30BaHHS HE3aBHCUMOMN Y/ IeHHOM
KOHcoJIH, paboTaronieid moj ynpasieaneM OC Windows it BXona Ha cepsep.

Hpe,uBapvn"eanbIe YCJ'IOBI/ISI
YcaoBus

Kiuent (manpumep I1K) monkitouen k ceteBoMy nopty ynpasienus iBMC cepsepa, k
KOTOPOMY BBITIOJTHSIETCS] TOAKITIOUYCHHUE.

Jlannbie

® |P-agpec ceteBoro nopta ynpasieaus iBMC u Homep nopra (Homep nopta HTTPS)

®  ms monp30Barelts ¥ mapoib i Bxona B iBMC
IIporpamMmmHoe obecniedeHne

Ha xmuent (I1K) 3arpyeH 1 pacriakoBaH MakeT MPOrPaMMHOTO 00eCTIeeHusl.

IIpouenypa

HTar 1 Hacrpoiite [P-anpec mis knuenta (1K), aro0Ob1 06ecrieuuTs cBs3b Mex Iy kiueHToM U iBMC.
Hactpoennsiit [P-anpec u IP-anpec ceteBoro nopra ynpasierus iBMC 10MKHBI HAXOOUTHCA
B OJJHOM CETEBOM CEIMEHTE.

HTar 2 [Baxxas! menkHuTe KHOMKOM M KVM.exe. Ha skpan nosiBuTcst HHTEpQEiic He3aBUCUMOA
yIalleHHON KOHCOJIH, KaK MoKa3aHo Ha Puc. 7-2.
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Croeunslii cepep Huawei
PyxoBozcTBo nosbzoBarenst iBMC (ot V250 no V259) 7 HezaBucumast ynajaeHHas KOHCOJIb

Puc. 7-2 Unrtepdetic Bxona

'® Connect to iBMC ==

@ wy
Network Address | Address:Port |
Username [Local or LDAP |
Password | |
@ Shared Mode (" Private Mode
Connect

Ilar 3 Beeaute ceTeBoil aapec, UM MOJIH30BATEIS U APOITh.
CeTeBoi aipec MOKHO MOXKET OBITh IIPEJICTABICH B CIEAYIOMUX GopMarax:
® |P-aagpec (IPv4 unu IPv6) ceteBoro mopta ynpasienus iBMC: Homep nopTta
®  Anpec ums gomena iBMC: Homep mopta

() rpyMEYAHME

e Baenure [Pv6-anpec B ckoOkax u [Pv4-anpec nanpsimyro. Hanpumep [2001::64]:444, and
192.168.100.1:444.

e Howmep nopta o ymoraanio 443 MOXHO MPOITYCTHTb.
ITar 4 Beibepute pexxum Bxona u Haxxmute Connect.

® Shared Mode: nBa mons30Batesst MOryT OMHOBPEMEHHO MOAKIIOUHTHCS U YIPABIISTH
cepBepoM. [Tonb30BaTENN MOTYT BHIETh OTIEPAIMH IPYT APYTa.

®  Private Mode: oauH monp30Baresib MOXKET MOAKITIOYUTHCS U YIIPABIIATH CEPBEPOM.

Ha sxpane noButcsa unpopmanus, nokasanHas Ha Puc. 7-3.

Puc. 7-3 Nudopmarus o puckax 6€30MacHOCTH

Security warning @

Server security certificate is not issued by a trusted authority.
Security certificate problems may be

trying to cheat vou or contact vou send data to the server
Continue to connect 7

-

| Yes | ’ Mo ] llmp::rrt CA

HTar 5 BemonauTe ClienyoNMe ONepannun, KCXOAS U3 peaTbHOW CUTYaIlUU:

®  Haxwmure Yes, 4To0bl OTKpbITh KVM-KOHCOIB.
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Croeunslii cepep Huawei
PyxoBozcTBo nosbzoBarenst iBMC (ot V250 no V259) 7 HezaBucumast ynajaeHHas KOHCOJIb

®  Haxwmute NO, uTOOBI BepHYThCS K HHTEpdeiicy BXoaa.

®  Haxwmure Import CA, uto6s1 ummoptuposats ceprudukar CA (*.cer, *.crt wam *.pem).
[Hocne umnopra ceprudukara CA quanoroBoe OKHO O pUCKax 0e30MacHOCTH OoJjblle He
OyZeT MOsBIIATHCS HA SKpaHe.

Ha skpane mosiBUTCSI ynaneHHast BUpTyalbHasi KOHCOJb, IIOKa3aHHas Ha Puc. 7-4.

Puc. 7-4 YnaneHHas BUpTyaJibHasi KOHCOJIb CEpPBEpa

ji=l @ &3 &) @ & ) H]_%} Image Clarity —— num M caps W scroll W (7) 4

min  mid max

)

Red Hat Enterprise Linux Server release 6.7 (Santiago)

Other...

Usemname: |

| Cancél login |

----Koneny

7.3 Bxog Ha cepBep € IIOMOLIIBIO He3aBUCMMOWM yIaIeHHOM
koHcom (Ubuntu)

Cuenapwun

He3zaBucumas yaaneHHast KOHCOJIb O3BOJIET MOJIYYUTh YAAJIEHHBIM JOCTYI U YIIPaBIATH
cepBepoM ¢ JokansHoro [TK.

B nmanHOM paszzerne npuBeACHO OMMCAHNE MTOPS/IKA UCTIOIH30BAHMS HE3aBUCUMOW YIAIEHHON

KOHCOJIH, paboTarorieit mox ynpaeineauem Ubuntu st BXoma Ha cepBep.
IIpenBapuTeibHBIE YC10BMSA

YcaoBus

Knuent (manpumep I1K) noaxitoueH k ceteBoMy nopty ynpasienus iBMC cepsepa, K
KOTOPOMY BBIIOJIHAETCS MOAKIIOUEHHE.
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PyxoBozcTBo nosbzoBarenst iBMC (ot V250 no V259) 7 HezaBucumast ynajaeHHas KOHCOJIb

JdanHble

® |P-aapec ceteBoro nopta ynpasieaus iBMC u Homep nopta (Homep niopta HTTPS)

L4 Wwms nonp3oBarestst u nmaposib s Bxoaa B iBMC
IIporpammHoe obecneyenune

Ha xmuent (ITK) 3arpyxeH 1 pacnakoBaH MakeT MPOrPaMMHOI0 00€CredeHu .

IIpouenypa

HTar1 Hacrpoiite IP-anpec mia knuenta (ITK), utoObr 00ecieunTs CBsI3b Mex Iy KiaueHToM u iBMC.
Hactpoennsrit [P-anpec n IP-aapec cereBoro mopra ynpasneHust iBMC nomKHEI HAXOTUTHCS
B OJJHOM CETE€BOM CEI'MEHTE.

ITar 2 OTKpoiiTe KOHCOJb U YKaXXUTE pad0ouyIo MankKy, B KOTOPOH OynyT XpaHUTHCS (ailibl
HE3aBUCUMOH yIaJ€HHOW KOHCOJIN.

IMar 3 Bemonaute komaugy chmod 777 KVM.sh 4to6bl HACTPOUTH MpaBa MOIb30BaHUS
HE3aBUCUMOM yNaJeHHOW KOHCOJIBIO.

IITar 4 Bemonuute komauay ./KVM.sh st 3anycka HezaBUCHUMO# yaaneHHOW koHcoiu. Ha skpan
TIOSIBUTCS MHTEpdeiic He3aBUCHMOI yIaIeHHOH KOHCOIH, Kak Ioka3aHo Ha Puc. 7-5.

Puc. 7-5 Nntepdeiic Bxona

- Connect to iBMC

® =x
Metwork Address | |
Username |Local or LDAP |
Password | |
® Shared Mode ) Private Mode
Connect

ITar 5 Bsenute ceTeBoii anpec, UM MOIH30BATENS U TAPOIIb.
CeTeBOH aJipec MOXKHO BBOJIUTH B OJJTHOM M3 CJICAYIOMHUX (opMaToB:

® |P-aapec (IPv4 umu IPv6) ceteBoro nopra ynpasienust iBMC: Homep nopTa
®  Anpec ums gomeHa iBMC: HoMep mopTa

] mpyMEYAHME

e Bgenure IPv6-anpec B croOkax u [Pv4-anpec Hanpsimyto. Hanpumep [2001::64]:444, and
192.168.100.1:444.

e Howmep nopra mo ymor4anuto 443 MOKHO MPOITYCTHTh.

ITar 6 Beibepute pexxum BXxona u Haxxmute Connect.
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PyxoBozcTBo nosbzoBarenst iBMC (ot V250 no V259) 7 HezaBucumast ynajaeHHas KOHCOJIb

®  Shared Mode: mo3BossieT AByM IOJIB30BATEISIM OJHOBPEMEHHO MOMKIIOYUTHCS U
yIPaBIATE cepBepoM. [10J1p30BaTENIN MOTYT BHJETH ONEPAIIMH IPYT APYTa.

®  Private Mode: oauH mop30BaTeiib MOXKET ITOAKIIOUNTLCS M YIIPABJIATH CEPBEPOM.

Ha skpane otobpasutcs nHpopmanms, mokasanHas Ha Puc. 7-6.

Puc. 7-6 Nudopmanus o pruckax 6€30nacHOCTH

@ security warning

@ Server security certificate is not issued by a trusted authority.
Security certificate problems may betrying to cheat you or contact you send data to the server.

Continue ko connect ?

Import CA Mo Yes

[Tar 7 BeimonHuTe cleayromue onepamnnn, UCXOl U3 PealbHOW CUTYalUU:

®  Haxwmure YeS, 9To0b1 oTKpEITE KVM-KOHCOIE.
®  Haxxmute NO, 4TOOBI BEpHYThCS K HHTEPPEHCY BXO/a.

®  Haxwmure Import CA, uto6s1 nmmnoptuposats ceptudukar CA (*.cer, *.crt uau *.pem).
[Tocne nmmopTrpoBanus cepTudukara CA qUasoroBoe OKHO O pUCKax 0e30MacHOCTH
OoJibliie He Oy/IET TOSBIATHCS Ha SKpaHe.

Ha OKpaHC MOABUTCS yAaJICHHAs BUPTYyaJbHas KOHCOJIb, IIOKa3aHHAaA Ha Puc. 7-7.

Puc. 7-7 VYnaneHnHas BUpTyaJibHasi KOHCOJIb CEpBEpa

ji=l @ &3 &) @ @ ) BEH Image Clarity —— num M caps W scroll W (7) 4

in  mid  max

)

Red Hat Enterprise Linux Server release 6.7 (Santiago)

Other...

Usemname: |

cancel | Login |

----Konen
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PyxoBozcTBo nosbzoBarenst iBMC (ot V250 no V259) 7 HezaBucumast yaajaeHHas KOHCOJIb

7.4 Bxom Ha cepBep ¢ IOMOIIBIO HE3aBMUCMMOW yJaJIEeHHOM
KoHcoym (Mac)

Cuenapun

He3aBucumas yaaJi€HHass KOHCOJIb IMTO3BOJIACT IIOJYYHUTH yIlaHCHHbIﬁ JOCTYII U YIIPpaBJIATH
cepBepoM c JokanbpHOro [1K.

B nanHoM paszene npuBeneHO ONUCaHKUe NMOPsAKa UCIIONb30BaHUI HE3aBUCUMOMN ylaleHHOH
KOHCOJIH, paboTaroliei mox ynpasieHueM Mac aist Bxoaa Ha cepsep.

Hpe,uBapvn"eanbIe YCJ'IOBI/ISI
YcaoBus

Kiuent (manpumep 1K) nmonkitoden k ceteBoMy nopty ynpasnenus iBMC cepsepa, k
KOTOPOMY BBITIOJHSIETCS TIOAKITIOUEHHE.

Jlannbie

® |P-agpec ceteBoro nopta ynpasieaus iBMC u Homep nopra (Homep nopta HTTPS)

®  ms monp30Barelts ¥ mapoib i Bxona B iBMC
IIporpamMmmHoe obecniedeHne

Ha xmuent (ITK) 3arpyxeH 1 pacniakoBaH MakeT MPOrpaMMHOTO 00eCTICUCHHSI.

IIpouenypa

HTar 1 Hacrpoiite [P-anpec mis knuenta (1K), aro0Ob1 06ecnieuuTs cBsA3b Mex 1y kiueHToM 1 iBMC.
Hactpoennsiit [P-anpec u IP-anpec ceteBoro nopra ynpasierus iBMC 10MKHBI HAXOOUTHCA
B OJJHOM CETEBOM CEIMEHTE.

IIar 2 OTkpo¥iTe KOHCOJb U YKaXHUTE PadoUyI0 MarKy, B KOTOpoi OyayT XpaHHUThCS (ailisl
HE3aBHUCUMOH yaJI€HHON KOHCOJIU.

IITar 3 Bemonaute komaugy chmod 777 KVM.sh 4Tto0bl HACTPOHUTb MpaBa MOIb30BaHUS
HE3aBHUCUMOM yNaJICHHOW KOHCOJIBIO.

Ilar 4 Bemoaaute komanay /KVM.sh miist 3amycka HezaBHCHMO# yaajaeHHON KoHcoun. Ha sxpan
MOSIBUTCS MHTEp(eiic He3aBUCUMOH yIalleHHON KOHCOIH, KaK IMoKa3aHo Ha Puc. 7-8.
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PyxoBozcTBo nosbzoBarenst iBMC (ot V250 no V259) 7 HezaBucumast ynajaeHHas KOHCOJIb

Puc. 7-8 Unrtepdetic Bxona

@ Connect to iBMC
0 S
MNetwork Address Address:Port
Username Local or LDAFP
Password
() Shared Mode () Private Mode
| Connect |

Ilar 5 Beeawute ceTeBoil agpec, UM MOJIH30BATEIS U APOITb.
CeTeBoi aipec MOKHO BBOJUTH B OJJHOM U3 CIIEAYIOMHUX (popMaros:

® |P-aagpec (IPv4 umu IPv6) ceteBoro mopta ynpasinenus iBMC: Homep nopTta

®  Anpec ums gomena iBMC: Homep mopta

N ITPVIMEYAHWE

e Baenure [Pv6-anpec B ckoOkax u [Pv4-anpec nanpsimyro. Hanpumep [2001::64]:444, and
192.168.100.1:444.

e Howmep nopta o ymoraanio 443 MOXHO MPOITYCTHTb.
ITar 6 Bribepute pexxum Bxona u Haxxmute Connect.

® Shared Mode: nBa monk30Baresist MOIYT OHOBPEMEHHO MOAKIFOUUTHCS U YIPABISThH
cepBepoM. [Tonb30BaTENN MOTYT BHIETh OTIEPAIMH IPYT APYTa.

®  Private Mode: oauH monp30Baresib MOXKET MOAKITIOYUTHCS U YIIPABIIATH CEPBEPOM.

Ha sxpane otoOpasutcs uHdopmanus, mokasanHas Ha Puc. 7-9.

Puc. 7-9 Nudopmarms o puckax 6€30MacHOCTH

r 1

@ Security warning

Server security certificate is not issued by a trusted authority.
Security certificate problems may be
e trying to cheat you or contact you send data to the server

LS ‘ Continue to connect?

Import CA No Yes
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PyxoBozcTBo nosbzoBarenst iBMC (ot V250 no V259) 7 HezaBucumast ynajaeHHas KOHCOJIb

[Tar 7 BeimomHuTe ClieAyIOMNE ONEPANN, HCXOA U3 PEaNbHOW CUTYAIHU:

Haxxmute Yes, uro0br oTKpsITh KVM-KOHCOME.
Haxxwmute NO, 4ToOBI BepHYTHCS K HHTEpEHCY BXOJa.

Hasxxmute Import CA, uro6st umnoptupoBats ceptudukar CA (*.cer, *.crt umu *.pem).
[Mocne mmmoprupoBanus ceptudurara CA TUamoroBoe OKHO O pUCKax 0€30MacHOCTH
OorpIe He OyneT MOSBISATHCS HA SKpaHe.

Ha sxpaHe nosiBUTCA yiaJeHHas BUPTyalibHas KOHCOJIb, TOKa3aHHas Ha Puc. 7-10.

Puc.

7-10 YnaneHHas BUpTyaIbHasi KOHCOJb CepBepa

ji=l @ &3 &) @ @ ) BEH Image Clarity —— num M caps W scroll W (7) 4
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Red Hat Enterprise Linux Server release 6.7 (Santiago)

Other...

Usemname: |

cancel | Login |

----Konen
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PykoBoncTBo none3oBareist iBMC (ot V250 o V259)

8 Omnucanue ¢aitnoB koHUrypaunu

Onucanne danioB KoOHPUTypanum

B nanHoM paszene npuBeneHO onucanue napameTpos ¢aiinos koHpurypauuu iBMC, BIOS u

RAID-xonTposnepa.

B Tabm. 8-1, Tabm. 8-2 u Ta0n. §-3 npuBeaeHO ONMCaHIE TAPaMETPOB (aiioB

koH(purypannu iBMC, BIOS n RAID-konTpOIIIEpa.

Ta6u. 8-1 ITapametprr iBMC

Tun DKCIOPTUPOBAaHHBIVI | DKCIOPTVPOBAHHBIV Omnmcanne
mapamMeTp moarapamMeTp

Local user User UserName WM nonb3oBates.
User PassWord [Tapoink monb30oBaTes.
User Privilege IIpaBa mosb30BaTEs.
User UserRoleld Pounb nonb3oBates.
User PermitRulelds [IpaBwia BXoaa MOJL30BATENS.
User LoginInterface Hurepdeiic BXoaa mop3oBartes.
User IsUserEnable BkJiroueHne mosip30Barens.
UserRole KVMMqgnt [IpaBa KVM.
UserRole UserMgnt [IpaBa ynpaBneHus MOIb30BATEIEM.
UserRole VMMMqgnt IIpaBa VMM.
UserRole BasicSetting [IpaBa Ha BBITONHEHHUE 0A30BBIX

HACTpOeK.
UserRole ReadOnly IIpaBa TOJNIBKO HA YTEHHE.
UserRole PowerMgnt [IpaBa Ha ynpaBiieHHE IUTAHUEM.
UserRole DiagnoseMgnt [IpaBa Ha OTaAKY U AUATHOCTHKY.
UserRole SecurityMgnt IIpaBa KOH(MUTYPUPOBAHHS
0e30macHOCTH.
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Ty DKCIIOPTUPOBAHHBIN | DKCOOPTUPOBAHHBIN Omnmcaane
Imapamerp nmoamapamMerp
Two-factor MutualAuthentication MutualAuthenticationState | Bxirouenue qByx(haxTopHOI

authentication

ayTeHTU(UKALIUH.

MutualAuthentication

MutualAuthenticationOCSP

Bruttouenue npoBepku
MOTMHHOCTH IBYX(AaKTOPHOI

LDAP
configuration

ayTeHTH()UKAIUH.

LDAP Enable Brurouenue LD AP.

LDAP CertStatus Bxirouenue npoBepku
ceprudukara LDAP.

LDAP HostAddr Anpec cepsepa LDAP.

LDAP Port Howmep mopta LDAPS.

LDAP UserDomain Wms nomeHa.

LDAP Folder ITanka, B KOTOPOH XpaHATCS
MPUIIOKCHUSI [TOJTb30BATEIIS.

LDAPGroup GroupName Wwms rpynnst LDAP.

LDAPGroup GroupFolder [Nanka npuITOKEHMUH U1 TPYIIIBI
LDAP.

LDAPGroup GroupPermitRulelds Ipasa Bxoma s rpymms LDAP.

LDAPGroup GroupLogininterface Wutepdeiic BXoaa ist TPYIIIIbI
LDAP.

LDAPGroup GroupPrivilege Ipasa rpymms LDAP.

Security
hardening

PasswdSetting

EnableStrongPassword

Bruttouenue QpyHKIMH IPOBEPKH
CJIOKHOCTH HapoJIs.

SecurityEnhance SSHPasswordAuthenticatio | Brirouenue ayteHTHOUKALNH
n maponst SSH.
SecurityEnhance PwdExpiredTime Cpok neiicTBus Tapodsl.
SecurityEnhance MinimumPwdAge MUHUMaJIBHBINA CPOK IeHCTBHS
naposs.
SecurityEnhance ExcludeUser [Tonbk3oBaresnb, KOTOPBI MOXKET

BXOJIUTH B CUCTEMY B 9KCTPEHHBIX
CITyJasix.

SecurityEnhance

OldPwdCount

[Ipenpiaymmii maposs, KOTOPbIA
HEJIb35 UCTIOJIb30BATh.

SecurityEnhance

AuthFailMax

MaxkcumaabHOe KOJIMYECTBO
JIOIIyCTUMBIX HEYJAUHBIX MOMBITOK
BXO/1a riepes OIOKUPOBKOM Y4ETHON
3alMCH I0JIb30BaTeI.

SecurityEnhance

AuthFailLockTime

[Tepuon 610KUPOBKU
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Twn DKCIOPTUPOBAaHHBIVI | DKCIOPTVIPOBAHHBIV Omnmcanne
mapaMeTp nogmapaMerp
TIOJIb30BaTEJIS.
PermitRule TimeRuleInfo [IpaBuia BXoma B 3aBUCHMOCTH OT
BPEMEHH.
PermitRule IpRuleinfo IpaBuia Bxoma Ha 6ase IP-aapeca.
PermitRule MacRulelnfo [TpaBuia Bxoma Ha Oaze
MAC-anpeca.
SecurityEnhance PermitRulelds BxitroueHue npaput.
SecurityEnhance BannerState BkiroueHue HaCTPONKU
otobpaxkaeMolt HHopMaIu
0e30MacHOCTH NPH BXOJIE B
CHCTEMY.
SecurityEnhance BannerContent Nupopmanust 6e30mMacHOCTH IIPU
BXOJIE B CHCTEMY.
Network BMC HostName Nwmst xocta iBMC.
configuration
EthGroup NetMode PexxuM ceteBoro mopra.
EthGroup ActivePort CeTeBoii IOPT yIpaBICHHUS.
EthGroup IpVersion Brutouenue [P-aapeca.
EthGroup IpMode Iopsinok HasHayenus IPv4-anpeca.
EthGroup IpAddr IPv4-anpec.
EthGroup SubnetMask Macka noncetu [P v4.
EthGroup DefaultGateway IP-anpec IPv4 mutro3a 1mo
YMOTYaHHIO.
EthGroup IpvéMode [Mopsinok HazHAYEHUS
IPv6-anpecos.
EthGroup Ipv6 Addr IPv6-ampec.
EthGroup Ipv6Prefix Huuna npeduxca IPv6-anpeca.
EthGroup Ipv6DefaultGateway IP-anpec IPv6 mtro3a mo
YMOTYaHHIO.
DNSSetting IPVer IP-Bepcus, cBsazanHas ¢ DNS.
DNSSetting Mode [Mopsiok Ha3HAYEHUS aIPECOB
DNS.
DNSSetting PrimaryDomain [MpennouturenbHbIil cepep DNS.
DNSSetting BackupDomain AnpTepHaTuBHBINA cepsep DNS.
DNSSetting DomainName Wwmst nomena DNS.
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Twn DKCIOPTUPOBAaHHBIVI | DKCIOPTVIPOBAHHBIV Omnmcanne
mapamMeTp nmoaIapamMeTp
EthGroup VlanState Bxitouenne VLAN.
EthGroup VlanID ID VLAN.
NTP EnableStatus Bxurouenne NTP.
NTP Mode Pexxum NTP.
NTP PreferredServer AJlpec mpenoYTHTEILHOTO
cepBepa NTP.
NTP Alternative Server AJlpec aJbpTepHATHBHOTO CepBepa
NTP.
NTP AuthEnableStatus Bkirouenue ayreHTHGUKAINIH
cepsepa NTP.
BMC TimeZone YacoBoit mosic.
Service PortConfig State Bxrouenue FTP.
configuration )
PortConfig Port Howmep mopra FTP.
PortConfig State Bxurouenne SSH.
PortConfig Port Homep nopra SSH.
Snmp State Bxutouenue arenta SNMP.
Snmp PortID Arent SNMP.
Kvm State Bxirouenne KVM.
Kvm Port Howmep mopra KVM.
Vmm State Bxirouenne VMM.
Vmm Port Howmep nopra VMM.
Video State Bruttodenne GpyHKIINH BUICO.
Video Port Howmep mopra Buzeo.
PortConfig State Bkirouenne HTTP.
PortConfig Port Homep nopra HTTP.
PortConfig State Bxitouenne HTTPS.
PortConfig Port Homep nopra HTTPS.
RmcpConfig LanState Bxurouenue IPMI LAN (RMCP).
RmcpConfig Portl [opt 1 IPMI LAN (RMCP).
RmcpConfig Port2 Iopr 2 IPMI LAN (RMCP).
RmcpConfig LanPlusState Bxirouenne IPMI LAN(RMCP+).
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Tun DKCIIOPTUPOBAHHBIN | DKCOOPTUPOBAHHBIN Omnmcaane
mapamMeTp nmoaIapamMeTp
System Snmp V1State [Monnep>xka SNMPVL.
configuration
Snmp V2CState IMonnepxka SNMPv2c.
Snmp LongPasswordEnable Brurouenue QyHKIIMH JUTMHHOTO
TapoJIsL.
Snmp ROCommunity Crtpoka coo0IIecTBa TOJIBKO JUIs
YTCHHUSL.
Snmp RWCommunity Crpoka cooOrmiecTBa
YTCHHUS-3aIHCH.
Snmp SNMPV1V2CPermitRuleld | IIpaBuna Bxoma SNMP.
S
Snmp AuthProtocol ANTOpUTM ayTeHTU(DHUKAIINU
SNMPV3.
Snmp PrivProtocol Asnroput™ mmdposanust SNMPv3.
SecurityEnhance TLSVersion Bepcus TLS.
SecurityEnhance EnableUserMgnt BruttoueHen QyHKIUH yIpaBIeHUs
M0JIb30BATENICM Ha CTOPOHE
o0CIyKUBaHUSI.
Session Timeout Bpemst oxumanust BeO-ceanca.
Session Mode Pexum BeO-ceaHca.
BMC LocationInfo MecTononoxeHue 000pyI0BaHHUS.
Melnfo CpuUtiliseThre ABapHifHOE TIOPOTOBOE 3HAYCHUE
ucnosnb3oBanus 1I1.
Melnfo MemUitiliseThre ABapuitHOE TIOPOTOBOE 3HAYCHHE
HCIIOJIb30BAHUS TAMSITH.
Melnfo DiskPartitionUsageThre ABapuitHOE MOPOTroBOE 3HAYCHUE
UCIIONIb30BaHUS Pa3/eiia kKeCTKOro
JIACKA.
Partition RAIDMode Pexxum pa6otsr RAID (Tonbko st
RH8100).
System boot | Bios StartOption IMepBoe 3arpy304HOE yCTPOHCTBO.
option - -
Bios StartOptionFlag Hacrtpoiixu 3arpysku OyayT
HCIIOJIb30BATHCS TIOCTOSHHO K
TOJIBKO OJIMH pas3.
Alarm SyslogConfig EnableState Bkurouenue Syslog.
settings - -
SyslogConfig Msgldentity Xocrt Syslog.
SyslogConfig MsgSeverity VYpoBeHb CEPLE3HOCTH aBAPUITHOTO

Beimyck 06 (13.11.2017)

Koubunenunanpaas uadopmarnus Huawei

Proprietary and Confidential

418

Copyright © Huawei Technologies Co., Ltd.




Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259)

8 Omnucanue ¢aitnoB koHUrypaunu

Twn DKCIOPTUPOBAaHHBIVI | DKCIOPTVIPOBAHHBIV Omnmcanne

mapaMeTp nogmapaMerp
curxana Syslog.

SyslogConfig NetProtocol [porokon nepeaauu Syslog.

SyslogConfig AuthType Pexxum ayrentudukaimm Syslog.

SyslogltemCfg EnableState Brurogenue cepsepa Syslog.

SyslogltemCfg DestAddr Anpec cepepa Syslog.

SyslogltemCfg DestPort Homep niopra cepsepa Syslog.

SyslogltemCfg LogSrcMask Tun xypuana Syslog.

TrapConfig TrapEnable Brutouenue gynkuuu Trap.

TrapConfig Trap\Version Bepcus Trap.

TrapConfig Trapv3Userid Wwmst mosnp3oBaresst SNMPv3.

TrapConfig TrapMode Pexxum ncrons3zoBanus QyHKIUU
Trap.

TrapConfig Trapldentity Wnentnduxarop xocra Trap.

TrapConfig CommunityName Wwmst coobmectBa Trap.

TrapConfig SendSeverity YpoBEeHB CEPHE3HOCTH ISt
OTIPaBKU aBAPUIHOTO COOOIIEHHS
Trap.

TrapltemCfg ItemEnable Bkutouenue cepsepa Trap.

TrapltemCfg DestlpAddr Anpec cepsepa Trap.

TrapltemCfg DestlpPort Howmep moprta cepsepa Trap.

TrapltemCfg Separator Pasnenutens, UCTIONB3yEeMBIii B
coo0IeHnn.

TrapltemCfg Time Coneprxanue cooOLIeHns (BpeMs).

TrapltemCfg SensorName Conepxxanue cooOuieHus (UMsI
JaT4YnKa).

TrapltemCfg Severity Conep:xanue coobuienus (ypoBeHb
CEPbE3HOCTH).

TrapltemCfg EventCode Coneprxanne coobmenus (Ko
COOBITHS).

TrapltemCfg EventDesc Coneprxanue COOOIICHUS
(omucanue coObITHS).

TrapltemCfg ShowKeyWord OTtobpakeHHe KIIIOYEBBIX CIIOB B
COOOIIEHNH.

SmtpConfig SmtpEnable Bxurouenne SMTP.
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Twn DKCIOPTUPOBAaHHBIVI | DKCIOPTVIPOBAHHBIV Omnmcanne

mapaMeTp nogmapaMerp

SmtpConfig SmtpServer Anpec SMTP.

SmtpConfig TIsSendMode Bxurouenune TLS.

SmtpConfig AnonymousMode BxitrodeHue pexuma Bxoza
AHOHHUMHOTO TI0JIE30BATEIIS.

SmtpConfig LoginName WwMs oTrnipaBUTEINS 3JCKTPOHHOM
MOYTBL

SmtpConfig LoginPasswd Iapons OTIIpaBUTENS HIEKTPOHHOM
MOYTBL

SmtpConfig SenderName AJlpec 3IIEKTPOHHOMN TOUYTHI
OTIPABUTEIIS

SmtpConfig TempletTopic Tema cooOIIEHUsI HITEKTPOHHOI
MOYTBL

SmtpConfig Templetlpaddr BkirodeHrne HIMEHH XOCTa B TEMY
COOOMICHHS SIEKTPOHHOM MOYTHL.

SmtpConfig TempletBoardSn BxitroueHne cepuitHOro Homepa
MIJIaThl B TEMY COOOIIEHUS
SJICKTPOHHOM MOYTHI.

SmtpConfig TempletAsset BkiroyeHne MHBEHTApPHOTO HOMeEPa
MPOJIyKTa B TEMY COOOIICHUS
SIIEKTPOHHOM MTOYTHI.

SmtpConfig SendSeverity VYpOBHU CEPHE3HOCTH aBAPUMHBIX
CHTHAJIOB, KOTOPbIE HEOOXOIUMO
OTIPABUTH.

SmtpltemCfg EmailName AJzpec moyJares.

SmtpltemCfg EmailDesc Wudopmanms 06 aBapuitHOM
CHTHAJE.

SmtpltemCfg ItemEnable Bxutrogenne GyHKIIUHM OTHPaBKA
aBAPUIHBIX YBEJIOMIIEHUH IO
3IIEKTPOHHOM MOYTE MOJTYYaTEIO.

Power control | Payload PowerOffTimeoutEN BxutrodeHue neproaa OxKuIaHUS
[PH OTKJIFOYEHHOM TTUTAHHH.

Payload PowerOffTimeout Ieprox oXugaHKUS IPH
OTKJIFOYEHHOM ITUTAHHH.

Payload PwrButtonLock OTKITIOUYeHNEe KHOIKY IMATaHHUS Ha
TepeIHEN aHENIn CepBEpaA.

Payload PowerRestorePolicy [HonmuTUKy BOCCTaHOBIEHUS MOJAYN
[UTAHUS [P TOKTIOYCHUH
HCTOYHUKA TIUTAHMUS.
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Twn DKCIOPTUPOBAaHHBIVI | DKCIOPTVIPOBAHHBIV Omnmcanne
mapaMeTp nogmapaMerp
Power PowerCapping Enable Bxutouenue GyHKIUH OrpaHHYCHUS
MTUTAHUS.
PowerCapping LimitValue 3HaueHHUE OrpaHMYEHHUS TUTAHUS.
PowerCapping FailAction [TpuHYMUTEIEHOE BBIKITIOYCHHS
cepBepa npH ¢00€e OrpaHHYEHHOTO
SHEPrONOTPEOICHNUS.
Energy SysPower ExpectedMode Pesxum paboThl HICTOUHUKA
saving [TUTAHHSL.
settings -
SysPower ExpectedActive AKTUBHBIN UCTOUHUK ITUTAHUSI.
Remote Kvm EncryptState Brutouenue mudpoanus KVM.
control
Vmm EncryptState Bruttouenune mudpoBanus VMM.
Kvm KeyboardMode BkiirodeHrE 1TOCTOSIHHOTO
COC/IMHEHHS BUPTYaJIbHOM
KJIABUATYPBI M MBIIIIH.
Kvm KvmTimeout Bpewmst oxuganus ynaaeHHON
KOHCOJTH.
Kvm LocalKVMState Bruttouenue nokansaoit KVM.
Video Video VideoSwitch BxuroueHue 3amnmcy BUACO.
playback
Screenshot Kvm ScreenSwitch BxutoueHue mocieHero
CKPHUHIIOTA.
Black box Diagnose BlackBoxState Bkitouenue GpyHKIUH YepHOTO
SITIUKA.
Serial port Diagnose SolDataState BkirodeHne TaHHBIX
data MOCJIEI0BATELHOTO TIOPTA.
Others PortConfig State Bxurouenne NAT.
ExPortConfig State Bkitouenue SSDP.
PortConfig Port Homep mopra NAT.
Bios BiosPrintFlag HacTtpoliku nepexiodaTens nedaTu
BIOS.
Cooling Mode PexxuM HacTpOWKH CKOPOCTH
BpAIICHUS BEHTUIIITOPOB.
Cooling Level VYpoBeHb CKOPOCTH BEHTHIISATOPA.
Stateless Enable Bruittodenue BbIYMCICHUHN Ge3
OTCJICKHBAHUS COCTOSHUSL.
Stateless SysManagerID ID ynaneHHOTO yrpaBJIeHHUsS

(koH(QUTYpHUpOBaHKE BHIYHCICHUN

Beimyck 06 (13.11.2017)

Koubunenunanpaas uadopmarnus Huawei 421
Proprietary and Confidential

Copyright © Huawei Technologies Co., Ltd.




Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259)

8 Omnucanue ¢aitnoB koHUrypaunu

Ty

DKCIIOPTHUP OBAaHHBIN
mapaMeTp

DKCIIOPTHP OBAaHHBIN
noxmapaMerp

Omnmcaane

0e3 OTCIIe)KUBaHUS COCTOSIHUS).

Stateless

AutoPowerOn

BxJiroueHue aBToMaTUye cKoro
YOpaBIICHUS MIPH 10/1a4€ MUTAHUS
(xoH(UTrypHpOBaHHE BHIMUCICHUN
0e3 OTCIeKUBaHUS COCTOSIHUS ).

Stateless

BroadcastNetSegment

CerMeHT MUPOKOBELIATEIbHON
CETH, UCTIOJIb3YEMBIN [
aBTOMAaTHYECKOro 0OOHAPYKEHUS
(xoH(UTYpHpPOBAaHHE BBIMHUCICHHI
0e3 OTCIIeKNBAHUS COCTOSIHUS).

Stateless

BroadcastPort

Howmep mupoxosemarenbHoro
1I0pTa, UCIOJIb3yEMBIH IS
aBTOMATHYECKOT0 00HAPYKEHUS
(xoH(uUTypHUpOBaHHE BHIYUCICHUI
0e3 OTCNeKUBAaHUS COCTOSHUS).

Stateless

SysManagerIP

IP-anpec cepBepa, KOTOpBII
BBITIOJIHACT YIIPABICHNE TTUTAHUEM
(koH(UTYpHpOBaHHE BHIYHCICHUN
0€e3 OTCleKUBAHUSA COCTOSHUSA).

Stateless

SysManagerPort

Howmep nopra cepBepa, KOTOpbIit
BBITIOJIHSCT YIPABICHUE MUTAHUEM
(xoH(UTYpHUpOBaHHNE BRIYUCICHUI
0e3 OTCIIe)KUBAHUS COCTOSIHUS).

Ta6a. 8-2 Ilapamerpsr BIOS

ITapameTp OmnmcaHne
ProcessorHyperThreadi | BriroueHne THIIEpIoTOKOBOM 006pabOTKH MpoIieccopa.
ngDisable

OverrideEnable

ProcessorFlexibleRatio

Bxuttouenne QyHKIMM yCTaHOBKH BEPXHETO Mpejesia YaCTOThI
LII. ®yHKuMs OTKIOYEHA IO YMOIYAHHUIO.

ProcessorFlexibleRatio

Bepxuuii npenen wactorsl LII. ITo ymonuanuto 3to
HOMHHaIbHas yactoTta [II1.

MonitorMwaitEnable

Mwait.

Bxuttouenune gyakiun Monitor 1 3Heprocoeperarouiero pexxuma

ProcessorVmxEnable

Bxarouenne Buptyanuszanuu LI1.

ProcessorLtsxEnable

Bxmrouenue Intel TXT.
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ITapameTp

Onmcaane

MlcStreamerPrefetcherE
nable

Bxurouenne yHKINH MpeBapUTEILHON 3arpy3KH
obopynoBanus. Ilepen 06pabOTKOH MHCTPYKIMIT MITM TAHHBIX
LI npeaBapUTeNbHO 3arpysKaeT 3TU MHCTPYKLUH UK IaHHbIE
U coxpansieT ux B kauie L2. D10 no3BojsieT COKpaTUTh BpeMs
CUUTHIBAHUS I1AMATH, YCTPAHUTh IIOTEHLIMAJIbHBIE Y3KUE MECTA
U, CJIEI0BATENIBHO, TOBBICUTh IIPOU3BOAUTEIILHOCT CUCTEMBI.

MicSpatialPrefetcherEn
able

Bxuttouenmne GpyHKIMH MpeaBapUTENIbHON 3arpy3KH JaHHBIX B
K3UI-TIaMsATh. DTa (YHKIUS TO3BOJISIET OCYIIECTBIATh
MpeIBapUTENIbHYIO0 BEIOOPKY TaHHBIX, CMEXHBIX C TAHHBIMH,
KOTOpBIE HEOOXOMMO CUMTHIBATh. DTO 3HAYMTEIHHO IIOBBILIAET
CKOPOCTb CUMTBHIBAHMS TAHHBIX.

DCUStreamerPrefetcher
Enable

Bxirouenue GpyHKIINH MpeaBapUTEIFHOM 3arpy3KH JaHHBIX B
yerpoiictBo DCU. Ota QyHKIUS MO3BONISET MPEIBAPUTEIHHO
3arpy>xatb gansble L1, uTo cokpaliaet Bpems YTeHUS JaHHBIX.

DCUIPPrefetcherEnable

Bxirouenue IP yerpoiictea DCU. JlanHas GyHKIHS TO3BOJIICT
CHCTEME ITPOBEPATh APXUBHBIC 3AIMCH [UIsSI TaHHBIX, KOTOPBIE
HEOOXOAMMO IPEABAPUTEIBHO 3arPy3HUTh, YTO COKPAIIAET BPeMs
YTECHHs JaHHBIX.

CustomPowerPolicy

MeHnro BbIOOpa sHEprocobeperatomiero pexxuma. Hactpoiika He
MOJIEPKUBAETCS.

PowerSaving

[Tapametp, HacTpoeHHBIH Huawei U1 TeXHOIOTHH
JMHAMUYECKOTO yIpaBieHus sHepromnoTpedienuem (DEMT),
00BEIMHSACT aITOPUTMBI HACTPOHKH YacToThl UniBIOS,
paspaboranasie Huawei, i1 yaydImaeT pe3yabTaThl
TECTHPOBAHUSA 3HEProd3pekTHBHOCTH. [laHHBII MapaMeTp
SIBIIIETCS JEHCTBUTEIBHBIM TOJIBKO s onpeaeneHabix OC.

ProcessorEistEnable

BxittoueHre TeXHOJIIOTUU YMEHbBILIEHHS HAMIPSDKEHUS TUTaHUS U
TaKTOBOM YaCTOTHI BO BpeMs HU3KOH HArpy3KU Ha MPOIIECCOp
(EIST — Enhanced Intel SpeedStep® Technology). EIST
MI03BOJISICT BBIMOJHATH TUHAMUYECKYIO HACTPOHUKY 4aCTOTHI
LTI, B 3aBUCUMOCTH OT paboveii Harpy3KH, YTO MO3BOJISIET
CHU3HTH TEIUIOOTAuYy.

TurboMode

Bruttouenue typ6o pexuma LII1.

PStateDomain

[Mepexitouarens PStateDomain. [laHHBIN nEepeKIIOYaTeIh
HacTpanBacT 4YaCTOTHI AApa WJIN IJId ONPEACIICHHBIX ITaKETOB
JaHHBIX.

ProcessorCcxEnable

Memto ynpasnenusi C-cocrostuueM L{IT st koHTpOIIs
noTpeOIeHHs SHEPTUU NIPOLECCOPAMH B PEXKUME OXKUIAHUS.

TStateEnable IMepexumouarens T-coctosnus LTI, Hannas QyHKums
HEIOCTYIIHA, TOCKOJIBKY OHa orpaHuunBaeT yactoTy LT
PackageCState Hacrtpoiika C-cocTosHUS MakeTa.
C3Enable YcranoneHHslit nepexirodarens C3-cocrosaus LI
C6Enable VYeranoBneHHbIN nepekitiodarens Co-cocrosams LIIT.
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ITapameTp

Onmcaane

ProcessorCleEnable

YcranoBnennslii nepexodarens Cle-cocrosaus LI

OSCx

Hacrpoiika C2/C3 ACPL

QpiLinkSpeed

Cxopocts LINK QPI.

ClusterOnDieEn

YcranosieHHsli nepexirodarens ClusterOnDie pexxnma
Memory Snoop.

EarlySnoopEn

YcranornenHsle nepekirodatenu EarlySnoop 1 HomeSnoop
pexuma Memory Snoop.

DdrFregLimit

HacTtpoiiku 4acToThl mamsTH.

RankMargin

[epexrouatens Rank Margin Tool.

rmtPatternLength

Juaa n3o6pakenns RMT, kotopast ycTaHaBIMBaeTCs IPH
BKIItoueHHOM Rank Margin Tool.

MemTestOnFastBoot

[epexntovaTens TeCTUPOBAHUS MaMATH, YCTAHOBICHHBIA IS
OBICTpOH 3arpy3KH.

ADREN

[Tepexnrouarens ADR nmamsTu.

CustomRefreshRateEn

[epexirouaTenb CKOPOCTH OOHOBIICHUS TIAMSITH.

CustomRefreshRate

CKoOpoCTh OOHOBJICHUS TTAMSITH.

refreshMode

PexwuM 0OHOBIEHUS mamMsITU. | yKa3bIBaeT HA yIBOCHHBIN
PeXUM OOHOBICHMS TaMATH, a (0 03HAYAET, YTO NaHHBIH PEXXUM
He ToyiepkuBaeTcs. Ecin naHHbI napamMeTp NMeeT 3HaUYCHNE
1, To yacToTa OOHOBIICHHS MAaMATH OyAET YABOCHA, KOTIa
temneparypa DIMM namsitu ipeBsicut 85°C.

mcODTOwerride

Hacrpoiiku namstu me (ODT —on die termination). ODT — ato
MeXaHHU3M, KOTOpbIil To3BossieT DR AM-koHTpomepy
JUHAMHUUYECKHU yIPABISATh 3HAUEHUEM COMPOTHUBIICHUS
koHTakToB DQ/DQS/DM Ha yctpoiictBax DRAM pa3nudHbMU
crocobamu. Bosmoxkabie 3HaueHus: 50 Om nim 100 Om.

NumaEn

Hepasuomepasiit qoctymn k mamsta (NUMA — Non Uniform
Memory ACCess) — 3To pesxuM J0CTYIA K pachpeneeHHOM
naMaTH. ITO OCYIIECTBISET PA3yMHOE PACTIPeIEeHIE TIAMATH
MEXTy HECKOJBKUMH Y3IIaMH, a MPOIECCOP MO3BOIISIET
OJIHOBPEMEHHO O0PAIIaThCs K PA3IHYHBIM aJ[pecaM MaMsITH.

ISocEn

Bxuttouenue pexumMa U30XPOHHOIO YIIPABIEHUS IOTOKOM,
KOTOpBIN o0ecmeunBaeT KadecTBo Tpaduka B/oT PCH u Bimser
Ha IPOU3BOIUTEIBHOCTD AMATHU, IIOCKOJIBKY HEKOTOPbIE
TI0JIOCHI NIPOITyCKaHMs 3ape3epBupoBansl 1t DML

RASMode

Pexxum mamsati RAS. HezaBucuMblIi pexum, pexum
3epKajupoBaHus mium pexum Lockstep.

enableSparing

YcTaHOBIICHHBIN Nepekiitouareib Rank Sparing.
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PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 8 Onucanue (aiioB KOHPUTYpaIUu

ITapameTp

Onmcaane

multiSparingRanks

LIT Haswell monnep>xuBaeT HECKOIBKO Pa3psIOB MaMSTH.
[Tonp30BaTeh MOXKET BBIOpPATh KOJIMYECTBO Pa3psI0B MaMATH
U1 KaHasa.

spareErrTh

IToporoBoe 3HaueHNE KOPPEKTUPYEMBIX OMMOOK mamsTh. Korma
KOJIMYECTBO KOPPEKTUPYEMBIX OLIMOOK HaMSATH JOCTUTAET
JAHHOTO MOPOTOBOTO 3HaueHus, OyneT 3anyuieH SMI, u OymyT
MIPUHATHI MEPHI HA OCHOBE HACTPOEHHOH (yHKIMH RAS.

PatrolScrub

VYrpasnenue QpyHKIMEH o4MCTKH namsTh patrol scrub.
MexaHu3M MPOBEPSIET NaMATh C ONPEACICHHON CKOPOCTHIO U
UCIIPABISECT HAWJCHHBIC KOPPEKTHUPYEMbIE OLIHOKH, YTOOBI
MPEIOTBPATUTh HAKOIICHHE OIIHOOK 110 HEKOPPEKTUPYEMBIX
OIIHOOK.

PatrolScrubDuration

JUIMTEenpHOCTE MATPYIUPOBAHUS TAMATH B 4acax.

DemandScrubMode

VYnpasnenue pynkiueid Demand Scrub. Korna HA cuuteiBaet
JIAHHBIE TTAMSITH, OH UCIIPABIISICT HAWJCHHBIE OIIUOKU U
3aMKMCHIBACT PABUIILHBIC JAHHBIE B MAMSTh.

DeviceTaggingMode

VYnpasnenue pynkuuei Device Tagging. Orta dyHKIus
MO3BOJISIET 3ammyckarh SMI, Koraa KoJIrYecTBO OMMOOK HA YHIIe
MIaMSATH MIPEBBIIIAET IIOPOroBoe 3HaueHHe. Bo BpeMms 0OpaboTkn
SMI MHEKpoCXeMa YETHOCTH MOXKET HCIIONB30BATHCS IS
3aMCHBI HEUCIIPaBHON MUKPOCXEMBL

thermalthrottlingsupport

Pexxum perynupoBKH TeMIieparypbl aMsTy.

TennoBoe peryaupoBaHue ¢ 3aMKHYThIM KOHTYpoM (CLTT —
Closed Loop Thermal Throttling) npumensiercs ais DIMM ¢
JaT4uKaMu Temneparypsl. HacTpoiika quHaMuue ckoi namsTu B
3aBHCHUMOCTH OT TEMIIEPaTypbl 1aTYHKa.

TemnoBoe perynupoBaHue ¢ OTKPBITEIM KOHTYpoM (OLTT —
Open Loop Thermal Throttling) npumensietcst it DIMM 6e3
JTaTUYMKOB TeMIiepaTypsl. HacTpoiika ctaTnueckoil mamMsaTH B
3aBHCUMOCTHU OT KOH(UTYpaLny.

PcieAcpiHotPlugEnable

Bruttouenue «ropsaero» noaxitodenus PCI-E 110.

Enable AzaliaV CpOptim
izationste

Brutouenue azalia_on_vcep.

PCleSRIOV Support

Bxirouenue ¢ynkiun Bupryanmsamuu PCle.

VTdSupport Brurouenune texuonoruu Buptyaiusamnuu (VT-d — Intel VT for
Directed 1/0).

InterruptRemap Bxirouenue GpyHKIUM nepepacnpeaeaeHus MpephBaHui,
KOTOpas CBsA3aHa ¢ TexHosorueit VI-d.

CoherencySupport Bxuttouenue QpyHKIMH MOAJIEPIKKNA KOTEPEHTHOCTH, KOTOpas
cBs3aHa ¢ rexuonorueit VT-d.

IsochCoherencySupport | Bxirouenune GpyHkuuu nomiepkku korepearaocty (Isoch),
KOTOpas CBA3aHa ¢ TexHoyoruei VT-d.
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PykoBoncTBo none3oBareist iBMC (ot V250 o V259) 8 Onmcanue (aiiioB KOHPHUTYpaIUH

ITapameTp

Onmcaane

IdeController

Brurouenne SATA-koHTpoepa.

SataCnfigure

Pexxum SATA-koHTpomEpa.

PchsSata

Bxarouenne sSATA-koHTpoIIIEpAa.

sSatalnterfaceMode

Pexxum sSATA-koHTpoIIEpa.

XHCIMode

[Tepeximouarens USB-xonTpomepa 3.0.

CREnable

INepexmrouaTens nepeaapecanuy HOCIeA0BATEILHOTO IOPTA.

CRTerminalType

[epexmtouatens BeIOOpa THIA WpUQTa A Iepeaape cauu
[I0CJIEJOBATEIbHOIO MOPTAa.

CRBaudRate

[Mepexirouaresb BEIOOpA CKOPOCTHU TIepeIadn st
nepeajipecaluy nociae0BaTeIbHOTO MOpTa.

CRInfoWaitTime

Bpewmst oroOpakenust nHGpopMaIyy 00 MHUIUATU3AIUN 15
nepeajpecaliu nocieI0BareIbHOro mopra.

CRAfterPost

Berymienue B cuity GyHKIMH Tepeaapecaun
nocnenosarensHoro mopra nocie POST BIOS.

PXE1setting

[Tepeximouarens PXE LOM 1.

PXE2setting

[Tepexmtouarens PXE LOM 2.

WheaSupport

Bxarouenne WHEA 11 nMarHoCTUKY HEUCIIPABHOCTEH.

WheaEinjType

Bxirouenue BBenenus ommbok WHEA w1t tuarsoctuxu
HEUCIPaBHOCTEH.

SystemErrorEn

Bxirouenne 1uarHoCTUKU HEUCIIPABHOCTEH.

FDM

BrittoueHre QyHKIMH OTIIPABKH OTYETOB IO Pe3yIbTaTam
JIMarHOCTUKH HeucrpaBHocTe Ha BMC.

PoisonEn

Pazpsiuenii nepeximrodarens Poison.

EMcalogEn

[epexmouatens EMCA log (ELOG). BIOS co3naer 3anucu
ELOG, B KOTOpBIX 3amuchIBacTCs MoapoOHas uHdopmamus 0o
omuOKax AJsl IPOTHO3UPOBAHMS BOBMOXKHBIX HEHCIIPaBHOCTEH
OC/VMM. Dty 3anucu XpaHsTcs B pe3epBHOM MaMsTH,
npenocrapisieMoir BIOS, mocTyn Kk KOTOpOH OCYIIECTBISIETCS
yepe3 BxoAgHoH aapec. CymecTByeT Takxke xypHat WHEA,
cootBercTByomMi ELOG cTpykTypa xypHaia WHEA
onpexenena B cnenudukanusx ACPL.

EMcaCSmiEn

[Tepexmtouarens curnana ¢ CMCI na SML

Ecnu oH oTKITI04EH, TO KOTZa B MaMATH OymyT 0OHApY KEeHBI
KOppEKTUpYeMbIe OIHOKH, TO Oy/IeT cpabaThIBaTh TOJILKO
CMCI. SMI Oynet cpabaThiBaTh TOJBKO TOT/IA, KOTA
KOJIMYECTBO OMIMOOK JOCTUTHET OPOrOBOTO 3HAYCHHSI.

Ecnu naHHbI apamMeTp BKIIFOUCH, TO KaX1ast KOPPEKTUpyeMas
omuOKa BeI3bIBacT SMI, koTOpHIi 00padarkiBaeTcst BIOS. B
koHIle pyHkuu oopadotku SMI BIOS penraet, otnpabisiTh Ju
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Croeunslii cepep Huawei
PykoBoncTBo none3oBareist iBMC (ot V250 o V259)

8 Omnucanue ¢aitnoB koHUrypaunu

ITapameTp Onmucanmne
curnan MCE B OC. Oto no3BojsieT coOparh 00iee moiae3Hyro
HH(OPMALIHIO.
PowerStateRestoreOnA | TlonuTrka yrpaBieHus TUTAHUEM VT cepBepa X86 npu
CLoss BrurroueHnn nutanus AC.

e ON: aBromaTHuecKas oaada MUTAHUS.
o OFF: oTkn0ueHHE TUTAHUS.

¢ Last State: BoccTaHOBIIEHHE MOCTIETHETO CTATYyCA.

BmcWdtEnable

Bxutouenune gynknum «ctopoxeBoit codaku» POST.

BmcWdtTimeout

Bpewms oxuaanus GyHKIUU «cTOpoXkeBoi cobaku» POST.

BmcWdtAction

JleiicTBus GyHKIUH «cTOpOXkeBor cobakm» POST.

OSWdtEnable

Bxirouenue ¢ynkimn «ctopoxkesoit codakmy OC.

OSWdtTimeout

Bpems oxuaanus GyHKINU «CTOpoXkeBoii cobakm» OC.

OSWdtAction

JleiicTBus GyHKIUH «cTOpOokeBor cobakmy» OC.

SysDbgLevel

Omnanounsrii nepexmovarens BIOS.

serialDebugMsgLvl

Yposens otnaaku BIOS.

Pci64BitResourceAlloca
tion

Ecnu manHas GpyHKINSA BKIIIOYCHA, TO aAPECHOE MPOCTPAHCTBO
MMIO PCI 6omnbie 4 I'b.

ClkGenSpreadSpectrum

IMepexitoyaTens pacuIMpeHHs CIeKTPa.

WakeOnPME [Tepekitodarenb TEXHOJIOTUU AUCTAHIIMOHHOTO BKIIFOUEHUS 10
CeTH.

NICTrunk [epen 3anyckom OC BbI3bIBaeTCS (QYHKIHS
DisableNic2ndhandle myist OTKIJTFOUEHUS BTOPOTO ONTHYECKOTO
nopra 82599. B HacTosiiee BpeMst qaHHasi yHKITHS
HEJOCTYITHA.

Language Hcnonb3yemblit S3bIK.

ComBaseOutput ba3oBble HACTPOMKH MOCIIEIOBATEILHOTO TOPTa BBOJA-BHIBOAA.

OemMemTurbo [Tepekitouarens pa3roHa MOITHOCTH TTAMSTH.

SoftRaidModeSelect

INepexmrouarens Beroopa SoftRAID.

BootType

Tun 3arpysku. [lapamerp MoxxeT npuHUMaTh 3HaueHus: Legacy,
UEFI nmu DUAL.

QuickBoot

Hactpotiku ObicTpoii 3arpy3ku. Eciin qaHHbBIN Tapamerp
BBIKJIOYEH, TO TECTUPOBAHUE NAMATH OyAET BBIIOJHATHCA
Ka)XIIbI pa3 Mocie KaKA0ro 3aIlycka IPH MOSBICHUN TIEPBOTO
JKpaHa.

QuietBoot

OTtoOpakeHue 3arpy304HOi HHPOPMAIUH O MOSBICHHS
norotuna BIOS.
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Croeunslii cepep Huawei

PykoBoncTBo none3oBareist iBMC (ot V250 o V259)

8 Omnucanue ¢aitnoB koHUrypaunu

ITapameTp

Onmcaane

PXEONly

Orpanunuenue 3arpy3ku cepsepa toinbko ¢ PXE u mpomyck
JIPYTHX [MapaMeTPOB 3arpy3KH (HAIpPHMEp KECTKUN THUCK 1
CD-nuck).

VideoSelected

BCTpOGHHaSI BUACOKApTa WUJIM BHCHIHASA BUACOKApTA.

NoBootDevCtr ABromaTtryeckas rnepesarpyska ImiaTel Ipu HeJIOCTYTHOCTH
YCTPOWCTBA 3arPy3KH.

BootTypeOrder[0] ITopsiaok 3arpys3KH.

BootTypeOrder[1] [Mopsiaok 3arpy3Ku.

BootTypeOrder[2] [Mopsinok 3arpy3KH.

BootTypeOrder[3] ITopsimok 3arpys3KH.

Ta6u. 8-3 ITapameTtpsr RAID-koHTpOITEpa

Tun ODKCIOpTUpPOBaHHBI | DKcOnopTupoBaHHBIN | OmmcaHue
nmapamMeTp moarapamMeTp
Storage | RaidController CopybackEnabled Craryc dyHkiuu
KOITUPOBAHUSI
RAID-konTponepa.
RaidController SMARTerCopybackEna | Aeromaruueckoe
bled BBIIIOJTHEHHE
KOIIUPOBAHUS IIPH
oOHapyXEeHUH
RAID-koHTpOIIIEpOM
SMART-ommumoku
(u3MIeCcKOro JUCKa.
RaidController JBODEnabled Craryc dyHKUIMN

JBOD
RAID-kouTpoepa.
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Croeunsiii cepBep Ctoeunsiit Huawei
PyxoBozcTBO nosb3oBaresst PyKoBoiCTBO MMoJIb30BaTeNs
iBMC (Bepcun V250-V259) 9 Yacro 3agaBaemMble BOIIPOCHI

YacTo 3amaBaeMble BOIIPOCHI

O maHHO I71aBe

9.1 Ilocne ycranoBku Windows Ha cepBepe V5 0OHapyKeHBI HEU3BECTHBIC YCTPOUCTBA

9.1 ITociie yctanoBkM Windows Ha cepBepe V5
OOHapy>KeHBbI HeM3BeCTHbIE YCTPOVICTBA

HPI/ISHaKVI HEMCITPaBHOCTU

CrMOITOMBI Bo3Mmo>KHBIEe TPUYMHBI

ITocne ycranoskn Windows u OyHKIKSA YepHOTO SIIHKa BKJIIoYeHa Ha iBMC
COOTBETCTBYIOIIHX ITaKETOB cepsepa V5 no ymonuanuto. Ognako B OC
JpaiiBepoB Ha cepBep VS5, B OKHE Windows HeT He0OXOIMMBIX IpaiiBepoB.

Device Manager o6aapyxeHo
HEU3BECTHOE YCTPOWCTBO, KaK
mokasaHo Ha Puc. 9-1.
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Croeunsiii cepBep Ctoeunsiit Huawei
PyxoBozcTBO Hob30BaTens PykoBoncTBoO noab30Baresis
iBMC (Bepcun V250-V259) 9 Yacro 3a1aBacMble BOIPOCHI

Puc. 9-1 HeussectHoe yctporictBo B OC Windows cepsepa V5

v tl..l'

WIN-VKODGES8FGD

0 C{qputer

s Disk drives

& Display adapters

s DVD/CD-ROM drives

B Firmware

i Human Interface Devices
*= |DE ATA/ATAPI controllers
= Keyboards

0 Mice and other pointing devices
[ Monitors

Perrrtenmne

= Print queues

[ Processors

B Security devices

S Storage controllers

§= System devices

§ Universal Serial Bus controllers

ITar1 VYcranosute iBMA B OC Windows. [Insa nonyyenus 6onee noapoOHOH HHGOpMauu
obparuTech K ToKyMeHTy PykoBoncTBo nosb3oBarens iBMA.

HTar 2 Ecmum nocne 3anmycka iBM A nipo0iema Bce elie He ycTpaHeHa, TO 00paTUTeCh B CIIykOy
Texnoanepkku kommnanuu Huawei.

----Koneng
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