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I'Ip06neMb| CyLLeCcTBYHOLLUX METOAOB
3alluTbl UHopMaL K

« be3onacHoOCTb OCHOBaHa Ha TOM, UTO nepexBaTyymK He
ycrneeT paclumdpoBaTb MHopMaLMio, MOKa oHa
aKTyasibHa

* B 2010 kntoy RSA 768 bit 6b1n aeka

* YBeNM4YeHne O/IMHbI KNo4ven
neperpyxaet UHPPaCcTPYKTYypy

* [losAB/IeHNEe KBAHTOBbIX NPOLIeCCop(
yrpoXxaeTt TpaguLMOHHbLIM LLUKgpam

e Sep 27/, 2016 — D-Wave Systems
Previews 2000-Qubit Quantum Sy
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PO St- Q u antu m Se(ii’et D\igital Key Exchange Using Quantum Key Disbuti. ~
Cryptography N

Optical Fibre
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NIST. Workshop on cybersecurity in a LT
post-quantum world, 2015.
http://www.nist.gov/itl/csd/ct/post-quantum-crypto-workshop-2015.cfm

Erdem Alkim, Léo Ducas, Thomas Pdppelmann. Post-quantum key exchange — a
new hope. https://eprint.iacr.org/2015/1092.pdf

Amy Nordrum. Quantum Computer Comes Closer to Cracking RSA Encryption. 3
Mar 2016. http://spectrum.ieee.org/tech-
talk/computing/hardware/encryptionbusting-qguantum-computer-practices-factoring-
In-scalable-fiveatom-experiment

Matt Braithwaite. Experimenting with Post-Quantum Cryptography. July 7, 2016.
https://security.googleblog.com/2016/07/experimenting-with-post-quantum.htmi
Bruce R. Auburn. Quantum Encryption — A Means to Perfect Security? GSEC

v.1.4b.
https://www.sans.org/reading-room/whitepapers/vpns/quantum-encryption-means-pe
rfect-security-986


http://www.nist.gov/itl/csd/ct/
https://security.googleblog.com/2016/07/experimenting-with-post-quantum.html
https://www.sans.org/reading-room/whitepapers/vpns/quantum-encryption-means-perfect-security-986
https://www.sans.org/reading-room/whitepapers/vpns/quantum-encryption-means-perfect-security-986
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Multinode quantum networks

QKD Networks:

1.SECOQC QKD network
(below)

2.DARPA (USA)

5. Battelle — First Commercial
Quantum Key Distribution
Protected Network (USA)

6. Quantum Experiments at

3.5wissQuantum Space Scale (QUESS)
4.Tokyo QKD satellite (China) @
- A5 Km
Eight node point-to-point network >
(Au St”a) . Figure 2. Network topology of the SECOQC QKD network prototype. Solid
] ) ) ) lines represent quantum communication channels, dotted lines denote classical
[ |dQua ntl q ue (3 dEVICES) communication channels.

® Toshiba Research

® GAP Optique

® University of Vienna

® Centre National de la Recherche
Scientifique

® |Ludwig Maximillians University

(free space)
Mean distance 25 km, bitrate 10 kbit/s, maximum distance 80 km

M. Peev, C. Pacher, R. Alléaume et al. // New Journal of Physics 11 (2009) 075001
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UYto Mmbl npegnaraem?

Kommepuyeckn OCTyNHbIe Bitrate JanbHOCTb BO3MOXHOCTb CneKTpanbHasd
QKD-ycTpoiicTBa (Ha 50 Km), MCNoJIb30BaHUSA ahheKTMBHOCTb
bit/s umMerowmxcs (mocTmxunmas)
TesileKOM-KaHanoB

1. Clavis3, idQuantique 3000 100 km / ~ 4%

2. Q-Box, MAGIQ 100 50 km x ~ 4%

3. Cygnus, SeQureNet 1000 80 km x ~ 4%

4. Hawa SCWQC 40 000 250 km , 40-50%

cucTtemMma

KnrouyeBble npenmyliecTsa Hawero yCTpomcTBa:

 Bbonee BbiCOKasA CKOpPOCTb nNepepayv m 6onbluas AanbHOCTbL MO
CpaBHEHUIO C UMEKLUMCSH Ha pblIHKe aHarnoramm

* BO3MOXHOCTb UCNONb30BaHUA UMEKOLWENCH CeTeBOU NMHPPACTPYKTYPbI:
— npOCTOTaZ COBMECTUMOCTb C CyLLEeCTBYHOLLNMUN TEXHOJTOTMAMMU
— CTOMMOCTb: HET HeO6XOLI,MMOCTM B NMPOKIiagke HOBbIX ONMTUYECKUNX NMUHUN

* Bbicokas cnektpanbHas addektnuBHOCTbL: A0 50% B 10 Gbit Ethernet
KaHane
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[opoackue 3alnLLEHHbIe
KBAHTOBbLIE CeéTU

® [lnametp MockBbl 35-40 km

Ha aTom paccTtosiHum npmnoop
SCW QKD reHepupyeT curHasl

CO ckopocTbio 1 Mbit/s (DWDM),
aHanoru: no 500 kbit/s

® PaccTtosaHne ot MocKBbI A0
[MeTepbypra coctasnsetr 620 km

Hy)XHO TONbKO 3 peTpaHC/IATopa SRcasas

ﬁ:n'-4::2=-.i‘..’r‘:!'i'T|:errarmtrn::,. K

® He HyXHbI cneuyuanbHble BOJIOKHA, BCTpanBaeTCs B CyLlecTByloLlne
JIMHNM cBA3n!



metropolitan area

By - TEM —_— D
QUANTUM SYSAT A e S T\
OF SECURE D = .:2;::. :
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Alnca
Parameters: 2014 - Present
Number of nodes: 2 Location:
Channel loss: 1.6 dB; ITMO University
Key rate: up to 1 Mbit/s; Saint Petersburg,
QBER: 1%; Vasilyevsky Island

Medium: telecom optical cable (SMF-28 fiber)
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NcnbiTatenbHble NOJINTOHDbI

* CaHKT-lNeTepoypr (KBaHTOBasA ceTb YHUBepcUTETA
NTMQO) OnbITHbI yuacTok B AeCTBYHOLLEH MHPPACTPYKTYpe

9 QUANTUM

#3548 ITMO UNIVERSITY  BY3TENEKOMLEHTP

* KasaHb (konnabopaums ¢ Teiekom ornepaTtopom)
|\/|HOF0y3]'IOBaFI KBaHTOBasd CETb Ha OCHOBE METOda Ha GOKOBbIX

HaCTOTax

~s=KQC =

i SEEEND it ITMO UNIVERSITY

Center

ooooooooooooo
-------------

TATTENEKOM

* Camapa (konnadopauma ¢ UT-nHdpacTpykTypomn)
Co3fgaHune nporpaMmMHO-KOHJIUTYPUPYEMBbIX KBAHTOBbIX CETEN

1533488 ITMO UNIVERSITY IRy @

C/5apPTC
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Quantum Networks + SDN

 Venkat R. Dasari, Travis S. Humble. OpenFlow
Arbitrated Programmable Network Channels for
Managing Quantum Metadata.
https://arxiv.org/abs/1512.08545

* Venkat R. Dasari, Ronald J. Sadlier, Ryan Prout, Brian
P. Willlams, Travis S. Humble. Programmable Multi-
Node Quantum Network Design and Simulation. Proc.
SPIE 9873, Quantum Information and Computation [X,
98730B (2016). https://arxiv.org/abs/1604.01276


https://arxiv.org/abs/1512.08545
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BuptyasibHbIN KaHaJ
KoaAnpoBaHUSA
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¢ transparent transparent
OF-switch —> quantum quantum ——) OF-switch
$ SSL SSL A
E Management Management E
OF-controller |g---====-=-- QkD pb— — —- — - - QKD  fp-----===-- Y| OF-controller
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TecTOoBad ceTb

MNKC-KoMMy TaTop NKC-KoMMy TaTOp MNKC-KoMMY TaTop

= e e

= 1 /] =
A 5
Konep Hekogep Kopep Hekopep
KBaHTOBEIE KBaH ToBLIE KBaH ToBLIE KBaH TOBkIE
KITHO 4 KK KK L
Annca ,/L—’_ Eob Anunca 4”“’_ Eob
KBaHTOBLIN KBaHTOBLIIA
REST KpWUN TO-KaHan KpWN TO-KaHan REST
A l REST Openflow REST AP
API AP
OpenFlow OpenFlow

NKC-koHTpoMNEp MKC-koHTpOMNER MKC-koHTponnep
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Pa3paboTKa
Y3en. 3 y3/10Basi CeTb:
 Linux apaneep * SW-switch
* QKD koaek * HW-switch
* Ryu application * HW-switch +
e TecToBad CeTb FPGA + Kopek +
Mininet OF-controller

CaHkT-lleTepbypr, Camapa
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PaboTa BbINo/IHAETCA Npn OUHAHCOBOW
noaaepxke MmMHoopHaykmn PO,
CornatleHne o npeaocrtasfeHun cyocnauin
OT «27» oKTA6psA 2015r. Ne 14.578.21.0112
YHUKasibHbIN naeHtudomnkarop NMNHNIP
RFMEF157815X0112

sadov@maill.ifmo.ru
Oner Canos

http://sdn.ifmo.ru/
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