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O cucTteme xpaHeHus gaHHbIx OceanSt

Cucrtema XpaHeHus gaHHbIX cepumn OceanStor V3 — aTo ngeansHoe peLleHune, crnocobHoe yaooBneTBOpUTb
TEKyLWWM U 6YD,YLLI,VIM I'IOTpe6HOCTF|M CpefHUX N KPYMHbIX Flpe,D,FIpI/IFlTI/IIZ B XpaHeHun 6narop,apﬂ OTJTMYHbIM
nokasartenam npon3BoanTes1IbHOCTHU, Sd)(beKTVIBHOCTVI, 3allnTbl AAaHHbIX, MaCLUTa6I/IpyeMOCTVI n ynpaBndaemMocCTw.

2200 V3 2600 V3 5300 V3 5500 V3 5600 V3 5800 V3 6800 V3

NogroroBKa K pabote
u O630p

B paHHOM pyKOBOACTBE MPMBEAEHO OMMCaHUE Mpouedypbl ObICTPOro KOHMUIYPUPOBaHUS CUCTEM XPaHEHWUS
faHHbix OceanStor cepum V3. Ona nonydeHus ©onee nogpoOHOM MHGopMauun nepernguTe Mo CCbifke
http://support.huawei.com/enterprise/, HaxmuTe Support > Storage 1 BeibepuTe Mogens NPoaykTa Ans nepexoa
K CTpaHuLe ¢ AokymeHTaumen. Nocne sToro HanauMTe u ckadanTe pykoBoacTBo Basic Storage Service Guide for
File ons KOHKpeTHOW BepcuUKn YCTPOMCTBA.

n MonyyeHune cnpaBo4YHOM MH(bOpPMaLUK

[aHHbIN LOOKYMEHT npeacTtaBlieH Ha KOMNaKT-AUCKe, NoCTaBlideMOM BMeCTe C yCTpOVICTBOM, Unun Ha Beb-canTe
http://e.huawei.com, rae Takke MOXHO 3aperncTpmpoBaTtb Y4ETHYIO 3anncCb B LLEHTPE TEXHMUYECKOMN nogaepXku
Huawei gna NPOCMOTpPa M 3arpy3ku HeobXxoaMMbIX OOKYMEHTOB, a TaKxe nognncatbCA Ha OOHOBNEHUS
nporpamMmMHbIX NPOAYKTOB.

E OGpaTHas cBsA3b

Balue MHeHUWe o4yeHb BaxkHO Ans Hac. CBOW 3amevaHusi No JaHHOMY AOKYMEHTY OCTaBrsiiTe Ha Beb-canTe Huawei
Enterprise.

ABTtopckue npaBa ©Huawei Technologies Co., Ltd. 2017.
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1 BBeoeHue

OcCHOBHbIe cueHapun NpUMeHeHus
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Cucrtema xpaHeHus karanor
paHHbix OceanStor V3 KnneHt
Windows

o [ns ynpaBneHns 1 TEXHUYECKOro
obcnyXnBaHMs CUCTEMbl XPaHEHNSA OaHHbIX
Ha TepMuHarne TexobcnyxmBaHus
3anyctute nporpammy DeviceManager,
pa3paboTaHHyto komnaHuen Huawei.
TepMuHan TexobcnyxnsaHus
MOAKIOYaeTCs K CeTeBOMY NopTy
ynpaBneHns CUCTEMbl XpaHEHWUs! AaHHbIX.

9 darinoBas cuctema XxpaHeHus AaHHbIX
npenocTaBnseT CEPBUCHI XPaHEHUS OaHHbIX
Ha ypoBHe hannoB C BbICOKOW
NPOU3BOANTENBHOCTBIO U NMOBbILLEHHON
BesonacHocTbH0.

e CIFS — aTo npoTtokorn obMeHa AaHHbIMU B
dannoBon cucteme, paspaboTaHHbIN
Microsoft n npegHasHa4eHHbIV And
Windows. Bnarogaps CIFS knueHTbl
Windows MoryT ocyLlecTBnaTL nepegavy u
00OMeH hannamm.

e Karanoru o6uiero goctyna,
npegocTaBnsiemMble cucteMamMmmn XpaHeHust
yepes CIFS, asnstoTcs obwmumum pecypcamu,
OOCTYM K KOTOPbIM €CTb Y BCEX
aBTOPU30BaHHbIX Nornb3oBaTenen. Ecnu Bol
XOTUTE UCMONb30BaTb YacTHbIE KaTanoru,
HacTpornTe Homedir, 4ToObI Kaxabii
nonbe3oBaTenb nony4yan JOCTYN TOMbKO K
Kartanory, 4OCTYM K KOTOPOMY 41151 HEro
OTKpbIT.




m Cucrema XpaHeHUs AaHHbIX

Wwms katanora

|

|

|

l 6

6 KaTaJ'IOI'VI ooLero gocryn
| obuiero goctyna L
|
|

t
!
____________________ _ = — — — - — — —
!
== ———————————————- -
I 1
' .
: I~OBiiwin AccTyn |
| | uyepesCIFS |
_____ L7
| *,
e O6Lwwuin goctyn -,

dannosas
cuctema

darinosas
cuctema

|
|
|
ZVE] I
nonb3oBaTens :
|
|
|

— O6umittaocTyn 1
Y _pe3_’|Homed|r 1

Myn
6racTb «ropsyero | 06n f,'!/ ’ ;;f?i’)/,’ﬂﬁf 7
: XparHeHuA PesepBMpoBaHMs» // sepBi J, 35 , s z/f Jﬁdmf’ﬁb 7
| High-performance tier Performance tier Capacity tier |
: TTTTETTTE T T T T T T T i Sl S
1 1 | I 1 1
| 1 1 I I 1 1
| i i I 1 1
I jmm—=b b L L
! |
o | |
@ Lvcrosbii i — == ==
i AOOMeH : High-performance tier Performance tier Capacity tier !
l I S ol e S S
| 1 1 1 1 1 1
I ! ! ! ! ——
| 1 I ] ] | I
1 1 | I
® e EE == ==
|
: SSD SAS NL-SAS
__________________________________________________ o
Cucrtema xpaHeHus byget aBToMaTU4eCKn e Mocne co3paHus obwero goctyna CIFS gns

BbIMOSTHATL MAEHTUMKALMIO BCEX ANCKOB.

[u1ckoBble JOMEHbI COCTOST U3 AUCKOB Pa3sHbIX
TUnoB. CepBUCHI Pa3NMYHbIX ONCKOBbIX
JOMEHOB M30NMpOBaHbI ApYr OT Apyra.

Mynbl XpaHeHNs1 CO34at0TCA Ha AMCKOBbLIX JOMEHax
n coctosT u3 rpynn RAID, o6pasoBaHHbIX guckamm
pasnn4HOM NPON3BOAUTENBHOCTW. [ynbl XpaHeHus
npeaocTaBnsaoT NOrMYeckoe NPOCTPaHCTBO AN
XpaHeHws.

B uensx npegocTaBneHnst NpocTpaHcTBa
xpaHeHust ansa obuwero goctyna CIFS B nyne
XpaHeHus cosgaeTcs dannosas cuctema.

nonb3oBaTenemn yCTaHaBIIMBaAKTCA pa3fyinyHblIe
NnoNnHoOMo4unA gocrtyna.

darinosas cuctema obLiero gocTyna
oTobpaxaeTcs B BUAe KaTanora Ha KnneHTe
Windows, korga knueHT nony4yaet goctyn kK CIFS,
NpeAoCTaBnsieMbIi CUCTEMOW XpPaHEHUS.
Cunctema xpaHeHusi npeaocTaenseT
nonb3oBaTeNo JOCTYN K hairioBon cMcTeme B
pexxume Homedir CIFS. O6was darinosas
cuctema otobpaxaetca B Buae katanora. Nms
KaTarnora Takoe e, kak U UMsl nonb3oBaTens.
Hoctyn k kaTanory Homedir MOXeT nonyy4nTb
TONMbKO AaHHbIN NONb30oBaTeNb .



2 MNMoaroTtoBKa AaHHbIX U UHCTP

w2y MoaroroBKa AaHHbIX

CIFS — aT0 pononHUTenbHasi (OYHKUMSA, ANS MCMONb30BaHUA KOTOPOM HeoGxoguma nuueHsust. Ons nonyyeHus Gonee

nogpobHon umHdopmMaumMm O nogade

3aABKU

Ha nony4eHue

n  MMnopT

nnueH3nn

nepenanute Ha cawlt

http://support.huawei.com/enterprise/, HaxmuTe Support > Storage, 3atem, ANG nepexoda K cTpaHuue C LOKYMeHTaumen
BbIbEpUTE COOTBETCTBYIOLLYIO MoAenb npoaykra. [locne atoro HavauTe M ckadante Pykogodcmeo rno ycmaHoeke Ons
KOHKPETHOW BepcuMu npoaykta. [Ans noaroToBKM AaHHbIX M BBOAA OEWCTBUTENbHbIX 3HadYeHM B cTonbue Value nepepn
BbINOMHEHWEM Onepauuii BHUMAaTeNlbHO 03HaKOMbTECh C MHCTPYKLMAMU, MPUBEAEHHBIMU B criegytoLlen Tabnuue.

A BHUMAHUE

® https _.-"_.-Tl92.168.12%1(11]8'2'8-8__ Al

B naHHom AOKYMeHTe 514 onnucaHua KOHCbI/IpraLlVII/I npmeeaeHbl CTaHAapTHbIe 3Ha4YeHUA.

—

I'Ipm BbINOJIHEHUN KOHCbI/IprI/IpOBaHI/IH HEO6XO,D,I/IMO 3aMeHUTb CTaHA4apTHble 3Ha4YeHuA I'Ipumep 3HauyeHue
,EleI7ICTBI/ITeJ'IbeIMVI. Ha PUCYHKE cnpaBa npuBefeH npumep conoctaBsieHUa CTaHOAAPTHbIX U LleI7ICTBI/ITeJ'IbeIX 3HaHeHVII7I,
onncaHne KOTOpPbIX NPUBEAEHO B criedytoLlen Tabnuue.
OTBEeTCTBEHHbIN
MyHKT 3a NOAroTOBKY Mpumep 3HayeHue

AAHHbIX

TepmuHan Texo6cnyxuBaHus: Bxoa B cuctemy DeviceManager

3HayeHune no

Hot Spare Policy:
High

MUHUCTPATO
IP-agpec ceTeBoro nopra ynpasneHund AR cemp P YMOJSTHaHuIo: Al
192.168.128.101
Mms nonb3oBaTens 1 naponb Ans BXO4A B CUCTEMY
L] NnPUMEYAHUE
Cpasy e mnocne nepBOro BXo4a B CUCTEMY XPaHEeHus
AaHHbIX HGOGXO,D,I/IMO NU3MEHUTb Naposib NO YMOJSTYaHUIO U
nepuogmnyecky MeHaTb naponb B Byayuiem. OTo CHUxXaeT Vims nonbsosarens
puck B3noma napons. Ons nonyyveHus uHdopmaumm o nre y'_wo“anmO'
CMeHe naponsi nepenanTe no cchinke ABmuHucTpatop | admin A2
) ) CUCTEMBI Maponb no
http://support.huawei.com/enterprise/, BblbepuTe
. YMOJHYaHuio:
Support > Storage, mofenb npogykra U nepengute Ha .
- Admin@storage
CTpaHuuy C [AOKYMEeHTauuen Mo [AaHHOMY NpOAYKTY.
3aTtem Hangute 7] ckavante Pykosodcmeo
admMuHucmpamopa ANs KOHKPETHON Bepcun NpoaykTa.
TepmuHan Texo6cny>KMBaHUA: co3aaHue AUCKOBOro AoMeHa
Onpepensiet . .
Mimsa ouckoBoro gomeHa peA DiskDomain000 B1
nonb3oBaTerib
MocTaBLymk . .
Tun wndpoBaHns gucka ycnylL'u Non-Encrypting Disk B2
Makc. KonnyecTso AMCKOB B AOMEHE
ns obecneyeHns BbICOKOW NPOV3BOANTENBHOCTU
'D'C onLavioTen SSD-anc E B3 Heckonbko
NCMNOJb: TCA -ANCKW.
ne3y! A ) . BapuaHTOB BbIGOpPa
st oBGecneyeHnsi CTaHaapTHOI Performance tier O] High-performance tier
NPOU3BOAUTENBHOCTU UCTONb3YTCA SAS-ANCKN. (SAS): 8 ) SSDs:
Ansi obecneveHns EMKOCTU UCMOMNb3YIOTCS ANCKU m E_othSpare PelEy Hot Spare Policy:
OCTaBLUUK i .
NL-SAS. - gh [J Performance tier SAS
yenyr Capacity tier disks-
(NL-SAS) : 16 .

Hot Spare Policy:
[J Capacity tier
NL-SAS disks:
Hot Spare Policy:

TepmuHan Tex06cny)KMBaHu;|: co3aaHue nyna XxpaHeHus

Wmsa nyna xpaHeHus

Onpegensiet
nonb3oBaTenb

StoragePo0l000

C1

4
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OTBeTCTBEHHbIN

MyHKT 3a NoAroToBKy 3HauveHue 3HauveHue
BaHHbIX
OnepaumnoHHasi cucteMa cepBepa NpUIoXKeHun MocTtaBwmk ycnyr Block Storage Service Cc2
L PPEIERTA, MM A I AT 2 e MocTtaBwmk ycnyr DiskDomain000 C3

[OMeHy

Performance tier
RAID Policy:
RAID 5(4D+1P)

C4 Heckonbko
BapuaHTOB BblGopa
[J High-performance
tier

Capacity: 1 TB RAID Policy:
YpoBeHb XpaHeHUs1 1 EMKOCTU MocTaBwmk ycnyr SapacAL CENEERT
P P yeny RAID Policy: [J Performance tier
RAID 6(4D+2P) RAID Policy:
Capacity: 1 TB Capacity:
Total Storage Pool [ Capacity tier
Capacity: 2 TB RAID Policy:
Capacity:
TepmuHan Texo6cnyxuBaHusi: co3gaHue hannoBon CUCTEMbI
Mms dannoson cuctemsl HactpauBaemoe FileSystem000 D1
MNocne BkntoyeHns TexHonorum «thin provisioning»,
cucteMa Ha4ynHaeT AMHaMmnyeckoe pacnpenerneHume
pecypcoB XpaHeHusl Mo TpeboBaHuto. MocTasLyyk ycnyr Enable D2
Co6CTBEHHbIN Ny XpaHEHUS MocTaBLwuk ycnyr StoragePo0l000 D3
EmkocTb MocTaBLwmk ycnyr 200 GB D4
KoadpbmumeHT ncnonb3oBaHnsi CHUMKOB? MocTaBLwmk ycnyr 20 D5
Onpepensiet
LLla6noH MocTaBLymk ycnyr ped D6
nonb3oBaTenb
Paamep 6noka AaHHbIX hainoBoi CUCTEMbI® MocTaBLuk ycnyr 64 MB D7
Konuyectso MocTaBLuk ycnyr 1 D8
TepMuHan Texo6cnyxuBaHus: yctaHoBka napameTpoB CIFS
Cnyxb6a CIFS MocTaBLymk ycnyr Enable El
Pexum ayteHTUbmkaummn
Local authentication (JlokanbHasi ayTeHTUUKaLms):
ncnonb3yeTcd B TeX Criy4dasaXx, Korga riokanbHO
ayTeHTMULMPOBaHHBIN NONb3oBaTENb UMK rpynna nomnyyatT
poctyn kK 06wum pecypcam CIFS 3a npegenamu gomeHa.
Domain authentication (lomeHHas ayTeHTUdMKaLmS):
UCMOsb3yeTCs B TEX CRy4Yasix, KOraa nosib3oBaresib Uiu rpynna MocTaBLmK ycnyr Global authentication E2
[oMeHa nonyyatoTt goctyn k obwmum pecypcam CIFS B
npegenax AD.
Global authentication (rmo6anbHas ayTeHTUduKaLums): cHayana
UCMNOJb3YyeTCA NoKarbHasa ayTeHTVICbI/IKaLl,I/Iﬂ. anI
HEBO3MO)XHOCTW BbINOSTHEHUS NOKaNbHOM ayTeHTI/ICbVIKaLlVIVI
3anyckaeTcs rmobanbHasa ayTeHTudukaums
HacTpoikn npon3sBognTenbHOCTH
Notify: ntobble 4ENCTBUS KNWEHTa B JAHHOM KaTarore, Takve
Kak gobaBneHve nogkatanora, fob6aBneHve HOBbIX haiinos,
MN3MEeHeHVe kaTanora u u3amMeHeHue annoB CTaHOBATCS
BVAHbI APYIMM KNMEeHTaM, KoTopble 06paLuatoTcs kK AaHHOMY
Karanory unv poauTenbCKoMy Katanory AaHHOro Karasnora Notify: Enable
yepes aBToMaTU4YECKoe OBHOBNEHNE JKpaHa. MoctaBLuk ycnyr E3

Oplock: MexaHun3m, noBbiwaoLwmn 3HEKTUBHOCTb
KnueHTckoro goctyna. [Nepen otnpaskon ¢annos B
NPOCTPaHCTBO 06LLEero AOCTyNa BbIMOMHAETCS foKanbHoe
KaLIMpoBaHue thaiinos.

Oplock: Enable




MyHKT

OTBeTCTBEHHbIN
3a NoAroToBKY
AaHHbIX

Mpumep

3HaveHue

HacTtpoiku 6e3onacHocTn

Guest: nonb3oBaTeny MoryT nony4nTb 06LWMIA 4OCTYN
K KaTanoram, 6e3 ykasaHus MMeHV nofb3oBaTens unu
napons. Kpome Toro, nonb3oBatenu obnagatot Temu
e MOMHOMOYMSIMU, YTO U NONb30BaTENN rPYNMbI
Everyone

MocTaBLmMK ycnyr

Disable

E4

HacTtponku goctyna

Mocne BkntoyeHust ABSE (Access based share
enumeration — nepeYncrneHme Ha OCHOBaHWUM
[ocTyna), Korga nonb3oBarternb Oyaet
npocmaTpuBaTtb MHOPMaLMIO B KaTariore obLiero
poctyna CIFS, oH He BygeT BuaeTb nanku u
annbl, Ha AOCTYN K KOTOPbLIM Y HEFO HET MpaB.

MocTaBLwmk ycnyr

Disable

E4

HacTpownkn nognucu

Signature: gaHHas yHKUMS JOCTYMHA, ECNU KIUEHTbI
ucnonbaytoT SMB1.0. MNocne Bbibopa AaHHOM onumm
cucTema NoaaepKuBaeT yHKLUMIO NOAMNUCK.
Signature enforcement: MNocne BbiGopa AaHHOW onumm
KIMEHTbI AOMKHBI UICMOMb30BaTh (PYHKLMIO NMOAMUCH.

(L] nPUMEYAHME
Ecnu dpyHKUMA nognvcy oTkmoYeHa, To cuctema
XPaHeHUs1 AaHHbIX MOXET CTOMKHYTLCA C aTakamu Tuna
«4yenoBek nocepeguHe» (MITM), yto B peaynbtate
MOXeT NPUBECTU K onpeaeneHHbIM pUckam CUCTEMbI
6e3onacHocTU.

MocTaBLwmk ycnyr

Signature: Enable
Signature enforcement:
Enable

E4

TepmuHan Texo6cnyXMBaHus: co3aaHme katanora o6wero gocryna CIFS

dannosas cuctema

MocTaBLumk ycnyr

FileSystem000

ES

Mwms katanora obuiero goctyna CIFS

MocTaBLumk ycnyr

share01

E6

CA

Mcnonb3yetcsa ans obecnevyeHnss HenpepbIBHON
poctynHocTy SMB3.0 1 npuMeHsieTcs TONbKO npu
obwem goctyne ans Hyper-V.

MocTaBLmMK ycnyr

Disable

E7

TepMuHan Texo6cnyXXuBaHUA: HacCTPOMKa KaTano

ra o6wero aocryna Homedir

Homedir

B pexxume Homedir charinoBas cucrema ncrnonb3yercsa
OTAENbHbIM NOMb30BaTENEM KaK 3KCKIO3UBHbIN
kaTanor. [Monb3oBaTenb MOXET NpocMaTpuBaTh 1
nomny4atb AOCTYN K 3KCKIMO3MBHOMY KaTarnory,
Ha3BaHHOMY MO UMEHM Monb3oBaTens.

MocTaBLwmk ycnyr

Enable

F1

darnosas cuctema
dannosas cuctema, Ana KOTopon goctyneH Homedir.

MocTaBLumk ycnyr

FileSystem000

F2

TepMuHan TexobcnyXuBaHus: no6aBneHne cucTeMbl XpaHeHUA K aomeHy AD

AkTtuBHbIN IP-agpec DNS

AgmuHucTpartop
CNCTEMDbI

192.168.128.102

Gl

Mms nonb3oBaTtens U naponb agMuHUcTparTopa
JloMeHa

AOMuHucCTpaTop
CUCTEMBI

ViMsi nonb3oBaTtensi:
admin
Maponb: Admin@123456

G2

lNonHoe nmsa gomeHa

AgmuHucTpartop
CNCTEMDbI

domain.com

G3




OTBeTCTBEHHbIN

MyHKT 3a NoAroToBKy Mpumep 3HauyeHune
AaHHbIX
. AOoMuHucTpaTtop
OpraHn3aunoHHbIn 6ok ou=xxx,dc=abc,dc=com G4
cuUcTeMbl
MWHUCTPATO
Wms cnctemsl An patop storagel G5
cuUcTeMBI
AOoMuHucTpaTtop .
Mepe3anucb NMeHn cucTembl Disable G6
cuUcTeMB!
TepmuHan Texo6cnyXMBaHUsi: Co3aaHue rpynnbi NoJfib3oBaTesier NoKarbHOM ayTeHTUukaumm
Mms rpynnbl nonb3oBaTenen MoctaBwumk ycnyr | Usergroup H1
TepmuHan Texo6cnyXmBaHUA: co3aaHue Nonb3oBaTess flokanbHOW ayTeHTUdMKauum
Wmsa nonb3oBartens v naponb Ang obiero gocryna K
CIFS
L] nPUMEYAHME
Cpok OelcTBUS Naporisi Nonb3oBaTens NokanbHom Mmsa nonbsosarens:
ayTeHTMKaLMn ansioBo CUCTEMbI, MO YMOMYaHMIO MoctaBwumk ycnyr | cifsuser H2
coctaenset 180 gHel. Heobxognmo cBOEBPEMEHHO Maponb: Admin@123456
MeHsiTb Naponb. Ecnun cpok AencTBusA napons nuctek, To
€ro Hemnb34 Ucnosnb3oBaTtb, criegoBaTeribHO
obcnyxumBaHue MoOXeT BbiTb NpepBaHo.
MepBuyHas rpynna
pynna nonb3oBaTtenew, K KOTOPOW NPUHAANEXUT
nonb3oearesnb. MNonb3oBatenu MOryT nNpuHaanexartb K nOCTaBLU'MK ycnyr Usergroup H3
NepBUYHOW rpynne.
TepmuHan TexobcnyXuBaHus: go6aBneHue nonb3oBaTens (rpynnbl nonb3oBaTtenen) obwero goctyna k CIFS
Monb3osaTtens/Ipynna nons3osaTtene Moctaswwmk yenyr | Local Authentication User 11
Monb3oBaTtenb MocTaBwwmk ycnyr | cifsuser 12
YpoBeHb NOMHOMOYNIA MocTaBwumk ycnyr | Read-write 13
TepMmuHan Texo6cnyXMBaHusi: cCo3aaHue JIOrMYecKoro nopra
Nmsa MoctaBwwmk ycnyr | logicalip J1
Twn IP-agpeca MoctaBwwmk ycnyr | IPv4 address J2
Appec IPv4 MoctaBwumk ycnyr | 192.168.29.30 J3
Macka noacetn MoctaBwumk ycnyr | 255.255.255.0 J4
MepBUYHbLIN MopT MocTaBwwmk ycnyr | CTEO.L1. IOM1.P2 J5
Mnasatowmn IP-agpec
Ecnu nepBuyHbIN NopT oTKMtoYeH, To IP-agpec
6yneT nepemelleH Ha ApPYroii NOpT, KOTOPbI MOXHO Mocrasumk yenyr | Enable J6
OyneT ucnonb3oBaThb.
Pexvm oTkazoycTon4msocTn
OTkasoycTonumBhbIi IP-aapec: MocTaBwwmk yenyr | Automatic J7
Automatic and Manual.
AKTMBMpOBaTbL cenyac MocTaBwwmk ycnyr | Enable J8
OnHamnyeckuin DNS?2 MocTaBwwmk ycnyr | Enable J9

a: JaHHbIN NapamMeTp Ucnonb3yeTcst Tonbko ans Bepcun V300R006.
6: JaHHbBIN NapameTp ucnonb3yeTtcs Tonbko ans sepcui V300R003 n V300R006.




E WHCTpYyKUMM No aKcnnyaTauum

Mepea BbINONIHEHMEM Onepauuin BHAMATENBHO O3HAKOMbTECH CO 3HaYKaMu,

npeacTaBreHHbIMK B criefytowen Tabnuue

3Ha4vyok

OnucaHue

[1BoVHOM Lenyok

Lenyok

LLlenyok npaBow KHOMKOW MbILLIX

BBog unu yctaHoBka

LWar

MyHKT

Mpumep

L)
Username: admin
Password: T -

e% LogIn Advanced p

LWar 1:

MyHkT 1: BBEAUTE UMS nonb3oBaTens v naponsb.
MyHkT 2: HaxkmuTe Log In.

(1] nPMMEYAHME

CKPUHLLOTBI, NPeACcTaBneHHble B AaHHOM
PYKOBOZACTBE, MOMYT OTNMYATLCA OT pearnbHbIX
n3obpaxeHuin B UHTEpdeNce, MOITOMY
MCNonb3yHTCs TOMBKO B CMPaBOYHbIX Liensx. B
AaHHOM [OKyMEHTEe B kKayecTBe npumepa
npvBegeHbl npoueaypbl Ans sepcun V300R006.



3 PacnpepeneHue npocTpaHCTBa XpaHeH
I

Bxopn B DeviceManager

3 e

Google

Chrome
~

X QlhttEs:55192.168.128.101:8088|

Al

1. BBegute https://XXX.XXX.XXX.XXX:8088, roe
XXX XXX XXX. XXX — aT0 |IP-agpec ceTeBOro
nopta ynpasneHus. 192.168.128.101 3gecb
UCMOonb3yeTcsi B KAYECTBE NprMMepa.

2. Haxxmute Enter.

/&h The site's security certificate is
not trusted!

You attempted to reach192.168.128.101. but the server presented a
certificate issued by an entity that is not trusted by your
computer's operating system. This may mean that the server has
generated its own security credentials, which Google Chrome
cannaot rely on for identity information, or an attacker may be trying
to intercept your communications. You should not proceed,
especially if you have never seen this warning before for this site.

@iceed anyway ]I Back to safety

),
L] nPAMEYAHMUE

TekcT npeaynpexaeHns 0 HefOBEPEHHbIX cepTudmKaTax
6€30MacHOCTM 3aBMCUT OT OMEPAaLIMOHHON CUCTEMbI U OT BEPCUM
6paysepa. VrHopupyiiTe gaHHoe coobLieHne 1 NPoAoImKUTE
OencTBums.

% | OceanStor DeviceManager

~

Username: admin —A2

Password: | ..i.i..i.i..i.| A2 |
(2] Advanced
A\

=
. L
a

_——a—

] Co3paHue ANCKOBOro AoMeHa

- ] A
| i T ©
A Provisioning N
: . B Do (g (1w
.| Create Disk Domain .
= o
= - ;
3) mermm ©) o .

Create Disk Domain

—
* Name: IDlsIﬂ.DumaanUU

Di

Select Disk 9

Encryption Type: Non-Encrypting Disk B

Please select commeon disks that comprise the disk domain. What is hot spare policy?

All available disks

ﬂsaemfy disk type

High-Performance tier: SSD 4 Block Available Disk:4 Block Hot Spare Policy: | High g
.
| Performance tier: SAS 2 % |Block Available Disk47 Block  Hot Spare Policy: | HigHm——]
/| Capacity tier: NL-SAS 10 % Block Available Disk10Block  HotSpare Policy: High

Manually select

e Cancel Help

[ns Toro, Y4Tobbl y3HaTb YMCMO ANCKOB, 0OpaTUTECH K 3HAYEHUIO
B3 T1abnuubl NoAroToBKMN AaHHbIX. Ha pucyHke Bbille B Ka4yecTBe
npumMepa NpUBEAEHO ONMCaHNE CO34aHUsS YPOBHS BbICOKOM
NPOV3BOANTENIBHOCTAN YPOBHSI EMKOCTH.

SUCCESS

Succeeded in creating the disk domain, please wait for the
initialization is completed and then create the storage pool.

)

k1:3 Co3paHue nyna xpaHeHus

D) [©)
> > B /.
L0J Create File Systern Create Share

. -
—
Create Storage Pool >

—
Create Disk Domain

: Create Mapping View

Create Hast Create Host Group




Create Storage Pool

* Name

IsmragePomuuu —0=C1

Description:

Usage Block Storage Service mn%r‘m&m
@ Usage is unchangsable aTer it is_dnfigure storage pool can be used
to create file systems only.
Disk Domain: D\sl-:DnmainDém% C3

* Storage Medium:  Please select a disk type and a RAID policy for the storage poal.

/| Performance Tier (SAS)

RAID Policy: RAID 5 w | 4D+1P -
el Available Capacity: 4 ~
* Capacity 1 B v I

/| Capacity Tier (NL-SAS)

RAID Palicy: RAID & v | 4D+2P -
Available Capacity: 10.259 TB
* Capacity 2 B -
Total Storage Pool Capacity 3.000TB

Advanced

The number of RAID data disks of different storage pool tiers must be a multiple of 1, 2, 4, or 8.

After the storage pool if created, the RAID policy of a new storage tier of the storage pool can
only be RAID 1(2D/4D)RAID10, RAID 3(2D+1P/4D+1P/BD+1P), RAID
5(2D+1P4D+1P/BD+1[), RAID 50((2D+1P)=2/{4D+1P)=2/(8D+1P)x2), RAID
G(2D+2P/4D+2PIBD+2FMED+2P).

Cancel Help

[lns cosgaHus YpoBHEN CUCTEMbI XpaHEeHUS AaHHbIX
obpatutech k 3HauyeHuno C4 Tabnuubl NOATOTOBKU AaHHbIX.
Ha pucyHke Bblille B kKayecTBe NpuMepa npuBeaeHo
onncaHue Co3aaH1s YpoBHSA CTaHOapTHOM
NPOV3BOANTENBHOCTM U YPOBHSA EMKOCTY.

LL)nPUMEYAHUE
OcTaBbTe 3Ha4YeHus no ymMon4yaHuto Ana napamMmetpa
RAID Policy.

Execution Result

v

Operation State Cause And Suggestion -

Create storage poal ... Q Succeeded

1M - Entties 1, Selected 0

10

m Co3paHue channoBou cuctemMbl

(0)

reate File System

Greate Disk Domain Create Starage Pool | =

>

Create LUN

Create LUN Group
o w
0 Create Mapping View

Create Host

Create Host Group

Create File System

~
* Name: D1 I -E

o IF\IeSystemDDD —

Description:

Thin Provisioning: e m”abé — D2
in

provisioning is enabled, the storage system
dynamically allocates storage capacity to file systems
based on the actual capacity used by hosts instead of
allocating a preset capacity, achieving on-demand

allocation.
D3 @reate

Owning Storage Pool: StoragePool000

Free Capacity1.000 TB

Capacity: 1 GB -
— D4
Use all of the free capacity of the owning & 2 pdol
# Snapshot Space Ratlog_.: 20 - D5 % | (010 50)

Application Scenario

User-defined D6 .~ (7] %
B4KE —— D7

# File System Block Size:

* Quantity: e

.
‘When creating multiple file systems, the storage system
automatically adds a suffix number to each file system
name to distinguish between file systems

Timing Snapshot Policy Advanced

Ot

Execution Result

Cperation State Causze And Suggestion ¥
Create File Systemn ... O Succeeded ;I

1M - Entries 1, Selected 0




£¥:] YcTtaHoBka napametpoB CIFS

Settings

Storage Settings @

Manage hlock storage service, file starage o %

service and value-added service. =
@

Co3aaHue KaTanora oowero
poctyna CIFS

> il (1 )

Create File System

— -_— o)
Create Disk Domain Create Storage Fool & > L
Craats LUN FTP Share
] = e
o) (o) Create Mapping View
................. B> i
Create Host Create Host Group

@ HuaweiStorage > Seftings > Storage Settings

ok Storage Service
File Storage Service %

NFS Senvice

‘y" Setthe CIFS service parameters

CIFS Service 9

CIFS Service: Enabl S

El
% Authentcaton Ma% —E2

ETP Senvice Performance Settiggs:F " Notify g E
5 7| Oplock @ 3
TETT

HTTP Service
i ah
ABSE @ % —E4

| Signature Q
/ Signature enforcemeft @

Security Seftings:
DNS Service

Access Settings:

Domain authentication Signature Setting

NDMP Settings
Homedir:
Value-added Service Settings Enable @
File System
Quota Tree: Clear

Create CIFS Share Wizard:Step 4-1

Set CIFS
Selectthe CIFS share path and set the share name.

Click the browse button to select the file system that you want to share. If you want to share
a guota tree, select a file system and its quota tree. A quota free is a first-level subdirectory
of a file system.

* File Systen: FileSystem000 —— ESGD %

CQuota Tree:

Share Path: [FileSystem000/

* Share Name: elsharem —_— E6

Description:

I ~

Oplock Enable e
Notify: Enable @
Ofline Cache Mode: | Manual -~ @

CA: eDEnaDIeQ — E7

Security Restriction: Enable @

ABE Enable @

Audit Log: Enable

Pre.isuo Cancel Help | »

SuUCCess

COperation succeeded.

[na co3paHusa katanora obuero gocryna CIFS
3e CosgaHue obuero goctyna CIFS
[Ins co3paHua katanora YactHoro goctyna Homedir

—
—

CosgaHve katanora 4YactHoro goctyna Homedir

Create CIFS Share Wizard:Step 4-2

Set Permissions
Assign the local authentication user/user group or domain user/user group the

permission for accessing the CIFS share. What is an AD domain?

Users/User Groups
Name Type Permission Level ¥

No data

Entries 0, Selected 0

Add

Previous Cancel Help  »




Create CIFS Share Wizard:Step 4-3

Summary
@ Confirm your settings of the CIFS share to be created

Share Path: IFileSystem000/
Share Name: share01
Description

Oplock: Enable

Notify: Enable

Cffline Cache Mode: Manual

CA: Disabled

Security Restriction: Disabled
Users/User Groups: Share with 0 users/user groups
ABE: Disabled

AuditLog Disabled

Previous -

Cancel Help | »
Create CIFS Share Wizard:Step 4-4
. Execution Result
Succeeded in creating the CIFS share.
@ Create CIFS share share01
Help  *

Co3paHue KaTanora 4YacTHoro

aoctyna Homedir

Storage Settings

Manage hlock storage service, file starage
service and value-added service.

® HuaweiStorage > Settings > Storage Settings

Block Storage Service

File Storage Service %

NFS Service

< Setthe CIFS service parameters.
CIFS Service

CIFS Service /| Enable

Authentication Mode: || oo o thentication |

FTP Semvice Performance Seftings: [ Notify @
| Oplock 9
HTTP Service
Security Settings: Guest @
DNS Service
Access Setings: ABSE @

Domain authentication Signature Settings: /| Signature Q

/| Signature enforcement Q

e nah\e @

* File System” | FileSystem00,

NDMP Settings

Homedir:
Value-added Service Settings

(o3
Quota Tree Clear

F2

e &

Success

Q Cperation succeaded.

Ecnu ans pomeHHon cpeppl ncnonb3yetcsa CIFS

mmm) 4 [lo6aBneHve CUCTEMbI XpaHeHUs K AoMeHy AD

Ecnu CIFS ncnonb3yeTcs He Ans JOMEHHON cpenpbl

mmmm) 5 CosaaHve nonb3osaTens (rpynnbl Nonb3oBaTernen) ¢
riokanbHON ayTeHTuduKaumen



M 5 Co3pgaHue nonb3oBat
4 lo6aBneHue cucTemMb M (rpynnbl nonb3oBartene
XpaHeHusa K aomeHy AD M nokanbHoi ayTeHTUU

® HuaweiStorage > Seftings > Storage Seftings

5 CospaHue rpynnbl Nosib3oBaTenemn ¢
.‘r;)'- Configure a file storage service |P address for the active or standby DNS I nOKan bHOM ayTeHTMCbVlKaU‘VleM

'

File Storage Servic % .e - .

| g I Active DNS IP Addr I 192.168.128.102 @tll |
~

Block Storage Senvice

0 NFS Service STl R PR S : o B . B/ H User Authentication
I o o i e e Create and manage local authentication users| g
T Standby DNS 1P Address 2 Test : eI [ y Wi oo vsrruns o access shareo storage [
g resources.
| & i
FTP Service TestAll . . e
HTTF Service I B = iy o o%
a3 i ®

. @
- . = o e
Domain authentication | @
. =
NDWMF Settings | - : - Rt Provisioning| "™
- T N @
Value-added Service Settings . Aegecmen B Canprason b
| P B | b= o
Srgen
. ® HuaweiStorage > Provisioning > User Authentication
| I Local Authentication User Local Authentication User Group User Mapping I
i Create Delete Properties Refresh
Name Description
| No data

Local Authentication Uo I Local Authentication User Group %Jserl‘dappmg

_ %&\ele Properties Refresh

. n v |[>] Entries 0, Selected 0
I_I | -
o Save écel .

® A > Seftings > Storage Settings

| Local Authentication User GrDup X
Block Storage Service .
AD Domain Settings.

File Storage Service % Active Directory (AD) is a directory service for Windows Standard Server, Wind: N * |Jser Gruup Marme: I Usergrgup — Hl I

information.How do | configure an AD domain? |
c File Service Settings G 2 N

% Domain Administrator Username:} admin | Descriptinn:
NFS Service * Password: _ G 2 :
CIESES s * Full Domain Name: e domaincom GB A l
i T
FUPEIE2 Organization Unit: ou=xxx de=abc, dmﬂG4 I' _'l I
BUPETEE * System Name: storage1 —@G5 |
N Seni . Cancel Help
ervice y :
iJl Overwrite System Name: Enable@ G 6 |
2 W After this option is selected, the system :
system name is affected
NDMP Settings Domain Status: Exited domain l
: SUCCESS X
Value-added Service Settings al Join Domain %lnmmam I
SUCCess x |

I

i o COperation succeeded.
|

o Operation succeeded. |

13



Co3snaHmne nonb3oBaTens ¢
noKanbHOW ayTeHTudunkaumen

Local Authentication User Group User Mapping

%\ata Properties More = Refresh

Name Status Primary Group

Local Authentication User

* Lzername: cifsuser - H2

* Pazaword: 9 stesssens _— HZ

#* Confirm Fassword: | sessssses - H2

* Primary Group: Uszergroup H3 9 De%
Secandary Group: 0
Description:

e Cancel Help

1] nPUMEYAHUE

Cpok oencTemsa napons nonb3oBaTesis ¢ JIoKanbHOM
ayTeHTUdUKaumen annoBor CUCTEMbI MO YMOMYaHNIO
coctaenset 180 aHel. Heob6xoaMmMo CBOEBPEMEHHO
MEHATb Napornb. [aponb ¢ UCTEKLINM CPOKOM HeNb3si
MCMNomnb30BaTh, TO ECTb OOCMNYXXMBaHWE B 3TOM Cryvae
OyneTt npepBaHo.

SUCCESS

o Operation succeeded

6 lo6aBneHue Nonb30

(rpynnbl nonb3oBaTerne
aoctyna CIFS

K g,

Share

L}

g < After file systems are created, you can use the
= MFS, CIFS and FTP file sharing services to
enable clients to access storane resources

—— .2

@

o R I Wil R Provisioning| """
e s A2

DER B = o

:'w): Currently, the CIFS share service is Ena . You can click Parameter Settings to modify the settings.

Create Delete Properties Refresh

v | Share Name Share Path

e share01 % [FileSystem000/

n - 1 Entries, 1 Selected

Users/User Groups Accessible IP Address/Address Segment File Name Extension Filtering

3 Add %emo;e Properties

Name Type

Add User/User Group

Userfliser Group: Local authentication user@ Create

@ (]
ﬁ Remove

=1

Fermission Level:  Read-only v

ik Cancel Help




Add User |

Mame Enter a keyword Search .
| Marme D Statug Frirnary Group ¥ !
ufsuser |2 100000 Harmal Usargroup = |

oz i

10 hd Entries 1, Belected 1 I

Cancel

Add User/User Group I

Usenllser Group:

Local authentication user | « Create :

: |

Mame: Find |
cifsuser ;l Farmaove |

Fermission Level. Read and write—— |3 E% I

O = ®

Help |

[1T] nPUMEYAHME !
B nomeHe BbiGepuTe 3Ha4YeHne napameTpoB domain I
user unu domain user group B none User/User |
Group.

Execution Result |

W

Cause And Suggestion ¥

A !

Qperation State

Add user cifsuser O Succeeded

Entries 1, Selected 0

15

7 Co3paHue noruyec

* Subnet Mask:

v B ——
o & . &
ok Coran v [} [ View and manage host pos, port groups, | s
‘a S Eﬂ YLANS, logical ports, and floating groups
E, : :E e brf =
. - g s @ 9|
g
- Q= :
@z e o
Create Logical Port b4
* Name: e logicalip J1 ~
* |P Address Type: ®) |Pvd Address IPvE Address—— J 2
* |Pv4 Address: 1921682030 J3

J4

2552552550

IPv4 Gateway:

* Primary Port:

Failover Group:

- Q[ e 13

Browse

Ifthe primary port fails, a portin failover group takes
Over services.

IP Address Failover: [/ Enable

Failback Mode: Automatic -
Activate Now: /| Enable

Role: Service v
Dynamic DNS: +| Enable 9

OK Cancel Help
Select Primary Port
Faort Type: Ethernet port - -
Location  » | Keywoaord Search
Locat... Healt... Runn... MAC ... Warki [EE
CTEO....  Marmal Link d... ey .. - 1
@) cTEn. . Norma—Ligkd. 4 ena7: = 1]
CTEO....  Maormal Link d... eldgy... - 1
CTED.. .. Mormal Link up el:97:. . 1 1
1M d Fntrirs 4 Selreted 1 e
4| |
9 | Ok % Cancel Help




Create Logical Port

* Name: logicalip
* |P Address Type: ®) IPv4 Address () IPvE Address

* |Pv4 Address: 192.168.29.30
* Subnet Mask: 255.255.255.0
IPv4 Gateway:
* Primary Port: CTED.A2.PD Browse

Failover Group: Browse

Ifthe primary port fails, a portin failover group takes
OVET SEMVICEs.

IP Address Fana@:na%_JG

Failback Mode: Automatic QB%_J7
Activate Now: e.Ena%
—J8

Role: Service hd

4
Dynamic DNS: Ena%e_\]g

QI oK a Cancel Help

16

SuUCCess

0 Operation succeeded.




8 OocTtyn K o6wmum pecypcam

E HdocTtyn Kk obwemy katanory CIFS (onunoHanbHO)

DencTBus

Windows Server 2008

Mepexon k AnanoroBomy
okHy Map Network Drive

1. LlenkHnTe npaBomn KHOMKOM Mbiwn Ha Computer.
2. Boibepute Map Network Drive.

MoHTupoBaHue nyTu K
obuwemy katanory CIFS
Normal

M3meHWTE 3HaYeHus mapaMeTpoB Ha OEWCTBUTENbHbIE 3HAYEHMS B COOTBETCTBMM CO CTPOKaMU
Tabnuubl NOATOTOBKN AaHHbIX, B KOTOPbIX YKa3aHbl 3HayeHus. J3 n E2

1. YcraHoBute gns napametpa Folder 3HaveHne \\192.168.29.30\username.
2. Haxwute Finish.

AyTeHTudmnkaumns
aoctyna Kk obemy
katanory CIFS Normal

1. BeeauTe Msa 1 Naponb aBTOPM3OBAHHOIO NOMb30BaTens.

Ecnu ncnonb3yeTcd cpefa oTnnyHaa oT OMeHa, TO BBEAUTE UMA U Naposib NoJfib3oBaTens nokarnbHon

ayTeHTudUKaLmu.
Ecnu ncnoneayetcsa cpeaa AD, To BBeaute ums 1 naponb nonb3osatens gomeHa AD. Npu atom nmsa
nosnb3oBaTens 4oMeHa gOIMKHO OblTh BBeAEHO B hopmaTte domain name\user name.

2. Haxxmute OK.

MpoBepka goctyna kK
obuwemy katanory CIFS

1. OBaxabl WwenkHute Ha Computer.
2. B o6nactn Network Drive npocMOTpuTE NOAKIMIOYEHHbIE CETEBbIE ANCKM.

m HdocTtyn K yactHomMy Katanory Homedir (onunmoHasrnbHO)

OencTtBuna

Windows Server 2008

Mepexon k gnanorosomy
okHy Map Network Drive

1. WenkHWTe npaBow KHOMKOW Mblwn Ha Computer.
2. Buibepute Map Network Drive.

MoHTupoBaHue nyTu K
YacTHOMY KaTanory
Homedir

M3MeHWTEe 3HaYeHus1 mapaMeTpoB Ha OEWCTBUTESbHbIE 3HAYEHWS!, B COOTBETCTBMU CO CTPOKaMM
Tabnuubl NOATOTOBKN AaHHbIX, B KOTOPbIX YKa3aHbl 3HayeHus J3 n H2.

1. YctaHoBuTte Folder to \\192.168.29.30\username.
username — 970 Nonb3oBaTenb katanora obLero goctyna Homedir.
Ecnu ncnonbayetcs cpega oTnMyHasi oT JOMeHa, TO username — 3To MMS Nonb3oBaTens nokansHOM
ayTeHTMdMKaLmn.
Ecnu ncnoneayetcs cpeaa gomeHa AD, To 3HayeHve napameTpa username [0MKHO ObiTb BBEAEHO B
cdopmaTte ~domain name~user name.

2. Haxxmute Finish.

AyTeHTudmkauns
[OCTyna K YacTHOMY
katanory Homedir

1. BBeante nmsa nonb3oBatens n naponb.

Ecnu ncnonb3syetcs cpefa otnnyHasi oT JOMEHa, To BBEAWUTE UMSs U Naporb NoMb3oBaTens rfiokanbHon
ayTeHTUdmKaLum.

Ecnu ncnone3yetcsa cpega AD, To BBeauTe UMs 1 naposb nonb3osatens gomeHa AD. Mpu aTom nms
nonb3oBaTens AOMeHa JOMKHO ObiTb BBEAEHO B popMaTe domain name\user name.

2. Haxxmute OK.

MpoBepka goctyna kK
YacTHOMYy kaTanory
Homedir

1. ABaxapl wenkHuTe Ha Computer.
2. B obnactu Network Drive npocMoTpuTe NOAKMIOYEHHbIE CETEBbLIE OUCKN.



//192.168.29.30/username

9 Cnoco6bl ob6paweHnsa B Huawei

® LleHTp cepBucHoOro o6cnyxmBaHus knueHtoB Huawei
Appec: Huawei Industrial Base, Bantian, Longgang, Shenzhen 518129, People's Republic of China
Beb6-canT: http://e.huawei.com

® MecTHas cry0a TeXHUYECKON NOAAEPKKM KoMNaHun Huawei
[MonyunTb MHOPMaLUIO O MECTHbIX Odrcax KoMmnaHun Huawei MOXHO Ha canTe
http://support.huawei.com/enterprise.

10 JononHuTernbHO

3apava [oKyMeHT ¢ onnucaHuem 3Ha4vok DeviceManager
3 A CIES Pykosodcmeo ¢ onucaHuem Share
HaKOMCTBO C Teopuen n - - . .
P chyHruul docmyna K cpatinam ro St s o s
CLl,eHapI/IFIMVI anMeHeHMﬂ npomOKonaM clients to access storage resources



http://enterprise.huawei.com/
http://support.huawei.com/enterprise

