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L7.MpunoxeHnii — obecneuynBaeTt
B3aumoaencTBue nonb3oBaTeNbCKUX
NPUNOXEHUN C CeTbio

L6.MpeacraBneHus — obecneynBaeTt
npeobpa3zoBaHue NPOTOKONOB U
wucppoBaHue/paclunpoBKy AaHHbI

L5.CeaHcoBbIN — obecneuynBaeT
noggepXaHue ceaHca CBA3W, NO3BONASA
NpUNoXeHUsiM B3aMMOAeNCTBOBaTb
Mexay coboun anuTenbHoe BpeMs

f' L4.TpaHCnoOpTHbIN — NpeAHa3Ha4YeH Ans

obecneyeHMsa HaQEXHOWN Nepepayvun
AAHHbIX OT OTNPABUTENA K Nony4atento

L3.CeTeBOM — npeaHa3Ha4eH Ans
onpeaeneHusi NyTy nepeaaym AaHHbIX B
cetn

L2.KaHanbHbIX — NnpegHa3Ha4YeH ansa
obecneyeHnsa B3anuMmoaeucTBUSA C ceTbio
no ouanyecKkomMy ypoBHIO U KOHTPOJIEM
Hag owwmbKkamm

L1.®usnyecknn — onpepensieT Mmetopn,
nepenayn AaHHbIX, NpeAcTaBfieHHbIX B
ABOMYHOM BuAe, OT O4HOro YCTPOMCTBA K
apyromy (¢pus.coeguHeHue)
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Level 1: IEEE 802.15 (Bluetooth), IRDA, EIA RS-232, EIA-422, EIA-423, RS-
449, RS-485, DSL, ISDN, SONET/SDH, 802.11 Wi-Fi, GSM Um radio
interface, ITU, ITU-T, TransferJet, ARINC 818 n G.hn/G.9960.

Level 2: ARCnet, ATM, Econet, Ethernet, FDDI (Fiber Distributed Data
Interface), Frame Relay, HDLC (High-Level Data Link Control), IEEE 802.2
(provides LLC functions to IEEE 802 MAC layers), LAPD (Link Access
Procedures, D channel), IEEE 802.11 wireless LAN, LocalTalk, MPLS
(Multiprotocol Label Switching), PPP (Point-to-Point Protocol), PPPoE (Point-
to-Point Protocol over Ethernet), SLIP (Serial Line Internet Protocol,
obsolete), StarLan, Token ring, UDLD (Unidirectional Link Detection), x.25.

Level 3: IP/IPv4/IPv6 (Internet Protocol), IPX (Internetwork Packet
Exchange), x.25 (part of this protocol is implemented at the level 2), CLNP
(Connection Less Network Protocol), IPsec (Internet Protocol Security).

Level 4: ATP (AppleTalk Transaction Protocol), CUDP (Cyclic UDP), DCCP
(Datagram Congestion Control Protocol), FCP (Fiber Channel Protocol), IL (IL
Protocol), NBF (NetBIOS Frames protocol), NCP (NetWare Core Protocol),
RTP (Real-time Transport Protocol), SCTP (Stream Control Transmission
Protocol), SPX (Sequenced Packet Exchange), SST (Structured Stream
Transport), TCP (Transmission Control Protocol), UDP (User Datagram
Protocol).



OSI Model TCP/IP Model
Application
Presentation Application
Session
Transport Transport
Network Internet
Data-Link
Link
Physical

[MToka komuteTbl ISO cnopunn o cBOUX CTaHAapTax, 3a
NX CMIMHOMN MeHsINacb BCA KOHUENUUSA opraHm3aunmn
CeTen N No BCEMY MUPY BHeAPSICS NPOTOKOJ
TCP/IP.

N BOT, Koraa npotokonbl ISO 6b1IM HakoHeL,
peasnim3oBaHbl, BbISBUICS LeNbln psa npobnem:

* 3T NPOTOKOJIbl OCHOBbIBAJ/IUCb HAa KOHUENuUUAX, HE

MMELWNX B COBPEMEHHDbIX CETAX HUKAKOIro CMbICJia,

* UX CI'IELI,MCbl/IKaLI,MM O6blnn B HEKOTOPbIX Cly4daax

HEMOJIHbIMU,

* Nno CcBOuUM CIDYHKLI,VIOHaJ'IbeIM BO3MO>XXHOCTAM OHWU

yCcTynanan ApyrnuMm npoToKoJsiam;

* HaIM4me MHOIMoO4YnNCJ/IEHHbIX ypOBHeVI caenano 3Tu

NPOTOKOJIbl MEANUTENBbHBIMU U TPYAHbIMU ANSA
peannsauuu.

Cenuyac paxke camble gpble CTOPOHHUKU 3TUX
MPOTOKON0B nNpu3HatoT, 4To OSI nocTteneHHO ABUXETCS
K TOMY, 4TO6bl CTaTb MaJleHbKOW CHOCKOW Ha
CTpaHULUAX NCTOPUN KOMIMbIOTEPOB.

— 2JBU Hemert



Cemencteso TCP/IP nmeeT Tpu TpaHCNOPTHbIX NpOTOKoNa:

* TCP, nonHocTtblo cooTBeTcTBYOWMIN OSI, obecnevnsatommn npoBEPKY
NONyYEeHUS1 AaHHbIX;

* UDP, oTBeyvaoLwnm TpaHCMOPTHOMY YPOBHIO TONMLKO HarM4Ynem nopTa,
obecneymBaoLLnM OOMEH gaTarpammamu Mexay nNpUnoXXeHUsIMu, He
rapaHTUPYOLWMIA NOSNTyYeHNA OaHHbIX;

* SCTP, paspaboTaHHbIn Ons ycTpaHeHUst HekoTopbix HegoctaTkoB TCP, B
KOTOPbIN A06aBNeHbl HEKOTOPbLIE HOBLLECTBA.

B cemeinctee TCP/IP ecTb ewe okono ABYyXCOT NPOTOKOMOB, CaMblM U3BECTHLIM
N3 KOTOPbIX ABNisieTcs cnyxebHbin npotokon ICMP, ncnonbsyemoin ans
BHYTPEHHUX HYXX 06ecnedeHnsa paboThbl; OcTaribHble Takke He ABMSATCH
TPaHCNOPTHLIMM NPOTOKOSTAMM.

[TonynapHble NpoTokosibl MapLipyTtmsauum LAN:
* RIP (Routing Information Protocol);

* OSPF (Open Shortest Path First)

* Hy n STATIC :)



Ethernet — cemeitcTBo TexHonormMin nakeTHoM nepegavn gaHHbIX Ons

KOMMNbIOTEPHbIX ceTen. B ctaHgapTe nepsbix Bepcuin (Ethernet v1.0 n

Ethernet v2.0) ykazaHo, 4TO B Ka4yecTBe nepeaatoen cpeqpl

NCMNOMnb30Barncs KoakcuarnbHbIN Kabenb, B AanbHenLWweM nosasunach

BO3MOXHOCTb UCIMOJ1Ib30BAaTb BUTYIO Napy wu onNTU4YeCKUn Kabensb.

Haunbonee pacnpoctpaHeHHbIn doopmat kagpa Ethernet |l

PasHble Tunbl Kagpa MMEKT pasnuyHbiv doopmaTt 1 3HavyeHne MTU.

Ethernet Type Il Frame
(64 to 1

biytes)

a0 00 20 VA 3F 3E ab 00 20 20 3A AE g8 00 IP, ARP, &tr. ao 20 20 3A
Destination MAC Address Source MAC Address EtherType Payload CRC Checksum
MAC Header Data
(14 bytes) (46 - 1500 bytes) (4 bytes)




B kayectBe gononHeHua Ethernet-kagp MoXeT cogepxaTb Ter
IEEE 802.1Q ansg naoentndukaummn VLAN, K KOTOPOMY OH agpecoBaH, U
IEEE 802.1p onga ykasaHna NpuoOpUTETHOCTMN.

L abiel
=i

(7] 5 z 2 z 4
LT Sourse EtherT TCI | Lengthitype) Data FCS
Address Address ype ype
+— 16 bits —=|=+— 3 bhits — -1 i k= 12 bits———»=

EtherType ncnonbayetcsa kak TPID (Tagged Protocol Identifier). [ns
802.1Q ncnonb3yeTtca 3HavyeHne 0x8100.

TCI (Tagged Control Information) cogepxut CoS (Class of Service),
Ncnonbayetcsa ctaHgaptom IEEE 802.1p ong sagaHua npuoputeTa

nepegaBaemMoro Tpaguka.
CFI (Canonical Format Identifier) and 12-bit field VID (VLAN ID),

3Ha4deHuda ot 0 go 4095.
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Compliance with network
equipment OSI layer

‘s Router —— Layer 3

h NIC (port)

> Layer 2
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Another example of a 2 LANs

192.168.1.65/30 192.168.1.66/30
sS0/0 S0/0

Fa0/o: Fa0/0:
192.168.1.33/27 192.168.1.97 /27

d Switch IP;

192.168.1.34/27 192.168.1.98/27

HostA HostB
IP: 192.168.1.58/27 IP: 192.168.1.111/27
Gateway: 192.168.1.33 Gateway: 192.168.1.97



2800 ISR Router

Wireless Client Wireless Client
(VLAN 20) === {(WLAN 30)

SSID Admin SS8ID Guest
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net01_subnetd?
192.168.101.0/24

public01_subnet01
10.64.201.0/24

router01

netlZ subnetdl
192.168.102.0/24




Core API objects

* Port - TOYKa NOOKJIIOYEHUSA K CETW;

* Network - n3onmpoBaHHbIN L2 cermeHT ceTu;

* Subnet - 610K IP agpecos, cBA3bIBaOWMN L3 06BbEKTbI CETU;

* Router - poyTep Mmexay ceTamu :)

* Floating IP - ctaTnyeckoe mannpoBaHue 13 public IP BHeLIHeN

ceTwn B private IP BHyTpeHHeWn /IoKaIbHOWN CETHU;



L2

port

network




Linux network devices on the comuter host

[ Configured by Nova Compute ]

TAP device vmQ 1 vmn 0 2 vmQ 3
i | |
: ;mh 0 :ﬂh 0 :mh 1 :ﬁth 0
veth pair :
: | | | |
Li Bridae : vnet () vnet 1 vnet 2 vnet 3 :
: Qb EE qabrYYY abrZZZ abrWWW :
Open  vSwitch : oy :
E qvbhaX qvbY Y qvhEEE v bR i
"""""" S NavexXX | LavoXY¥ | T L avezZZ | favoWWw | T
Port VLAN tag:1 | Port VLANtag:2 ||

enant flows are separated

T - .
| by internally assigned VLAN ID . :
1 A int-br-eth 1 :
VLAN ID is converted with flow table
dl_wvilan=101 = mod_wlan_wid:1

—p

[ Configured by L2 Agent ]
1 phy-br-eth 1 di_vian=102 = mod_vlan_vid:2
Tenant flows are separated - o ] :
G | kbbbt e .
el il dein S ) VLAN ID is converted with flow table

di_vian=1 = mod_wvlan_vid:101
dl_vian=2 =+ mod_wvlan_vid:102

Physical L2 Switch VLAN1OL

for Private Network VLAN102




ork devices on the network ho
To Public Network

dl_vlan=101 = mod_vlan_vid:1

dl_vian=102 = mod_vian_vid2 |
- |

VLAN ID is converted with flow table )

di_vlan=1 = mod_wvlan_vid:101

dl_vian=2 = mod_vlan_vid:102 _J

To Private Network
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* Open source programmable virtual switch

* One of the most popular core plug-ins

* Supports OpenFlow, 802.1Q VLANs, GRE, LACP, STP

* Supports KVM and Xen

* OVS is the basis for different SDN/network virtualization
platforms

* Flexible controller in user-space

* Fast datapath in kernel



* Ports represent connections to other things, such as
physical interfaces and patch cables;

* Packets from any given port on a bridge are shared
with all other ports on that bridge;

* Bridges can be connected through OVS virtual patch
cables or through Linux virtual Ethernet cables (veth);

* |EEE 802.1Q support attaching VLAN tags to interfaces;

* Support Generic Routing Encapsulation (GRE);

* Use network namespaces that enable Linux to group
adapters into unique namespaces that are not visible
to other namespaces;

* Fine-grained ACLs and QoS (L2-L4 matching, actions)
by Hybrid IPTables/Open vSwitch plug-in;

* Centralized control via OpenFlow to transfer packets
between VLANS;



ovs-vswitchd - daemon that implements a switch with help
of kernel module

ovsdb-server - database server

ovs-vsctl - utility for working with the configuration
ovs-appctl - tool for controlling Open vSwitch daemon
ovs-dpctl - datapath management utility

ovs-controller - simple OpenFlow controller

ovs-ofctl - OpenFlow switch management utility

ovs-pki - utility for managing public-key infrastructure



Tenant A router
10.0.0.1
30.0.0.2

Tenant B

Tenant B router
12.0.0.1
30.0.03

External router




Compute Node 1

VM1
10.0.0.3

Compute Node 2

VM2
10.0.0.4

mgmt netwaork

data netwaork




We have:

* tenant A and network (10.0.0.0/24)

* router that wires private network with external
* DCHP enabled (neutron port is create)

Commands we need:

* brctl show - to show all bridges

* ovs-vsctl show - to show all interfaces

* ip netns exec - to show contents of namespace
* neutron port-list, neutron net-list



Bridge br-int
Port "qr-9b80a882-55"
tag: 1
Interface "qr-9b80a882-55"
type: internal
Port "tap66a249f1-bf"
tag: 1
Interface "tap66a249f1-bf"
type: internal
Port br-int
Interface br-int
type: internal
Bridge br-ex
Port "qg-e41c368d-a8"
Interface "qg-e41c368d-a8"
type: internal
Port br-ex
Interface br-ex
type: internal
ovs version: "1.11.0"

internal interface
of router

port of DHCP
server

external interface
of router



bridge name bridge id STP enabled interfaces
br-ex 0000.6eed69b21a4b no gg-e41c368d-a8

br-int 0000.f68d58076046 no gr-9b80a882-55
tap66a249f1-bf



Expand the configuration:
* Launch VM in tenant A (10.0.0.3)
* Create network for tenant B (12.0.0.0/24) with DHCP

enabled (12.0.0.2) but without router
* Launch VM in tenant B (12.0.0.3)



Tenant A router
10.0.0.1
172.18.7.3

External router

Lo




Bridge br-int
Port "qvo8b0b577a-2c"
tag: 1
Interface "qvo8b0b577a-2c"
Port "gr-9b80a882-55"
tag: 1
Interface "gqr-9b80a882-55"
type: internal
Port "tap66a249f1-bf"
tag: 1
Interface "tap66a249f1-bf"
type: internal
Port "qvo4a744a65-92"
tag: 2
Interface "qvo4a744a65-92"
Port "tap3aa4a560-d2"
tag: 2
Interface "tap3aa4a560-d2"
type: internal
Port br-int
Interface br-int
type: internal

interface for VM
in tenant A

interface for VM
in tenant B

interface of DHCP
server in tenant B



Compute Node 1

VM
10.0.0.3

’

Router
10.0.0.1




bridge name bridge id STP enabled
br-ex 0000.6eed69b21a4db no
br-int 0000.f68d58076046 no

gbrda744a65-92 8000.7a95a8a2b9bd no

gbr8b0b577a-2c 8000.de84d986f61le no

one bridge for VM
(created by VIF driver in Nova)

interfaces
gg-e41c368d-a8
gr-9b80a882-55
gvo4a/44a65-92
gvo8b0b577a-2c
tap3aad4a560-d2
tap66a249f1-bf
qvb4a744a65-92
tap4a’744a65-92
gqvb8b0b577a-2c
tap8b0b577a-2c



Ip netns list

List of namespaces. There's one namespace per DHCP port and
per router port

gdhcp-9a7e9331-2508-4615-889b-b99a6f260eef
gdhcp-1b2101e0-cefa-4347-a581-e1f1f02215al
grouter-0Oe0e2e6e-a60b-4808-b914-8f45cae02b2e

qdncp-9aie. .. qdhcp-1b21. .. qrouter-Rede. .,

120.0.2 10.0.0.2 10.0.0.1 1721875




Show interfaces for namespace associated with router

0g-e41c368d-a8 Link encap:Ethernet HWaddr fa:16:3e:27:a1:85
inet addr:172.18.7.3 Bcast:172.18.7.7 Mask:255.255.255.248
ineto addr: fe80::f816:3eff:fe27:a185/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:60 errors:0 dropped:0 overruns:0 frame:0
TX packets:69 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0
RX bytes:6608 (6.6 KB) TX bytes:5298 (5.2 KB)

gr-9b080a882-55 Link encap:Ethernet HWaddr fa:16:3e:9e:ed:50

inet addr:10.0.0.1 Bcast:10.0.0.255 Mask:255.255.255.0
inet6 addr: fe80::f816:3eff:fe9e:ed50/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:18878 errors:0 dropped:0 overruns:0 frame:0
TX packets:3958 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:3269696 (3.2 MB) TX bytes:349880 (349.8 KB)
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